Directory and URL Prediction Vulnerabilities








Many websites, most notably adult-related websites offering pictures and files, leave their data open for others to see. These vulnerabilities often go undetected. This, of course may not be an issue to some, but many of these websites obtain their revenue through their sponsors, banners and membership fees. These types of vulnerabilities bypass sponsors, banners, membership sign-in areas, and most adult verification systems. For lack of better wording I have titled these types of vulnerabilities "Directory and URL Prediction". In reality, this is what it comes down to. There are many methods of exploiting these vulnerabilities, and only a few will be covered in this document. Please keep in mind that the effectiveness of these tactics depends heavily on the ineffectiveness of the website's security and design layout. I know some of you may have known these for years, but many have not. These vulnerabilities still exist today on the Internet.





1.) Lets call the first method "Target Changing". It is done as follows:





Original URL: Http://www.website.com/pictures/pic1/pics/picture01.jpg





Let us say this picture is one of the many that this website offers, but only offers one picture per day. Now if you charged membership fees to view one picture per day and have more pictures with the same naming format and in the same directory watch how easily it is to access them all in one day at one time:





Altered URL: Http://www.website.com/pictures/pic1/pics/picture02.jpg    (picture03.jpg, picture04.jpg, etc.)





If you keep all the files in the same directory with an easily guessable naming scheme they can be accessed and viewed just by changing the target file. In this case the target file was changed from "picture01.jpg" to target file "picture02.jpg".





2.) Next method is called "Directory Changing". It is done as follows:





Original URL: Http://www.website.com/pictures/pic1/pics/picture01.jpg





Same situation as mentioned in number 1 above but different tactic:





Altered URL: Http://www.website.com/pictures/pic1/pics/





If you allow browsing the directories, this person has now obtained access to this entire directory. Let us say for example that you have a total of 100 pictures in this directory. A membership fee of $xx will allow a member to view one picture per day, as the picture is changed daily. A membership expires after 30 days. Thus in theory a member will need to renew a total of 3 times in order to view all 100 pictures. This is a revenue of $xx times 4 in order to view all 100 pictures. Except this member/person has now accessed all pictures in this directory in one day.





3.) This method is called "Main Directory changing". It is as follows:





Original URL: Http://www.website.com/pictures/pic1/pics/picture01.jpg





Same situation as mentioned in number 2 above but different tactic:





Altered URL: Http://www.website.com/pictures/pic1/





Altered URL: Http://www.website.com/pictures/pic2/





Altered URL: Http://www.website.com/pictures/pic3/





If directories are in a guessable sequence the person can browse through all of the directories directly accessing each directory's contents. If you take, for example each of these directories are a separate website offering different services and/or different content with different memberships, you can see the result of one person viewing these separate directories' contents.





4.) This final method if called "Target Guessing". It is done as follows:





Original URL: Http://www.website.com/members/membersname/index.htm





Other URLs that could leave hints to a successful target guess:





Original URL: Http://www.website.com/members/membersname/preview.htm





Original URL: Http://www.website.com/members/membersname/members.htm





Original URL: Http://www.website.com/members/membersname/main1.htm





Now some altered URLs to discover URLs within the website:





Original URL: Http://www.website.com/members/membersname/main2.htm





Original URL: Http://www.website.com/members/membersname/pictures.htm





Original URL: Http://www.website.com/members/membersname/content.htm





This method is somewhat tricky, but very rewarding when successful. The person views as many URLs on the website as possible, noting the links and the naming of the pages for the .htm links. Commonly used names for .htm, .html, .shtml, etc. links are: common, front, main, lobby, members, content, index, pictures and many more. If the website has a particular product or is devoted to a particular popular person those names are often used as links as well. This is a very common mistake in many adult-related websites on the Internet today. Many websites' "members only" areas can be accessed by correctly guessing the link. Using uncommon link names with the help of third party products should deter this type of exploitation considerably.
































