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Fake Malware and Virus scanners

» A fake anti-antivirus or anti-malware scanner will mislead web visitors on fake scan
results

» They will scare computer users by displaying files infection alerts
» It does not offer any protection to computer

» It uses false positives and fake alerts in order to trick user into obtaining a program

» The problem is widespread




What are their goals?

» Abuse the name of genuine malware scanner programs
» Force the user into buying for a fake anti-malware program
» Steal financial and personal information

»  Compromise the target computer

» Stay resident
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Malware Statistics

» The following statistics were compiled this year using data from computers running
Kaspersky Lab products:

Monthly Malware Statistics, March 2011

March in figures

The following statistics were compiled in March using data from computers running Kaspersky Lab
products:

* 241,151,171 network attacks blocked; T,

2011/05/20_11:46 nwse CqCCLIDU+0ANGS! 188.225.88.102 - fake AV person: 12/ @adamsnam 4313401
F 9 E:an:?IIDSTREanSSW |es.com
¢ 85,853,567 attempted web-borne infections prevented, e
i _ ! -
¢ 219,843,736 malicious programs detected and neutralized on users' computers; 2os1/osan 145 g;msoﬁfkmw - ke v Jossoraior@odamanam 25075
EuDII MYIXhO/qMZ +CvPyB ==
s s " . RyQxFeUI=
® 06,702,092 heuristic verdicts registered. congeemandeoxsh
dNVCswBWm7FmMbrQf+Gh lAdamsNames Limited /
2011/05/20_11:48 DW59eCqCCLIDU+0ANG4l 188.225.88.102 - fake AV person: 2007@adamsnam 43134 11
DsfFids3ilDS7REAYXSS |es.com
RAp3rCaFrDO6CMXeAkPY
vﬂide6QE
ce.msfin
de-cph xhhsklbbdc
71MS\¢\524-752PD |AdamsNames Limited /
2011/05/20_11:46 rd.Hh (CBCABILI+ 46.161.11.100 - fake AV [person2007@adamsnam 25073 mm
h:\llgd is0el4CEX jes.com
Efolu IEQZDCQIV+Ow+M
J+AIPTRRQQYLEYI=

o oo QxShDHT/bFLGK
witysBBZC7d2NAr |Adamshames Limited /
2011/05/20_11:46 Qf mBDgSl Cha AC Gath 188.229.88.102 - fake AV 4313310
wNfaijsuljusxqlzia es.com
aawnsranvnncvmozsm
gxQ6an

khmhh ce.ms/ind
uhp'Qthsl'MbSlGY:q
EM2xNGysPEYIZTHWMyrZf Adamshames Limited /
2011105720 11146 +DaSYKCOBIEAICAP 168.229.88.102 - fake AV persan2007@adamsnam 431340 1
74hPsUFgOsyWII7HEWA fes.com
/Nsmpﬂm;rplnammm
QQ

kh l olo.

ohpa73n umbgFGsxw

SMISNYyveBRy7gGNyrVP |adamshames Limited /
2011/05/20_11:46 +nxAKSIaCFyAtF8+1gM 188.229.88.102 - fake AV person2007@adamsnam 43134 {1

behDs2lj8s3ilzy4KEeg es.com

/8pmECHTMAIXFOXWMOUC

iPwhRdwySsel=
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How they look like?

System Tasks 2 System scan progress

(3] view system rfomation
% Add o remove programs

» The fake anti-malware pretend a G Cumona sty o e
critical infection — B
Local Dwk (C: Local Dek (02)
S My Netwark Places v Q 34 worms v Q 17wojns
. ) My Documents
» A bogus scan is launched play- & Swsdtoamans =
acting the file system is being i @mw(&o
scanned 1
[II!l.ll'llIlI!!il.lmil.lllﬂlﬂlﬂlllilhl J
How scanning: magsveene

» Too many alerts messages are
displayed to panic the user

Nayre Rk level Date Fies rfected ke

¥ Emall-WormWin32Net  Critical HMRN0 R Wating removal
e 9 . ¥ Emal-WormWin32Myd  Critical »T010 2 Waking removal
» Several “critical” infections are 10y Oweld i crtcl e v Wy |
detected =

This program s potentialy dangearous fior your system. Trojan-Downloads iy ds, credit cards and other personal g
information from your computer. i
Advice:
You reed to remove this threat a5 soon as possbie!




1| | (TTe—1] ([T
®
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Tricks by scammers to spread rogue malware

» Spam on discussion forums
» Rogue malware scanners can be seen even in TV commercials

» Running an affiliate program to spread the fake scanners

» Social networks 28 February 2011 Last updated at 12:65 GMT
London Stock Exchange site shows
» Malicious banner advertisement malicious adverts

Booby-trapped adverts that hit visitors
with fake security software have been
discovered on the London Stock Exchange

»  Well known domain name compromised (LSE) website.

Analysis of the LSE site suggests that over the
last 90 days, about 363 pages had hosted
malware

The LSE said its site was now safe and an
investigation showed that ads provided by a
third party were the culprit

The infection kicked off warnings from a fake
security program
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A case study o)

» Let’s study how a common fake malware scanner works

»  We will study the one behind this URL:

somrtype.com/scn/f7068a638392089bf9c6462f3c816e37/0540f0d2bb566d0ed0d80150e2b728ef/3656b9eddb95
cfb9d7f013ed46b015a2




A case study @)

»  After pasting the URL into a web
browser a fake message says the
computer is under risk of
malware and virus attacks.

» A system requires an fast check

» The System Security fake malware
will perform a bogus scan
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-t

Warning!!! Your computer contains various signs of viruses and malware programs presence.

Your system requires immediate anti viruses check! System Security will perform a quick and free
scanning of your PC for viruses and malicious programs,

e
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A case study 3)

z =
» A counterfeit windows security o _— .
. @] View system information Shared Documents My Documents
alert is created e L O

O change a settings e - x|

e o
™3] To help protect your computer, Windows Web Security
\y have detected Trojans and ready to remove them.

»  The fake scan starts

[ Detected spyware and adware on your computer: Fename:
@ Magic DVD Ripper kerberos.dl -
@ W3z Mypics.Worm.36352 wierver exe
@ Trojon-Downloader.Win32.Small.dge ALCMTR.EXE | Rl
Q wizNmda. d@mm €_949.nls
D Adware.Win32.Winad wpnphost.dl =

» Too many infections are showed
to the user

I Remove all ] [ Cancel i

- ',g throught: Internat connection and send them to Rs creater. Gather
information can be passwords, e-mall adresses and al that data, which s
important for you.

T Spyware is software, which can gather information from user’s computer j

Virus Medium
%2 Windows Security Alert r?

| To help protect your computer, Windows Web Security
\7 have detected Trojans and ready to remove them,

erdmdwuﬂmgmmm: Filename:
¥ Magic DVD Ripper barberos.dl -
@ W32Mypics.Worm.36352 wirvver . exe j
@ Trojon-Downloader.Win32.Small.dge ALCMTR.EXE
@ w3zNimda.)@mm €_949.0ls
@ Adware.Win32.Winad wpnphost.dl ol

l Remove all ] [ Cancel 1

2. Spyware is software, which can gather information from user’s computer
'q throught Internet connection and send them to Rs creater, Gather
b information can be passwords, e-mal adresses and all that data, whichis

important for you.
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A case study @)

» Let’s see how this fake anti-
malware operates

» We get the web page using CLI
commands.
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A case study )

» The file is a kind of hash

» It contains an encrypted webpage

File Edt Format View Help

| 0<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtmlla
<script type="text/javascript" src="/new_engine/encrypters/baseéd. js"></script>D i
KSBE7VZ1Sth/HBG+a+Sx3 xWNOWPBOTMPhGPKK Ty (s 8/ZwdTgZaFwyTI /+LRIamdBUVHI 2A+bk 62 IWB+h1x9KgwHm3tLI4
eOYtheYlg\/?HGZLyA?AFL dbCud'nf?vcﬂ91h:lSwgé3BJmOoBRuqmnlUsWNlGlBBZOg‘EcsaONU5N7v+nuIDAhSDxPE
gk HweY 8D3wWgHTRDC+NIA+hotMMEGZTg028Bdzy i h GD+/qut6MfA59wv0QvK3i/JydD+ddfMOJI+Kjs/SdIk/mcsGk
PDX‘NsBungn n1+d2wHSgWQng56LKYntbq6TI-D<K2EENQtIQStXLerZGPeBuHAe JI4WCXPZWKY4mES 3+B9CHFZODXC
DICSOCC 3331uBd)1nedel8TyxxbsC2t1vvomObuCan88DyG,/ JATkgUy /dGELVS2UCOSWOVOTCP7 1 x2XgGxZMLL Owd ]
hhoO6RTEY asxgksFFvstHD/MqhaSHthls+cEAzackoczars?MRn:l.uGE'erRJ/ijlzsbKZ/zmstijYEepiathd?c
0Gk 104 rYvIPWROK2 9pOlwC cmF F XgMCwImuu7EK j XRQOMvBDROY 1 1PTHX311cOVKCNDOECBBjCwWaXaMvRIhx13nIBdfe+s
er DRdk A00XKN04 2F pMBHAwgquSKK /R93AHEYGeD IGesns 9y 9ak HOAZ+9smj Fo82ZTPCL3670pNik Fy Ky /ApnBfoviondre
IC15H/CSTKO7 /g4 VNALOMG+RCWNXRIaHSBS 5YpspzICi8G70PUOXgOPSeLIvNXHLNjR72 1D TpUMO+3g+GoyH] 2PA9I2WIC
zszwim/fflaESNngUHBme{»sIJBonsns?NGA‘izGScmvuzvc 3qwtyPdZxwWuwFOgePFNIGAOLgKVrRu EQMNZFZﬁE
Bmt+Fndr /danMvPj7vNnzag] zgf eaeZpIGvCd 1 xu2MNSH7TBZth8Mr 7 TULAESRSN18rIyaBrl 5QxxsaQxf gk LHE8zk IMhE
hBJhFFOquisiNcMQcmiRUphDuYsIBHRvanzca+r9cmEdeEququ93xIOLlegl‘c;fKWFRZHstskcq?dsrrTbswﬂFi
M/d JEdGDFuxKxjR7w3Y+94DJQBRCpBNepDkRX'I‘iozHPPKnPGNWSH-rCfDL'IlBtz 7AT0hEGCYTSHD SwvF 1x1r JDONHhUM
zmbf edGb4M5 cld ar 71dnMLAZVZT s xwds IBTAFhrzBZcsk9s ITNG SNuafag+ 50CdewDOpqs 2 zmépwvF6Ubom87nP3hvz1IF
Lbh/VQOTmow;izTngvhonknshdodk?xhvchngSyE'lD?olpgche‘WB X253 1T+1dR4 ZzcCNpm3 Cy1dQVk i ST 7X+L ST I+pw
ICO70Thxy2rA Jsz6KgooUQt/v/tLjWnLlKMAB]N6hrc><v:d1AejAot P22 a2g?kGHde 3MrcuIqPhgE7Uuy6wELSpkCx
QFRE60bTWSLG3T2YHDABF duBK Symwl amZgRMMEUGIwObxp7yal6HUMFCa8a3 xw02el 3R+SQa IMVETUNFaAY 1xPc+aujI3mk
ZHChJYhAXfVJIEkwxl?"ISrfCNCJHFaneRSJdZTXBlf(i BAfuris51HCS0ASG2063Ta3plIg2lIP9rQ+RUNCLGPSMVISYL
arx3nkKtt09sn8kBQuwdt SWLvj 54 cwalPnY4 OHGE 5 SEPT TAEKUNIYKZ0CBA2QY U XCSxBANvSX3nhfa /Luxu3 I8akw/esic
/VNINe+0DQTs 1gpLIoFSgdAFAUMpUSZ7 ] 5Noca;'Hd?evd¥NEPQbKPRY:EsQrmJ/HQZnt8Tn2?rw9q0?62umd9x:squq7¥
sszSQfEOiEboxeBFMnOZZPQOnHOjqLZngranIJN L2jfaa’lBkarRgMaDiBKaaYvoTmkelideGlAag7Qv4 TvABBUSBC j1XpBG
I 5ms 0DWO+Q50DVEakMDKI euey 2 T+mbdehch3+xPQBhsvimel T3vpgocaywT+Eh2+1SCySGIUFNUP2VLQOWUMPYPTTROTL
Dh1g2AMTN/CgPZKEEXTPLY11cC3U3ZDs YUSzZk SVFBFYVPhh1SxpOEmi dws HXa61MB] bEWI xqT3bXSL1xsUXXveSuHRzar
G6bFas12fbzYpROI4roRaNuSMx781sXLw2R/fk1 SFJ.JHNuhBBIGP+K+yxar83LrM+qubEm28nyPI‘l IGYQEKVVAMELGQC
Uj EC4PDQBVXMOQPZZDV7Kghond cBHthqosongwkxoveTwsr IwdpQrcgd 9k e0Cut gyphbcavx74 cvTgo0t aBAugnp3MT
Kx/aCaBmA\anJﬂIgaf‘iNovueCQsptxPRyLsF rs+dswFNFEwWMCYTrbgvTsj+Pbk11ir 75077 SrkFwnmy xrNSGuekbfby
13bu6x9m/v 5 JwfmF kwAFrBngW/QtYgd?ppvcxb]OLh/Btrank32i1uXJ2vSSlRXO'IMFDAHXSEaVGTOZwsr'IZxxmADv
BHU2CNJ+Ik i xmrw03GAZUFrMt 8nvbyuz ukxmarAitjuEbchkyanih50xre4noﬁjs7qexbkc1y'lPSBGRcomeszBT
T8BY0YWNWNHOhk D7V gfms SHagpulqLpMuNXKs /2k xRrwonuj TATDLvpdCghorrd jspteaofelxwzs9genHlol0ds ImIs¢
169b5y74L3+aYs Hrdx3umFEC2tSPEtOjngUEuSkQPTleE'IYVQangHIthZRAHEbHyJ5FC2V6C'|0H9VkDCk8FE2d3y
$BQCQMgPMuUqvg26,/r 7EKe i x31gBaxewweuSrqSsrxhdfdgk5+Kny2QexRy61H3v /bge+rmxzd0/w8]jezyukevnins15wlpE
5P1013Gmobg3waThtsfc7U0BT+3a0+vwu/4EBUBThifmynpwPCy 572 /9TFPMOPYOr RGhe/4+Sd+k BNYAgTZXw2gPZRISC]
Mz

[ I—
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A case study )

» Let’s open it using more user-
friendly software

» We can understand more clearly
. . . 1 " T "o " = T "
What is happenlng in here <!DOCTYPE htr-nl PUBLIC //UC?CNDTD'XHTHL 1.0 Transu-mnal//EN http.//ww.‘ua.org/TR/xhtmll/DTD/xhtml1 transitional.ded">
<script type="text/javascript" src="/new _engine/encrypters/x xtea.js"></script>
<gcript type="text/javascript" src="/new engine/encrypters/hase6d.js"></script>
<script type="text/javascript">

> pome J avascri pt code waitin g to var yundkzpgeosigrivhlfeahxuve='DtnlOviF9i062J+kI8UPHz 6kFIIzvakd6SKUSVigkL InjudpSVididoeSEqnd iF it Fuh LSNAV+RuLKU/ Qyz]
be executed in x_xtea Js an d docwrent, vz ite {TEAdecrypt (base64Decode |yundkzpgros gL iublieaxuve) , 'test')):]
base64.j$ files </seripty

» The long variable is being
decoded using simply base64
algorithm. Then the result was
passed to TEA algorithm using
the password "test"




A case study @

» When we change the
document.write function by an
alert one we get a screenshot of
the deobfuscated code
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<IDOCTYPE html PUBLIC -INBC”O‘IDW'I. 1.0 Transktional//EN" "http: {fwww.w3.0rg/ TR xhtmi1
{DTD/xhtml1-transitional.dtd”
Md’ibd)a'rls—'l'ltp . W3, orgfl999thtnf>

<meta http-equiv="Content-Type" m—mﬂﬁd charset=utf-8* />
<meta http-equive="Content-Language” content="en" />

<meta http-equiv="Cache-control” content="Public® />
<title >PcSecureiet - Online Protection </title>

<link rel="icon" href="{Images/favicon.gf" type="image /of"/>
<script type="text/javascript™>
var rand = 223966263473 49Fb955c51697 1650dc7e1d8c2 T
” strategy = {prelLandingT+ : "<table celipadding=\"0\" cellspacing=\"01" 7
align=\' uerM width=1"395px\" >Mn<h>'|,r\n<td>\r\n<table width=1"378px\" cellpadding=1"0}'
celispacing=\"01" style=\"postion:relative; top:26px; left:24px">\rin <tr>irin <td width=\"6px\"
height=Y ><img src=\"/new_engine/ fimfleft_top. oﬂ. vddiwt'%\'\r\n
W\E-\'SI' alt=\"\" border=\"01"><ftd>\r\n <td _stylo-\'bord«-tep i d "> <img
sre=\"/new_engine/flandings/04/imagjright_top. g\ width=1"S"\rin height=\"SY at-\'\ border-\'ﬂ
\ ><M>'v1.n <fer>irin <tr>irin <td height=\"95px\" width=\"5\" style=\" border-left: #d3d3d3
px solid)”> <imglrin src=\"/new_ mmmw spacer.gifi” mg-\'n height=\"11"
&-\'\ border=\"01">\r\n qud:-\r\n align=\"center\" valign=\"middle\">\rin <table
\" height=\’ cabadcho-

right:#d3d3d3 1px solid\"> <img src= _engine/flandings/04fimgfspacer.

height=1"1}" ak=\"\" border=\"0\"><ftd>rin <ftr>lrin <tr>\rin <td height=1"Spx\">
src=\"{new_enginejflandings/04/img/left_bottom. ﬂ Wﬂh‘\'ﬂ' MU*-\'S\ alt=\"\"\r\n
border=1"01"> </td>\rin <td style=\"border-bottom:#d3d3d3 -size:1px\">
src=\"/new_enginej/landings/04/img/spacer.gif\” width=1"1\" W—l‘l\' alt=\"{" border=1"0
1">4rin <ftd>irin <td><img src=\"/new_engine/flandings{04/img/right_bottom.gif|" width=1"5\"
height=\"5\" alt=\"\" border=\"0\"><ftd>\r\n <ftr>rin<jtable>Yrin<div style=\"width: 100px;
position:relative; top:40px; left:30px; font-size:20px; color:#727272;\">\r\n <div id=\"dot2\"\r\in
style=\"width:20px; height:22px; bujawmnd.uimm mfw#nglm,dnt ipQ)
m—repsatfat-.ﬂaempxcnlor mz_npoﬂ_im ; top:3px; _Opx,ﬂoat
visibility:hidden\” > </div>\rin <div id=\"stage1\ stvb-\'vlsbty tiddm\ >8nbsp; Stage 1 <fdiv>ir
\ndclv:o\ﬂn«lv id-\'dndd\'\r\n styln-t'\‘ottﬂa 14px; font: bold; position:relative;

‘Inew_engine/landings
:hidden)” Mh-t'aou' heidt-'l'l 5'|" at-\"t' bordur-'l'ﬁ

:ebpad\o-'t'o't' heid‘t- ‘330::\' width=1"303px\"\r\n style=\"font-size:10px;position: relative;
top:60px; left:56px; visibiity:hidden\">\rin <tr>\rin <td width=1"303px\" height=1"4}"><img
src=\"jnew_engine/flandingsj04/img/red_top.jpg\” width=1"3031"r\n height=1"41" alt="{"
border=1"01"><ftd>\rin <ftr>\rin <tr>Yrin <td \" flandings 04

backgrounds=!
;red_bg iegl">¥rin <div style=\"position:relative; top:2px; left: 13px,mz70px height:25px;
uwwnwx bq)no-upea&. 1 #FFFFFF; padding-left:28px;
Furt-sue upx,mwt ; padding-top: 3px\' Wﬁrewalwwegi:pdsahbd'l.nn
<fdiv>lrin <jtd>irin <rr>irin <troirin <td width=\"303px\" height=1"41"> I .
src=\"{new_engine//landings/04/ima/red_bottom.jpg\” width=1"303\"\rin Mﬂt—\ 41" alt=\"y
border-\'ot'><m>w <ftr>irin<ftable>\rin <div ss'ﬁe-\'\m :100px; position:relative;
top:90px; left:30px; Font-size:20px; color: #727272;\ >\r\n<avstyle-\'wldd1&px M#Zﬁpx,
background:urk(fnew_engine//landings/04/img/red_dot.jpg) no-repeat; font-size:20px;
color: #727272; position:relative; top:3px; left:0px; float:left; visiilty-hiddent"rin id=1"dot1
V"> </dv>rin <dv id=\"stage\" styla-wmy mdm\'m;m 2<jdiv>irin<fdiv>
\r1n<dvid-1 check\"Vrin st stylo-\'fmt-ﬁze 14px; font-weight:bold; postion:relative; top: 100px;
left:SSpx; visibility: hidden\" >\rin Ch so&wue\rhqdv rin<div




A case study )

Playing a while with the path
/new_engine/landings/04/ let us
know another interesting
javaScript page scn3.js

»
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p E htmd IC "/
<html xmlns="hccp://www.w3
<head>
<meta http-equiv="Content-Type” content="text/html: charset=utf-g" />
<meta http-equiv="Content-Language” content="en" />

W

.org/ 1999/

<meta http-equiv="Cache-control™ content="Public” />
<title>PRODUCT_NAME - Online Protection</title>

<link rel="icon" href="/Images/favicon.gif" type="image/git" />
<script type="text/javascript'>
var rand = "7eZa602d0618a2f1a674c25596ac4eldealfotel”;
var strategy = (prelandingTemplate: "<table cellpadding=\"O\" cellspacing=\"0\" align=\"center\” width=\"395px\">\
var downloadUrl = "";

</script> —
I <script type="text/javascript” lrc-"PATHJsan.2:"></l|:ript>|
</head>
<body>

<div id="loading" style="display:none">
<div class="loading-indicator”>
<img height="50" width="50" style="margin-right: 8px; float: left; vertical-align: top;” src="/Images/loading.gif"/>
<br[f>
Flllll’l id="loading-msg”>Initializing Virus Protection System...</span></div> ]
</div>

</body>
</html>
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A case study ()

»  After viewing the file
contents | get another
encoded webpage

[ | http://somrtype....ings/04/scn3js £ I‘_;]Fh:fﬂ::!hﬁ.m % [ 2 ‘

» This time | used eval ( (function(x){var d="";var p=0:wvhile (p<x.length) (if (x.chart(p) '=""")d+=x.charAt (p++) ;else{var l=x.charCodeAt (p+3)-28;1if {1>4)d+=d.substr (d.

Malzilla. This good
piece of code is very
useful to be used in
exploring malicious
webpages




A case study o)

»

Copying the code into the
decoder option got me in
seconds the deobfuscated
webpage contents

We can clearly see the list of files
being used for the fake antivirus,
trying to convince the victim that
the box is being scan to search
“malicious” programs
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2 Malzilla by bobby

Doweload [Dcoder | sc Decoders | Kakmero Processoe | Shelkode snalyzer | Log | Cipboard Moritor | Notes | Hex view | PSarpt | Tooks | Settings | about |
mnubu)l

=lolx]|

Il
écss=(engineCSSNode:null, prelanding” *)central® 'Opost’ $0instru’,”!s’ -('!7(.insertStyleSheet '20)if( " +%+ " 24{&& _lbrovsard'
LASIE'SW\"a=" =5(b);a.disabled=true: \"ufa:)else(" H-",2%1ink\"):a.type=\"text/css\":a.rel=\""§) 'sheet\":a.href=b:a.media=
\"screen'1%%" |thead’) )a’!G8°HO0) *\"., #3&'OL'a=a==null?true:a 0N \"' 4 '2'\") b . Tetype\”, "\"EC" O."\™=!\" "\":§ )% §)1b
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How to prevent them?

» Users should pause before clicking on a window or strange pop-ups

» Users should make sure that they run up-to-date legitimate antimalware software
»  Updated Web browser with antiphishing features

» Patched applications and Operating system

» Auto-update features should be enabled
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» SecureList - http://www.securelist.com/en/analysis/204792170/Monthly_Malware_Statistics_March_2011
» MalwareDomainList - http://www.malwaredomainlist.com
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Questions?

brian.mariani@htbridge.ch




