.::.Scan Types And How They Work.::.

zack@walko.net
Fyodor, the author of Nmap, identifies 9 basic techniques in his work, "The Art of Port Scanning". They are (and I quote): 
· TCP connect() scanning, 

· TCP SYN (half open) scanning, 

· TCP FIN (stealth) scanning, 
· TCP ftp proxy (bounce attack) scanning 
· SYN/FIN scanning using IP fragments (bypasses packet filters) 

· UDP recvfrom() scanning, 
· UDP raw ICMP port unreachable scanning, 
· ICMP scanning (ping-sweep), and 
· reverse-ident scanning. 
Yet I’ll only be going over a few, this is just a small little text doc I made just to give some information to anyone who was a little unsure as to how certain scans worked. 

TCP Scanning 

Lets start this off by going over the most basic and widely known type of scanning, shall we? Well the most basic form of scanning is TCP Connect scanning. Pick a port on an active host and attempt to connect to it. If the port is listening on the specified machine the connect should go through with no problem at all. If you do not connect, then the port is not reachable. Now lets try something else. If you connect to well known ports in linear fashion you are doing what is referred to as a port scan (please, try not to get lost!). But sometimes this is easily detectable, so it would not be wise to try this method on someone who knows what the hell is going on. Well we should try to find another method that is a little bit more stealthy. What if we don’t open a full connection to the active host at all? What if we send the SYN first and then a RST (reset) if we receive a SYN/ACK? (And if you are getting a little confused, I will be going over what all these things mean later in the article). This connection is only half open. We have gotten what we wanted, didn’t we? We now know that the port is listening because the remote system replied with a SYN/ACK. This is known as a TCP SYN scanning or a “half-open” scan. Many systems won’t log this, so this scan choice will be the wisest, but you never know. If you are using the nmap network scanning tool (http://www.insecure.org), this can be accomplished by inserting the –sS flag.

UDP Scanning


This method uses information from the receipt of an ICMP port unreachable message. The scanner sends a UDP data gram to a UDP port on a target system. If no message is received, then the port MIGHT be listening. This type of scan has multiple variables and isn’t that reliable but it is still used often. 


Some people think UDP scanning is lame and there’s no point in even performing one. Well, what about the recent Solaris rcpbind hole? Rpcbind can be found hiding on ANY UDP port somewhere above 32770. So it doesn't really matter that 111 is blocked. Can you find which of the more than 30,000 high ports it is listening on? Well you can with a UDP scanner. So just tell the kids against UDP scans about that!

TCP FIN Scanning

There are times when even the SYN scan method isn’t useful enough to use. Some and most firewalls and packet filters watch for SYNs to restricted ports, and programs like synlogger and Courtney are available to detect these scans. FIN packets, on the other hand, may be able to pass through with no problem and without detection. This scanning technique was featured in detail by Uriel Maimon in Phrack 49, article 15 (http://www.phrack.org). The idea is that closed ports tend to reply to your FIN packet with the proper RST. Open ports, on the other hand, tend to ignore the packet in question.  This is required TCP behavior. However, some systems (Microsoft boxes), are broken in this regard. They send RST's regardless of the port state, and thus they aren't vulnerable to this type of scan. It works well on most other systems I've tried. Actually, it is often useful to discriminate between a *NIX and NT box, and this can be used to do that. FIN scanning is the -U (Uriel) option of nmap.

ICMP Echo Scanning (ping-sweeps)

This isn't really port scanning as much as it is ‘active host scanning’, actually it’s not port scanning at all. It is sometimes useful to find what hosts in a network are up by giving a range and pinging them all, and these scans are quick. To speed things up even more, you can increase the number of pings in parallel with the '-L ' option. Nmap supports a host/bitmask notation to make this sort of thing easier. 

Well that’s all I have to give in this text, If you have any questions or comments you’re welcome to e-mail me at zack@walko.net, It’s always fun to hear from people. Happy scanning!

