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o Gordeychik
. CTO
Director and Scriptwriter, WASC board member
o Gritsai (@repdet)
= Principal Researcher, Network security and forensic
expert, head of team
0 Baranov
= Head of AppSec group, researcher, member of
team

http:/ /www.phdays.com http://blog.ptsecurity.com
http:/ /scadasl.org
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Why Siemens?

= Common target during pentests
@ Most common platform (market, ShodanHQ)
= Largest number of published and bugs

M Critical @High Lilow EMedium

Semens
Advantech/Broadwin
Schneider Electric
Invensys Wonderware

General Electric

7-Technologies

WaellinTech
Rockwell Automation

Emerson



http://www.ptsecurity.com/download/SCADA_analytics_english.pdf
http://www.ptsecurity.com/download/SCADA_analytics_english.pdf

Special thanks to

a1 Siemens ProductCERT

. professional team
= Quick responses
= Patches!



...under X-Rays

= Invensys Wonderware
= Yokogawa
= ICONICS

[ . .



Our goals

m Goals

to automate security assessment of ICS
platforms and environment

= Objectives
to understand system
to assess built-in security features
to create security audit/hardening guides
to automate process

Vulnerabilities - waste production



- Our approach















Siemens SIMATIC WinCC



WinCC Distributed Architecture

@ WinCC Server
= Windows/MSSQL based SCADA

= WinCC Client (HMI)

= WinCC runtime + project

= WinCC Web Server (WebNavigator)
= [IS/MSSQL/ASP/ASP.NET/SOAP

m WinCC WebClient (HMI)
s ActiveX/HTML/]S



B-Sides and Rarities

1 Big Project
1 Long History
1 A lot of obsolete

= code
» features
= third parties



1825-day exploit

e | LA W INDOWS, system32h cmd.exe _ 7]

Cisred "“Program Files“Siemenz"
C:sProgram FilessSiemensidir »s 1 findsty " .200." | find "exe" »* oldexe.txt

() [SCADA] WinCC AC [Started: 02.11.2012 11:23, duration 00:10:31]

RET le Software

[OpensSSL]
’ Wersion: 0.9.8e
ion Yulnerability
n B by files
, "Program

Files'Siemens’SIMATIC.MET tools

4 high level

20

f-one buffer




DiagAgent (CVE-2012-2598)
Remote management tool (FS/registry), HTTP
8080

Not started by default and shouldn't be running
ever —

 No authentication at all

@ XSSes
@ Buffer overflow (GET /AAAAAA....AAAAA)

SOLUTION

Updates correcting the first three issues are now available in the Update 2 for WinCC V7.0
SP3 [1]. Siemens AG recommends applying this patch as soon as possible.

Siemens AG also recommendg not using DiagAgent anymore] since it is not supported
anymore. Customers can migrate to the Diagnostics Tool [5] or the SIMATIC
Analyser [6].




crypt (Server Side)

Function Encrypt (secret, PassWord)
' secret$ = the string you wish to encrypt or decrypt.
' PassWord$ = the password with which to encrypt the string.
dim L, X, s, Char
L = Len(PassWord)
For X =1 To Len(secret)
Char = Asc(Mid(PassWord, (XMod L) - L * (X Mod L) = 0),

1))
'Mid(secret, X, 1) = Chr(Asc(Mid(secret, X, 1)) Xor Char)

s = s & Chr(Asc(Mid(secret, X, 1)) Xor Char)
Next
Encrypt = Escape(s)
End Function



. crypt (Client Side)

Function Decrypt (secret, PassWord)

' secret$ = the string you wish to encrypt or decrypt.

' PassWord$ = the password with which to encrypt the
string.

dim L, X, s, Char

secret = Unescape(secret)

L = Len(PassWord)

For X =1 To Len(secret)

0, 1) )Char = Asc(Mid(PassWord, (XMod L) -L* ((XMod L) =
'Mid(secret, X, 1) = Chr(Asc(Mid(secret, X, 1)) Xor Char)
s = s & Chr(Asc(Mid(secret, X, 1)) Xor Char)
Next
Decrypt =s
End Function



crypt vs Decrypt

Function crypt (secret, PassWord)
' secret$ = the string you wish to encrypt or decrypt.
' PassWord$ = the password with which to encrypt the string.

dim L, X, s, Char

L = Len(PassWord)

For X =1 To Len(secret)
Char = Asc(Mid(PassWord, (XMod L) - L * (X Mod L) = 0), 1))
'Mid(secret, X, 1) = Chr(Asc(Mid(secret, X, 1)) Xor Char)
s = s & Chr(Asc(Mid(secret, X, 1)) Xor Char)

Next

End Function



Fighting with

To analyze:
Files not changed for a while
Third-party tools and libraries
To automate:
Control of change/commit dates
Host-level scanners/fingerprint tools
Processes:



Know your third-party
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CompanyName
CompanyName
CompanyName
CompanyName
CompanyName
CompanyName
CompanyName
CompanyName
CompanyName
CompanyName
CompanyName

CompanyName
CompanyName

Blue Sky Software
ClassWorks

Datalogics, Inc.

Free Software Foundation
IBM Corporation and others
InstallShield Software Corporation
Microsoft Corporation

OPC Foundation

Rogue Wave Software
Stingray Software Inc.
Syncfusion Inc.

VisualTools Inc.
WexTech Systems, Inc.
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AutoComplete SOAP interface

= Available at /WebCenter/ AutoComplete.asmx
= Well-documented

E "getarchivelistdetails” - G: =

€ C' | & https://www.google.com/search?q=DynamicPopulateDatabaseRT&oq=Dynam

+You Search Images Maps Play YouTube MNews Gmail Drive Calendar Mon

GO { ..-Slﬁ‘ "GetArchiveListDetails"

Web Images Maps More = Search tools

Your search - "GetArchiveListDetails" - did not match any documents.

Suggestions:

+ Make sure all words are spelled correctly.
e Try different keywords.
+ [ry more general keywords.




AutoComplete SOAP interface

= Available at /WebCenter/ AutoComplete.asmx
= Wel Self-documented

http://hostname/ W ter/Au np = ) ] ! mplete Web Service

AUtGCGm pl Ete GETARCHIVELISTDETAILS

The following ofgerations are supported. Fo | Test
- The testform isfonly available for requests from the local machine.
o Dyns EFppulateDatabaseRT

SOAP 1.1
GetArchivgl istDetails

The followinglis 2 sample SOAP 1.1 reguest and response. The placeholders shown nee
et ompirtitionltemsForArchiveView POST /WebCenter/ButoComplete.asmx HTTE/1.1
Hos haostname
GetHelpContext Content-Type: tex nl; charsec=ucf-§&
Content-Length: length
il icenskelnfo SOAPAction: "Siemens.Simatic.WinCC.DataMonitor/GetArchiveListDetails"

=1

BiFrocessScreenlist

3.0rg/2001/¥ML5chema-instance” xmlns:xsd="http://www.w3.0rg

GetlagV¥ariablenlist <GetArchivelistD emens.Simatic.WinCC.DataMonitor">

zcontextEe

falt

cap: Envelop




Not so well self documented

@ Undocumented method
Siemens.Simatic. WinCC.DataMonitor
/ GetServerList

HTTP/1.1

CC.DataMonito

Content-Length:




But useful

<soap:Envelope>
—<soap:Body>
— <GetServerListResponse>
— <GetServerListResult>
— <string>
{"First":"STANDWINCC7 (WINCC)","Second":"STANDWINCC7WINCC"}
</string>
— <string>
{"First":"COMPUTER-D22053 (WINCCPLUSMIG)","Second":"COMPUTER-D22053WINCCPLUSMIG"}
</string>
— <string>
{"First":"COMPUTER-D22053 (WINCC)","Second":"COMPUTER-D22053WINCC"}

</string>

— <string>

{"First":"KDA-34B1DA5A033 (WINCC)","Second":"KDA-34B1DASA033WINCC"}

m SQL Servers in subnet enumeration
= SQL-type Injection



Code review

hodevalue




WebNavigator (round 1)

@ XPath Injection (CVE-2012-2596)
= Path Traversal (CVE-2012-2597)
@ XSS ~ 20 Instances (CVE-2012-2595)

Fixed in Update 2 for WinCC V7.0 SP3

http:/ /support.automation.siemens.com/WW /view /en/ 60984587



XSS in HMI? So what?

= Can help to exploit server-side vulnerabilities
= Operator’s browser is proxy to SCADAnet!

?

= Anybody works with SCADA and Internet
using same browser?



Client-side WinCC Fingerprint

Pyccxmni About SurfPatrol Help Forum 2 Login

Home

SurfPatrol has checked your browser and its plug-ins. Detected vulnerabilities: 3
r/‘“ Internet Explorer 9.0.8112.16421

ActiveX
SIEMENS  Siemens SIMATIC WinCC HMI ActiveX Control 700.2100.151.3
SCADA

It is unsafe to use industrial control workstations for web browsing.

Java Runtime 1.7.0.10 Mo flaws detected




You should never underestimate
the predictability of ...

1 A lot of “WinCCed” IE from
countries/companies/industries

1 Special prize to guys from US for
at 2012




WebNavigator (round 2)

= Lot of XSS and CSRF

= CVE-2012-3031
= CVE-2012-3028

= Lot of arbitrary file reading
= CVE-2012-3030

= SQL injection over SOAP
= CVE-2012-3032

= Username and password disclosure via
abuse
= CVE-2012-3034

Fixed in Update 3 for WinCC V7.0 SP3

http:/ /support.automation.siemens.com/WW /view /en/ 63472422



Fun with ActiveX

= Interesting objects and methods
WebClientlnstall.

= Can’t use ShellExecute of something...

B8 FegReader_3
-0 IRegReader] 3

gl Clienty :|r|:||:|n-'
ienit=td LY ariabl
..... = Enicrypt
# Encreptedyanabl
..... =5 FileE rists
..... = GetFilelnfa
..... =% |nternetEmorDig
..... ) II|:n=-r|I onnection

"-.-'-.-" :III'F rE rent

Eﬂ Serveraide
=+ -"I erverside

Ly Encrypt

= Restricted but still exists for compatibility



ComRaider still rocks!

.
i o . n

- Application Error

The instruction at "0x7801cb24" referenced memory at "0x7801cb24", The memory could not be "written”,

Click on OK ko terminate the program
Click on CAMCEL to debug the program

Cancel




CVE-2012-3034

B WinCCViewer ActiveX store credentials in innerHTML

= We can get it via X55




It fixed, but...

How this ActiveX gets Basic account plaintext?
How to get Authorization header on Client?

Lets check...

1 GET /WWNStandart WebNav.asp?Client3ide=2 HTTE/
£+ 1.1
2 Lecept: ®/*

3 Referer: http://192.168.177.930/project.asp?

=+ loadbalancin 10

T Cookie: ASPSESSIONIDACCESESL4=TACEBNLADEDHLGIIO
¥ JHOIGEPF; LASPSESSICHIDAABATESA=EMLEEPFIDJEAJEL

=+ GCOGBJILDGT

8 Authorizatigfi: Basic Q¥ZndXTaD2¢




Q- SSC5WebBridge/SCSWebBridgeX.dlI?ID=65537 - HTTP Analyzer V3
File Action View Grid Filter Tools Help

B Stat ~ | @ [I[I __};I Q Save - || [@] af‘ Clear /ﬂ Find | 25 View~ 7 Filter= Tools ™

M. [] Off5et Timeline Dirations) [=] Method [«] Fesult [+] Receive
= 00:00:00.000 CCEClent exe[5344] [Count=3, Sent=1.51 K, Received=0 . ElapsedTimea=4.415 z]

1 s 0,251 5 POST -
5 0515 0,063 GE
BT 0,234 5 pog | ToTE | :

-1 +0.577 5 B o0aes GE
4 L

|Headem |Thmng| EDMEntlEDDkEsl uueuJSMHgl PnstDam| 5U86ﬁ1|5tmusE !

BY7 bytes zent to 192.168.177.90:30

1 [ 1 GET /WNStandart WebNav.asp?ClientS3ide=2 HITE/
=+ 1.1

| Headersl Timing | Content | Cookies | [luen Sting | Post Data| Stream | Status £ Leocept: =/*

B04 bytes sent to 192.168.177.90:80 Eeferer: http://192.168.177.30/project.asp?
POST /SCSWebBridge/SCSWebBridgeX.d112?ID=65537 . =¢ loadbalancing=no

HTTP/1.1 Locept-Encoding: gzip, deflate

Host: 192.168.177.90

Connection: Keep-flive

Cookie: RSPSESSICNIDACCESBESA=IACBNLHDEDHAGIIO
JHOIGEPF; ASPSESSICNIDAABATESA=EMLEEPIDJERJEI
GCOGBJLDGT

Duthorizatigfi: Basic OQXRZIndXTe(29tcDI0Mg=

Cache-Control: no-cache
Connection: Eeep-Alive
Fragma: no-cache
User-Agent: SCSPALClient
Content-Length: 218

uthorization: Basic VOSVUO1JEfREMSMEQ3IMTcSRET
MMMy Mz ZDRThECTg2CDhFHNDgyMEQANT QSN IwkjcO

£ B¥fs| 12 u A+ le@t+ cxcocflorc:cesnis
H'eI™Te =-|[Eeu]sxamy 13l1]]|




C103236CE8D98688E4820D854962067477!

’ P

Not my department-password!




Lets try again

xml version="1.0" standalone="yes" 7>
berverData>
Version>K07.00.21.03_01.07.00.03</Version>

ConnectionSum )
<Clients>0</Clients>
<DiagnoseClients>0</DiagnoseClients>

Oh!




Resume

ActiveX use hardcoded account to
communicate with OPC Web bridge

Password for WNUSR_DC92D7179E29
generated during installation and probably
strong

Enerypted password for WNUSR_DC* can be
obtained by request to WebBridge

But WHY?



‘ .




Just for history

= siemens.co

Oeutsch

wupport Home | Product Support | Applications & Tools | Services | | mySupport

STERDRIVES
System SIMOTION

& 12112006, 5:03 AM

~

=== Edited by Dec @ 12M1M1/2000 6:58 AM [GMT
e o Authenticaton regadiess i = igator of ther ar

ehlllauigatur ISAPI filter WehFlEr.{l uses a surrogate Account
DEHEDH?!EEH{I:IQ flaw in my opinion because the
pasamﬂmixﬂd;md ONLGfto impersonate Windows and uses the

“EXPEE
e I can see "fixing” this behavior by building a higher ISAPI filter but | am not

done yet with the debugging =

Dec

=== Edited by Dec @ 12/1/2006 6:58 AM [SMT ] ===



Database
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WinCC - Database Security

. Hardcoded accounts ( )

. MS SQL listening network from
the box

- “Security controller” restricts to Subnet

. Two-tier architecture with
Windows integrated auth and
direct data access

« We don’t know how to make it secure



WinCC - Hardcoded SQL*

- First noticed in

. Published in

. Abused by StuxNet in

- Fixed by Siemens in Nov
. Still almost

*Just for history
*WinCC V7.0 SP2 Update 1



C (Jiadtsiemens.ru/fprum/viewtopic.ohp?p=2974

SIEMENS

Mone3zoBaTtens WinCCConnect

@ HOBax ) @omme Cnucok opymos SIEMENS, Poccua. IA&DT -> Cucremnl SI

Makc ﬂpunencxuﬁ (] Oo6aeneHo§Br Mawn 03, 2005 8 1:42 2aronoeok coobwenus: MonszoeaTtens

WNzeecTHEIN

Mucatens HalaeH napons AN 3TOro MHTErpMpoBaHHoOro nons3osatens 64 WIinCC
33perucTpuMpoEaH!

14.01.2005

CoobweHua: 148

OTkyaa:

HoBokyzHeUK

BepHyTbCa K . s

nauany [J@ NPOGHAB | [8 & AC )

Cyber O Ao6zenerHofl Mt Anp 11, 2008819:27 3aronoeok coobueHus:

Hoesll nucarenes

login="WinCCConnect' password="2WSXcder'

login="WIinCCAdmin' password="2WSXcde.'

3aperncTpupoEaH
22.10.2007
CoobBwenunsa: 14




WinCC Database

. 1Hostname} {Project} TLG*
- TAG data

. CC_{Project}_{Timestamp}*

- Project data and configuration
- Users, PLCs, Privileges



Dynamic SQL in stored

CC_Test 1 17 05 15 13 58 57R
[ Database Diagrams

[ Tables

] Views

1 Svnonyms

[ Programmabilitsy

= [ Stored Procedures

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

[ Svyskem Stored Procedures
[, dbo.CC_SP_algHitList

&3 dbo.CC_SP_algHitList_Dro
&4 dbo.CC_sp_PrepareHitlistT
E4 dbo.CC_5P_ReadTags

=] dbo.CCAlgCreateiews
=] dbo CCTlglreateyiews
I:'_, dbo.sp_ccalg_ClearDatalis
=] dbo.sp_CCalg CreateTem
=] dbo.sp_ccalg GetMaxCour
|==L dbo,sp_ccalg_PrepareDak:

|==L dbo,sp_ccalg_PrepareTrac__

&l dbo.sp_ccalg_ReadalgBys
4 dbo.sp_ccalg_ReadData

&3 dbo.sp_ccalg_ReadDatadr
&3 dbo.sp_ccalg_ReadDatalis
&4 dbo.sp_CCAlgChecky11

2 dbo.sp_CCAlgConvertQue
(2 dbo.sp_CCAlgConvertQue

procedures

CREATE
AS
EEGIN
DECLARE ETyp smallint
DECLARE [AType smallint
SELECT BType = O

FEOCEDURE [dhbo] . [CChlgCreateViews] | @Viewlame sysname )

SELECT BTyp=1

DECLARE E3QL warchar (8000)

SELECT @3QL = 'DROFP VIEW '+EviewName
)

IF exists [(IELECT name FROM syachjects WHERE nawe = AVieuwName |

EXEC H3QL
e ——

DECLARE RirchiwveCount int
DECLARE BEDSH -<rarchar (128)

SELECT @SQL = 'CREATE VIEW '+@Viewlste+' L5 '+ CHALR(13) + CHALR(1

DECLARE AMT Cursor CURSCE FOR SELECT DSMN FROM AMT Where Type =BT

DOFPEN M-IT_CurSDr
FETCH MEXT FROM AHT;CurSDr into [@DSN
SELECT RAirchiveCount = 0O




[=]

Dynamic SQL in stored

procedures

Other procedures with SQLi

= [dbo].|
= [dbo].
= [dbo].
= [dbo].
= [dbo].|
» [dbo].

sp_CCAlg CreateTempTable]
sp_ccalg PrepareDatalList]
sp_ccalg PrepareTraceDatalist]
sp_ccalg Read AlgBySchema]
sp_ccalg ReadData]

sp_ccalg ReadDataAMTPreselect]

No way to exploit

Or we don’t know

Yet



WinCC accounts

. Managed by PASSCS.EXE
. Stored in dbo.PW_ USER

. ID, MLME,

Adrniristratar

Aaaur

Admin

Logonl peratar
Aygur?

0.">k&alrq:cpd 8%
s

B¢ p_MI ¥

0."s kot{dsih GO0
0%-8_WE) 0t
1<-'w]0o J0%

> varbinary) from dbo.PW USER

[Mo column name)
0x142E 273E6B 2661 307271 JAB36F 372038243838 202020202 ..
0x143C202231263E 705F 4D 1 22020202020202020202020202. ..
Ow142E 27 3EBBEF 7428647 31157505747 4F 202020202020202

0x143C20 227750 306F 20231251 5C 202020 202020202020202




One!

Mo colurmn name]

Adrmirnistrator (1428 &7 3B BE ABET 307 1 2AEE6F 37 205382 4 2B 382020
Aseguin Ux143020 2231 265k FOGF 40T L2620

Adrmin Ux142E 27 SEBERF 742564 75115700574 74F
Logonlperatar Ux1325200355F 141051 BADE 742483020, :
Awgurs / U1 430C20 227 Fa0A06F 20237 257 AC 2002020 20202020,




{Administrator

i.&vgurl
Admin
Logonﬂw EI:-:1 9252[1 J00FT1410571040E 7424, 020202020203

| AvaurZ] 0x143C20 227750 306F 20291 251 5CR0202020202020:

« Administrator:ADMINISTRATOR
» Avgur?2 > Avgur



» byte poff_h63DFC dd offset aThisIsMyEncryp ; DATA XREF: sub_4478CE+2CcDTr
, [ebp+u ; sub_447CEB+11BTr
: "This is my encryptionkey"

sub 447CEG+11BTr
"This 1s m ptionke







SELECTable by

test Properties T | [

Member Of | Profile

Member of:

JEISIMATIC HMI VIEWER
Bl Users

SERYER'\WINCC...QLQuery1.5ql* |~ Object Explorer Details
SELECT SYSTEM USER

SELECT * [FROM [CC_Test_1_12_12_02_22_04_37].[dbo] . [PW_USER]

GRFID | ExPTIME | WEBSTARTPICTURE

1000

1000 2 b ain. Pd_

1000

1001

. S 00 1024 M air.Pd_
: until the nex time the

user logs on.




Database permissions

m Some restrictions for SQL roles
=« OPENROWSET
= Extended Stored Procedures
= SQL Agent functions

= Not enough for distributed
architecture

= High privileged account for proxy is
used



System Architecture




Basic objects and comms

= PdIRt.exe — graphic runtime
= CCRtsLoader.EXE —loader
= S7/otbxsx.exe — network

= Inter process communication:
= RPC
= Sections (memory mapped files)

= \BaseNamedObjects\TCPSharedMm and other
interesting stuff



Basic forensic algorithm

= Detecting active project:
HKCU\Software\SIEMENS\WINCC\Control

Center\Default Settings

= LastOpenPath
= [astProject

= Detecting MS SQL database name (timestamp)
\ ArchiveManager\ AlarmLogging \
\ ArchiveManager\ TagLogging™

Obtaining information from database and system
objects



The Project

= What is Project?
= Collection of ActiveX/COM/.NET objects
» Event Handlers and other code (C/VB)
= Configuration files, XML and other

= Can Project be trusted?
= Ways to spread malware via Project?



Can Project be trusted?

!
= Project itself is dynamic code
= [t's easy to patch it “on the fly”
= Vulnerabilities in data handlers
?

= Simplest way - to patch event
handlers






B PROFINECT

B FROFIBUS




Siemens S7 1200 PLC

= Firmware is in Intel HEX format
m Several L.ZSS blobs and ARM code

= Blobs contain file system for PLC
= Web application source code

.. And ...



Sitemens S7 PLC

m ASCII armored certificate!
= For what?
= For built-in Certification Authority

2121221112721



‘ .




Vulnerabilities

= Hardcoded S7 PLC CA certificate (Dmitry Sklarov)

= Multiple vulnerabilities in S7 1200 PLC Web

interface (Dmitriy Serebryannikov, Artem Chaikin,
Yury Goltsev, Timur Yunusov)


http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://scadastrangelove.blogspot.com/2012/09/all-your-plc-belong-to-us.html
http://www.siemens.com/corporatetechnology/pool/de/forschungsfelder/siemens_security_advisory_ssa-279823.pdf
http://www.siemens.com/corporatetechnology/pool/de/forschungsfelder/siemens_security_advisory_ssa-279823.pdf
http://www.siemens.com/corporatetechnology/pool/de/forschungsfelder/siemens_security_advisory_ssa-279823.pdf
http://www.siemens.com/corporatetechnology/pool/de/forschungsfelder/siemens_security_advisory_ssa-279823.pdf
http://www.siemens.com/corporatetechnology/pool/de/forschungsfelder/siemens_security_advisory_ssa-279823.pdf
http://www.siemens.com/corporatetechnology/pool/de/forschungsfelder/siemens_security_advisory_ssa-279823.pdf

Additional info

= MiniWeb WebServer and MWSL
scripting languages (similar to WinCC
Flexible)

= Ability to create and upload your own
Web-pages

= InterNiche TCP/IP stack



S7 protocol

= Can be protected by password

= Authentication - simple challenge-

response
= Password hashed (SHA1) on client (TIA Portal)

= Server (PLC) provide 20 byte challenge

= Client calculate HMAC-SHA1(challenge,
SHA1(password) as response






M [ [ [

Resume

Hardcore mix of Windows and Custom
Authentication/ Access Control

Weak cryptography
No AppSec at all (before s Siemens PCERT)
Project is not trusted

Some weakness in system-level design - no
quick patches



Special S4x13 releases

= TIA portal Security Hardening Guide
m S7 protocol password brute force tool
= WinCC Forensic checklist



Other releases

= Simatic WinCC Security Hardening Guide

http:/ /scadastrangelove.blogspot.com/2012/12/siemens-simatic-wincc-7x-security.html

m PLCScan tool

http:/ /scadastrangelove.blogspot.com/2012/11/plcscan.html

= ICS/SCADA/PLC Google/Shodan Cheat
Sheet

http:/ /scadastrangelove.blogspot.com/2012/12/icsscadaplc-googleshodanhg-cheat-sheet.html




2 DO

= New Siemens products (TIA Portal and 1500
PLC family)

m S7 protocol vivisection

= OPC/distributed architecture protocol analysis



T

All pictures are taken from

Engineer Garin movie and Google SCADASTRANGELOVE.ORG



