Burp Suite Pro
Real-life tips & tricks




Me & Myseirf

((XKSSICRLF | SessioniD Analysis | Scripted | Fragments | Fuzzer | Compare | Search |

o | | method [ Host [ Path  [Paramsters| Status

Origin

Tag

KN ]
Edit Test Strings | Check

Used 5.41 of 63.56MB

Summarny Messages " proxy | Manual Request I Spider Extensions
guspeciéti Vulnerabilities - )
b | Date | Method | Host | Path |Parameters| Status Origin_ | Tag HES

[Possible if

Founder & owner of Agarr
Lot of Web PenTesting

NOT affiliated with PortSwigger Ltd
Using Burp Suite for years

And others proxies hefore
Yes, I'm that old...



Warning

This is NOT about Web PenTesting methodologies

hitp://danielmiessier.com/projects/wehappsec_testing_resources/
“Weh Application Hacker's Handhook” 2nd Edition, Chapter 21

This is NOT “Burp 101"

http://portswigger.net/burp/helpn/suite_gettingstarted.html
http://www.irongeek.com/i.php?page=videos/weh-application-pen-testing-tutorials-with-mutillidae

Everything was tested on Burp Pro vi.a.11



http://danielmiessler.com/projects/webappsec_testing_resources/
http://portswigger.net/burp/help/suite_gettingstarted.html
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Parameters

J Raw T Params [ Headers [ Hex |

FPOST
JBurstingPipe/adServer.bs?cn=rsh&c=28&pli=700£7684&Plull=0&w=300&h=250&0rd=
L7EETTIBEI &ucmwm=trus HTTPF/ 1.1

Host: bs.ssrving-svs.oom

User-Agent: Mozilla/5.0 (¥1ll; Ubuntu; Linux ig86; rv:21.0) Gecko/20100101
Firefox/21.0

Aocept: */*

Aocept-Lancuage: fr,fr-fr:ogq=0.8,en-us;qgq=0.5,en;q=0.3

Aocept-Encoding: gzip, deflate

Beferer: http://www.plavboy.de/suche ?suchwort=hack+in+paris

Cookie:

A3=FocqUeCGMEO) 200000 l5xemeS2VOLiTEOQOO LTV ZeUDNOZ EEOOO0 LOWLteG3 S0LYEOOOOQLTES
HeSHHOSFLOOOO 1P XYeFRo0iTEODOOZ Py FeeGNEOS ZX00000Pa0xez LIEOREpOOO0O0OQ gz leHy O
ITEOOOOLTz+5eSHHOgS Q0000 103 VeeHEnOgoEOOOODO ;

Ed=cZglOO00000000000000F IedF70000000000000000Glpwk50000000000000000FNREGRO
000000000000000F Mo=2A0000000000000000G=r98c0000000000000000Ggr2Znl00000ooonan
0000000GgoW7EOOOODOOOOODOOODODAF Ip7~wul0000ooo000o0000FEp IeOO000oo00ooooooor
Epzp.0000000000000000FH ui=eldacelfe-Tcab-42f5-8811-cceB397b4a7c73TEDEYD:
C4=111=42; Dl=x%3bviib=z

Connection: keep-alive

Content-Type: application/x-www—form-urlencoded

Content-Length: 470

ncu=55http:/fadeclick.g.doubleclick.net/aclk?sa=Leai=BGEJZuRWyUfOtForE8APOD
oCYDTE Zs4FAARAEAEQADgAWETi-oJEYPwSEIL4CTIBFINhLXELTi0zNTU4NI UxN3 ITxODUSN
2egEod3dilnEs Tl ibikuiGWe AQlnZnEfaVlhiZ XTAQnaATIJodHEwOi8wvdidilnEsTXlikbikuz
SgGAMBAAQBoATTEnum=0&3ig=A0DEY ZCdgstib3XwrFUWJH]zCTpfdSnzCAsclient=ca-pub
—-355865162 1859676 &adurl=55 ébody param=vhatever

|




Parameters

| Faw | Params THeadera IHEK |

POST request to /BurstingPipe/adServer.bs

Type | Mame Walue

LIRL cn rsh

LIRL i 28

URL pli 7006784

LIRL PlulD 0

LIEL W 200

LIRL h 250

LIEL ord 1766773863

LIRL LICIT true

Cookie A3 RoqUeGMEDQQO00015Sx6meS2WV0IYBOOOO1TWVrZ. ..
Cookie B4 05Sgl0000000000000000FIrdF700000000000000. .,
Cookie Uz e3ach62fe-7caB-42f5-8811-cc68397h47c73TE06
Cookie 4 111=42

Cookie D1 HiYiZ

Body ncL s$http:fadclick.g.doubleclick.netjaclk?sa=L

Body ai BGE|2uRWYUfOtForkSAPOpaCYDIS_2s4FAAAAEAE. .,
Body AUm 0

Body sig ADDES 2Cdgstib3xwrFwW|HjzCYpfjanzCA

Body client ca-pub-3558651621859676

Body adurl T

Body body param whatever

|| Add |

| Remowve J

Y

| Do J




J Raw T Headers I Hex TKML ]

<?uml wersion="1.0" encoding="utf-8"7><infos diffusions total="4" nh="4":»<diffusions
type="now"><diffusion debut="137024400" utc="1370624400" chaine="francel"
hureau_regiunal=""}{id_plurimedia>3315?220{fid_plurimedia}{id_ftv}lTIBSDE{fid_ftv>{titre}{![CDATA
Mot de passe]]>{ftitre>{soustitref}<date_heure>{![CD&TAEFendreﬂi 07 Juin a
19hﬂﬂ]]}{fdate_heure>{accroche}{![CDETA[Essnciés a des personnalités, des candidats doivent
faire deviner un maximam de mots en un minimm de temps afin de décrocher 20 000
enros.]]></accroche><durese>28</duree><format><! [CDATA [Autre] ] ></format><genre><! [CDATA[Jeu] ] =</ ge
nre}{genre_simplifie}{![CDATE[Jeu]]}{fgenre_simplifie}{nationalitef}{signaletique_csa
code="TE"><! [CDATA[Tous puhlics]]}{fsignaletique_csabcimaqe
url="/staticftv/ref emissions/IZ0Ll3-06-07/COL_Z10451" format="Jjpg" lmt="137058E84159"/><personne
id="205748" nowm="Sabati=sr"
prenom="FPatrick"><fonction>Présentateur</fonctions</personnes></diffusion></diffusions><diffusions
type="next"r<diffusion debut="137062c0280" uto="13706Z2c0280" chaine="france2"
bureau regional=""><id plurimedia>83157221</id plurimedia><id ftv=1707173</id ftv><titre><![CDATA
Metéo 2]]></titre><soustitre/><date heure><![CDATA[Vendredi 07 Juin a
19h23]]}<fdate_heure><accroche}{![CDETA[]]}<faccroche><duree>2<£duree><format>{![CDAT&[Autre]]}{f
format><genre><! [(DATA[Météo]]></genrer<genre simplifie»<! [CDATA[Méteéo]]l></genre simplifie><natio
nalitef}{signaletique_csa code="TP"=<1 [CDATA[Tous
publics]]></signaleticque csar<image/></diffusionr</diffusions><diffusions
type="prime l"=<diffusion debut="1370e30700" ute="1370e30700" chaine="france2"
hureau_reginnal=""><id_plurimedia>33094226{fid_plurimedia}<id_ftv}1113311{fid_ftv>{titre}<![CDET&
[Tango] ] »</titrer<soustitre><! [CDATA[Le coup du
1apin]]}{fsoustitre}{date_heure}<![CDATA[?endredi 07 Juin a
Eﬂh45]]}{fdate_heure>{accroche}{![CDETA[Juana Larsen et son supérieur, le capitaine Sauvage, se
rendent 4 la morgue. Leur ami Salma, légiste, a signalé la disparition d'un corps arrivé la
veille. Il s'agissait de la dépouille de Madia, décédée dans un accident de voiture maguillé. La
mort troublante de la victime éveille immediatement les soupgons de Sauvage, gui découvre
bhientdt ¢gue le cadavre en guestion &était celui d'une autre.Pourguoi cette substitution ? Qu'est
devenue cette Wadia ? En enguétant, les deux collégues découvrent gue la jeune femme avait



[ Raw T Headers T Hex T}(ML ]

<7¥ml wersion="1.0" encoding="utf-5"2=>
<infos diffusions total="4" nh="4">
<diffu=sions type="now":>
<diffusion debut="1370624400" utc="1370624400" chainse="franc=l" bursau regional="":>
{id_plurimedia}BSIETEED{fid_plurimedia>
<id ftv>1T18306</1id frvs
<titre><! [CDATA[Mot de passe]]></titre>
<goustitre/»
<cdate heure><! [CDATA [Vendredi 07 Juin a 19hﬂﬂ]]}{fdate_heure}
<accrocher<! [CDATA[Associés a des personnalités, des candidats doivent faire deviner un
maximm de mots en un minimam de temps afin de décrocher 20 000 euros.]]></accroche>
<durese>28</duree>»
<format><! [CDATA[Autre]]></format>
<genre>< | [CDATA [JTeu] ] »</ genre»
{genre_simplifie}{![CDETA[JEH]]>{fgenre_simplifie}
<nationalite/=»
<signaletique csa code="TPF"><![CDATA[Tous puhlics]]}{fsignaletique_csa}
< ilmage url="fstaticftvfref_emissionsf:DlE—DE—D?fCDL_:10451" format="Jpg" lmt="13705838419"/>
<personne 1d="IZ05748" nom="Sabati=sr" prenom="Fatrick":>
<fonction>Présentateur«/fonctions
</ personne>
<fdiffusions»
¢fdiffusions>
<diffusions type="next":>
<diffusion debut="1370626080" utc="1370EZE080" chainse="franc=l" bursau regional="":>
{id_plurimedia}BSIETiil{fid_plurimedia>
<id frv>1TO0T7173</id ftvs
<titrex<! [CDATA[Météo 2]]z</titres



J Raw T Headers T Hex TAMF ]

FPOST /gateway/helloworld HTTR/L.1
Accept-Encoding: identity
Content-Lengthi: 73

Host: demo.pyvamf.org
Content-Type: application/x-amft
Connection: close

Uzser-Agent: PyAMF/0.6.1

0000000 echo.echodO/ 10000
000000 { This is vyour typical "Hello world!"™ demo

|jJ|‘iJ|+J|:’J| 0 ma

J Raw T Headers T Hex TAMF ]

HTTE/1.1 200 OK

Date: Zat, 15 Jun Z0L13 10:13:40 GMT

Server: Apache/2.2.11 (Ubuntu) DAV/Z SVN/1.6.9 PHPF/5.2.6-3ubuntud.6 with Suhosin-Fatch
mod ss1/2.2.11 Open35L/0.9.8g mod wsgi/3.2 Python/Z.6.4

Content-Length: 72

Connection: close

Content—-Type: application/x-amf

00000000/ L/ onFesultO0nul 1000000 { This is your typical "Hello world!"™ demo




Raw | Headers | Hex

Walue

¥ i3 body
a target
a response
a response method
¥ [] data
a [0]

echo.echo
/1
echo.echo

This is yvour typical "Hello world!" demo

Response

Raw | Headers | Hex

value

¥ (A body
a target
a response
a response method
a data

/1jonResult

Aull

onResult

This is your typical "Hello world!" demo




Request | Response ]

Viewstate
[ Raw T Headers T Hex THTML T Render T\fiewstate ]

<input type="hidden" name="ctl00 QsfStyleShestManager TSSM" id="ctl00 OsfStyleShestManager TSSM" wvalue="" />

<input type="hiddesn" EVENTTARGET™ id="_ EVENTTARGET" walus="" />

<input type="hiddesn" EVENTARGUMENT" id="_ EVENTARGUMENT" walue="" i

<input type="hiddsn" LASTFOCUS" id="_LASTFOCUS" walue="" />

<input type="hiddesn" _ VIEWSTATE"™ id="_ VIEWSTATE"
value="/wEFMuOulAAELLAD/ //// AQAAAAR A AR AMAARAFAUZW R lemlrL1dl TiSVSSwgVnVyel 1wvh j0yHDEzL TuljEx Ly QuLCEDAWOdXI LPWS 1AXREy Y Wws IFE L Tk p YO0t 1eVRvaZ VuP TEYHWZhEZToc4MTY L T
lZERhAGEHAGTALLATAwAAAASDAAAAYr EYARAL svOdgHEMWI S Tvhep 70 L3 £gdKE IgGATIN i O0BDswY NS pLeHVIH I vine Ko HEZVZ LXWY WO Nzt nb 233 nvvwEfee++89707nU4nsSS/ /P lxumZ AF =952 sme T ¥
HhJf+fPdnSy/ £t892vNT3I3 L7BE9Pr/3/E22VEE/ Wwek+oo+/ 8nr 7Lw3 1xmS++2Ln/ 2B7HE L8 1M/ SdWLn/ 8 / HHOS3 £ 2/ M LPdm7 X3 659« MCEBLEBEPLSVEL/ +yveePTidEYx ¥ 3 / q+02 Z072 £407J57/ PSESH14F
mnzSrgfSyeviv+vESTive/ PRPA+WTxbF 1Tv/ £Z25U899ue T TES+Hur HON s,/ uflITi7TKZ0Vime 2450/ uB¥P/ TwSEuaWyL3+£3/ kne,/ MUFni+e,/ WDETYuT7029,/ h879vZ4+ePAdldThE I1WEGLxnZxcEC4nh7 / «DGITSE£C
+OAtufHF LSS Z7pienlkxSgreglz+lPaJuf vESOX, xguvOi+X 1+ 7xe/ ePLEJSSNS3 E£Mvwvul e X083 ExeP TdF 5eTSave yddVETa,/ FO/ 44+45+E953VTE2 Abg,/ X3 T754dX 72 kySo TN/ E3D L9enXw3 ePSwomTni j lbe
fFHGA+ysVITH/ sPP/pad/ UK/ c X LChp TLvvdmZEr SEEwV/ Ofug LS X zdmzd 71/ DO 7bacv8J LO9AE13XL79L/ L13uvw?/ OCrwsS// evP3Big8+/ uvryedun¥lev7x 1+ Ir sPwHNPgD/ 9PL4devEdncmunl/ kJ7sHE lef
mpvvmO+u3r2k/ rdub FievipTe xeME fvGukOemT7Ce InegSP3min3 3 SCENZ09+4we EPt 7T 7CogHa £wTEP T+ 1EG) 05/ ubh+oeeh 19daeGAF ] 3/ vE/ PEVycXxy/elhn/ ig+8+mR98ud/ zwdwmFcPORr 3/ C90=4/ i
T3zanfl7Oove+nuP+Te LEHOUPEiE6enP3j+0Z2 £rF2894+u7E8T/ /E4+SmRITE £XX3 23 p+Y/ BWat,/EWb34e4+P/3BTe301ieB+¥/ w+LT78Wes309ekT386smTr 77T/ DEvicdke et/ MnTye £EPyCE0X+dD4D/ dE £ v uTOSPF
w2aH3imssCulzxnl8fmrxwePrn/ qo9¥+y I/ RB4zhot ffucr VWM EPgPOXHA T/ 8c58nnE83gF 309 tP 7ouvakFAPSMENzwE/ xS 1e750z+ 1/t LHWT/ 99 AUS3v O e LD EL TyduHpBHER EplZ dXXzyvdEWP ke yvSE
1¥EThEFC/ pEdBvI+yTT7Th+Ent+zvBm I faEHSffEiSZy9J9zaTvYodPehSTvz 19Cc+iF9Pwv0Is LJF+02z02 / Bg+j0pEXT 5w ZB 0P XESBucEn+NSxvED AT 1g7 £z Ud 3 SV 0Ox 2 d0 fmOxJ M/ / £ D TEEWLEquiv3c
iFrtkfzDTRHE/ 1TE4ppS5x 17/ c2 MbNHvw/ PyvEx8Indvbne7ésD/ v/ qu £ XX zD+HZ aPEENS/ J5vwIPMvvuTod3 wPoge+v/ thB837/v3 1£9HZvh/ aDF+Hen/ OkSvked pv+VGZ 2ot kY 7GPesFOfvETT/bE/DETpC
TFiB/1BO2/ 1PA3xET+50cPA3+EvTvek735W/ GPz LhGAr+H3 5t RzuinSv A/ v33VLEvSWh+G2 / TUS+Tnl t7PRGDE74 I 3+XVEydEO4LKw5/ 9 Fdo8+L =39/ m93 8hoqLSwlHkr 93 ukXWibGhovV4DvG+g9tSBRA/ F 54
SOU0Z3HxuHsGPp+svOQ8pDvlic0lthEskIS+UR/ 0XF Ze8Nz+ 1 PUbvdgBv 10 fkFb AOI X T73JEPAI4 lr T/ sDBEX,/ C/ +80 ZzXD3 794 TynS P PFMxmFRPujoY9C )/ LkEHSWr TD/ Te6yvdEEdpZ3 EPtLPE7Cw 5L
se/LkulTrH TEfUgxEXIvi/ Uk T7 INk/ XKL54eN2enlG/ ffrUTKX 2 leLL4vV3 SSEPIvEVIni fRh+d 093 TyPumo+age +u/ +0ov/ vENouX/ sgdt 2 Ln/ 7J4vd58+Ltive,/ 2/ VPedzsxE+dP3 11/ vHhEUOS v hw/ b M=
LZl4+pTm3sakyicZ7eggWl3sZ0ol 19KkEVsdmdh0X e zFeSneBoE I+ 1Hvo LZNTh19Kh+ IdT2ceW3xPHLADUVOLEEX I 5+rKzdX7E LTrulP/ Q3 r 26 ZNXTwISD z04WADVF [ The 7 £ £3 PvIHZqPSSUSnIn7VEmESQ/ rO5F
4rgy795niTnzCi¥r05dmi7zFoGhof8gXM74rD74+3h33 Tnd+z8+2zpV2/ 44ru3lowT44q3 INT/9FdYDE+Li+esn3 82 ++5F3vrHdb GvLt Tee 7TIDtmeVLS Tt QhcFbh 5t 1L/ SndF f+opefn33yvleLZZ 1dYu3 pedEnT
Av3IZB9eXZIplOSEZF 149/ PeValTBoX53CvrsE78PATDONqLlH7u3 TWhet 43 10+eni7JOnP LEE+4uX3eselv/ P/ n72gqst/ 7Tiduf+rinc+bL14+2dEneX1uZekL54 vl TIJZ LwddPTEL 4720797 64mCIKekbr£81V0n
b/ gRouldannZbaheyL UL/ +p LOHEWEmF TMPp+XZEe 6 £ kB89 10/ S4vN4nBF Ou+Eell/ JE2LnS7L9n] = ZniVw/ WZEP/ wilee 4/ ke iF489niK4HI+=4 16eBLO9nvut ¥dic/ s0Z53HU/ r+0NpE4+8n8p /S a+tus AEJXTUSMTS
oZx4FP30// /IJb5dY05LPPnY9336PhBeFhP/ +M 1l pvPngVOuZwsgo3in0C2 7P i+Z29Z2i3 1Fh+pl0leSzj+ewCEvE,/ uks5AnUk+dEcOvEE3 fHwSB9L5E8 IR+DYvgyBeB0jociuzKo zWr FEFPw+3 50RzRgHOvdau9 &/ oF
SZe+1/8CTHOH4yEUZOunlZ USGPELEVGatPyMee3gd5ain74q b yPESYZIPZgLrJ9PSTZIf20vv P 28 TS ERkE2TTvasgonu+S,/ TRwXpxSm3F 55 evAnt xJ ¥v 1B rh8dfF TWAA+DL 45T 17054bmUchJa/ MELLTSEpL/
Elz/+RXyTplyMEkA/3ePuk/ EFPELIWATISnRUS) yOiKOLMOX LIMEAoe+mr v I W I AWTENRS/ HS7EI 60 TP ivDh/ amd iww e U/ B5 TuteP 72/ rOfPDm+fr EBuP z i+wE+kcdmphWt o UXBMEv IT72 02 SA9ESc£5E
4cDppPidZuYESE+3304Afn+/ 2SR+t TsNUnLBegOETe SXOpvADemS B ECOsLIEqlt RUnDE9eWh30zvOusPwE4+QS9 zGe+eGrallaEveS+ynacekk/ vEwesHOAEL,/ TwnO3 REBgvSr £t Bu3 L2+ TvEzVKSKPIw I3 57w 24
HtsDESgv g3 fv5uP iWdE8Pw4GPOPz8ivn+eeXEBD/ rmaif luy 7« VempEknTESa/ INbOEpZ OHywxBPgx £e8hyOX0vEVEDF i A+hasTsOyuEsOhnONe t w3 7/ M4,/ 0b W9 kONysniGVIERL0sVEZZ8/ hGlbkGz2GiREL3
PitWHLIStvwIkSwl/ i9ZHLAyNme7twuavos/ 2eaVefveTaSgl GvMepUno i3 kE0hi TS5z Iet UH3CA= 10U+ /v/ pse0aZ/ GygGs8t eshPOulkee W2 5 CUZ +ut K2 pBe I3 havEl3 tdCwShuRPH 7/ P7111/JCVS/ hl
3LLFPL7POHMC v IL])/ SA+eFusbfecy/ +3CH3IpvT/ CFZgR3ThTxA / ogusd/ NiQE/ 280z XunSu3 TSP Twiuzclel Tk/ z7REZ0eS 52 Zn yo EOS WpHEL3 4273 148 p DS S £nvwD 8 Ml L+YLEEBFP Zz£EDr S NS avy
3T00E8CcenpHM=0747k+0gEkEEhr EnBZLELF igyT+ogeke92dpnlIe IFY/ iTwJde iB872e,/9h0aB+I1Zi2 3P4 ZNdit4 3/ wOTU+N3 IHThCOOF 22 LGAdPpp Lukgk5A9voSwOn788an I SEKS59cdQZ85PATTRIhEr s/ E
L/ Deh3rIeTzEy0OvycS5ePE4+00SyELS 7OV PreivTe8v+BMbSNLA4 EZyvE+r zew+EEvp i/ +SmlUdAMEPLE4++01Z/ 7iL54r¥p3S1BLE/ /e5x+e I+ELPJE/ ull3wvH2Hev 734/ BENGEe£vw30H/+311595T1/AK0nP/ 2
M3/ 3E+ouT/avnP/ l+chb7E£56en936£Nz/ 50v/ e/ DT7vvnzzBdnll4d/ OvEIEn+bnre3dGsERnQO++W/ 0+ dXF T FNWVE Z/ emeH+pC+Tp4ERTAPLvE IO ZxyPCTTVWZ vt T8RPt py/ wnX 1l LSPLE++d2 zey/ 2 Tnd,/ nx9E
zT7¥uHzsxfoVuTe++X¥ZuTs/ /qd+7FN/ 105/ Uy Ue++ELOSESEFPATSRT 747/ 3ip01GET4+13 %/ inl90g8Pwgllax¥XF 29« j9aCvviTLle/ LZpfg T/ 3 rHmOr Mp38d4LSPXVIEEL I a+9WT7sdwWe+4r £ 7L T4 6P 7H/
*TA5GDO0ECABESZPnVES/ IJ22+/ ubua/ mEZfCr2 W39 THvESZ c9d3 743 80N TanP/ ve8tlIDn+idPPUdkEfc 6 £ RFEG/ V1ExLF/ 8PS+ TSEtdoTULvx THEZVaat Z8+ffHEJacBocHHz+BCvaTS 659 nt HAvEn3 / Teut+Szadve
L184++pJSVOOvE/ r4yvEHE 3 £ k3 DN PWOee HOS/ tv3 THe U750+ TL g Ty M8/ 30nPHIvE L XTenzove / rr [+9cJQhHETREHl e TTulXudOful Jgl¥8usZ wL+Refdoygoe/ 8ZNeF4/ epSzzl fonvig7R1ITIJE L/ Ty
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OrJVz/5yEMSisTubbh 799/ 7iEvEcd TEngwQ7eOnHaRQr 6Frjqe3 i0fi8+yv+vwi/BACZAZer lr 6 I0+nwdales lrUL8PRnS7+o0T4++LsCE Lt Sub3wrw/ £UvhPv3gUuBizra8Tir /2 fnl/S2F5Inl z7wnllGhEY 7St 6S
LEDMAHr vl D T 2/ X JulVdE ovr +5PEEZh S8 fe 58 T Ah+n LHIS TnOZ v S MMEL HS i8e z 65T/ ullllkxvenERke ITv,/ Znldls/ sheXTvF LESESvrLIMnor feow 1P THEX SnTnS3+aSfab40vE TETLDVHAL / pS£u+LS5 KT
EWSXNTWEWEIETSU3 vt B tlv+uTVaqOovwityEefzid+++2/COAL/ /BLGAUFHISE 02 SudHIvh HNS ZXF LaXJ lUGS sdEJh Y2t LEX I f Xk TOBRZJdGWwNCRReZ ZGemS t EGVIb 3 JhdGe vES A dGuwMCRTE Gl ZXNI Db 2
whnEybhbIZwkUIVhenMNoCmS4ERh dGwwMCRI ZEWF K ZXIDLE 50cmSsIJFBEy ZXYFGGHNOLD AwJER I YWR lekNvhbnEyvbh Z wkTWVadATy T3 RsMD AR TGVIAE Shdm Il nYXEph2 5DL2 50cmSsJENvhbnEybhb I EZWlveOShdmln TR
2EZTal IS0 XPvegUiT3RsMDARQZ SudGVudFEsYWIT L 3G9s ZGVy NS RDaGVialJveDEF Il 0k DAWIENvEnR 1L nROb GF ] ZUhwh GRIcIEKTF kR3Jp ZDEFRWNOLD AwJENvERR 1bnROb GFj EUhvh GR1cJERTmF kE3
EZXjcmlwdGlvh lZpd2VyIJFRRT1INOemlwRGVEh 1Jle2 9leml lewl/ T3RsMDAKQZISKZVIPZXAle iREZXIjcmlwdG 1lvh 1Zpd2VyJE L IBHEpUGFnZ UR 1L WO S 230w dXJ J ZX D 2 50 ZW50ES I JAGwwMCRDBZ R 1Vml 1
GHOLDAwIGHNOLDA=zJGIOLDAXJFBhEZZVTaXp lO2 9t TmOCh3gPFCsAAgUCHTAF A Uw ZAVF T3 EsMDAKQZ SudGVudFEsYWN 15GY9s ZGVy NS ESYWREHem 1 kKMS R dGwwMC R dAGuwwMiR jdGwwCROYWA 1 UZ 1 8 Z UMl Wdw Qe
ALxQrAATKFwOFELShRFNIOwLYBAUI X yFOQZ 8 LhbnQCDATL Xy FJAGVEQZ 9 lbnQCHgUQQ3 VyenWVudFERZZVIbnR leGYWAhAD X3 1 FgTeA19) EmPKERLIAGwwHCRTAZ 1ulZ hwbh3M1ciRTal 1uQl hvh 3N log3 UEwAC

</div>




ViewSitate

Request | Response ]

[ Raw T Headers T Hex I HTML T Render Tviewstate ]

¥ ViewState v2.0 compatible [MAC enabled]

¥ Pair
object [ i O WTelerik.web .U, Wersion=2013.2.611.40, Culture=neutral, PublickeyToken=121fae78165hazd400
¥ Hashtable
name=value _ ControlsRequirePostBackkey = [ctl00sQsfFromDecorator, ctl00$SliderControllist$ControlsSiteMap, ctlo0$HeaderControl$Der
name=value ctlo0$ContentPlaceHolderl$RadGrid14ctl00$ctl03%ctl0l$PageSizeComboBox = pair:[array of Ohject,null]
name=value ctlo0$ContentPlaceHolderl$RadGrid14ctl00sctl02%ctl00FPageSizeComboBox = pair:[array of Ohject.null]
name=value ctlo0$ContentPlaceHolderl$RadGrid1$ct|00 = pair:[array of Object.null]
name=value ctlo0$sSkinChoosergskinChooser = pair:[array of Object.null]
el
0 ff 0l of 32 ed Ze oo 01 oo
1 a0 a0 a0 a0 a0 a0 a0 Q¢ 0z
2 65 T2 5a &h Ze 57 G5 G2 Ze
3 73 5a &f Ge 3d 32 30 31 33
4 34 30 2c 20 43 K= (5] 74 K=
S 72 Gl (5Ts 2C 20 S0 75 G2 (51s
G Gl 65 Ge 3d 31 32 31 G Gl



Data visualization

By default




JSON

hitp://api.twitter.com/1/statuses/user_timeline.json

J Raw T Headers T Hex T]SDN Decaoder |

HTTE/S 1.1 Z0O0O O
cache—-control: no—-cache, no-store, must-revalidate, pre-—-check=0, post-—-check=0
cnntpnt—ipngizh 064 00000
<
date: Fri, 97 Jun 2013 1&6:47:36 SMT —
expires: Tus, 31 Mar 1981 05:00:00 GHMT
last-modified: Fri, 07 Jun Z013 le:47:3& GHT
pragma: no-—-cache
server: tfe
set—cookie: guest 1d=vI%3AI3T0EZ3IESETEE99843; Domain=.twitter.com; Fath=/; Expire:
status: 200 OKE
x—content—-type—options: nosniftf
x—frame—options: SAMEORIGIIN
¥—ratelimit-class: api
¥—ratelimit-limit: 150
¥—ratelimit-remaining: 149
X—ratelimit-reset: 1370827256
x—transaction: 4dl0c3idefeeB8kh0fhl
X—xss—-protection: 1; mode=block
Connection: close

ntent—-type: application/ison: charaﬂt utf B

[{"created at™:"Fri Jun 07 10:05:07 +0000 ZOL13", "id":3429453064£9597185,"id =str':!
according to the docs. http: /S /t.co' /TWSelhSudV http: /" t.co'\/alkl " uZ0Ze"™, "sourc:
webO23hul03ch fa'ul03e”, "truncated”:false, "in reply to status_id":null,"in reply to
11, "user™:{"id" 2922345582, "id str":"I922345582", "name": "Nicolas GriulddeSgoire", "scl
Earth™, "url™: "http: "/ wwwv.agarri.com' /", "description”: "Owner of Agarri, a small

MSLTM, "protected”:false, "followers count™: 1170, "friends count":335,"li=sted count"”
oL, "favourites count": £, "utce offset":i3E00, "time zone":"Paris", "geo enabled':fa.
prnfile_backgruund_cnlur"'"131516" "profile hackgrnund image url":"httcp:/"/al.cw,
ages'fthpmﬂa'fthﬂmﬂlﬁ'fbg coif™, "perll= _background tile":trus, "profile image url"
ttps: "/ /eil.twimg.com" /profile images’ J 1413753531 /fsmall ssticll normal . png" "pr
rofile text _color":"333333", "prnf1lﬂ_uap_backgrnund_lmagp"'trun "dnfault_pruflle"
"inull, "coordinates":inull, "place":null, "contributors":inull, "retweeted status":i{"cl
ZO0L3mr, "idT 3427 EESE8B554289 152, "id =ty "342T7EEYBE554289152", "eext " "This is wyour |
http: '/ t.co’ falQSzEVgpPZ™, "source™: " ul03ca href=""http: "/ /www.twesetdeck.com' "




JSON

json.dumps(json.loads(msg), indent=4)

http://128nops.blogsnot.com/2013/02/ison-decoder.html

[ Raw T Headers T Hex T]SON Decoder ]

[

"contributors": null,

"coordinates": null,

"ereated at": "Fri Jun 07 10:05:07 +0000 Z0OL13",
"favorite count": 0,

"favorited": false,

"geo'™: null,

Ticd™: 34259453084£9587185,
id =str'": "34I54530£4E£9597185",

"in reply to _screesen names": null,
"in reply to_status_id": null,

"in reply to_status_id str": null,
"in reply to_ussr id": null,

"in reply to_user id str": null,

rr lEI.llC_[" = Map'r .

"place": null,

"possibly sensitive": false,
"retweet count': 1E8,

"retweeted": false,

"retweeted status": |
"contributors": null,
"coordinates": null,
"ereated at™: "Thu Jun 08 ZZ:1£:33 +0000
"favorite count': 4Z,
"favorited": false,
"geo™: null,
"id": 34Z276E98B554IZ89152,
id str": "34I7£E988554285152",
"in reply to screesen nams": null,
"in reply to_status_id": null,
"in reply to status id str": null,
"in reply to usser id": null,

zgalLarr,



http://128nops.blogspot.com/2013/02/json-decoder.html

Javascript

_[ Raw T Headers T Hex T]avaScript |

HTTR/Ll.1l Z00 OKE

Date: Fri, 07 Jun Z0Ll3 1lZ:49:5g GHMT

Server: Apache

Last-Modified: Thu, ZZ Mar Z01Z2 12:30:0Z GMT
ETag: "197407f-172a-4bbd41125=£30"
Aocept—-FRanges: bytes

Content-Length: 5930

Connection: close

Content-Type: application/x-javascript
¥-Pad: avoilid browser bug

functicn wp_cirrus gwt () {var O='"',vh='" for "gwt:onLoadErrorFn"', th='" for
"gwt:onPropertyErrorFn™'  hbh="'"><" fscript:' , T="#"', Th="'.cache.html',$='/"',Bh='"19CFI2CFAEAIFIBCE3ZZABEEBAD
O49A1EC! , Sh="'"1A432AC32FE4Z35633ETDIZZ7BTACEBEZ , Th="5002EB£4 12 AEDSE4CEFEFED5E580FC449" Ub="'558c0FE4F248
TOL4ESAEE3O03DSELS03D! ,¥=":",nb="'::"',fb='<script

defer="defer">wp cirrus gwt.onlnjectionDone (% 'wp cirrus gwt'')<\/scripts>',6 gh='<script

id=""!, gh='="_Z='7'" Ebh="'ActiveXdChject',skh='Bad handler

" Fh='ChromeTal.ChromeFrame' , Zb='DO0MContentLoaded’' ,Vik='F797846cEEOEAZELIEZ37CE0EBFS5CDZCAS !, Wh="FFOF5E4

SEOGCEAOEA4TE4CTECEFSLESD! , ikb="'SCRIPT' ,fh='_gwt marker wp_ cirrus_gwt',6 jb='base' ,fbk='baseUrl', 6 5='begi

n',FE='bootstrap',Db='chromeframs',ak="'clear.cache.gif',pk='content', ¥='end',Lk="'gecko' , Mb="'gsckol 8',
=lgwt . codesvre="' ,U="gwt. hosted="' ,V="gwt . hvbrid' ,ub="'gwt:onLoadErrorFn' ,rbh='gwt:onPropertvErrorFn' ,ob=
‘gwtiproperty' ,Ph='hosted.html?wp cirrus gwt' Fh='ieg', Jb="'ied', Ih="'1ie8' wh="'iframs', ='img',xbk="Jjava

script:''",Ch="'loadExternalBefs' , kb="meta', zb="moduleFequested’' , W="moduleStartup' , Hx="msis"', 1lb="'name"'

='undefined' ,Nb="'unknown', Adb="'user.agent', Ch='webhkit' P='wp cirrus gwt', db='wp cirrus gwt.nocachs.]js'
Ul='wp cirrus gwt::';wvar l=window,m=document,n=1l. gwtStatsEvent?function(a{rsturn

1. gwt3tatsEventiaj}:null,o=1. gwt3tatsSessionld?l. gwtStatsSessionld:null,p,d,r,s=0,c={},u=[],v=][
1,w=[],*x=0,v,z:n&en({moduleName: P, sessionld:o, subSystem: O, evtGroup:E, millis: in=ew

Date) .getTime (), cype:3}) sif(!'1l. gwt stylesloaded){l. gwt stylesloaded={}}1if{!l. gwt =scriptslLoadesd)
{1. gwt scriptsloaded={}}function A(){var b=false;try{var c=l.location.sesarch;return

(o.indexCE(T) '=—1| | (c.index0f (U) '=-1| | l.externaléil.external . gwvtOnLload) ) £&c. index0f (Vi==-1}lcatchia) {}
A=functioni(j{return b} ;return b}

function Bij{if(p&&qg) {var b=m.getElementEvId(P) ;var
c=b.contentWindow: if(A{) ) {c._ gwt_getProperty=functionia) {return

Gia)tlwp_cirrus gwt=null;c.gwtOnLoad(y,F,s,x) ;n&en({modulelams:F,sessionld: o, subSystem: Q, evtGroup: W, m



Javascript

burp_jsheautifier
Much cleaner, uses the Python library

® ©



http://code.google.com/p/burp-suite-beautifier-extension/
https://github.com/Meatballs1/burp_jsbeautifier

Javascript

| Request | Respaonse ]

[ Raw I Headers I He:x T]avaScript ]

function wp cirrus gwt (] |
war O = ',

o ‘"o for "gwt:onLoadErrorFn'"',
tlhh = '" for "gwt:onPropertwvErrorFn™',
hlz Vet Secripest,
] |#| R
Tk = !'.cache.html',
$ = lll.-' 1 N
Flz = ' l19CFZCFAEASELIECS3ZZ2AEEEAOO4SALIEC!
Sb = '"1A43ZAC3ZFE4Z35e33ET7DLIZZT7ET7ACEED!
Tk = 'S500ZEc4l1lZABDSE4CEFeFEDS£550FC445!
U = '55Ec0FE4FS487014c5AEc303DSELSO3D!
Ko = "',
nh = 't N
fh = 'wgscript defer="defer">wp cirrus gwt
gl = 'wscript id="', - -
s = '="
2 = 12,
Elx = '"ActiveXObhiject!',
sl = 'Bad handler "',
Flz = '"ChromeTab.ChromeFrams"',
Zlh = 'DOMContentLoadesd' ,
Vi = 'FTSVEB4cEEOCAZE1IEZ3TCE0EBFSS5CDZCAS!
Wk = 'FFOFSE4S5c04CEAOEA4TEACTECEeFS1ESD!
il = 'SCRIPT',
fl = ! ogwt marker wp cirrus gwt',
k. = 'Ese'? - -
bl = 'haseUrl',
5 = 'hegin',
E = 'hootstrap',
Dl = 'chromeframs',
alr = 'glear.cache.gif',
Pl = 'content',
¥ = 'end',

r

r

r

r

r

r

.onInjectionlone (" 'wp cirrus gwt'')<\/Sscript:>',




Protoour

https://code.google.com/p/protohuf/

hitps://github.com/mwielgoszewski/burp-protobuf-decoder

Raw Params Headers Hex | Pnﬁuhuf|

name: "Johnny Eat Rockets"
id: 3
email: "johnny.rockets@example.com"
phone {
number: "555-555-0DAY"



https://github.com/mwielgoszewski/burp-protobuf-decoder

Overview




GUI navigation

Contextual huttons

Auto-scroll in Proxy / History

Custom payload lists

Persona lized scans




Contextual buttons

“\ . .
s‘These settings let you configure where

® Use default system temp directory

() Use custom location:

)\
N

|
< L?j /L_} Use suite scope [defined in Target tab]

T () Use custom scope

Request to http:fwww.google.com:80 [173.194.78.105]

| Farward J| Drop J Intercept...

RTFM

2 )
L 4 i
— You can define one or more payload sets. T
tab. Warious payload types are available for
Payload set: |1 T]
Payload type: | Simple list T]
// 7‘\\
| Action |EJ‘|i !




HolKeys

Target Proxy T Spider T scanner

Intruder T Repeater Sequencer T Decoder T Comparer T Extender T Options T Alerts

Connections T HTTP T SSL | Sessions T Display I Misc ]

s

> These settings let you configure hotkeys for common actions. These include item-specific actions such as
&) nsend to Repeater", global actions such as "Switch to Proxy", and in-editor actions such as "Cut" and "Undao".

Action ' Hotkey |
Send to Repeater Ctrl+R A
Send to Intruder Ctrl+|

Forward intercepted Proxy message Ctrl+F

Toggle Proxy interception Ctrl+T

lssue Repeater request Ctrl4+G

Switch to Target Ctri+sShift+T

FF R T B | - P T R B SR Y

|_ Edit hotkeys |




HolKeys

Classic:
CtrI+K|C|V for “Cut|Copy|Paste”
Decoding:
Ctri+(Shift)+U|H|B for “URL|HTML|Base64 (delcode”
GUI navigation:
Ctri+Shift+T|P|S|I|R for “Switching t0..”
Personal favorite:
Ctrl+G for "Issue Repeater request”




History auto-scroll

Target | Proxy T Spider T scanner T Intruder T Fepeater T sequencer T Decoder T Comparer

Intercept T History T Options |

| Filter: Showing all itermns

# v Host Method | URL Params
‘894 httpjj192.168.2.66 GET ffavicon.ico L]
93 http://192.168.2.66 GET / ]
92 http://192.168.2.66 GET jAdbeRdrl014 fr FR.exe/ true’ L]
91 http://192.168.2.66 GET /AdbeRdrl014 fr FR.exe/ false’ L]
a0 http://192.168.2.66 GET fAdbeRdrl014 fr FR.exe/ false™ L]
29 http://192.168.2.66 GET (AdbeRdr1014 fr FR.exe/ true’ L]
88 http://192.168.2.66 GET (AdbeRdr1014 fr FR.exe/ false’ L]
87  http:/192.168.2.66 GET jadbeRdr1014_fr FR.exe/" true"" O




custom payioad lists

Some payload lists are shipped with Burp
Gonfigurable from the Intruder menu

Preset Payload Lists ' " x|

| 2

Configure the location of the items that Burp Intruder should use for its
predefined payload lists.

|}
Magic combo:
[ ) Use built-in lists

® Load custom lists from directory:
“Ikto on/Burpffuzzdb-read-only/Discovery/PredictableRes | Select directory ... |

Metware fuzz txt g | Copy ... |
raft-medium-files txt ' '

B“rn raft-large-directories txt

UnixDotfiles fuzz txt

LotusMotes fuzz txt
F“zan raft-small-files-lowercase txt
FatwireCMS fuzz txt
~ial hicrmcaft flize fat

DirBuster ox




Personalized scans

Define your own insertion points in intruder
Then right-click and select “Actively scan...”

| Target | Positions T Payloads IDptiﬂf‘lS |

¥

Configure the positions where payloads will be inserted into the base request. The attack type

Attack type: | Sniper

GET /foo?a=xxxx&éid=8EEeSsc=fookhar HTTP,/L1l.1
Host: wvulnhost
Cookie: sessid=azertylZ345£789 Send to Repeater Ctrl+R

Actively scan defined insertion points



Overview




Managing state

Saving & restoring state




Automatic hackups

Hacking is immersive
You WILL forget to use “Save state”
0f course, Murphy's Law applies ;-

An unexpected error has been detected by Java Funtime Environment:
EZCEPTION ACCESS WIOLATION (0OxcOO000005) at po=0x7c2lfea, pid=3768, tid=Z66d
Jecra VM Jawva HotSpot (THM) Client VM (1.6.0 03-b0S5 mixed mwode)

Froblematic frame:

Z  [ntdll.dll+0x1Sfea]

An error report file with more information iz saved as hs err pidi7eS. log




Automatic hackups

Target Proxy T Spider T scanner

Intruder T Repeater Sequencer T Decoder T Comparer T Extender I Options T Alerts

Connections T HTTP T SSL | Sessions T Display ]’ Misc ]

s

)

~
/
(
AN
~

The automatic backup feature can be used to save a copy of Burp's state periodically in the background, and
on exit,

] Automatically backup state every |30 minutes

To folder: | jhomefnicob/Confs/2013/HiP | Choose folder ... |

W Include in-scope items only

EJ Backup on Eff&:)




Save & restore state

EXport to your customers

Hotkeys / Automatic hackups / Scope

Display all items in “Site map” and “Proxy history”
Custom payloads lists

Extensions ontions - buggy




Overview




Comimon tasks

switching hetween GET and POST

Importing & exporting an URL




GET to POST

Classic question: is it also exploitable via POST?

Send to Spider
Do an active scan

Send to Intruder Ctrl+

Send to Repeater Ctrl+R

Send to Sequencer

Send to Comparer GET /foo?a=xuxx&id=1234 HTTF/L1l.1

Send to Decoder
Request in browser Host: wulnhost
Engagement tools
(\:\'Ehange request method D)
‘change body encoding
Copy URL
Copy to file

P L ) POST /foo HTTP/L1.1

save item Host: wvulnhost

Content-Type: application/x-wwv-form-urlencodsd
Content-Length: 14

Save entire history
Paste LIRL as request
Add to site map

= 1 =172
URL-encode as you type A=HxXxxEld=123

Paste Ctri+w

Message editor help
Burp Repeater help




Non proxy-aware

$ ./skipfish -o 8771 hitp://121.0.0.1:8771/

Target | Prosxy T Spider T Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender I Options Tf-‘tler'ts |

[ Intercept T Histaory T Cptions ]

2
Burp Proxy uses listeners to receive incoming HTTP requests fram your browser. ¥You will need to configure your browser to
2 proxy server,

| Add | Running Interface Invisible Redirect Certificate
_ ] 127.0.0.1:8665 Per-host
| Edit ] [+/] 127.0.0.1:8777 () 192.168.12.106:20 Per-host
L

Bl

EBinding | Request handling T Certificate |

(2] These settings contral whether Burp redirects requests received by this listener.

Redirect to host: | 192.168.12.106
Redirect to port: |80

[ ] Force use of SSL

/V"/I/nvisible proxy support allows non-proxy-aware clients\fb\c\onnect directly to the listener.
AN

M Support invisible proxying (enable only if needed) ~/




Moving URL In & out

“Gony URL”

Works only with hasic GET requests
Not hody, no headers, no cookies, ...




Moving URL In & out

POST /foo HTTPR/1.1

Host: wvulnhost

Content-Type: application/x-wwv-form—urlencoded
Content-Length: 14

Cookie: sessid=azertylZi4567E9

A=HHHxE&idA=1273

https://github.com/faffi/curlit

| Details | Qutput T Errors |

L) Dutput to system cansole

() Save to file: | Selectfile .., |

® Show in UI:

curl —-isk -H "Content-Type: application/x-wwwv-form-urlencoded™
-H "Hos=st: wvulnhost"

—d "aTxxxx&id=1234"

-X "POIT"

- "sessid=azertylI345g7838"

"http://127.0.0.1:80/fco"




Overview

Intruder payloads




Intruder payioads

HTTP Basic Authentication

Anti-GSRF tokens




GET /admin/ HTTP/Ll.1

Host: 127.0.0.1

Aocept: */*

Aoceprt-Lancuages: &n

User—-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT £.1; Wingd; =x£64; Trident/5.0)
Authorization: Basic SGFJallulGFyaXMeTH]ITEZWNy ZXEOY XN =dz Awcrml=

Connection: close

3urp Decoder =1[=]x]

A
- SGFjatluUGFyaxXMETHITZ WMy ZXROY XMz dzAwcmQ= ® Text () Hex |_£J I

o | Decode as ... _v]

| Encode as ... _vJ

— | Hash ... _vJ

| Smart decode |

HackinParis:MySecretPasswi0rd ® Text (O Hex

| Decode as ... _vJ

| Encode as ... _'rJ

| Hash ... _v]

J

| Smart decode

5




Bbasic Auth

Algorithm
Base64(username +“” + password)

Blogs
My Sys Admin Cookhook: Use prefix/suffix
securityNinja: Use prefix/suffix
securestate: Use prefix/suffix or precompiled lists
SANS: Use prefix/suffix or precompiled lists
Smeege Sec: Use an extension or precompiled lists




Bbasic Auth




Bbasic Auth

Use the “Custom Iterator” payload!

From the documentation:

The custom iterator defines up to 8 different "positions” which are used to
generate permutations. Each position is configured with a list of items, and an
optional "separator” string, which is inserted between that position and the

That's exactly what we want!
Only the “ePsiloN's Information Security Blog” was right




Bbasic Auth

http://blog.securestate.com/hurp-suite-series-efficient-use-of-payload-options-when-attacking-http-hasic-authentication/
http://carnalOwnage.attackresearch.com/2009/08/using-burp-intruder-to-brute-force.htmi
hitp://www.smeegesec.com/2012/02/attacking-hasic-authentication-with.htmi
http://sysadmincookhook.blogspot.ir/2013/01/test.html
http://www.securityninja.co.uk/hacking/burp-suite-tutorial-the-intruder-tool/
http://www.sans.org/reading_room/whitepapers/testing/fuzzing-approach-credentials-discovery-burp-intruder_33214

http://www.dailysecurity.net/2013/03/22/http-hasic-authentication-dictionary-and-brute-force-attacks-with-burp-suite/
http://nortswiggernet/burp/help/intruder_payloads_types.html#customiterator



http://blog.securestate.com/burp-suite-series-efficient-use-of-payload-options-when-attacking-http-basic-authentication/
http://carnal0wnage.attackresearch.com/2009/08/using-burp-intruder-to-brute-force.html
http://www.smeegesec.com/2012/02/attacking-basic-authentication-with.html
http://sysadmincookbook.blogspot.fr/2013/01/test.html
http://www.securityninja.co.uk/hacking/burp-suite-tutorial-the-intruder-tool/
http://www.sans.org/reading_room/whitepapers/testing/fuzzing-approach-credentials-discovery-burp-intruder_33214
http://www.dailysecurity.net/2013/03/22/http-basic-authentication-dictionary-and-brute-force-attacks-with-burp-suite/
http://portswigger.net/burp/help/intruder_payloads_types.html#customiterator

Bbasic Auth

Payload type : Custom Iterator

Position #1: list of usernames + separator “”

Position #2: list of passwords
Payload processing: Base64-encotde
Payload encoding: None



Bbasic Auth

Payload type : Custom Iterator
Position #1: list of usernames
Position #2: string “”

Position #3: list of passwords
Position #4: common suffixes
Payload processing: Base64-encotde
Payload encoding: None




Bbasic Auth

J Fequest T Fesponse |

J Raw T Headers I Hex |

GET /admin/ HTTP/Ll.1

Ho=st: 1Z7.0.0.1

Aocept: */*

Locept-Languages: &n

User-Agent: Mozilla/5.0 (compatikle; MSIE 9.0; Windows NT £€.1l; Wing4; xE4; Trident/5.0)
buthorization: Basic YWEtaWdecDEzcicwMHIkKMjAxMA==

Connection: close

‘Con .H.J”.Hﬂ‘ x|
| Copy to clipboard | | Close |

acdmin: pd4sswl0rdZ0OL0 k

L

KN 0 matches




Intruder payioads

HTTP Basic Authentication

Anti-GSRF tokens




Onaque daila

J Faw T Params T Headers T Hex ]

GET /profile.php?auth=al4I1leE384ab9801lbI4dbikh5=4246beclll05cdE8518h548cc8fh7657830dA4450 HTTR/ 1.1
Host: 1Z27.0.0.1

Aocept: ®/*
Adocept-Languages: =n

Uzer—-Agent: Mozilla/5.0 (compatikle; MSIE 9.0; Windows NT €.1; Wingd4; =E4; Trident/5.0)
Connection: close

L2 [ = ]|+ || =] |Tvpeasearchterm

Raw | Headers | Hex | HTML | Render

<html>
<head>
<title>Your profile</titlex
</ head>
zhody>Welcome in the 'Payroll' application
<hr/>

Your privileges: UID=100, GID=100</Lbody>
</html>



Onaque dala

No cookie + long token + authenticated access?

hhhhhhhhhhhhhhhhhh




Onaque dala

You can define one or more payload sets. The number of payload sets depends on the attack type
defined in the Positions tab. “arious payload types are available for each payload set, and each
payload type can be customized in different ways.

Payload set: |1 1'] Payload count: unknown

Payload t}rﬁg: | Character frobber TJ> Request count: unknown

This payload type operates on a string input and modifies the value of each character position in turn,
It is useful to quickly test which parts of a long string have an effect on the application's processing.

Operate on: @) Base value of payload position

() Specific string:




Onaque dala

12
13
14
15
15
17
18
19
20

a04211e6384bbhog01b24db... 200 O ] 361 /" Payroml\
a04211e6384ac9801b24db... 200 O ] 361 . Payrolg |
204211e6384ab:801b24db... 200 O ] 361 \ Payrolp/
a04211e6384abo901b24db... 200 O ] 361 payroll
a04211e6384abog11b24db... 200 O ] 361 Payrall
204211e6384abo802b24db... 200 O [J 361 payroll
a04211e6384abo801c24db... 200 O] (] 361 Payrall
a04211e6384abog01b24db... 200 O ] 361 Payrall
204211e6384abo801b25db... 200 O [J 361 payroll

Feguest | Response ]

100
100
100
100
100
/moo
Ga0
10

i/

100
100
100
100
100
100
100
100
100

Raw T Headers T Hex T HTML T Render |

<html>
<heads>

<title>¥Your profile</titlex

</ head>

<hody>Welcome in the 'Payroll' application

<hr/=

Your privileges: UID=600, GID=100</hody>

</html>



Onaque dala

We know which part of the string impacts the UID

Let’s try to modify it at the bit level




Onaque dala

Configure the positions where payloads will be inserted into the base request. The attack type determines the way i
assigned to payload positions - see help for full details.

Attack type: | Sniper

GET /profile.php?auth=al4ZlleE384akS8801ki4dbib85=4246bclll05cd8518k54%9cc8fh765783LdA4450
HTTP/ 1.1

Ho=t: 1Z7.0.0.1

Accept: */*

Aocept-Languages: &n

User—-Agent: Mozilla/5.0 (compatikble; M3IE 9.0; Windows NT 6.1; Wing4; x£4; Trident/5.0)
Connection: close




Onaque dala

) 'r] Payload count: unknown

Payload set: |1

=

Payload t}rpéﬂ Bit flipper 'J > Request count: unknown

This payload type operates on an input and maodifies the value of each bit position in turn. It can sometimes be used
to meaningfully modify the decrypted values of CBC-encrypted data, and potentially interfere with application logic.

Operate on: (®) Base value of payload position

) Specific string:

Format of original data: () Literal value

® Encoded as ASCIl hex

Select bits to flip: ] 1(Lse) ] = ] 5 ] 7
W 2 ] 4 W] & ] 8 (MsSE)



Onaque dala

10 01bo4dbzb 200 ] (] 361 Payroll /(Dcl\\
11 01b64dbzb 200 ] [] 361 Payroll ! 1po
12 0lbaddbzb 200 ] [] 361 Payroll 1°0
13 0laz4db2b 200 ] (] 411 Payroll 000
14 01924db2b 200 ] ] 361 Payroll 300
15 01f24db2h 200 ] (] 361 Payroll . 500
;R‘- ..... [ -  — — - - 1" k--

Fequest T Response ]

Raw T Headers T Hex ]’ HTML T Render |

<html>
<head>
<title>¥Your profile</title>
</ head>
<body>Welcome in the 'Payroll' application
<br/ > P

Your privileqes:(@ID=ﬂﬂ@> GID=100
Well done. But you need UID=000 and GID=000!
<hbr/=»
< hody>
</html>



Intruder payioads

HTTP Basic Authentication

Anti-GSRF tokens




Anti CSRF tokens

Faw | Params T Headers THEK |

POST request to Jesrf.php

Type | Mame | walue

Cookie PHPSESSID ritfcsgnle67 7t68aafrrecs4
Body token a_long_wvalue

Body value 1

Body encoding: applicationfx-www-form-urlencoded

[ Raw T Headers T Hex T HTML T Render |

<html=
<head:>
<title>CS5RF protected form</title>
</ heads>
<hody> [ALERT] Anti-CS5RF token is *HOT* wvalid.
<hbr/ =
<hr/»
Value iz lower than 50:
<hr/>»
«form action="" method="post">Value:
<input type="text" name="valus" wvalus=""/= N -
<br/= o —
“<input type="hidden"™ name="token" valué?"gcaZEdSESleEGEfGEEdSLdggcheeTS"f}/>
<hr /> I -

<input type="submit"™/ /=
</ form:




Anti CSRF tokens

| Faw | Farams T Headers T Hex ]

POST request ta fesrf.php

Type | Mame | walue

Cookie PHPSESSID ritfesgnlas77ts8aanfrrecsd —
Body taken ’( 9c326d363d1?9c5fc5ed9ldEIElchee?H/
Body value 1 - R

Body encoding: applicationfx-www-form-urlencoded

[ Raw T Headers T Hex T HTML T Render ]

<html:>
<head:>
<title>CSRF protected form</title>
</ head:
<hbody-Bnti-CS5RF token is valid.
<hr/ >
Please Lry ancther value!
<hr/=>
<hr/ =
Value is lower than 50:
Lhr /=
<form action="" method="post">Value:
<input type="text” name="wvalu=s" wvalus=""/= I -
<hrS > — o
<input type="hidden" name="token'" valu=—Q222221fcafdpbcl Gadlbhefbagdsa TTT"iﬁ

<hbr/=>



Anti CSRF tokens

| FRaw | Farams T Headers T Hex |

POST request to jesrf.php

Type | Marme Walue

Cookie PHPSESSID ritfcsgn18677t68aaofrracsd

Body token C 222221fcafdebc1245|dr:lbefb89dga???‘)
Body value 2 I— —

Body encoding: application/x-www-form-urlencoded

[ Raw T Headers T Hex T HTML T Render |

<html>
<head>
<title>CS5RF protected form</title>
</ heads=
<body>Anti-C5RF token is wvalid.
<br/>
Please try another value!
<br/>
chr /=
Value is lower than 50:
cshr/ >
<form action="" method="post">Value:
<input type="text™ name="valus" wvalus=""/»
<hr/»

<input type="hidden" name="token" wvaluse="h43aabf8562b3dcTI IS8 lfabledaszla/»
<hr/=



Anti CSRF tokens

This payload type lets you extract each payload from the
response to the previous request in the attack.

The text that was extracted from the previous response in the
attack is used as the payload for the current request.




Anti CSRF tokens

Attack type: Pitchiork

Payload #1:

Location: Parameter “token”

Tyne: Recursive Grep

Initial value: A valid token

Regexp: name="token" value="(."21"/><hr/>
Payload #2:

Location: Parameter “value”
Tyne: Numbers from 0 to 30




Anti CSRF tokens

Only applies if the result page includes a valid token
You must use only one thread (idem if macro-hased]

Twice faster than its macro-hased counterpart




Anti CSRF tokens

Request |Payloadl | Payloadz | Status | Length | Please try another val... | Anti-CSRF token is *HNOT*, ., | "token" value="
27 a575edd7b8efBodedeZcE5e200eaedd 3 26 200 723 [+ L c9275dff1f272058b8d43a97cel. ..
28 c9275dff1f27e058b8d43a97ce 12945 27 200 723 [+ J 7baz633d4ecae3bBo9475782al..,
28 7haz6334ecae3bso9475782ale5f162a 28 200 723 [+ [ dfoggdcadfsdasd 7hs729adfefs, .,
30 dfosodcaafsdesa7hs7200dfefshdfe7 29 200 723 [+ | 5487a328e557fdaed950c45a24d...
31 5487a328e657fd8e4950c45a2def2430 30 200 723 [ [ d39a0sb2fazzfcceodfedsbe3gn..,
3z d39a05b2faz2fccaadfEdsbe3B004f52 31 200 723 [+ J 866ecl0cagosfdcdd41573e6c71..,
33 866ecl0cagosfdcd41573e6c71aa5alb 3z 200 723 [+ ] d9087cacedle?e3c005fb5cB0f3.,
34 d9087cacedlefe3co05thsca0f36f725 33 200 738 [ [ ] 23b4ddzbeeaddcosadoaafzfaca...
35 23badzbeeaddcosadogafzfacada108lb 34 200 723 [+ [ c5039986581329h08a7213231,.,
38 c50399865813e9h08a79130e3f282f55 35 200 723 [ [ 2afagbobg02dacaaed2068ca0. .,
37 ZaGagbobs02daeaaed2068cavidibaec 36 200 723 [+ J edb8z4da10ldlfebaf7cfzbagsaf,.,
38 edb824d8101d1febdf7cfzbaaafaszia 37 200 723 [+ ] 22a2ff0e37a22abs07hoo7dif41. .
] 22azff0e37a22ab507b997dff4107458 38 200 723 [+ [ Oeddfos7flzeld0doledldaeshb. .
Request | Response ]
[ Raw T Headers I Hex T HTML T Render 1
<html>
<head>
<title>CS5RF protected form</title>
</ head>
<body>Anti-C5RF token is valid.
<br/>
Bingo [5ecS%bdbaf9d1a07680769551b057e0bi]
<hre/>
<hre />
Value is lower than 50:
<hr/>
<form action="" method="post">Value:
<input type="text" name="wvalus" wvalus=""/>»
<br/>

<input type="hidden" name="token" value="I3b4dIlbecaddcS5ads93ififacE4l0381lb" />
<hr/>



Anti CSRF tokens




Overview




Mobile applications

Traffic redirection




Redirect to burp

Your target is running on a rooted Android smartphone
You want to use your usual tool and workflow

ProxyDroid redirects to the Burp instance

App-specific or glohal proxying
Ontion “DNS Proxy” should he checked




Redirect to burp

J Binding T Request handling I Certificate |

(2] These settings control how Burp binds the proxy listener,
Bind to port: 8666

Bind to address: () Loopback only
® Al interfaces

(U Specific address: | 127.0.0.1 v

|. 0K | | Cancel |




Redirect to burp

® o Tl I3 11:45 ® 0 =l 1@ 11:45

& ProxyDroid ﬁ (& ProxyDroid

Hide My IP Address Select apps to use with ProxyDroid:
® )

PROXY SETTINGS

Auto Setting

Get proxy settings from the PAC file
automatically

Host
192.168.2.66

Port
8666

Proxy Type
HTTP

Auto Connect

Start Proxy when specified network is
available




Redirect to burp

J Request T Response |

J Raw T Headers T Hex |

GET / HTTF/1.1

Host: nicob.net

Cache-Control: no-caches

Fragma: no-cache

Aocept: text/html, application/xhtml+4xml, application/xml;g=0.9,*/*;q=0.8
¥x—-wap-profile: http://www-ccpp.tcl-ta.com/files/ALCATEL CONE TOUCH S0Z0X.xml
X-Fequested-With: com.android.browvser

User-Agent: Mozilla/5.0 (Linux; U; Android 4.1.1; fr-fr; ALCATEL CNE TOUCH 5020X Build/JRO03C)
Aocept-Encoding: gzip,deflate

Aocept-Language: fr-FE, =n-U3

Aocept—-Charset: utf-2, utf-1le, *:c=0.7

Proxv-Connection: close

Connection: close



Redirect to burp

P
——

=l 1@ 12:09

-

X

®| burp/orig/356 —

Burp Proxy
by PortSwigger

repeat request view response

GET /HTTP/1.1

Host: nicob.net

Cache-Control: no-cache

Pragma: no-cache

Accept: text/html,application/
xhtml+xml,application/xml;q=0.9,%/*;,q=0.8
x-wap-profile: http://www-ccpp.tcl-ta.com/files/
ALCATEL_ONE_TOUCH_5020X.xml
X-Requested-With: com.android.browser
User-Agent: Mozilla/5.0 (Linux; U; Android 4.1.1; fr-
fr; ALCATEL ONE TOUCH 5020X Build/

JROO03C) AppleWebKit/

534.30 (KHTML, like Gecko) Version/

4.1 Mobile Safari/534.30

Accept-Encoding: gzip,deflate

Accept-Language: fr-FR, en-US

Accept-Charset: utf-8, utf-16, *;q=0.7
Proxy-Connection: close

Connection: close



I8 11:59 & I I8 11:58

K Play Store Q E

Il Certificat de sécurité

ng Ce certificat provient d'une autorité
non approuveée.
Délivré a:

Nom commun :
esta.cbp.dhs.gov

Organisation :

PortSwigger Aucune connexion
Unité organisationnelle

PortSwigger CA :
Reessayer

Numéro de série :
44:8D:24:8B

Emis par:

Nom commun :
PortSwigger CA

Oraanisation -

Afficher les infos sur la page




Burp CA

Fetch your Burp CA certificate

GUI: Proxy / Options / Proxy Listeners / CA Certificate / Export in DER
Proxied hrowser: hitp://hurp/cernt

Rename from DER to CRT

No need for OpenSSL

Touch the file in any “File Explorer” application
Parameters / Security / Install from SD




& & ¢ 0 &

ﬁ Google Play

@& Certificat de sécurité

¥ Ce certificat est
valide.

Délivré a:

Nom commun :
esta.cbp.dhs.gov ,
Organisation : R Musique : meilleurs albums
PortSwigger

Unité organisationnelle
PortSwigger CA

Numeéro de série :
44:8D:24:8B

_ Random Subliminal ast &
Emis par: Access Furious 6

Nom commun :
PortSwigger CA

Recommandations PLUS




Burp CA

First request when opening Google Play

570 https:jj173.194.38.169 GET fdfeftoc?shh=zen2IllnK15x2swlLcCnlEw

-

-l ' Vi L

J Request T Response |

[ Rams T Farams T Headers T Hex |

Marme Walue

GET fdfejftoc?shh=zen2lllnK1Sx2swlLcCnléw HTTR/L1.1

¥-DFE-Device-Config-Token 1370992447587

Accept-Language fr-FR

X-DFE-MCCMMC 20815

Authorization GoogleLogin auth=DQAAAlAAAAYMaLUTYIZQKXHeqsurmO7 ZjMNSGkwWgTororHs-mws7ysoswhxD...

¥-DFE-Unsupported-Experiments nocache:dfe:dc:1,nocache:dfe:uc:FR.buyer currency, buyer currency in_app.checkin.set_asset_p...
¥-DFE-Device-d 3gh3ez19fadasghbog

¥-DFE-Client-Id am-android-alcatel

¥-DFE-Logging-Id 112729f7e426557

User-Agent Android-Finskyj4.1.10 (api=3,versionCode=80210010,sdk=16,device=Megane_G5M,hardware=...
¥-DFE-SmallestScreenwidthDp 320

¥-DFE-Filter-Level 3

Haost android.clients.google.com

Connection Keep-Alive



Developers lools

Like no huilt-in developers tools




Developers lools

Let's include Firebug Lite in every response
“startOpened=true” is your friend

Firebug Lite: doing the Firebug way, anywhere.

Compatible with all major browsers: IE6+, Firefox, Opera, Safari and Chrome
same look and feel as Firebug

Inspect HTML and modify style in real-time

Powerful console logging functions

Rich representation of DOM elements

Extend Firebug Lite and add features to make it even more powerful T
our =



Developers lools

Target | Proxy T Spider I Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer T Extender I Options If-‘xler‘ts |

[ Intercept T History T Options ]

L2)
(@ These settings are used to automatically replace parts of requests and responses passing through the Proxy.
| Add | |Enabled |Type Match Replace _— .
- (V] Response body | =jhead= <script type="textfjavascript’ src:'https:ﬂgetﬁrebug.cam,freleasesjlitejl.4;’firebug-|ite.jé#startOpened:true'b .../>
|_ Edit _| ~_ P
| Remove |
LY

| Down |

This seems to he a good idea
But Firebug itself contains the “</head>" string



Developers lools

J Extensions Tf-‘xPIs T Options |

Extensions let vou customize Burp's behavior using vour own or third-party code.

| Add | Loaded | Type | Name

L Python |SON Decoder
lmj J lava WSDL Parser
| Up | ) Python JavaScript Injectar

| Do j

Details | Output T Errors |

() Output to system console

) Sawe to file:

| Select file ... J

® Show in UI:
[+] #1433 (18Z.168.Z2
[-] #1439 (l19Z.le8.Z
[-] #1438 (189Z.le8.Z
[-] #1437 (18Z.168.Z2

L1019
L101)
.101)
L101)

;E?spnnse was infected! http:waww.hackinparis.cnm:§Q£§>

Response was NOT infected (no marksr in bodyi
FPesponse was NOT infected (no marker in body)
Fesponse was NOT infected (no marker in body)

http://www.agarri.fr/docs/JavaScrintinjector.ny

Also works with BeEF and autpwn during a MITM!




Developers lools

& @ Yy O @

1 www.hackinparis.com

ﬁ Hack In Paris 1721 June, 20130 6 @

[T [Py s o ol sl L TN PO PENEREY L Y [ Y e e B e e Wil o n. M e e e e o i e s B 3
# Inspect (=1
Console | HTML | C55 Senpt  DOM Style  Computed DOM

o <html xmlns="http://mws.wd.org/1090/xhtml" lang="en" xml:lang="en" dir="1tr" class="j body { style.cea?o
fon-active cufon-ready"> position: relative;
3 <heads ¥
+ body { style.css%o (line 15)
</himl=~ clear: both;

line-height

. ion: Felative:
¥
body, * { style.css?o
packground-attachment: initial;
vackground-clip: imitial;
vackground-color: black;
packground-image: initial;
sackground-origin: initial;
packground-position: initial imitial;
packground-repeat: initial initial;
color: #BEGEGGE;
font-family: Verdana, Gensva, sans-serif;

o oo oo




Overview




Extensions




nesources

hitn://www.burpextensions.com/Extensions/
hitps://github.com/Meathalis1/burp-extensions

hitp://nortswiggernet/burp/help/extender.htmi
hitp://www.burpextensions.com/category/tutorials/

Forum
hitp://forum.portswigger.net/hoard/2/burp-extensions
Blog [+ samples)
httn://bloy.portswigger.net/search/lahel/burn%20extender



http://www.burpextensions.com/
http://portswigger.net/burp/help/extender.html
http://forum.portswigger.net/board/2/burp-extensions

may ne usefui

Format specific

JSON, JS, Protobut, AMF, Serialized Java, WSDL, WCF
External tools

Google hacks, nmap, syimap, w3af, curl
Misc

Custom Logger, Burp Notes, Proxy Color, Referrer Checker
My own

JavaScript Injector, HTTP Traceroute, DomKssRegexp




Detect reverse-proxies

J Advisory T Requestl T Responsel T Request2 I Responsel |

L]
1 Reverse-proxy detected using TRACE Compare responses

lssue: Reverse-proxy detected using TRACE
Severity: Information

Confidence: Certain

Host: http://fr.ask.com

Path: !

Issue detail

A reverse-proxy was detected. The following heuristics were triggered using 'Max-Fowards: 0"
# Status codes are different

0y Baseline: 405
o Maodified: 200

# Header Content-Type have different values:

O Baseline: textjplain
o Modified: message/http




Generate from WSDI

Binding | Operation | Part

AWSECommerceServiceBinding ltemSearch https:jjwebservices.amazon frjoncafsoap?Service=AWSECommerceService
AWSECommerceServiceBinding ItermnLookup https:/fwebservices.amazon frjoncajsoap?Service= AWSECommerceService
AWSECommerceServiceBinding SimilarityLookup https:/fwebservices.amazon.frioncajsoap?Service=AWSECommerceSenrvice
AWSECommerceServiceBinding CartGet https:fwebservices.amazon frjoncajsoap?Service=AWSECommerceService
AWSECommerceServiceBinding CartCreate https:jjwebservices.amazon frjoncafsoap?Service=AWSECommerceService
AWSECommerceServiceBinding Cartadd https:fiwebservices.amazon frioncajsoapiService= AWSECommerceSendce

Request |

J Raw T Params T Headers T Hex IKML |

FOST fonca/soap?Service=AWSECommerce3ervice HTTESL.1
Aocept-Encoding: gzip,deflate

Content—-Type: text/xml;charsec=UTF-2

SOAPAction: http://socap.amazon.com/BrowseNodeLookup
Host: webservices.amazon.fr

Content-Length: L1155

<goapenv:Envelope xmlns:scapenv="http://schemas.xmlsocap.org/soap/ emvelope/"
¥mlns:ins="http:/ /websservices. amazon.com/ AWSECommerceService,/ 201 1-08-01">
<goapenv: Header />
<zocapenv:Body>
<ns:BrowselNodeLookup>
<!——type: string—-=>
<ns:Marketplacelomainsgero et</ns: Narketplacelomains
<!——type: sString—->
<ns: AWSAccessKeyIdersonoras imperioc</ns: AVSAccessEeyId:
<!l——type: string-—->
<ns: AzsociateTag=quas divum incedo</ns:AssociateTags»
< !——type: sString—-=>
<ns:Validatesverrantoue per auras</ns:Validate:>
< !l——type: string—->
<ns: XMLEscaping=per auras<,/ns:X¥MLEscaping:=



IaKe notes

Target I

Proxy T Spider T Scanner T Intruder T Repeater

sequencer [

Decoder I Comparer T Extender T Options Alerts T Logger I MNotes

|

Menu

Export Tab

[Iignate WsSDL Tanbar X TCMS “ersions X

Save MNotes

| Just some random text

Load Motes

J GET [ HTTR/1.1
Host: w163 ,.Com

Mew Text

J Accept: #/F
Accept-Language: en
J User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; h’rident;S.D]‘

MNew Spreads...

Connection: close

Import Text

Import Sprea...

L




1aKes notes

Target T

Proxy I

Spider

Scanner T

Intruder I Repeater

Sequencer [

Decoder T Comparer I Extender T Options

Alerts T Logger T Motes

|

Mernu

Export Tab

Save MNotes

Load Motes

Mew Taxt

MNew Spreads...

Import Text

Import Sprea...

J

[Kignate WsDL % IFuubar X ICME Versions X

'h

A B | C | D | E F | G

IP Port LIRL Type Wersion "
10.0.1.45 a0 ! WordPress 3.3.2 T
10.0.1.98 443 fwp WordPress 2.2.0

10.0.3.7 80 jnby ManoBlogger 1.7b




AS a developer




language

Java
Provides the best integration with Burp internals
Python

My personal choice
But Python != Jython

Ruby
Same drawhacks than Python




Python vs. Java APl

Java API
ApplyMarkers(
IIItlllB eeeeee Response mtnn eeeeee Resnonse,
utiLList<intl]> requestMarkers,
<i:\ util List<intll> responseMa rkers)
Pvum code
arkers =11
forninnon_overioapping:
<;;jj\mafriiie endiarrayarray(T, lofise + 0L, tl +nIID

marked m n sage = self. ¢ IIIT cks. IlnTM rkersimessage, N arkers)




Quick reload

Use Gtri-Click to quickly reload an extension

| Add | Loaded Type Mame
V] Pythaon |SOMN Decoder
|.mj L Jawva WsDL Parser
L up - Python JavaScript Injectar
\ J LJ Python Detect reverse-proxies
V] Pythan Customn logger

| Diown J

J Details T Output I Errors |

B R . -

/o .
. ¥ Extension loaded

N

Mame: |SOM Decoder

termn

Detail

Extension type

Python




Denugging

Gustom Logger captures everything

hitp://bloy.nortswigyer.net/2012/12/sample-hurp-suite-extension-custom.htmi

Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts | Logger | Wsdler

ﬁﬁlﬁ\ URL

Extender \ http:ffwww.webservicex.net:80/geoipservice . asmx?WsDL
Extender http:jfwebservices.amazon fr.80/AWSECommerceService/AWSECommerceService wsdl
Extender | http:ffwww.xignite.com:80/xNASDAQLastSale.asmx?WsDL
Proxy “ https://173.194.77.95:443/sj/v1/config?alt=json&hl=fr_FR&start-token=0&max-results=0
Spider / http:ffwww.agarri fr:80/blogfimages/
Spider http:/fwww.agarrifr:80/blog/styles/

\@ider // http:jfwww.agarri fri80/robots txt

_[ RéquestT Response |

J RawT Headers T Hex |

GET /blog/images/ HTTP/1.1

Host: www.agarri.fr

Locept: */*

Accept-Languages: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT £.1; Wing4; xE4; Trident/5.0)
Connection: close



http://blog.portswigger.net/2012/12/sample-burp-suite-extension-custom.html

Overview




Target & Goal

Target application requires authentication
sessions are very short-lived

You want to work “as usual”




App details

/index.php
Display (GET) & process (POST) the login form
eeeeeeee =User33anassword=S3CR3T
/logged.php
Display session info

Dispiay & process the target form
Target value is between 1and 100
session lasts for 19 seconds




Denugging

[Target TProxy T Spider T Scanner Tlntruder TRepeater T Sequencer T Decoder I Comparer T Extender ]’ Options | Alerts ]

[ Connections T HTTP T SSL T Sessions | Disg

2
You can define session handling rules to
tools, URLs or parameters), and can pe

each request is issued, Burp applies in 4

2

Enabled

©
™

| Add |

Description

Use cookie
Keeps a val

| Edit
|_ Remowe J
| Duplicate |
L v |
|_ Down J

To monitor or troubleshoot the behavio
rle———

| Open sessions tracer J )

Burp maintains a cookie jar that stores
maintain valid sessions with application
based on traffic from particular toals.

Manitor the following toals' traffic to upd

] Scanner
& Intruder

| Proxy
[ ] spider

| Repea
) Sequ-

| Open coockie jar |

2
)

A macro is a sequence of one or more
obtaining anti-CSRF tokens, etc.

Log as Lser33

| Add |

T
S10 anc '

Requests handled

Time Tool

00:22:10 17 juin 2013 Repeater
00:22:26 17 juin 2013 Repeater
00:22:34 17 juin 2013 Repeater

Events

Applying rule: Use cookies from Burp's cookie jar
Applying rule: Keeps a valid session
Performing action: Check session is wvalid
Issued current request to validate session
Session is invalid
Running macro: Log as User33
Processing macro iterm: http://127.0.0.1/malibuy
Updated 1 caokie in macro request from cookie jar
Issuing macro request
Added 1 cookie from macro response to cookie jar
Updated 1 cookie in current request from cookie jar
Issued request

Event detail

Request

_[ Raw T Params T Headers T Hex |
FPOST /malibu/ HTTP/ 1.1

(e

Hostc: 127.0.0.1
User—Agent: Mozilla/5.0 (X1ll:; Ubuntu:; Linux ifSé: rv:21.0) Gecko/Z0L0
Accept: text/html,application/xhtml4xml, application/®xml;g=0.9, */*; q=I

Aocept-Language: fr, fr-fr;q=0.8,en-us;q=0.5,en;q=0.3
Aocept—Encoding: gzip, deflate

Referer: http://127.0.0.1/malibu/

Cookie: PHPSESSID=fkludlcpegvghkeS9Zuadgl7cO
Connection: keep—-aliwve

Content—-Type: application/x-www—form-urlencoded
Content-Length: 54

username=User3i3 Lipassword=533CR3Tslogin=Please+log+tme+in







Overview




That's all folks!

Thanks for your attention
Any questions?




