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Hardware needs to become easier t
analyze for hackers
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Algorithms can be extracted from
chips In a &tep process

Silicon disassembling process

Imaging chips Recognizing Interpreting
A Polishing structures structures
A Microscoping /A Pattern recog/ A Gate simula
A Stitching A Wire tracing tion
| | |
| | | :Annotated
1 Silicon Chip 1 Chip images 1 Netlist | netlist
<?xml version="1.8"
{gni:e—'lihr"nr"%a;- _ %
<gate description=
{pDFtSP_ .
zzz:: ;j:"i" nam l l
3 Karsten Nohl, Starbug

Deep Silicon Analysis



As preparation, chips are etched ou
from plastic containers W10

Chemically extract chips:
C Acetone
¢ Fuming nitric acid
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