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              
             




               





        



                                                 
1 Within early releases of .NET, The Common Intermediate Language (CIL) was originally known as Microsoft Intermediate 
Language (MSIL). Due to standardization of C# and the Common Language Infrastructure (as well as the involvement of non-
Microsoft organisations), the bytecode is now officially known as CIL. This is despite the Phoenix project still using the term MSIL 
(http://research.microsoft.com/phoenix/). Because of this legacy, CIL is still frequently referred to as MSIL, especially by long-
standing users of the .NET framework. 
 
2 Out of respect to the field of cryptanalysis (especially in the vicinity of Cheltenham Spa), crypto terminology used within this paper 
will be initially presented in quotes, as no decent or complex algorithms where identified throughout this project. Obfuscator designers 
have never claimed to use strong crypto; some of them are completely against doing so; still, this footnote aims to serve those who 
might be offended by XOR operations being classified as cryptographic.  
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 

              



               


package elucidate; 
 
public class PasswordCheck { 
  private static final String password = "ThisIsMyPassword"; 
 
  public static void main(String[] args) { 
    if(args.length != 1) { 
      System.out.println("Please supply argument as password"); 
      System.exit(1); 
    } 
    if(args[0].equals(password)) 
      System.out.println("Password Correct!"); 
    else 
      System.out.println("Password Error"); 
  } 
}







$> java elucidate.PasswordCheck MyArgument 
Password Error 

 
$> 

 


 
$> jar cvfm PasswordCheck.jar elucidate\MANIFEST.MF elucidate\PasswordCheck.class 
added manifest 
adding: elucidate/PasswordCheck.class(in = 634) (out= 413)(deflated 34%) 
 
$> java -jar PasswordCheck.jar MyArgument 
Password Error 
 
$>





$> javap -c elucidate.PasswordCheck 
Compiled from "PasswordCheck.java" 
public class elucidate.PasswordCheck extends java.lang.Object{ 
public elucidate.PasswordCheck(); 
  Code: 
   0:   aload_0 
   1:   invokespecial   #1; //Method java/lang/Object."<init>":()V 
   4:   return 
 
public static void main(java.lang.String[]); 
  Code: 
   0:   aload_0 
   1:   arraylength 
   2:   iconst_1 
   3:   if_icmpeq       18 
   6:   getstatic       #2; //Field java/lang/System.out:Ljava/io/PrintStream; 
   9:   ldc     #3; //String Please supply argument as password 
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   11:  invokevirtual   #4; //Method java/io/PrintStream.println:(Ljava/lang/String;)V 
   14:  iconst_1 
   15:  invokestatic    #5; //Method java/lang/System.exit:(I)V 
   18:  aload_0 
   19:  iconst_0 
   20:  aaload 
   21:  ldc     #6; //String ThisIsMyPassword 
   23:  invokevirtual   #7; //Method java/lang/String.equals:(Ljava/lang/Object;)Z 
   26:  ifeq    40 
   29:  getstatic       #2; //Field java/lang/System.out:Ljava/io/PrintStream; 
   32:  ldc     #8; //String Password Correct! 
   34:  invokevirtual   #4; //Method java/io/PrintStream.println:(Ljava/lang/String;)V 
   37:  goto    48 
   40:  getstatic       #2; //Field java/lang/System.out:Ljava/io/PrintStream; 
   43:  ldc     #9; //String Password Error 
   45:  invokevirtual   #4; //Method java/io/PrintStream.println:(Ljava/lang/String;)V 
   48:  return 
 
} 
 
 
$>

  

              


$> javac -g:none elucidate\PasswordCheck.java 


          



             


     




                 






• 
• 
• 






              





package elucidate; 
import java.io.PrintStream; 
public class PasswordCheck { 
    private static final String password = "ThisIsMyPassword"; 
    public static void main(String[] array1) 
    { 



 
 

 

 4 

        if( array1.length != 1 ) 
        { 
            System.out.println( "Please supply argument as password" ); 
            System.exit( 1 ); 
        } 
        if( array1[0].equals( "ThisIsMyPassword" ) ) 
            System.out.println( "Password Correct!" ); 
        else 
            System.out.println( "Password Error" ); 
    } 
}




             
     
     


 


                



• 
• 
• 



                



              



• 
• 
• 
• 


         


 

 






                



   6: ldc #8; //String ,bw:)�q`i��qv,=�\" 
   14: ldc #6; //String (km:��N}�?�ps&,� 
   22: ldc #3; //String ,oa(-#w<.o}i?dq$;w$(-\se:-lv- 
   30: ldc #9; //String ,bw:)q`iqk; 







 
 

 

 5 


              

              







               



   64: tableswitch{ //0 to 3 
  0: 96; 
  1: 101; 
  2: 105; 
  3: 109; 
  default: 114 } 
   96: bipush 124 
   98: goto 116 
   101: iconst_3 
   102: goto 116 
   105: iconst_4 
   106: goto 116 
   109: bipush 73 
   111: goto 116 
   114: bipush 94 
   116: ixor 
   117: i2c 






Found 4 Strings in file 
Found 5 Keys in file 
 124 3 4 73 94 
Deciphering... 
-Original: ,bw:)q`iqv," 
->Decoded: Password Correct! 
-Original: (km:N}?ps&, 
->Decoded: ThisIsMyPassword 
-Original: ,oa(-#w<.o}i?dq$;w$(-\se:-lv- 
->Decoded: Please supply argument as password 
-Original: ,bw:)q`iqk; 
->Decoded: Password Error 





 






             


Compiled from elucidate.PasswordCheck 
public class elucidate.PasswordCheck extends java.lang.Object{ 
public elucidate.PasswordCheck(); 
  Code: 
   0:   aload_0 



 
 
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   1:   invokespecial   #1; //Method java/lang/Object."<init>":()V 
   4:   return 
 
public static void main(java.lang.String[]); 
  Code: 
   0:   aload_0 
   1:   arraylength 
   2:   iconst_1 
   3:   if_icmpeq       20 
   6:   getstatic       #2; //Field java/lang/System.out:Ljava/io/PrintStream; 
   9:   iconst_1 
   10:  invokestatic    #48; //Method I/I.I:(I)Ljava/lang/String; 
   13:  invokevirtual   #4; //Method java/io/PrintStream.println:(Ljava/lang/String;)V 
   16:  iconst_1 
   17:  invokestatic    #5; //Method java/lang/System.exit:(I)V 
   20:  aload_0 
   21:  iconst_0 
   22:  aaload 
   23:  bipush  62 
   25:  invokestatic    #48; //Method I/I.I:(I)Ljava/lang/String; 
   28:  invokevirtual   #7; //Method java/lang/String.equals:(Ljava/lang/Object;)Z 
   31:  ifeq    48 
   34:  getstatic       #2; //Field java/lang/System.out:Ljava/io/PrintStream; 
   37:  bipush  79 
   39:  invokestatic    #48; //Method I/I.I:(I)Ljava/lang/String; 
   42:  invokevirtual   #4; //Method java/io/PrintStream.println:(Ljava/lang/String;)V 
   45:  goto    59 
   48:  getstatic       #2; //Field java/lang/System.out:Ljava/io/PrintStream; 
   51:  bipush  97 
   53:  invokestatic    #48; //Method I/I.I:(I)Ljava/lang/String; 
   56:  invokevirtual   #4; //Method java/io/PrintStream.println:(Ljava/lang/String;)V 
   59:  return 
 
}

 





package elucidate; 
 
import java.io.PrintStream; 
 
public class PasswordCheck { 
 
    private static final String password = "ThisIsMyPassword"; 
 
    public static void main(String[] String_1darray1) 
    { 
        if( String_1darray1.length != 1 ) 
        { 
            System.out.println( I.I.I( 1 ) ); 
            System.exit( 1 ); 
        } 
        if( String_1darray1[0].equals( I.I.I( 62 ) ) ) 
            System.out.println( I.I.I( 79 ) ); 
        else 
            System.out.println( I.I.I( 97 ) ); 
    } 
}






00000000h: 00 00 6F 53 6F 6E 6D 6C 6B 6A 69 68 6F 57 6F 56 ; ..oSonmlkjihoWoV 
00000010h: 67 66 65 64 63 62 61 60 6E 57 6E 56 7F 7E 7D 7C ; gfedcba`nWnV�~}| 



 
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00000020h: 7B 7A 6F 6E 6D 6C 6B 6A 69 68 6F 57 6F 56 67 66 ; {zonmlkjihoWoVgf 
00000030h: 65 64 63 62 61 60 6E 57 6E 56 7F 7E 7D 7C 7B 7A ; edcba`nWnV�~}|{z 
00000040h: 7F 3B 07 06 1C 26 1C 22 16 3F 0E 1C 1C 18 00 1D ; �;...&.".?...... 
00000050h: 0B 7E 3F 0E 1C 1C 18 00 1D 0B 4F 2C 00 1D 1D 0A ; .~?.......O,.... 
00000060h: 0C 1B 4E 61 3F 0E 1C 1C 18 00 1D 0B 4F 2A 1D 1D ; ..Na?.......O*.. 

00000070h: 00



public class I { 
 
  static byte[] SDQU; 
  static String[] append = new String[256]; 
  static int[] close = new int[256]; 
 
  public static synchronized final String I(int int1){ 
    int int2 = int1 & 0xFF; 
    if( close[int2] != int1 ) { 
      String String3; 
      close[int2] = int1; 
      if( int1 < 0 ) { 
        int1 = int1 & 0xFFFF; 
        String3 = new String( SDQU, int1, SDQU[int1 - 0x1] & 0xFF ).intern(); 
        append[int2] = String3; 
      } 
      return append[int2]; 
    } 
 
    static { 
      try { 
        Object Object1 = new I().getClass().getResourceAsStream( "" + 'I' + '.' + 'g' + 
'i' + 'f' ); 
        if( Object1 != null ) { 
          int int2 = ((InputStream) Object1).read() << 0x10 | ((InputStream) 
Object1).read() << 0x8 | ((InputStream) Object1).read(); 
          int int3; 
          byte byte4; 
          byte[] byte_1darray5; 
 
          SDQU = new byte[int2]; 
          int3 = 0; 
          byte4 = (byte) int2; 
          byte_1darray5 = SDQU; 
          while( int2 != 0 ) { 
            int int6 = ((InputStream) Object1).read( byte_1darray5, int3, int2 ); 
 
            if( int6 == -1 ) 
            break; 
            int2 -= int6; 
            int6 += int3; 
            while( int3 < int6 ) { 
              byte_1darray5[int3] = (byte) (byte_1darray5[int3] ^ byte4); 
              ++int3; 
            } 
          } 
          ((InputStream) Object1).close(); 
        } 
      } 
      catch( Exception Exception7 ) { } 
    } 
}

              


                  






 
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                

   


              


         




    System.out.println(I.I(1)); 
    System.out.println(I.I(62)); 
    System.out.println(I.I(79)); 
    System.out.println(I.I(97)); 




    System.out.println(I.I(56)); 
    System.out.println(I.I(80)); 
    System.out.println(I.I(62)); 




Exception in thread "main" java.lang.StringIndexOutOfBoundsException: String index out of 
range: 160 
        at java.lang.String.checkBounds(Unknown Source) 
        at java.lang.String.<init>(Unknown Source) 
        at I.I.I(I.java:26) 
        at elucidate.RetrieveStrings.main(RetrieveStrings.java:13) 


                  


 



 

               
              



    public static String A_B_C_D(String s) 
    { 
        char ac[] = new char[s.length()]; 
        s.getChars(0, s.length(), ac, 0); 
        char c = '\0'; 
        for(int i = 0; i < ac.length; i++) 
            ac[i] = (char)(ac[i] - 1 ^ c++); 
 
        return new String(ac); 
    } 
 


 
 
A_B_C_D("!\"#$%&'()*+mdzb0P^"); 
 



280: invokestatic    #230; //Method A_B_C_D:(Ljava/lang/String;)Ljava/lang/String; 
 



 
 
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 

                



    public static String A_B_C_D(String s) 
    { 
        char ac[] = new char[s.length()]; 
        s.getChars(0, s.length(), ac, 0); 
        char c = '\0'; 
        int i = 0; 
        do 
        { 
            if(i >= ac.length) 
                return new String(ac); 
            ac[i] = (char)(ac[i] - 1 ^ c++); 
            i++; 
        } while(true); 
    } 
 

               
        
  

 

 

             
  
                 


   
                 






              



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