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. GIRIS
SSL Pinning(Sertifika Sabitleme) Nedir?

SSL(Secure Socket Layer), sunucu ile istemci arasinda giivenli ve dogru server ile baglanti kurmak
amaciyla kullanilir. Bize dogrulama ve kriptolama saglar. iletisim bu kanal tizerinden kuruldugunda
givenli olacaktir ve ortadaki adam saldirilarini(MiTM) engelleyecektir.

SSL Pinning, Certificate Pinning olarak da gegen bu yontem ile programci uygulamanin lzerinde galistigi
cihazda hali hazirda yiikli olan Trusted sertifikalara glivenmeyerek, kendisi program icinde yine
uygulama paketiyle birlikte gelmis ve uygulamanin anlayacagi formattaki sertifika/sertifikalari
programatik olarak hafizaya yukleyerek sadece bu sertifika otoriterin/otoritelerinin imzaladigi
sertifikalara glivenmesiyle saglamaktadir. Aslinda ortadaki adam saldirilarini(MiTM) azaltmayi
hedeflemistir.

Bunun amaci ilk bakista sadece glivenligi hedefliyormus gibi gortintiyor, clinkii bu yapilmazsa cihaza
aslinda glivenilmeyen bir sertifika otoritesinin sertifikasi da kullanici (veya bir saldirgan) tarafindan
yuklenmis olabilir ve bu sertifika ile araya girme amacli olarak Uretilmis olan sahte sertifikalara da
glvenilebilir. Bizim Burp Suite’den elde ettigimiz CA sertifikasini yiiklemek ile yaptigimiz tam olarak bu.
Boylece uygulama ve uygulamanin iletisim kurdugu HTTP sunucu arasina rahatlikla girebiliyoruz. Ancak
bu yontem programcilar tarafindan self signed sertifikalarin kullanimi amaciyla da kullanilabiliyor. Yani
aslinda glivenilen bir sertifika otoritesi (CA) tarafindan imzalanmamis (dolayisiyla para 6denmemis) ve
kendi ortamimizda imzaladigimiz bir sertifikayi da bu sekilde kullanabiliriz. Araya girmeye ¢alistigimizda
uygulamamizin Gzerinde c¢alistig platform bu sertifikaya glivenmeyeceginden uygulama bir sertifika
dogrulama hatasi dondiirerek uygulamayi durdurulacaktir. Programcinin amaci ne olursa olsun SSL
pinning biz glivenlik testi yapanlar icin bir problem.

Burp Uzerinde araya girmeye calistigimizda asagidaki gibi negotiation hatasi almaktayiz. Bu bize SSL
iletisiminin dogrulanamadigi/anlasamadigini gésteriyor.

Event log Q.
Y Fitter @ m Debug B | search...
Type Source Message
2020 Error Proxy 2] The client failed to negotiate a3 TLS connection to accounts.google.com:443: Received fatal alert: certificate_unknown ~
2020  |Error Proxy 5] The client failed to negotiate a TLS connection to api.twitter.com:443: Received fatal alert: certificate unknown
020 Frror Prowv 47 The client failed tn nenatiate a TI S connection to firehasenerisertonics-na.nonnleanis.com:443: Received fatal alert: cartifi...

Araya girme yontemi olarak bir¢cok yontem bulabilirsiniz. Biz burada bazilarini gérecegiz.
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Il.ANDROID’DE FRIDA KULLANARAK SSL
PINNING ATLATMA

Frida Server Nedir?

Pentester olarak SSL pinning atlatmak bazi durumlarda zor olabilmektedir. Bunu agsmanin bir yolu da
frida server kullanarak fonksiyona hook olma islemidir. Frida; gelistiriciler, reverse-engineers ve glivenlik
arastirmacilari icin Dynamic instrumentation toolkit olarak tanimlanmaktadir. Android, Windows, 10S,
macOS, GNU/Linux ve QNX platformlari Gzerinde ¢alisan uygulamalara, JavaScript kodlarini enjekte
edilmesiyle frida JavaScript APl sunmaktadir. Yazilan JavaScript kodlari da frida-server tarafindan
runtime’da calisan process’e enjekte olarak istediginiz islemi yapmayi sagliyor. Biz burada proxy’ye(burp
suite) yonlendirdigimiz trafigi belirlenen sertifikaya glivenmesini saglayacagiz.

Frida server size uygulama icinde gelen-giden paketleri yakalamaniza, process icinde istediginiz
degisikligi yapmaniza izin vermektedir. Biz de bu imkani kullanarak SSL pinning devre disi birakarak
attack proxy(burp suit) ile araya girme islemi yapacagiz.

Frida client-server mantigi olan iki bilesenden olusmaktadir. Android cihaza frida server kuracagiz,
bilgisayarimiza da client uygulamasini kurarak ilerleyecegiz.

Frida Server ile SSL Pinning Atlatma
Yapacagimiz islemler icin gerekli araglar olacaktir. Bunlar;
Computer;

e python3
e pip for python
e adb tools (Android Debug Bridge tools)
e |ocal proxy (Burp suite)
android cihaz;

e android device rooted (desteklenen android siirlimleri 4.4.4 to 8.1)

yada

e android emulator (desteklenen android siriimleri 4.4.4 to 8.1)
Biz burada emdlatoér kullanacagiz. Kullanilan API 26 (Android 8.0)
ilk 6nce python kurulu bilgisayara sunlari yiikleyelim;

python -m pip install Frida
python -m pip install objection
python -m pip install frida-tools

Ya da
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pip install Frida
pip install objection
pip install frida-tools

Frida server kurulmasi icin https://github.com/frida/frida/releases linkten indirilmelidir.

Root’lu fiziksel cihaza adb baglantisini saglamak i¢in su adimlari uygulamalisiniz;

Avyarlar(Setting) = Gelistirici Secenekleri(Developer Options) - USB Hata Ayiklama Modu(USB
Debugging) - Enable(Aktif)

“adb devices” yazarak bagli cihazlari gorelim.

BN ChWindows\System32icmd.exe - O x

Burada server olana ve versiyonuna dikkat edilmelidir. Asagidaki sorgu ile acik olan emulatére hangi
isletim sistemi mimarisi oldugunu sorgulayalim;

ADB tool C:\Program Files\Genymobile\Genymotion\tools\icersinde;

adb shell getprop ro.product.cpu.abi
#Output
%86

Windows, macOS, GNU / Linux, iOS, Android ve QNX isletim sistemlerinde calismaktadir. Bu sorgu icin
uygun olan frida server’i indirelim. Burada x86 ve x64 olan ve farkli isletim sistemi icin olanlar var bize en
uygun olanini bulalim. Bazi versiyonlar bazi mimarilerde kurulum sikintisi ¢ikarabiliyor.

https://github.com/frida/frida/releases/download/12.0.5/frida-server-12.0.5-android-x86.xz

Sikistirilmis elf dosyasini gikardiktan sonra cihaza kopyalayalim.
adb push frida-server-12.0.5-android-x86 /data/local/tmp
ismini degistirelim(isimiz kolaylassin diye)

adb shell mv /data/local/tmp/frida-server-12.0.5-android-x86
/data/local/tmp/frida-server

Dosyaya tim kullanicilarin ilgili dosya lizerinde okuma, yazma ve calistirma izni verelim.
adb shell chmod 777 /data/local/tmp/frida-server

Sonrasinda burp sertifikasi yliklemek icin burp sertifikasni alalim. Proxy = Options sekmesinin altinda
bulunan Import/Export CA certificate butonuna tiklayarak karsiniza gikan yerde Export kismindan
Certificate in Der formati secip kaydedin.
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Burp Project Intruder Repester Window Help

Dashboard  Target Proxy Inttuder Repeater Sequencer Decoder Comparer Extender Project options User options JSWS Parser AES Crypto  JSOM Beautifier Wsdler
Intercept HTTP history WebSockets history  Options

(?) Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP reguests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

Add Running Interface Invisible Redirect Certificate
Edit |192.168.1.105:8... | | [Per-host
W CA Certificate - [m] K
Remove

You can export your certificate and key for use in other tools, or in another
installation of Burp. You can import a certificate and key to use in this installation of
Burp. Note that you can also export the current certificate by visiting http://burp/cert
in your browser.

Each installation of Burp generates its own CA certificate thg Export fate for use in other tools or another installation of Burp.
Import / export CA certificate Regenerate CA certifid ® Certificate in DER format

(O Private key in DER format

@ Intercept Client Requests (O Certificate and private key in PKCS#12 keystore

@ Use these settings to control which requests are stalled for Import

Certificate and te ki DER fi 1
Intercept requests based on the following rules: Hasis o E OEE AR orma
(O Certificate and private key from PKCS#12 keystore

Add Enabled Operator Match type
Edit % File extension
LI Or Request
Remove [l or HTTP method
[0 |and URL
Up Cancel Mext:
Down

[] Automatically fix missing or superfluous new lines at end of request

‘Automatically update Content-Length header when the request is edited

(?) Intercept Server Responses
@ Use these settings to control which responses are stalled for viewing and editing in the Intercept @ab.

—=

“burp.cer” olarak kaydettigimiz dosyayi cihaza kaydedelim. (cert-der.crt ismi vermek script icin dnemli
olacak)

adb push burp.cer /data/local/tmp/cert-der.crt

Sonrasinda script dosyasini kaydedelim;

indirmek icin su adresten yararlanabilirsiniz. Bu script frida server ile SSL pinning gecersiz kilmasi igin
kullanacagiz.

https://techblog.mediaservice.net/wp-content/uploads/2017/07/frida-android-repinning sa-1.js

/*
Android SSL Re-pinning frida script v0.2 030417-pier
$ adb push burpca-cert-der.crt /data/local/tmp/cert-der.crt

$ frida -U -f it.app.mobile -1 frida-android-repinning.js —--no-pause
https://techblog.mediaservice.net/2017/07/universal-android-ssl-pinning-bypass-with-
frida/

UPDATE 20191605: Fixed undeclared var. Thanks to @oleavr and @ehsanpc9999 !

*/

setTimeout (function () {
Java.perform(function () {
console.log("");
console.log("[.] Cert Pinning Bypass/Re-Pinning");

var CertificateFactory =

Java.use ("java.security.cert.CertificateFactory");
var FileInputStream = Java.use("java.io.FilelInputStream");
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var BufferedInputStream = Java.use("java.io.BufferedInputStream");

var X509Certificate = Java.use("java.security.cert.X509Certificate");
var KeyStore = Java.use("Jjava.security.KeyStore");

var TrustManagerFactory = Java.use("javax.net.ssl.TrustManagerFactory");
var SSLContext = Java.use("javax.net.ssl.SSLContext");

// Load CAs from an InputStream

console.log (" [+] Loading our CA...")
var cf = CertificateFactory.getInstance ("X.509");
try {
var fileInputStream = FileInputStream.S$new("/data/local/tmp/cert—
der.crt");
} catch (err) {
console.log("[o] " + err);

}

var bufferedInputStream = BufferedInputStream.$new(fileInputStream) ;
var ca = cf.generateCertificate (bufferedInputStream);
bufferedInputStream.close () ;

var certInfo = Java.cast(ca, X509Certificate);
console.log("[o] Our CA Info: " + certInfo.getSubjectDN());

// Create a KeyStore containing our trusted CAs

console.log("[+] Creating a KeyStore for our CA...");

var keyStoreType = KeyStore.getDefaultType()

var keyStore = KeyStore.getlInstance (keyStoreType) ;

keyStore.load (null, null); keyStore.setCertificateEntry("ca", ca);

// Create a TrustManager that trusts the CAs in our KeyStore

console.log("[+] Creating a TrustManager that trusts the CA in our
KeyStore...");

var tmfAlgorithm = TrustManagerFactory.getDefaultAlgorithm() ;

var tmf = TrustManagerFactory.getInstance (tmfAlgorithm) ;

tmf.init (keyStore);

console.log (" [+] Our TrustManager is ready...");
console.log (" [+] Hijacking SSLContext methods now...")
console.log("[-] Waiting for the app to invoke SSLContext.init()...")

SSLContext.init.overload (" [Ljavax.net.ssl.KeyManager;",
"[Ljavax.net.ssl.TrustManager;", "Jjava.security.SecureRandom") .implementation =
function (a, b, c) {

console.log("[o] App invoked javax.net.ssl.SSLContext.init...");

SSLContext.init.overload(" [Ljavax.net.ssl.KeyManager;",
"[Ljavax.net.ssl.TrustManager;", "Jjava.security.SecureRandom").call (this, a,
tmf.getTrustManagers (), c);

console.log (" [+] SSLContext initialized with our custom
TrustManager!");
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Javascript dosyasini olusturduktan sonra cihazin igerisine atalim.
adb push fridascript.js /data/local/tmp/fridascript.js
Dosyalarin yiklendiginden emin olalim.

adb shell 1s -al /data/local/tmp/

Simdi araya girebilmek icin burp aracini dinleme moduna alalim.

Proxy - Options sekmesinden dinleyecegimiz IP ve Port numaralarini girelim.

W Burp Suite Professional v2.1.06 - Temporary Project - licensed to ETRisk Bilgi Gavenligi ve BT Vanetisim Hizmetleri Tic.Ltd.5ti [2 user license]

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intuder Repeater Sequencer Decoder Comparer Extender Project options User options ISWS Parser AES Crypto 1SON Beautifier Wsdler
Intercept HTIP history WebSockets history Options

@

{\Ej} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

Add Running  Interface Invisible  Redirect Certificate
Edit |192.168.1.105:8080 | | |Per-host
Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another installation of Burp.

Import / export CA certificate Regenerate CA certificate

@

prse

©9; Usethese setfings to control which requests are stalled for viewing and editing in the Intercept ab.

Intercept requests based on the following rules:

Add Enabled Operator Match type Relationship Condition
Edit % File extension Does not match (~gif$| ~ipg$|~pna%| ~css$|~js$| ...
] Or Reguest Confzins parameters
Remove | or HTTP method Does not match (get|post)
And URL |Is in farget scope
up
Down

[] Automatically fix missing or superfluous new lines at end of request

Automatically update Content-Length header when the request is edited

&)

prse

507 Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

= et

Cihazin proxy ayari yaparak burp aracina yonlendirelim. Settings —> Network & Internet —> Wi-Fi —>
Modify-Network —> Proxy —> Manuel
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AndroidWifi
Advanced options
Proxy

Manual

The HTTP proxy is used by the browser
but may not be used by the other apps.

Proxy hostname

192.168.1.105

Proxy port
8080

Bypass proxy for

IP settings

CANCEL SAVE

Gerekli dosyalar yliklendikten sonra frida server’i arka planda ¢alistirmak icin asagidaki komutumuzu
giriyoruz.
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adb shell /data/local/tmp/frida-server &

Simdi uygulamayi acarak hook olmak istedigimiz process name baglanalim. Bunun igin frida kullanarak
cihaz lGzerinde g¢alisan servisleri listesini alalim.

frida-ps -U

BN Select C:\Windows\System32\cmd.exe — [m} w

5184 com. .android v

Prosess’i baslatan ve hook olarak SSL pinning devre disi birakan komutu baglatalim.

frida -U -f com.twitter.android -1 fridascript.js --no-paus
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BN C:\Windows\System32\crmd.exe - frida -U -f com.twitter.android - fridascript.js --no-paus - m} X

Cihazda uygulama acilacaktir.

i
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o0 Genymoticn for personal use - S5amsung Galaxy 58 - FridaRun... — O x

Burp lzerinden istek ve yanitlari gozlemleyebiliriz.
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Burp Suite Professional v2.1.06 - Temporary Project - licensed to BTRisk Bilgi Guvenligi ve BT Yanetisim Hizmetleri Tic.Ltd.5ti [2 user license] - O x

Burp Project Intruder Repester Window Help

Dashboard Target Proxy Inguder Repeater Sequencer Decoder Comparer Extender Project options WUser options JSWS Parser AES Crypto JSON Beautifier Wsdler

Intercept HTTP history  wehSockets history  Options

‘ Filter: Hiding CSS, image and general binary content ‘@

# Host Method  URL Params Edited  Status  Length  MIME type Extension Title Comment ssL P

s s g e s o o e N v ppeuiesu

21 \https:,‘/apl.tmtter.mm GET J1.1/maffig/rec dations.json?... J 429 1385 ISON on v |104.244.42.194
GET /1.1/help/settings.json?feature_set_. o 200 13055 SON son v |104.244.42.194
GET /2/badge_count/badae_countjson... s 429 710 JSON json v 104.244.42.194
GET /robots.ixt 200 705 [text it v |104.244.42.194
GET /robots.ixt 200 506 |text xt Vv 193.184.220.70
GET /robots.ixt 200 1398 |text xt Vv |68.232.34.217
GET /1.1/taffic/recommendations.json?... «’ 429 1385 SON json v |104.244.42.194
GET /1.1/help/setfings.json?feature_set ... «’ 200 13055 SON Eon v |104.244.42.194
GET /2/badge_count/badge_countjson... + 429 710 JSON json v |104.244.42.194

3 B GET /robots.ixt 200 1705 |text xt v |104.244.42.194

31 htips://video.twimg.com GET /robots.bt 200 1398 [text [xt v |68.232.34.217

132 |htips://pbs.bwimg.com GET /robots.bt 200 506 [text o<t v [03.184.220.70

< >

Reguest Response

Raw  params Headers Hex

GET /2/badge_countbadge_countjson?supports_ntab_urt=true HTTP/1.1 ~
Timezone: GMT
‘Optimize-Body: frue
Accept: applicationfjson
X-Twitter-Client: TwitterAndroid
User-Agent: TwitterAndroid/8 25.1-release 01 (18251001-r-1) Samsung Galaxy S8/8.0.0 (Genymotion;Samsung Galaxy S8 Android,vbox86p;0,,1,2015)
Accept-Encoding: gzip, deflate
X-Twitter-Client-Language: en-US
X-Client-UUID: ca42e8ci-ef38-4741-9077-de23ae2b9474
X-Twitter-Client-DevicelD: a580dba3f6f0e 187
Authorization: OAUth realm="nttp:i/api.twitter.com/”, oauth_version="1.0", oauth_nonce="40819917636854306504956121732519", oauth_timestamp="1578649156",
oauth_signature="wyuEh3tJTHxe 1bCVaxYW7FPLIHg%3D", oauth_consumer_key="3nVuSoBZnx6 U4vzUxBw", oauth_signature_method="HMAC-SHA1"
X-Twitter-Client-Version: 8.25.1-release 01
Cache-Control: no-store
X-Twitter-Active-User: no
X-Twitter-AP|-Version: 5
X-B3-Traceld: 82249803fe7a8ch
Accepl-Language: en-US
X-Twitter-Client-Flavor.
Host: api.twitter.com
Connection: close
v
0 matches

@ [=] [#][2] | noe 2 sear

Login olmaya calisalim
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o0 Genymotion for personal use - Samsung Galaxy 58 - FridaRun.. — O

L 4
Log in to Twitter.

Phone, email or username

test@test.com

Password

€% | 415

Sign up E

Forgot password?

J O

Burp Suite’den baktigimizda gelen giden paketleri gérebiliriz.
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Burp Project Intruder Repeater Window Help

Dashboard  Target PrOXY Intruder Repeater Sequencer Decoder Comparer Extender Project options Useroptions ISWS Parser AES Crypto ISON Beautifier Wsdler
Intercept HTTP history yvebSockets history Options

Fitter: Showing all ftems

# Host Method  URL Params  Edited Status Length MIME type Extension Title Comment LS P Cookies Time Listener port

1824 _|httpsy//api.twitter.com 05 1.1/j0t/client_event + 200|600 v :113: 8080 “
1823 |https://api.twitter.com 05 1.1/jot/clent_event v 200|600 v

1822 |httpsy//api.twitter.com 05 auth/1/xauth_password jsen < 401 [1026 _Json jsan v

1821 |https://api r.com 05 /auth/1/xauth_password json v 401 [1026 _ ISON json v 14

1820 Ds://api.twitter.com 08 1.1/guest/activate json 200 777 Json json "

1819 |https://apLtwitter.com 0ST__|/auth/1/xauth_password json v 401 979 [son jsn v v

Request Response

Raw  params Headers Hex
POST /auth/1l/xauth_password.json HTTP/L.1 -~
Timezone: GMT
att: 2quGHnalZ5aDEVFE1bDAuThNYShZiadx3z4zDEQ3
Optimize-Body: true
Accept: application/json
W-Twitter-Client: TwitterAndroid
7 User-Agent: TwitterAndroid/8.4l.0-release.0l (18410001-r-1) Samsung/8.0.0 (Genymotion;Samsung;Android;vhox86p:0;:Ll:
2 ¥-Twitter-Client-AdID: eele3lcé-1168-4cfl-9d70-7a7dEagE074a
¢ Accept-Encoding: gzip, deflate
0 X-Tuitter-Client-Language: en-US
X-CLienc-UUID: cadZeBcf-e£38-4741-90£7-de23as2b8474
X-Tuitter-Clienc-DevicelD: a500dba3f6E0ela?
uthorization: Bearsr F: MFICxpe SDG1gLIL ghVeBd74n1 6k 4% beBNTSRECLQpd X GWeyHEDDS te 21 2F
X-Tuitter-Client-Version: 8.41.0-release.0l
5 Cache-Contzol: no-store
¢ X-Guest-Token: 1256518199048587618
7 X-Tuitter-Active-User: yes
¢ X-Tuitter-API-Versiom: 5
X-B3-Traceld: 383918d2c£97a2d
¥-Tuitter-Clienc-Limit-Ad-Tracking: 0
Accept-Lanquage: en-US
2 X-Twitter-client-Flavor:
Content-Type: application/x-wwu-form-urlencoded
Content-Length: 171
Host: api.twitter.com
Connection: close
Cookrie: personalization id=vl jAJKQ/T7vVlighiUlsqaBVa==; guest id=v1%3Al58843605399511952

29 ¥_auth identifi - comex_auth 123,

nd_error_codes=truesx_auth_login_challenge=lex_auth login verification=lex_auth eountry code=USeui metrics=

@iy | € || 3 |[search..

Kisaca calistirdigimiz komutlari listelersek;
adb shell getprop ro.product.cpu.abi
adb push frida-server-12.0.5-android-x86 /data/local/tmp

adb shell mv /data/local/tmp/frida-server-12.0.5-android-x86
/data/local/tmp/frida-server

adb shell chmod 777 /data/local/tmp/frida-server

adb push burp.cer /data/local/tmp/cert-der.crt

adb push fridascript.js /data/local/tmp/fridascript.js
adb shell /data/local/tmp/frida-server &

frida-ps -U

frida -U -f com.twitter.android -1 fridascript.js --no-paus
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Objestion ile SSL Pinning Atlatma

Eger android uygulamasi OkHttp kitlphanesini kullaniyorsa, Objection bu OkHttp ve varsayilan
TrustManagerlmpl kitiphanelerine hook olarak SSL pinning atlatilabilir.

Yine frida yardimiyla bu islemi yapabiliriz. Frida server cihaz (izerinde baslatalim.

BN C:\Windows\System32\cmd.exe - adb shell /data/local/tmp/frida-server — O *

Objection kurulumu yapalim.

pip3 install objection

Frida ya da adb kullanarak android uygulama adlarini 6grenelim.

frida-ps -U
Ya da
adb shell ps

EX CAWindows\System32\emd.exe - O X
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Burp proxy ayarlarini yapalim. Hook islemi yaparak sslpinnig disable edelim.

BN C:\Windows\System32\cmd.exe — O ®

Bundan sonra trafigi burp lizerinden dinlenebilir.

'
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Ill. ANDROID’DE XPOSED FRAMEWORK
KULLANARAK SSL PINNING ATLATMA

Xposed Framework Nedir?

Xposed Framework, root’lu Android telefonunuz igin gelistirilmis bir frameword’dur. Kendi basina pek
bir sey yapmaz. Custom recovery lzerinden sistem seviyesindeki fonksiyonlari kullanarak diger
uygulamalari/modlari/ince ayarlari yiklemenizi ve degistirmenize android isletim sistemi seviyesinde
fonksiyonlara midahale etmemize olanak saglar. Xposed Framework, telefonunuzu
Ozellestirmenizi/degistirmenizi cok daha kolay hale getirir. Bizim icin ise SSL class’larina miidahale
etmemize olanak saglayacak.

SSL pinning kullanan uygulamalarda araya girmek burp suite ile araya girmek gerekli ise, SSLUnpinning
size yardimci olabilir. SSLUnpinning Xposed Frameword (izerinden sertifika dogrulamalari yapan belirli
uygulamalari SSL classes’larini hook islemi yapar. SSL pinning devre disi birakarak trafigi
dinleyebilmenize olanak sunar. Boylece istenilen sertifikaya glivenilerek trafik burp tizerinden
gegcirilebilir.

Xposed runtime’da miidahale edecektir. Xposed icin root’lu cihaza ihtiyacimiz bulunmaktadir. Android
5.0 ve Uzeri bir versiyon olmahdir.

Asagidaki adreslerden Xposed frameword ve SSLunpinning indirelim.

https://repo.xposed.info/module/mobi.acpm.sslunpinning

https://repo.xposed.info/module/de.robv.android.xposed.installer

indirilen dosyalari siiriikleyerek kurabiliriz. ilk dnce Xposed kuralim.
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Xposed Installer

Xposed Status -
Q@
O+

Xposed Framework version 89 is active.

N
INSTALL/UPDATE B

Version 89 @
o+
UNINSTALL )
Uninstaller (20180117) S P
Bug®
YOUR DEVICE B
lﬁl Android 5.0 (Lollipop, API 21) —
D Unknown Generic Samsung (AOSP- =

based ROM)

=1
E 3 x86 —
Q Verified Boot is deactivated @)

SSLUnpinning kuralim ve Modules bakalim.
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o0 Genymotion for personal use - Samsung Galaxy 56-Xposed (1..  — O x

\ YA

:ﬂ Framework

Modules

> ¥

Download

ﬁ Logs

Settings

Support

©Q @ &

About

Simdi radio button’una tiklayarak kuralim.
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o0 Genymotion for personal use - Samsung Galaxy 56-Xposed (1..  — O x
O W4 a2 430
Modules
SSLUnpinning 2.0 2.0 24
If you need to intercept the traffic &
from an app which uses certificate
pinning, with a tool like Burp Proxy, 2
the SSLUnpinning will help you with )
this hard work!
(. T
R\
-
o+
-
G
Xposed module list was updated =
Changes will become active on reboot =
""""]
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Reboot yaptiginda uygulama aktif olacaktir. SSLUnpinning uygulama olarak gorecegiz.

20 Genymotion for personal use - Samsung Galaxy S6-Xposed (1... —

O ¥4 H 430

capc NN

Google Google Settin.. Google+ Hangouts

KrediGO Messaging Music

B BP

Phone Play Games Play Movies &. Play Music

* Q ©

Play Store  QNB Finansb.. Search Settings

‘ ‘
SSLUnpinning..  Superuser Twitter Voice Dialer

v ol D

Voice Search Xposed Instal.  YouTube
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Araya girecegimiz uygulamayi secelim ve runtime’da sertifikaya glivenmesini engelleyerek tim
sertifikalara izin vermis olacagiz. Burada Burp suite sertifikasinin cihaz tGzerinde kurulu olmasi gerek yok.

O Genymotion for personal use - Samsung Galaxy 56-Xposed (1. — O >

© W4 H 433
SSLUnpinning 2.0

QNB Finansbank

com.finansbank.mobile.cepsube

Enpara.com
finansbank.enpara.sirketim

Twitter unpinned
com.twitter.android

BTR Mobile

com.btrisk.btrmobile

Enerjisa Mobil
com.enerjisa.perakende.mobilislem

Xposed Installer

Bypass applied to Twitter

SSLUnpinning 2.0

mobi.acpm.sslunpinning

'
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Proxy ayarini yapalhm. Setting - Wi-Fi - WiredSSID - Modify Network - Proxy - Advanced options
- Manuel

WiredSSID

Advanced options

Proxy
Manual

The HTTP proxy is used by the browser
but may not be used by the other apps.

Proxy hostname

[192.168.1.106

Proxy port
8080

Bypass proxy for
example.com,mycomp.test.com,|

IP settings
DHCP

CANCEL SAVE
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Proxy - Options sekmesinden dinleyecegimiz IP ve Port numaralarini girelim.

Burp Suite Professional v2.1.06 - Temporary Project - licensed to ETRisk Bilgi Gavenligi ve BT Vanetisim Hizmetleri Tic.Ltd.5ti [2 user license] - O 'Y
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Inguder Repeater Sequencer Decoder Comparer Extender Project options WUser options JSWS Parser AES Crypto JSON Beautifier Wsdler
Intercept HTIP history WebSockets history Options
~
() Proxy Listeners
{:CE} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
Add Running  Interface Invisible  Redirect Certificate
dit |192.168.1.105:8080 | | |Per-host:
Remove »
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another installation of Burp.
Import / export CA certificate Regenerate CA certificate
@ Intercept dient Requests
{@} Use these settings to confrol which requests are stalled for viewing and editing in the Intercept tab.
Intercept requests based on the following rules: 4 off
Add Enabled  Operator  Match type Relationship Condition
Edit [ |File extension Does not match (~aif$| ~jpg$|~pna$| ~css$| ~jss]...
] Or Reguest Confzins parameters
Remove or HTTP method Does not match (get|post) N
[ And |uRL [Is in target scope I
up
Down
[] Automatically fix missing or superfluous new lines at end of request
[ Automatically update Content-Length header when the request is edited
(@ Intercept Server Responses
{é‘} Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
= i e . hd

Uygulamayi agalim ve login almaya ¢alisalim.
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o0 Genymotion for personal use - Samsung Galaxy 56-Xposed (1.  — O

, Sign up

Log in to Twitter.

Qo

Phone, email or username

test@btrisk.com

Password

IIIII"II'B

Forgot password?

Burp Suite’den dinledigimizde login istegini gorebiliriz.
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B Burp Suite Professional v2020.4 - Temporary Project - licensed to ETRisk Bilgi Givenligi ve BT Yonetisim Hizmetleri Tic.Ltd.Sti [2 user license] - x
Bup Project Intruder Repeater Window Help
Dashboard  Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Projectoptions Lseroptions ISWS Parser AES Crypto ISON Beautifier Wsdler
Intercept HTTP history yvebSockets history Options
Fiter: Showng al tems @
# Host Method  URL Params  Edited Status Length MIME type Extension Title Comment LS P Cookies Listener port
e oo cvarrg g - per—— e oo g T —
ps:/[api.twitter.com GE robots.od 200 1427 te bt J_[104.244.42.154 EIED -
Ds://2pi.twitter.com GE L.1/traffic/recommendations.son?...| ¥ 429 1500 json v _[104.244.42.194 /8080
Tttps:/[pbs.twimg.com GE robots.bxt 20 te: bt v [93.184.220.7 /8080
s yimg.com GE robots. ot 20 te: ot v .101.240.158 /8080
ps:/f2pi.twitter.com 0 /1. task json?flow_na... | ¥ 200 1500 json v .244.42.194 /8080
psi//a r.com 0 auth/1/xauth_password.json v iEeT] json v ,244.42.194 8080
ps://ap.twitter.com 0 /1.1/quest/activate json 508 json v . 194 /8080
ps:/[2pitwitter.com 0 fauth/1/xauth_password json v 50N json v . 104 8080
apitwitter.com 0 [fauth/1/xauth_password json v 1500 json v .244.42.194 /8080 v
Request Response
Raw params Headers Hex
1 POST /auth/l/xauth_password.json HTTF/L.1 -~
2 Cache-Control: no-store
3 ¥-B3-Traceld: 55c24bS569£84ddE
4 ¥-Twitter-Client-Flavor:
5 User-igent: TwitterAndroid/8.2¢.0-release.00 (L8260000-r-0) Samsung/S.0 (unknown:Samsung:generic;vbox8Ep:0:;
¢ Accept-Encoding: gzip, deflate
X-Tuitter-Clienc-AdID: bffabcdS-03b4-3a04-96=7-a30247£457d7
Tinezone: America/ew York
¢ ¥-Tuitter-Client-Limit-Ad-Tracking: 0
10 ¥-Tuitter-Client-DeviceID: Bl2edade0d=5300h
11 ¥-Tuitter-Client-Language: en-TUS
12 ¥-Tuitter-Client: Twitterindroid
13 ¥-Tuitter-API-Version: 5
14 optimize-Body: true
15 X-Tuitter-ictive-User: yes
1¢ ¥-Tuitter-Client-Version: 8.2¢.0-release.00
17 ¥-Guest-Token: 1257042624793411585
1% ¥-Clienc-UUID: 4£740cdb-7E85-4h7L-a230-13b51E7b5d2d
15 Aecept: application/jsen
20 Authorization: Bearer F M Cwpe SDE1gLUL ghVeBd74n1 6k % beBTSRECLQpd tx0GTeyHEDDS L 2] 2F
21 Accept-Language: en-US
22 Content-Type: application/x-weu-form-urlencoded
23 Content-length: 173
24 Host: api.twitter.com
Connectio
Cookrie: personalization id=vl EwRZppNLhhiXCeRMALPNOA==; guest id=v1%3AL588537698778691E5
2% x_auth identifierstest3AObteisk. comex_auth 123csend_erzox s _auth_login_challenge=lex_auth_login verificationsLex_auth country codesUSeui metrics=
test@btrisk.com
Press T2 for fous v
(@8} €| > [2FwAPEORZa1FRINOKUKKx?MMxspAH 0 matches | Pretty

Tum trafigi buradan gorebiliriz.
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IV. I0S’DA SSL KILL SWITCH KULLANARAK SSL
PINNING ATLATMA

SSL Kill Switch Nedir?

Jailbreak yapilmis 10S cihaza Secure Transport APl igcinde SSLSetSessionOption() ve SSLHandshake()
fonksiyonlarini hakkini ezerek disiik seviyede SSL fonksiyonlarini degistirir. Sistemin varsayilan sertifika
dogrulamasini ve her tirli 6zel sertifika dogrulamasini (SSL pinning) devre disi birakir. SSL Kill Switch 2
devami niteliginde ve daha glincel olanlari desteklemektedir.

Eger programci standart platform APl’leri yerine OpenSSL veya benzeri farkli bir kiitliphaneyi kullanirsa
SSL Kill Switch etkisiz olacaktir. Kullandigimiz SSL Kill Switch 10S 2012 Blackhat’de tanitildi.

Kurulum icin asagidakilerin cydia tzerinden kurulu olmasi gerekmektedir.

e Debian Packager
e (Cydia Substrate

e Preferenceloader
e dpkg

Kurmak icin Cydia Gzerinden dosyalari arayarak bulabilirsiniz. 3 gerekli paketi de arayarak yukleyelim.
Kullanilan iOS versiyon 9.3.2
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iPod & 12:28 | (-
Q. debian (x|
& Debian Packager

(0 Debian Updater for SBSetti...

Ca Debian Utilities

R

gwer tyuilop

asdf ghjk I
.zxcvbnm.
T

123 @ 0 space

SSL Kill Switch’in GitHub sayfasinin yayin sekmesinde bulunan en son derlenmis paketi indirin. Aygita

kopyalayin ve yiikleyin.

https://github.com/iSECPartners/ios-ssl-kill-switch/releases
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Yiiklenen dosyayl WinSCP ile atabiliriz.

B sysmon - ro0t@192.168.1.107 - WinsCP - X
Local Mark Files Commands Session Options Remote Help
M 5B F3 Synchronize Bl F ] -8 [ Quee + - Transfer Settings Default BT
& root®192.168.1.107 & New Session
25 G Windows -EE e DR E root =] 3 G @ @& | G Find Files
T [l [} Ef Download B | [ Edit 3 o) (7 Properties | £ (=N
C\Users\BTR-32\Downloads\sysmen /private/var/root
Name . Size Type Changed Name Size  Changed Rights Owner
+ Q Parent directory 04/05/2020 12:36:45 PM el 19/05/2017 6:58:06 AM IWI-XT-X root
<com.isecpartners.nabla sslkillswitch_v0.6-i05_7.0.deb 7KB DEBFile 04/05/2020 12:30:28 PM Library 08/07/2019 1:52:11 PM TWXE-XT-X root
Application Support 13, 16103%13PM  rr-xr-x root
Media 27/ 08 2:06:37 PM WAEXT-X root
com.isecpartners.nabla.sslkillswitch_v0.6-i 7KB /2020 12:30:28 PM e root
com.nablac0d3.55LKillSwitch2_0.11.deb 8KB 18/05/2017 7:08:10 PM e root
0Bof6932Bin0of 1 7856 B of 14788Bin10f 5 5 hidden
SFTP-3 0:03:29
Upload ettigimiz paketi kuralim
192,168.1.107 - PuTTY — O *

11.deb

Uygulamanin burp sertifikasina glivenmesi icin burp’un servis verdigi ip:port adresine browser
Uzerinden eriselim.
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192.168.1.107 (ETR-15-iPed) - VNC Viewer

4 Back to Settings 00:32 k
192.168.1.106

Burp Suite Professional

Walcome to Burp Suite Professional.

< > il

[1]

“CA Certificate” tiklayarak sertifikay ylikleyelim.

h-l-l_| :' I.( BTRISK BiLGI GUVENLIGI VE BT YONETISIM HiZMETLERI




BTRisk Bilgi Glivenligi ve BT Yonetisim Hizmetleri
SSL Pinning Bypass

E 192.168.1.107 (ETR-1s-iPod]) - VNC Viewer — O ot
iPod & 00:32 k‘ -
Cancel Install Profile Install

PortSwigger CA

PortSwigger CA
Verified v

Certificate

More Detalls

Ylklemeniz basariliysa, dogrulama mesajini goreceksiniz.
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Eﬂ 192.168.1.107 (ETR-1s-iPod]) - VNC Viewer — O ot
iPod & 00:33 k -
Profile Installed Done

PortSwigger CA

PortSwigger CA

Verified
Certificate
More Details

Uygulamayi bir kez giris yapmaya calistigimizda
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E 192.168.1.107 (BTR-1s-iPod) - VNC Viewer — O x

iPod & 00:01 N ' -

Log in with your phone
number or Facebook account

test@test.com

o000 0OOOROSS
Log In

Create New Account

1234567890

-/ () &@"

SSL hatasi aldik.
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@ |

Event log
Time Type 50... Message v
00:02:51 5 May 2020 |Error Proxy |The client failed to negotiate a TLS connection to graph.facebook.com:443: Remote host terminated the handshake
23:54:11 4 May 2020 |Info Proxy |Proxy service stopped on 127.0.0.1:8080
Proxy service started on 192.168.1.106:8080

23:54:20 4 May 2020 |Info Proxy
23:54:06 4 May 2020 |Info Proxy

Proxy service started on 127.0.0.1:8080

Simdi SSL Kill Switch izin vererek araya girmeye ¢alisalim.

Settings - SSL Kill Switch 2
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iPod & 12:40 ' (-

§ Settings SSL Kill Switch 2

Disable Certificate Validation O

SSL Kill Switch 2

Bu islem yapildiginda uygulamaya enjekte oldugunu gosteren bir 6rnek asagida bulabilirsiniz.
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Oct 28 15:85:45 Prateeks-IPad kermel[@] <Debug>: launchd[387] Container: fprivate/fvar/mobiles
Applications/BF2ATABT-1E95-4TB1-ATD3-33FADBTEBTCI (sandbox)

Oct 28 15:85:46 Prateeks-IPad Twitter[387] <Notice=: M5:Motice: Injecting: com.atebits.Tweetie2
[Twitter] (B47.24)

Oct 2B 15:85:46 Prateeks-IPad Twitter[387]) <Notice=: MS:Motice: Loading: /Library/
MobileSubstrate/DynamicLibraries/SSLKillSwitch.dylib

Oct 28 15:85:46 Prateeks-IPad Twitter[387] <Warning>: SSL Kill Switch - Hook Enabled.

Oct 28 15:85:46 Prateeks-IPad backboardd[33] =Error=: HID: The 'Passive’ connection ‘Twitter®
access to protected services is denmied.

Oct 2B 15:85:47 Prateeks-IPad Twitter[387] <Error=: Could not successfully update network info
Aurinn initializatinn

Tekrar login olmaya calisalim.
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E 192.168.1.107 (BTR-1s-iPod) - VNC Viewer — O x

iPod & 00:01 N ' -

Log in with your phone
number or Facebook account

test@test.com

o000 0OOOROSS
Log In

Create New Account

1234567890

-/ () &@"
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Burp’den paketleri izleyebiliriz. Parola icin bir hashleme yapmis olabilirler fakat kullanici adini agik bir
sekilde gorebiliyoruz.

B! Burp Suite Professional v20204 - Temporary Praject - licensed to ETRisk Bilgi Givenligi ve BT Yanetisim Hizmetleri Tic.Ltd 5t [2 user license]
Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options JSWS Parser AES Crypto JSON Beautifier Wsdler SQLPY

Intercept HTTP history wWebSockets history Options

‘ Filter: Showing all items

=
# Host Method URL Params Edited  Status Length MIME type Extension Title Comment TS P
14 |https://graph.facebook.com  |GET |/pwd_key_fetch?access_token=43...] | |200 [774 J3son | | | | v [185.60.218.19 A~
15  |https://greph.facebook.com  |POST  [/v2.10/auth/login v 1 l400 |toos  son [ | | | v [185.60.218.19 v
< >

Request Response

Raw Pparams Headers Hex

1 POST /vZ.10/auth/login HTTE/L.1 ~

2 Host: graph.facebook. com

3 Content-Type: multipart/form-data; boundary=0FF653ADSCCZ461CS77FSDICE3BF57CO

& Accept-Encoding: gzip, deflate

5 Commection: close

& Accept: */*

7 User-Agent: LightSpesd [FBAN/MessengerLiteFori0S;FBAV/262.1.0.71.117;FBBV/2Z11898162;FBDV/iFod7,1;FEMD/iPod touch;FBSN/iFhone
05:FBSV/9.3.2;FB33/2;FBCR/ : FBID/phone ;FELC/en U3S:FBOP/0]

& Content-Length: 1742

% request_token: FOBSABCA-0SED-4FEE-88FF-4EAE64300B30

0 Accept-Language: en-ghb

--0FFES3ADSCCI4E1C9T7TFODICESEFSTCO
Content-Disposition: form-data; name="access_token"

& 43762631697378813£1a7033a27883b£b31£35375badsc7a
7 --0FF£53ADSCC2461C97TFODICEIBFSTCO
& Content-Disposition: form-data; name="app_id"

20 437626316573788
--0FFE53ADSCC2461CSTTFED2CESBFSTCO
Content-Disposition: form-data; name="credentials_type"

password
--OFFE534D9CC 246105 7TFIDICEIBFSTCO
Content-Disposition: form-data; name="device_id”

AS2AAFEO-BAD0-4865-B96£5-F2EOD 7187008
--0FFES3ADSCCI4E1C9T7TFODICESEFSTCO
0 Content-Disposition: form-data; name="email"

tesclrest. con
--0FFE53ADSCC24E1C9T7TFODICESBFSTCO
Content-Disposition: form-data; name="error_detail_type"

& button_with_disabled
7 --OFF£53ADSCC2461C977FOD2CESEFSTCO

®{§} < || > | [tesr

0 matches
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V.I0OS’DA BURP SUITE MOBILE ASSISTANT
KULLANARAK SSL PINNING ATLATMA

Burp Suite Mobile Assistant Nedir?

Burp Suite Mobile Assistant low-level system API seviyesinde uygulamaya hook olarak sertifika pinning
mekanizmasini atlatarak test uygulamasina enjekte olmakta ve boylece Burp Suite ile trafigi izlememize
olanak sunmaktadir. Jailbreak yapilmis cihazda calismaktadir. Jailbreak genellikle Mobile Assistant’i
yuklemek igin kullanilabilen popiler paket yoneticisi Cydia’yi kullanir.

MobileAssistant uygulamasi 28 Nisan 2017 tarihinde duyurulmus. iPhones, iPods ve iPads’da versiyon
8.0’den 10’a kadar desteklemektedir.

Burp Suite bize bir servis saglamaktadir. Bunu aktif edelim.

Burp Suite Professional v2020.4 - Temporary Project - licensed to BT Risk Bilgi Givenligi ve BT Yonetisim Hizmetleri Tic.Ltd.Sti [2 user license]

- 3
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options JSWS Parser AES Crypto 1SON Beautifier Wsdler SQLPY
Intercept HTTP history WebSockets history Options
. ~
(@ Proxy Listeners
€83 Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You wil need to configure your browser to use one of the isteners as its proxy server.
Add Running  Interface Invisble  Redirect Certificate
Edit |192.166.1.106:8080 | | |Per-host
Remove b
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can impert or export this certificate for use in other tools or another instaliation of Burp.
Import / export CA certificate Regenerate CA certificate
(@ Intercept Client Requests.
{5} Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
Intercept requests based on the following rules: Msster inferception i tumed off
Add Enabled  Operator  Match type Relationship Condition
i & File extension Does not match (~gifs| ~jpg$|“pnas|“css$|“iss|~...
or Reguest Contains parameters
Remove or HTTP method Does not match (getlpost)
And URL Is in target scope g
Up
Down
[ Automatically fix missing or superfluous new Ines at end of request
Automatically update Content-Length header when the request is edted
(?) Intercept Server Responses
£33 Use these settings to control which responses are stalled for viewing and editing n the Intercept tab.
[ Intercept responses based on the folowing rules: Aaster interception i tumed off v

Jailbreakli cihazda Cydia Gizerinden MobileAssistant paketini ylikleyelim. Cihaz tzerinde Cydia
uygulamasini acalim.
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192.168.1.107 (BTR-1s-iPod) - VNC Viewer - a X

iPod = 00:50 IS

BTR mobile

Cydia Settings btrleakdata btrmobile

Messenger

® (k) =

Messages Safari Music Mail

Repo URL yiklememiz icin Burp Suite’in hizmet verdigi 8080 portunu ekleyelim.

Cydia - Sources - Edit - Add Ekledikten sonra kaynak dogrulanacaktir.

BTRISK BiLGI GUVENLIGI VE BT YONETISIM HiZMETLERI
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m 192.168.1.107 (ETR-15-iPed) - VNC Viewer — O >

00:51 %

Refreshing Data

Enter Cydia/APT URL

http://192.168.1.106:8080

Cancel Add Source

12 3 456 73890

- N <

e & . [  .com  Next

Sources listesinde ekledigimiz Burp Suite reposunu gorecegiz.

:
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Eﬂ 192.168.1.107 (ETR-1s-iPod]) - VNC Viewer — O ot
iPod & ¢ 00:52 k‘ -
Refresh Sources Edit

All Sources

combined package list for below sources
Individual Sources

BigBoss

http://apt.thebigboss.org/repofiles/cydia/

BurpSuite Pro
http://192.168.1.106:8080/

Cydia/Telesphoreo

http://apt.saurik.com/

@
®
ModMyi (Archive)
?)
?

http://apt.modmyi.com/

Radare
http://cydia.radare.org/

repo.biteyourapple.net
http://repo.biteyourapple.net/

repo666.ultrasnOw.com
http://repo666.ultrasnOw.com/

* B 0% O Q

Cydia Sources Changes nstalled Search

Burp Sute reposuna tiklayarak kuruluma devam edelim.

BurpSuite Pro - MobileAssistant - Install
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m 192.168.1.107 (ETR-1s-iPeod) - VNC Viewer — O *

D§od = 00:56

Complete

Running Debian Packager
1g previously unselected package
mok

(Reading database ... 1746 files and directories
ack .../mobileassistant_1.1-

Unpacking mobileassistant (1.1-1)

Installing mobileassistant (iphoneos-arm)
Preparing mobileassistant (iphoneos-arm)
Unpacking mobileassistant (iphoneos-arm)
Preparing to configure mobileassistant
(iphoneos-arm)

Running Debian Packager

Setting up mobileassistant (1.1-1) ...
Configuring mobileassistant (iphoneos-arm)
Configuring mobileassistant (iphoneos-arm)
Installed mobileassistant (iphoneos-arm)

Restart SpringBoard

Restart yaptiktan sonra uygulama olarak iconunu gorecegiz. Sertifikayi yliklemeyi unutmayalim.
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Uygulamanin burp sertifikasina glivenmesi icin burp’un servis verdigi ip:port adresine browser

Uzerinden eriselim.

192.168.1.107 (ETR-15-iPod) - VMC Viewer

4 Back to Settings 00:32 k
192.168.1.106

Burp Suite Professional

Walcome to Burp Suite Profassional.

< > i

[
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Yikleyelim.
E 192.168.1.107 (ETR-1s-iPod]) - VNC Viewer — O ot
iPod & 00:32 k‘ -
Cancel Install Profile Install

PortSwigger CA

PortSwigger CA
Verified v

Certificate

More Detalls

Yiiklemeniz basariliysa, dogrulama mesajini géreceksiniz.
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E 192.168.1.107 (ETR-1s-iPod]) - VNC Viewer — O ot
iPod & 00:33 k‘ -
Profile Installed Done

PortSwigger CA

PortSwigger CA
Verified v/

Certificate

More Details

Sertifika ylkleme islemini MobileAssistant lizerinden de kurabiliriz. “CA Certificate” Install diyerek
kurabiliriz.
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Uygulamayi bir kes giris yapmaya calistigimizda

E 192.168.1.107 (BTR-1s-iPod) - VNC Viewer — O x

iPod & 00:01 N ' -

Log in with your phone
number or Facebook account

test@test.com

o000 0OOOROSS
Log In

Create New Account

1234567890

-/ () &@"

SSL hatasi aldik.
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@

Time Type 50... Message

00:02:51 5 May 2020 |Error Proxy |The client failed to negotiate a TLS connection to graph.facebook.com:443: Remote host terminated the handshake
23:54:11 4 May 2020 |Info Proxy |Proxy service stopped on 127.0.0.1:8080

23:54:20 4 May 2020 |Info Proxy |Proxy service started on 192.168.1.106:8080

23:54:06 4 May 2020 |Info Proxy |Proxy service started on 127.0.0.1:8080

Simdi MobileAssistant uygulamasini agalim.
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192.168.1.107 (BTR-1s-iPod) - VNC Viewer - m] ¥

2y

BTR mobile

Settings btrleakdata btrmobile

2?

Messenger @ MobieAssistz

()

Messages Safari Music

BTRISK BiLGI GUVENLIGI VE BT YONETISIM HiZMETLERI
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Proxy ayarlarini ve runtime’da hook olmasi icin sertifika kontrollinli disable edecegimiz uygulamayi
secelim. islemlerin dogru oldugunu da “Test Settings” ile kontrol edebiliriz.

192.168.1.107 (BTR-1s-iPod) - VNC Viewer - O X
*od = 00:59

Mobile Assistant @

BURP PROXY SETUP

Host
192.168.1.106

Port

8080

Use Proxy (>

CA Certificate Reinstall

(Test Settinga)

INJECTED APPS

] Delete all

o Messenger O
Application

@ Add injected app
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Uygulamayi actigimizda bir pop-up ile bizi basarili oldugunu belirtiyor.

192.168.1.107 (BTR-1s-iPod) - VNC Viewer — O X

Mobile Assistant

Application successfully injected!

OK

Login bilgilerini girerek login olalim.

i 51
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Eﬂ 192.168.1.107 (ETR-1s-iPed) - WNC Viewer — O et

Kood = 01:02 ' -

Log in with your phone
number or Facebook account

test@test.com

Burpden trafigi gozlemledigimizde kullanici adini gorebildik.
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1! Burp Suite Professional v2020.4 - Temporary Project - licensed to BT Risk Bilgi Gavenligi ve BT Yonetisim Hizmetleri Tic.Ltd.Sti [2 user license]

- X
Bup Project Intruder Repeater Window Help

Dashboard  Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Projectoptions Useroptions ISWS Parser AES Crypto JSON Beautfier Wsdler SQLPY

Intercept HTTP history yvebSockets history Options

[ Fter: showng al nems @
# - Method  URL Params  Edited Status Length MIME type Extension Title Comment L P Cookies Time Listener port

165 oud.com POST sstupjfemiy/getFamiyoetas | | T f f ] [V liraesseriaz | 00:57:35 5 .. o080 | B
186 cebook.com |GET |/pwd_key_fetch?access_token=43.. v | [200 774 150N | | | | v |i18s.60.218.19 | |n:1:n1:155... 8080

187 cebook.com |POST _|/v2.10/auth/login v 1400 1006 |JSON | | | | v [18560.218.19 | 01:01:20 5 ... v

Request Response

Raw Params Headers Hex

POST /v2.10/auth/login HTTP/L.1 ~
st: graph.facebook.com

Content-Type: multipart/form-data; boundary=G85C2237EAZE4C52A3ZFATABAGFIETEA

Accept-Encoding: gzip, deflate

Connection: close

Aceept: */t

=

+ Ligh d [FBAN, t2Fori0§;FBAV/262. 1.0.71. 117; FEBV/ 211898162 FEDV/1Pod7, L; FEMD/1Pod touch;FBSH/iPhene 0S;FBSV/S.3.2;FBSS/2;FBCR/ ;FEID/phons ; FBLC/en_US;FBOR/0]
¢ Content-length: 1742

9 request_token: 2FCS0572-5397-4FDD-8D27-83FSCOFSE20E
L0 Accept-Language: en-gb

13 --£85C223TEAZEACS2A32FATABALFLETIA
L4 Content-Disposition: form-data; name="access_token”

7626316973788 132 1470334 TE83LELILEISITShade Ta
£85C2237EAZEAC52A32FATABAAFLETA
ontent-Disposition: form-data; hame="app_id”

43762

16973768
TEAZ64C52A32FA7ABAAFL1E79A
Content-Disposition: form-data; name="credentials_type”

24 password
--685C2237EAZ6AC52A32FA7ABAAFLA79A
Content-Disposition: form-data; name="device_id"

2AAFBO-BA00-4865-B965-F2EOD7 1B 7008
£85C2237EATEACS2A32FATABAAFLBT9A
Content-Disposition: form-data; name="email"

52 testBtest.com
33 --685C2237EAE4C52A3ZFA7ABAAF1879A
34 Content-Disposition: form-data; name="error_detail_type"

3¢ button_with_disabled
7 --£85C3237EAZ6AC52A3TFATABAAF1BT9A
¢ Content-Disposition: Form-data; name="family_device_id”

39
@ity | € || | [tesr

0 matches

Mobile Assistant SSL pinning atlatti ve uygulama verileri sunucu ve istemci arasinda iletmek icin Burp
Suite'in imzaladigi sertifikaya givendi.

Mobile Assistant'i edinmek isterseniz, web tarayicisini BurpSuite'in tarayici igi ara ylziine, yani
http://192.168.1.6:8080/mobileassistant.deb'ye yonlendirerek yapabilirler.
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VI. I0S’DA OBJECTION KULLANARAK SSL
PINNING ATLATMA

Objection nedir?

Objection frida tarafindan desteklenen mobil uygulamalara runtime aninda islemler yapmaniza yarayan
runtime mobil kesif aracidir. iOS ve Android desteklemektedir. Runtime root kontroliinde atlatabildiginiz
gibi SSL pinning de atlatabilirsiniz, dosyalari gériintiileme, TouchlID atlatma ve daha bircok sey yapilabilir.
Runtime’da degisiklikler yapmaya izin verdiginden beklenen degerleri degistirerek istenilen seyler
yapilabilir.

Biz burada SSL pinning atlatmak igin kullanacagiz. Kurulum igin python3 kurulu olmahdir.
pip install objection

Cydia baslatin Frida repository’ni ekleyelim Manage -> Sources -> Edit -> Add
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E 152.168.1.103 (BTR-1=-iPod]} - VMC Viewer — O pod
iPod & 17:50 N Y
Refresh Sources Edit

All Sources

combined package list for below sources
Individual Sources

BigBoss

http://apt.thebigboss.org/repofiles/cydia/

build.frida.re
http://build.frida.re/

BurpSuite Pro
http://192.168.1.106:8080/

Cydia/Telesphoreo

http://apt.saurik.com/

ModMyi (Archive)

http://apt.modmyi.com/

Radare
http://cydia.radare.org/

repo.biteyourapple.net
http://repo.biteyourapple.net/

SO0HEHOCO 0 E

— 5 ./__.—._ ' e .._.—._\-
| |_ |: ] \ J
M ___,-" Ll -

Sources Changes | 1

Arayarak ya da package icinden secelim ve kuralhm.
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E 192.168.1.103 (ETR-1s-iPod) - VMNC Viewer — O x

iPod = 17:51 N RY

{ Sections All Packages

F
Frida for 32-bit devices

from build.frida.re (Development)
Inject JavaScript to explore iOS apps ov...

Frida for A12+ devices

from build.frida.re (Development)
Inject JavaScript to explore iOS apps ov...

Frida for pre-A12 devic...

from build.frida.re (Development)
Inject JavaScript to explore i0S apps ov...

. o 2,

Sources

Calistigindan emin olalim ve hook edecegimiz uygulamayi bulalim.

j |
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frida-ps -Uai

B Select C:\Windows'

objection --gadget "com.facebook.Messenger" explore

uygulamaya hook olabilir. Fakat isimle gidince hata aldim. Hatanin nedenini bulamadim.

B Select C:\Windows\System32\cmd.exe - objection -g 952 explore — o X
C:AL obil

Bunun yerine PID degeri ile baglanmayi desteklemektedir. Bununla deneyelim
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ssl pinning devre disi birakalim.

ios sslpinning disable

B Select C:\Windows\System32\cmd.exe - objection -g 952 explore

Login olmaya calistigimizda

.
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Eg 192.168.1.103 (ETR-1s-iPeod) - VNC Viewer — O x

iPod & 19:13 . mm4

Log in with your phone
number or Facebook account

test@test.com

R

Log In

Create New Account

Forgotten Your Password?

Objection islemin basarili oldugunu gosteriyor.
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BN C:\Windows\System32\cmd.exe - objection -g 852 explore - 0O x

Burp suite ile dinledigimizde trafigin Gzerinden gectigini gorebiliriz.

B! Burp Suite Professional v2020.4 - Temporary Project - licensed to BTRisk Bilgi Giivenligi ve BT Yanetisim Hizmetleri Tic.Ltd,5ti [2 user license] - [u] X
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options JSWS Parser AES Crypto JSON Beautifier Wsdler SQLPY
Intercept HTTP history WebSockets history Options
Filter: Showing all items @
# Host Method URL Params Edited  Status Length MIME type Extension Title Comment TS P
2347 |https://scontent.fist7-2.fna.f...|GET /v/t1.0-1/cp0/p60x60/34458520_... v 200 2862 JPEG pg v [195.175.95.84 A
2348 |https://scontent.fist7-2.fa.f... Jv/t1.0-1/ep0/p60x60/90556225 v 200 2580 JPEG ipg + [195.175.95.84
2349 |https://scontent.fist7-2.fna.f... /v/t1.0-1/cp0/p60x60/10419500, v 200 2235 JPEG pg v |195.175.95.84
2350 |https://graph.facebook.com  |GET /pwd_key_fetch?access_token=43... o 200 742 JSON + |185.60.218.19
2351 |https://graph.facebook.com  |POST /v2.10/auth/login W 500 614 JSON v |185.60.218.19
2352  |https://graph.facebook.com  |GET /pwd_key_fetch?access_token=43... v 200 742 JSON v [185.60.218.19
2353 |https://graph.facebook.com  |POST /v2.10/auth/login W 500 614 JSON v |185.60.218.19
2354 |https://setup.icdoud.com POST /setup/family/ getFamiyDetails 1401 685 v [17.248.147.14
2355 |https://graph.facebook.com  |GET /pwd_key_fetch?access_token=43... o 200 742 JSON < |185.60.218.19
2356 |https://graph.facebook.com  |POST /v2.10/auth/login J 500 614 JSON +  [185.60.218.19 v
< >
Reguest Response
Raw Params Headers Hex
12 A
3 --BZETB7580C0D429190287705068 TBESD

Content-Disposition: form-data; name="access_toksn"

31E8737881321a7033a278083bEL31E35375baddcTa
1 2ETB7580C0D425190287 705068 TBE9D
12 Content-Disposition: form-data:; name="app_id"
31873788

21 E7B7580C0D428 190287705066 7B&9D
22 Content-Disposition: form-data; name="credentials type"

--BZETB7580C0D429190287705068 TBESD

Content-Disposition: form-data; name="device_id"

3 ASZAAFE0-BADD-4865-B965-FZEODTIET00B
29 --BZETB7580C0DA4281590287705066 7B&SD

0 Content-Disposition: form-data; name="email"”
2 kestlest. con

3 --BZETB7580C0D429190287705068 TBESD

4 Content-Disposition: form-data; name="error_detail type"

¢ button with disabled

7 --BZETB7580C0D425190287705068 TBE9D

¢ Content-Disposition: form-data; name="family device id"

A5ZAAFEO-GADD-48E5-B8E5-FZEODT1IET00E

{w& < || = 0 matches
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Referans;

https://ninadmathpati.com/all-about-ssl-pinning-bypass/

https://omespino.com/tutorial-universal-android-ssl-pinning-in-10-minutes-with-frida/

https://blog.netspi.com/four-ways-bypass-android-ssl-verification-certificate-pinning/
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VII.BTRISK Hakkinda

2009 yilhinda kurulmus ve sadece bilgi giivenligi hizmetlerine odaklanmis olan BTRisk Bilgi Glvenligi ve BT
Yonetisim Hizmetleri bilgi glivenligi problemine yonetim kurulu seviyesinden sistem odasi uygulamasina
kadar uzanan alanda ¢6ziim Gretmektedir.

BTRisk bilgi glivenligi problemini goriinir hale getirerek algilanmasini, anlasilmasini ve dolayisiyla ele
alinmasini miimkin hale getirmektedir.

BTRisk bilgi glivenligi problemine karsi gelistirdigi yaklagsimlari gergek hayat kosullarinda test etmis ve
uygulanabilir hale getirmistir.

Bilgi glivenligi ve BT yonetisim hizmet alanlarimiz asagidaki gibidir:
e Pentest Hizmetleri
e Bilgi Guvenligi ve BT Yonetisim Hizmetleri
e Bilgi Glivenligi Operasyon Hizmetleri
e Bilgi Glvenligi Egitimleri
Ozgiin Uriinlerimiz asagidaki gibidir:
e BTRWATCH Bilgi Giivenligi Risk Analizi ve Denetim Uygulamasi
e BTRMON 5651 Uyumlu Wi-Fi ve Kablolu Ag Hotspot Cozim{i

e BTROTP Tek Kullanimlik Parola Cozimu
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