Reverse Engineering Android Application

Name: Isha Gupta

TASK: To reverse engineer the given vulnerable APK and find out the solution for each lesson.
PREREQUISITES:

e iglearner.apk

e Genymotion

® Tools required are:

= adb - for connecting device to genymotion

apktool — for decompiling application

jadx- for decompiling application and get java codes
=  burp suite — to intercept requests

= drozer —to interact with other applications through IPC

Challenges:

» Android logging secrets

Instructions: This lesson just dumped a whole bunch of output to the Android log. The secret
code is lurking somewhere in there. Find it all and when ready, enter the code in the
provided box and press the Submit button to see if you are correct.

1)Decompile the apk using jadx and apktool.

2) We see that the function is creating garbage logs.



Assingment - File Mana... learner - File Manager ] Terminal -
Terminal -

File Edit Terminal Tabs Help

private String generateChallenge() {
SecureRandom random = SecureRandom( ) ;
char[] alphabet = .toCharArray();
StringBuffer out = ne
for (int i s i )
out.append(alphabet[random.nextInt(alphabet.length)]);

}
return out.toString();
}

private void fillLogWithGarbage() {
int nonSecureRandomInt = new Random().nextInt( );
for (int s i ;i) {
if (i nonSecureRandomInt) {
Log.d( , new StringBuilder(String.valueOf(getResources().getString(R.string.challengeString))).append(this.challenge).toString())

, new StringBuilder(String.valueOf(getResources().getString(R.string.garbagelogString))).append(generateChallenge()).toString());

|

public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.activity_lessonl, menu);

3)adb shell

4)adb logcat filter-1 filter-2 ... filter-n

File Actions Edit

03-27 07:40:30.958
03-27 07:40:30.960
03-27 07: .054
03-27 07: .145
03-27 07: .146
03-27 07:40:31.147
03-27 07: <147
03-27 07:40:31.149
03-27 07:49:31.150
03-27 07: .152
03-27 07: .153
03-27 07: .154
03-27 07:40:31.154
03-27 @7: .154
03-27 07: .155
03-27 07: .155
03-27 @7: .155
03-27 07: .155
03-27 07: .155
03-27 07:40:31.155
03-27 07: .155
03-27 07: .156
03-27 07: .156
03-27 07: .156
03-27 07: .157
03-27 @7: .157
03-27 07:40:31.157
03-27 07: .158
03-27 07: .158
03-27 07:409:31.158
03-27 07:40:31.159
03-27 07: .159
03-27 07: .159
83-27 07:40:31.159
03-27 140:31.159

LEARNER : Clicked Position: @, Lesson selected: Lesson 1
ActivityManager: START u® {cmp=com.intrepidusgroup.learner/.LessonlActivity} from uid 10070
ActivityThread: handleWindowVisibility: no activity for token android.os.BinderProxyd@edbbldc
LEARNER : This is garbage. The challenge value is:xd@z6yqp37
LEARNER : This is garbage. The challenge value is:2f@uéqzéus
LEARNER : This is garbage. The challenge value is:h62xal6z51
LEARNER : This is garbage. The challenge value is:leémé4qs9xh
LEARNER : This is garbage. The challenge value is:we6dsdg9ib
LEARNER : This is garbage. The challenge value is:wuab262wxl
LEARNER : This is garbage. The challenge value bbhvgnoart
LEARNER : This is garbage. The challenge value is:mkbv5uukva
LEARNER : This is garbage. The challenge value is:ddfc93mxm8
LEARNER : This is garbage. The challenge value is:2eb@oivdua
LEARNER : This is garbage. The challenge value is:pp67yski9r
LEARNER : This is garbage. The challenge value is:68ba5gljgd
LEARNER : This is garbage. The challenge value is:apgrpftxxv
LEARNER : This is garbage. The challenge value is:m3jha3yqn9
LEARNER : This is garbage. The challenge value is:xkvpgfbjéwv
LEARNER : This is garbage. The challenge value is:j@bo9x7urr
LEARNER : This is garbage. The challenge value is:exz2rgr551
LEARNER : This is garbage. The challenge value is:ibxnf2bo5c
LEARNER : This is garbage. The challenge value is:39fljm@jok
LEARNER : This is garbage. The challenge value is:6uw@hwfylg
LEARNER : This is garbage. The challenge value i 2qym354t
LEARNER : This is garbage. The challenge value i rdtb7s7n
LEARNER : This is garbage. The challenge value is:w@o7tcdza7
LEARNER : This is garbage. The challenge value is:btévmy3t8c
LEARNER : This is garbage. The challenge value is:yly6tsp7ot
LEARNER :
LEARNER : This is garbage. The challenge value is:4zov8wwltk
LEARNER : This is garbage. The challenge value is:uajhévkctl
LEARNER : This is garbage. The challenge value is:jtg97j5vhf
LEARNER : This is garbage. The challenge value i blronz8@
LEARNER : This is garbage. The challenge value is:lcdjwv6yré
LEARNER : This is garbage. The challenge value is:2efk7mkker
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See instructions
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Congrats! The challenge is completed.
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» Screwy File Permissions

Instructions: in this lesson, we have created a world-writable file somewhere in
our app’s directory. You need to reverse-engineer the app, find the file that we
have created, and enter the name of the file.

1) Open Lesson2Activity.java file. We see that it consist of current date and phone number
with a .txt extension.

2)adb shell

3)Is I

4)cd data

5)cd data

6)cd com.intrepidusgroup.learner/

7)cd files

2020032715555218135.txt
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File Actions Edit View Help

com.android.calculatorz/ com.android. See instructions “* ittings.intelligence/
com.android.calendar/ com.android. ittings/
com.android.calllogbackup/ com.android. Q@ iaredstoragebackup/
com.android.camera2/ com.android. ell/
com.android.captiveportallogin/ com.android. = mappdialog/
com.android.carrierconfig/ com.android. i1spush/
com.android.carrierdefaultapp/ com.android. atementservice/
com.android.cellbroadcastreceiver/ com.android. i+ ‘oragemanager/
com.android.certinstaller/ com.android. 'stemui. theme.dark/
com.android.companiondevicemanager/ com.android. stemui/
com.android.contacts/ com.android. raceur/
com.android.cts.ctsshim/ com.android. indialogs/
com.android.cts.priv.ctsshin/ com.android. (Ulpaper.livepicker/
com.android.customlocale2/ com.android. Llpaperbackup/
com.android.defcontainer/ com.android. Llpapercropper/
com.android.deskclock/ com.android. M 11paperpicker/
com.android.development/ com.android. ‘bview/
com.android.development_settings/ com.android. idroid.livecubes/
com.android.dialer/ com.android. 003271 5555213135-1*& 1. genyd/
com.android.documentsui/ com.android. 1. superuser/
com.android.dreams.basic/ com.android. 1. systempatcher/
com.android.dreams.phototable/ com.android. Iroid.launcher.layouts.genymotion/
com.android.egg/ com.android. igroup.learner/
com.android.email/ com.android.

com.android.emergency/ com.android

vbox86p:/data/data # grep "learner”

“Z[1] + Stopped \grep "learner” Check your answer!

vbox86p:/data/data # cd com.intrepidusgroup.learner/

vbox86p: /data/data/com.intrepidusgroup.learner # ls

cache code_cache databases files

vbox86p: /data/data/com.intrepidusgroup.learner # cd files Congrats! The challenge is completed.

vbox86p:/data/data/com.intrepidusgroup.learner/files # 1ls

[2020032715555215135 . Lxi]

vbox86p:/data/data/com.intrepidusgroup.learner/files # “C

130 | vbox86p: /data/data/com. intrepidusgroup.learner/files # [ < ® - .
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> URI handlers Craziness

Instructions: in the WebView that you see on the screen, we registered a handler for the URIs
that start with iglearner:// . A sample URI is shown in the box. Go ahead and push the submit
button to generate a URI in the WebView, and then click on the link to see what happens.
The challenge will be completed if you manage to manipulate the URI in a way that would
change the field below to UNLOCKED.

1)Open Lesson3Activity.java from path
/usr/share/jadx/bin/Assingment/sources/com/intrepidusgroup/learner

2)nano Lesson3HandlerActivity.java

3) In URL replace testme by crazyurihandler
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File Actions Edit View Help

/* access modifiers changed from: protected */
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_lesson3_handler);
getActionBar().setDisplayHomeAsUpEnabled(true);
Intent uriReqIntent = getIntent();
String uri = uriReqIntent.getScheme();
String pat! uriReqIntent.getData().getPath();
Log.d("LEARNER", "Received request for URI " + uri " at path: " + patt
TextView lockedStatus = (TextView) findViewById(R.id.textViewLocked);
if (path.contains("[EEESUEIEEN)) {
lockedStatus.setText(R.string.unlockedString);
lockedStatus.setTextColor(-16711936);
return;

}
lockedStatus.setTextColor(-65536);

public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.activity_lesson3_handler, menu);
return true;

}

public boolean onOptionsItemSelected(MenuItem item) {
switch (item.getItemId()) {
case 16908332:
NavUtils.navigateUpFromSameTask(this);
return true;
default:
return super.onOptionsItemSelected(item);
}
}

}
root@kali:/usr/share/jadx/bin/Assingment/sources/com/intrepidusgroup/learner# [|

H L Type here to search
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SSL man in the middle

Instructions: in this lesson, you need to intercept the token that we are sending to our web
server. Enter the secret token and hit submit to see if you intercepted the correct token.

1)Configure burp suite listeners configured to all interfaces by going to proxy - options
2) Install the CA certificate in device to intercept the request in burp.

3) In your mobile set the proxy to manual and enter the IP host and the port that you want
burp to listen.

4)Turn on the intercept in burp and generate the request for the token from the virtual device
and you’ll get token header.

Burp Intruder Repeater Window Help

Genymotion for personal use - Custom Phone (768x...

[ Target Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | ANMREIFA

HTTP history T WebSockets history T Options ] li'\ LessondActivity .-

LJ‘J {2 Request to https://intrepidusgroup.com:443 [69.163.179.108] _ Select none

Forward Drop Intercept is on Action See instructions Invert selection

Select

T\

GET / HTTP/1.1
SecretTokenHeader: Sflymawinn

User-Agent: Dalvik/2.1.0 (Linux; U; Android 9; Custom Phone Build/PD1A.180720.031)
Host: intrepidusgroup.com

Connection: close

9flymaw2nn

Res code

Congrats! The challenge is completed.
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> Encryption vs Encraption

Instructions: this lesson logged out an authentication token that was created based on
something stored locally, specifically, your phone number and a static key. The goal is to
figure out what encryption algorithm was used and locate the key, and then enter an
authentication token for another number in the provided box. Hint: if decompiling and
reversing doesn’t help you figure out how to create the token, there are a few shortcuts.

1) open Lesson6Activity.java. The code tells that AES encryption is being used for encryption
purpose.
2) copy the number that has been generated in the app along with the hard coded key.

3) use any online AES encryption tool and encrypt that number and generate the base64
encoded encrypted text.

E O {_ BleamerWalkthrough X 4 =
Burp Intruder Ref e e .
@ o e :
F 11:50 > -
il g E v 12:03PM O O A % & & ﬁ Lesson6Activity
[#) & Requestd kali@kali:Jusr/sharefjadx/bin/Assingment/sources/com/intrepidusgroup/learner
Forward File Actions Edi View Help See instructions
for (int i = @; i < 10; i+) {
number = new StringBuilder(String.valueOf(number)).append(Integ
return number;
private String encryptNumberWithAES(String number) throws NoSuchAlgorit
dingException
byte[] numberToEncryptBytes = number. getBytes();
byte[] key = "intrepidlearnerl® s();
Cipher ¢ = Cipher.getInstance(”
c.init(1, new SecretKeySpec(key, "AES")); o
return Base64.encodeToString(c.doFinal(numberToEncryptBytes), @); Cha"enge phone number:
: 9898194202
public void lesson6OnSubmitClick(vView v) {
if (checkSecretToken(((TextView) findViewById(R.id.Lesson6EditTextl
displayToastMessage(true);
} else {
displayToastMessage(false);
&S| EiEG S #rchicr .
Send string
2| (<[] [ =] [meeasearcnem
; . HEY
H £ Type here to search J ‘B ENG ) 3200 B
£ Dropbox—bug-b: X | $# Dropbox—19File X | %% Dropbox—20XM X | % Dropbox—15Crc X | ¥ Dropbox—18Cor X | «b Different OnlineC X wh Online Tool for + =
20 Genymotion for personal use - Custom Phone (768x...
C @ devglan.com/online-tools/aes-encryption-decryption o 6 :
12:03
<devglan /> Programming Testing Al Devops DataScience Design Blog Crypto Tol P LessonbActivity

Input Text Format: ®Base64) See instructions
Choose file |No file chosen
Select Mode

Select Mode ECB

ECB - o
Key Size in Bits

Key Size in Bits 8

128 M
Enter Secret Ke!
i Challenge phone number:

Enter secret key 98981 94202
intrepidisarnsrl

Qutput Text Format: ®Base64 CHex m

AES Decrypted Output (Bast JvKrs7+hTAanQaP2diqZQ::‘

Baseb4 encoded result gg

Enter Secret Key

EETEIC R

AES Encrypted Output:
Send string

Congrats! The challenge is completed.
Decode to Plain Text
_ < .
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» Providers shared with the world

Instructions: in this lesson, our application has spinned up a data provider but in an insecure
fashion. Your goal is to find the password stored within the database. You’ll know when
you’'ve found it.

1)Look at Lesson7Activity.java file and Lesson7ContentProvider.java file and there we get the
content provider’s URI.

2)Enter adb forward tcp:31415 tcp:31415 to connect to the drozer agent then
drozer console connect which opens console from where we can see all the applications

3)Now enter the following fetch the information of the URI that we have taken from
Lesson7ContentProvider.java.

run app.provider.query content://com.intrepidusgroup.learner.contentprovider/iglearnerdb
This gives the required information

1} 20 Genymotion for personal use - Custom Phone (768, — u} X
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File Actions Edit View Help

app.package. info app.package.native app.provider.download app.provider.q

dz> run app.package.info -a com.intrepidusgroup.learner

Package: com.intrepidusgroup.learner
Application Label: Learner
Process Name: com.intrepidusgroup.learner
Version: 1.0
Data Directory: /data/user/@/com.intrepidusgroup.learner
APK Path: /dat Jint. di 1 -5155]jdLaFELbOwcb6QWZg=/b .apk H 5 :
A 2%”/ ata/app/com.intrepidusgroup.learner-si5sJjdLa cb6QWZg=/base.apl In :thlS lesson, ourappll_catlon h_as
GID: [3003] a spinned up a data provider but in
Shared Libraries: [/system/framework/org.apache.http.legacy.boot.jar] . . N ) .
Shared User ID: null an insecure fashion. Your goal is to
Uses Permissions: g ithi
- android.permission.READ_PHONE_STATE find the paSDWIDrd stored thm‘the
- android.permission. INTERNET database. You'll know when you've
Defines Permissions:
o found it.

dz> run scanner.provider.injection -a com.intrepidusgroup.learner P .
Scanning com.intrepidusgroup.learner... Hint: we real\y like mercury.
Not Vulnerable:

content://com.intrepidusgroup.learner.contentprovider/

content://com.intrepidusgroup.learner.contentprovider

Injection in Projection:
No vulnerabilities found.

Injection in Selection:
content://com.intrepidusgroup.learner.contentprovider/iglearnerdb/
content://com. intrepidusgroup.learner.contentprovider/iglearnerdb
dz> run app.provider.query content://com.intrepidusgroup.learner.contentprovider/iglearnerdb
_id | user password description
johndoe | you found the password:iwSpm94cwc | John Doe's description

See instructions
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> Malcious-Intents

Instructions: in this lesson, we’ll go over the importance of securing exported application
activities. The lesson activity is going to advertise an intent filter that can be invoked by
another application. Interception of this intent tat is sent correctly will result in the app
displaying a hidden menu inside the application. Change the code of the aux8.apk application
to cause this app to display a hidden screen.

1)look at the code of Lesson8AuxActivity.java file which tells getAction() needs to be equal to
something that is being referenced by “2131099692". getAction().

2)to run the activity we need the package name, activity name and the action to be performed
which we get from the AndroidManifest.xml

3)Now we write our query to run the aux8.apk on our virtual device, use drozer console here to
run our query to perform the action.



4)The query is:

run app.activity.start —.component com.intrepidusgroup.learner
com.intrepidusgroup.learner.Lesson8AuxActivity —action
com.intrepidusgroup.learner.custom.intent.action.SEND —extra string 20200331 dummyData

Firefox

Mozilla Firefox

DEVICES

B ri ) androl @WSTTING/TLe aCLVILy
PLACES android:name="com.intrepidusgroup.learner.Lesson7">
<meta-data android:name="android.support. PARENT ACTIVITY" android:value="com.intrepidusgroup.learner.LessonSelectorActivity"/>
I kali </activity>
p — <activity android:icon="@drawablefic lesson7" android:label="@stringjtitle activity lesson7"
_ android:name="com.intrepidusgroup.learner.Lesson7Activity">
@ Trash <meta-data android:name="android.support. PARENT ACTIVITY" android:value="com.intrepidusgroup.learner.LessonSelectorActivity"/>
NETWOR! </activity>
<provider android:authorities="com.intrepidusgroup.learner.contentprovider" android:label="Lesson7ContentProviderLabel"
a android:name="com.intrepidusgroup.learner.Lesson7ContentProvider"/>
— <activity android:icon="@drawablefic_lesson8" android:label="@stringjtitle_activity lesson8"
android:name="com.intrepidusgroup.learner.Lesson8Activity">
<meta-data android:name="android.support. PARENT_ACTIVITY" android:value="com.intrepidusgroup.learner.LessonSelectorActivity"/>
</activity>
i <activity android:label="@string/title_activity lesson8 aux" android:name="com.intrepidusgroup.learner.Lesson8AuxActivity">
<meta-data android:name="android.support. PARENT ACTIVITY" android:value="com.intrepidusg
<action android:name="com.intrepidusgroup.learner.custom.intent.action.SEND"/>]
<category android:name="android.intent.category. DEFAULT"/>
<data android:mimeType="text/plain"/>
</intent-filter>
</activity>
Assingment <activity android:label="@string/title_activity lesson intro" android:name="com.intrepidusgroup.learner.Lesson9Activity"/>
</application>
</manifest>
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‘*‘ Lesson8AuxActivity

DEBUG

4 [ ] ]

dz> run app.activity.start —component com.intrepidusgroup.learner com.intrepidusgroup.learner.Lesson8AuxActivity —action com.intrepidusgroup.learner.custom.intent.a
ction.SEND —extra string 0331 dummyData
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