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Recently a Security researcher @jonhat discovered a zero-day vulnerability in the plug-and-play Razer
Synapse installation that allows users to gain SYSTEM privileges on a Windows device quickly. by
plugging the Razer mouse into the system, windows 10 will download the suitable software and start
the process of driver installation. Since the process wrapper of this software is running with SYSTEM
privileges, the attacker could abuse the installation path to lunch a prompt command with the same

permission.

There is more?

After that disclosure, | have tried to conduct a test against another gamming keyboard “SteelSeries”
which I have recently bought and started to play a litter bit with it. and was able to find another
privilege escalation vulnerability, tried to contact https://support.steelseries.com/ but wasn't able to

find any channel to report about their product's security issue.

Process investigation walkthrough

After plugging the keyboard, windows 10 start the process of installation and then immediately
popped up the software installer as the following figure below [x] In order to get insightful process
information, the best way is by using Sysinternals toolkits such as Procmon or you can use process

hacker portable version.

What have to understand from the installation process is that the software will first download another
setup file “SteelSeriesGG6.2.0Setup.exe” and place the whole content into C:\windows\temp folder

which means that the user cannot select a folder to save.

By using Procmon, | have applied some query filters to inspect if the application is loading any
possible missing DLL/EXE from user folders that normal users have access to, but with no successful

result.

#PROCMON FILTER
application name contains SteelSeries

path endswith .dll or .exe
result contains NOT
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https://support.steelseries.com/

After finishing the downloading process, another setup process starts from the following path

C:\windows\Temp\ with the same SYSTEM level.

Hacker View Tools Users Help
<:>7 Refresh ¥ Options ‘ iﬁ Find handles or DLLs 2% System information ‘ g j % SteelSeriesGG6.2.05etup.exe X

Processes Services Network Disk

Name PID CPU /O total r.. Private by.. User name Description
20) SteelSeriesGG6.2.0Setup.exe 3944 3670 252MBfs 66.79MB NT AUTHORITY\SYSTEM

AN

Please wait while Setup is loading...

unpacking data: 91%

Attack chain

Since | have now another process running under SYSTEM privileges that gives another possibility to
abuse it or find another way to escalate, | tried to find if there is any trick to choose the path to install,
so from there, | can spawn a CMD. But | wasn't able to conduct such an attack similar to Razer's zero-
day case, because the installation wizard chooses the default folder location and starts installation
without user interaction. Also Tried to debug and monitor the setup process with Procmon but didn’t

find any possible way to exploit it.

Links are juicy

In any setup process, there is a user agreement that needs users’ approval to proceed, by looking into
the dialog | have spotted a learn more link is clickable and could allow me to abuse it to lunch another

process with the same SYSTEM level.
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Hacker View Tools Users Help
% Refresh £ Options | {3 Find handles or DLLs [#% System information | [ | x SteelSeriesGG6.2.05e

Processes Semvices Metwork Disk

Name PID CPU _I/O total r.. Private by.. User name Description
£0) SteelSeriesGGo £0) SteelSeries GG 6.2.0 Setup — X

License Agreement 0
Please review the license terms before installing SteelSeries GG
6.2.0.

Press Page Down to see the rest of the agreement.

END USER LICENSE AGREEMENT ~

STEELSERIES APS ("STEELSERIES”) IS WILLING TO LICENSE THE ACCOMPANYING

SOFTWARE AND DOCUMENTATION (COLLECTIVELY, THE "SOFTWARE") TO YOU ONLY
ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS IN THIS
AGREEMENT,

PLEASE READ TH MS AND CONDITIONS BELOW CAREFULLY. BY OPENING THE
PACKAGE OR D@FWNLOADING, INSTALLING, OR RUNNING THE SOFTWARE, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT AND AGREE TO BE BOUND BY “

the terms of the agreement and the privacy policy, dick I Agree to continue.
cept the agreement to install SteelSeries GG 6.2.0.

Learn More

o cac

CPU Usage: 10.39% Physical memory: 615.29 MB (79.41%) Processes: 71

After clicking on the selected label, another dialog appeared with possible to choose a launcher

application.

Hacker View Tools Users Help
<;°s Refresh ¢ Options | iﬁ Find handles or DLLs |7 System information | - : x I@

Processes Services Metwork Disk

Name PID CPU I/O total r... Private by.. User name Description
%0) SteelSeriesGG6, £6) x|

Liceng—= = 0
Pleas H d ‘o
6.2.0 ow do you want to open this?

Press ﬁl Default Host Application
MNew
END ~
Internet Explorer
STEH New \%
9 TO

SOF
ONT| &/ Always use this app DITIONS IN THIS
AGRY

PLEA = OPENING THE

PACH o ARE, YOU

ACKI] TOBEBOUNDBY Vv

If you accept the terms of the agreement and the privacy policy, dick I Agree to continue.
You must accept the agreement to install SteelSeries GG 6.2.0.

Learn More

As the setup forbade to choose any process to open the link, while it is only by the default browser to

proceed. After opening with internet explorer, the process is still running as SYSTEM.
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¥-| sychost.exe 888 0.02 184 Bfs 36.21 MB NT AUTHORITYASYSTEM Host Process for Windows Serv...
[®| svchost.exe 912 11.21 MB NT AU.\LOCAL SERVICE Host Process for Windows Serv...
~ [# svchost.exe 864 5.77 MB NT AUTHORITYWSYSTEM Host Process for Windows Serv...
¥ spoalsv.exe 1352 528 MB NT AUTHORITYASYSTEM Spooler SubSystem App
F v (= iexplore.exe 4484 11.09 MB NT AUTHORITY\ASYSTEM Internet Explorer
' iexplore.exe 6016 0.12 105.73 MB  NT AUTHORITY\SYSTEM Internet Explorer
_ iexplore.exe 5048 15.77 MB  NT AUTHORITYASYSTEM Internet Explorer

vasg

And that’s actually what all | need; | can use IE to save the web page into computer disk and inside

the dialog, | can hold SHIFT hotkey and then spawn CMD and finally getting SYSTEM level.

BN Administrator: C\Windows\system32\cmd.exe — O * SteelsenesGGt

BIEThe system cannot find the path specified.

Description

FAIC : \Windows\system32>whoami
nt authorityi\system

o O
C:\Windows\system32>_

]

NLY
[HIS

DBy ¥

ptinue.

Cancel

Conclusion

as Summery since the vendors don't force proper access control against the downloadable firmware,

we may still be working to conduct a test against multiple hardware products.
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