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Windows Core Concepts

Administrative Rights
Accounts trong Windows thwd'ng dwoc chia thanh hai loai chinh:
- Administrator
- User
Administrator:
- Toan quyén truy cap vao cac tai nguyén ctia may tinh
User:



- DPuoc phép truy cap dén mot sbé tai nguyén nhat dinh, gi¢i han truy cap dén
cac khu vire nhay cam
Windows Services
La mét trong nhirng thanh phan chinh ctia Windows, cho phép tao va quan ly cac
process chay trong thoi gian dai.
La céac process chay nén, thwdng khéi ddong khi may tinh khéi dong.
Cac services lam nhiéu nhiém vu khac nhau, chéng han: quan ly network connection,
speaker sound, backup data,...
Puwoc quan ly béi Windows Services Control Manager.
Mot s6 Windows Services:
- Active Directory Service
- DNS Client Service
- Remote Desktop Service

DLLs

Dynamic Link Library

La cac chuwong trinh nhd, cé thé dwoc cac chwong trinh I&n hon goi [&én va st dung
khi can

DLL khéng thé chay trwc tiép ma phai dwoc goi béi cac chuong trinh khac

Vi du:

- Msvert dll
- Kernel32 dll
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Programs, Processes, Threads

Program (chwong trinh): la day cac tap Iénh & trang thai tinh

Process (tién trinh): Khi chwong trénh dwoc nap vao RAM vy CPU bat dau thi hanh
chwong trinh & diém nhap thi chwong trinh tré thanh process, CPU thyc thi hét Iénh
nay dén I&nh khiic tir trén xudng hay theo sw diéu khién ctia Iénh dang thuc thi.



Process bao gém:
- Process ID (PID)
- It nhat mot thread
- Virtual Address Space
- Executable Code
- Open handles
Thread:
La mot thanh phan cuia process, cé thé thuc hién mot hodc mét vai chire ndng mot
cach déc lap
o User Mode, Kernel Mode
Processor & Windows chay & 2 ché do: User Mode (ring 3) va Kernel Mode (ring 0)
- Phan |&n cac ng dung chay & User Mode: chi dwoc truy cap vao mot sé tai
nguyén nhét dinh cta hé thdng
- Céc thanh phan cbt 16i clia hé diéu hanh chay & Kernel Mode: toan quyén
truy cap vao cac tai nguyén cta hé théng

Least privileged

Ring 1

Ring 0

Kernel

Most privileged

Device drivers

Device drivers

Applications

e User mode
Céc tién trinh ctia ché do User mode phai dwoc ché dd kernel mode cap quyén
triée khi thwce thi.
C6 kha nang truyén cac yéu cau I/0O dén ché do kernel mode phu hop.
Puoc diéu khién béi hé théng quan ly vao/ra (I/O Manager)
Giao dién diéu hanh, v&i tat ca hé thdng con ctia ché dd User mode, x{r Iy cac cong
viéc lién quan t&i vao ra, quan ly dbi twong, bao mat va quan ly tién trinh.
e Kernel mode
Toan quyén truy cap t&i phan cing va tai nguyén hé théng.
Chay cac dong ma trong vung nh& dwoc bao vé.
Xac dinh ludng wu tién, quan ly bd nhé va lam viéc véi phan cing.



Ché d6 kernel mode ngan cac dich vy va &ng dung cla ché dd User mode vao viéc
truy cap téi vang tai nguyén nguy hiém.

e Objects & Handles

Object: |a mot cAu tric di¥ liéu biéu dién tai nguyén cltia hé thdng, chang han file,

thread,...

ng dung (application) khéng thé truy cap truc tiép dén cac tai nguyén trén ma phai

théng qua mot object handle
e Registry

Thanh phan rat quan trong trong hé diéu hanh Windows
La co s& di¥ lieu dung dé lwu trir thong tin v& nhirng sw thay déi, nhirng lwa chon,
nhirng cAu hinh tir nguwdi st dung Windows. Registry bao gdm tat ca cac théng tin
vé phan cirng, phan mém, ngudi st dung
Lwu trir cac thong tin cAu hinh ctia Windows

B Registry Editor
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e Call Stacks

Chuwong trinh thuwérng gdm céac function dwoc sap xép roi rac

Dé thyc hién chirc ndng ctia minh, mét function cé thé phai goi dén cac function

khac.

Sau khi function két thtic, né tra diéu khién vé cho function goi né
Call stacks la mot cu trac dir liéu lwu triv thong tin vé day cac 1&i goi nay




MyApp.exe

HelperFunctions.dll

Crypt32.dll
1 Msvert.dll

EncryptThisText() \I‘

CryptEncriypMessage() +
I \ mallioct)

Windows architecture

EE“ZT,[ Service User Environment
prnf:zsses processes applications subsystems
Subsystem DLLs
User mode
Kernel mode
Executive Windowing
and graphics
Kernel Device drivers grap

Hardware abstraction layer (HAL)

e User mode components

System support processes (Include services not provided as a part of OS, logon
process and session manager)

Service processes (other windows services: event logger)

User applications(Windows 64-bit, 32-bit, MS DOS..)

Environment subsystem server processes(includes DLLs that convert the user
application calls to Windows call)

Kernel mode components

Executive (Memory management, Process management, Thread management...)
Kernel

Device drivers (Include both file system and hardware drivers that translate user I/O
function calls into specific hardware device 1/O request)

Hardware abstraction layer (HAL)

Windowing and graphics system

Malware 101



1. Malware la gi?
Malware (ma doc) la bat ky phan mém nao cb gang lay nhiém vao cac thiét bj ky
thuat sb (PC, Laptop, Tablet, Smartphone,...), v&i muc tiéu 1a danh cap théng tin ca
nhan, danh cap tién bac, pha hdy, [am hw hai hé théng.
Malware bao gém rat nhiéu loai: spyware, adware, viruses, Trojan horses, worms,
rootkits, ransomware,...

2. Mot sé loai malware co ban

e Spyware
La mot loai malware, dwoc cac hackers str dung dé thu thap thong tin ca nhan (thoi
quen st dung may tinh, lich s&r duyét web, tai khoan ngan hang,...). Cac théng tin
nay sé dwoc cung cap cho mét bén thir ba ma nan nhan khéng hé hay biét.
Spyware thwérng dwoc di kém véi mot phan mém théng thuweng khac, hodc mot file
download tir cac trang web chia sé (chang han cac trang download nhac, phim, phan
mém mién phi...), hodc ciing cé thé xuét hién trong céc file dinh kém trong email.
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e Adware
La loai phdn mém gay phién nhiéu bang cach hién thj hang loat cac quéng céo
khéng mong muén, chang han céac ctra s6 pop-ups hién ra khi duyét web, ...
Twong tw spyware, adware ciing dwoc dinh kém trong cac phdn mém mién phi,
hoac ciing c6 thé dwoc cai dat vao may tinh nan nhan théng qua 16 h6ng cla trinh
duyét hosc hé didu hanh.
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e Virus
La mét chwong trinh hodac mét doan ma dwoc tai vao may tinh ma nan nhan khéng
hé hay biét. Mot sé virus chi gay phién toai, tuy nhién, hau hét ching duorc thiét ké
dé lay nhiém va chiém quyén diéu khién cac hé théng c6 16 héng.
Virus c6 thé lay lan qua cac may tinh trong mang bang céch tw sao chép chinh minh.
Virus thwdrng 4n minh trong mét s& phadn mém phé bién (vi du: game hodc chwong
trinh PDF viewer), hodc cling c6 thé dén tir cac file dinh kém trong email, cac file
dwoc chia s& qua cac kénh truyén théng (facebook, skype, messenger,...)




e Trojan
La mot loai malware ton tai dwdi dang mét phan mém hivu ich, trong khi muc dich
chinh ctia né la gay hai hodc danh cap di liéu. Trojan thwéng am thAm download va
cai dat cac ma déc khac vao may tinh nan nhan (vi du: spyware, adware,
ransomware,...).
Trojan cling thuweérng an minh trong cac file dinh kém email hodc cac phdn mém mién
phi.

Trojan Zeus: M6t khi hé thdng bi nhiém Zeus, tat ca mat khau déu bj 16, nhivng t6
hop phim bi theo déi va théi quen dung web (cac form nhap dir liéu, form dang
nhap...) c6 thé bi can thiép nham thu thap théng tin ca nhan

e Worm
La mét chwong trinh may tinh tw sao chép chinh né, xdm nhép vao may tinh va lay
lan sang cac may tinh khac trong cung mang.
Nhiéu loai worm dugrc thiét ké chi véi muc dich lay lan, nhwng ciing c6 loai c6 kha
nang pha hay hé théng bi nhiém.
Worm duorc lay lan chi yéu qua céc file dinh kém, mang chia sé file ho&c cac duwong
link trén cac trang mang xa hoi, cac phan mém chat (facebook, skype,
messenger,...)

¢ Rootkit
La mét chwong trinh dwoc thiét ké nham muc dich che gidu sw tén tai cia mét phan
mém khac, thwéng 1a virus. Mot khi da dwoc cai dat, rootkit s& "nguy trang" ban than
sao cho cac phan mém diét virus thdng thwerng khi quét qua chi thdy ndé mot 1a moét
tng dung vé hai. Rootkit la mét trong nhirng loai malware khé bi phat hién nhét.

e Ransomware
La mot loai malware dwoc thiét ké dé ma héa div liéu cha nan nhan. Néu may tinh bi
nhiém ransomware, di¥ li&u ctia nan nhan sé& bji ma hoa, va hau nhw khéng thé giai
ma dwoc néu khong tra tién cho hacker. Mot s6 ransomware nguy hiém cé thé ké
dén nhu: CryptoLocker, WannaCry, Petya,..
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Your important files are encrypted.
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Ransomware Wannacry: Loai malware ma héa toan bo file ciia ngwdi dung va téng
tién Bitcoin
e Browser hijackers
La loai malware lam thay di cac ciu hinh cla trinh duyét, chuyén huwéng nan nhan
dén cac trang web ma nan nhan khoéng hé cé y dinh truy cap.
H&u hét cac browser hijackers 4n minh dwéi dang nhirng tién tich mé réng (browser
extension).
3. Cac con dwdng lay nhiém
e Thuwéng di kém véi cac phan mém khong rd ngudn gbc (phan mém lau, cac
ban crack, mét s phan mém mién phi,...)
e File dinh kém trong email
e Click vao cac files, dwdng dan bat thwdng qua Facebook, Skype,...
e Qua may tinh bj nhiém ndm trong cung mang
4. Cach phong tranh

e Cai dat phdn mém Anti-virus

e Thuwéng xuyén update cac phan mém st dung I&n phién ban mai nhat
e Can than véi cac files dinh kém trong email
e Khong click vao cac duwdng link la trén facebook, skype, messenger

e Khéng s dung cac phan mém lau, phan mém crack
5. Phwong phap phan tich malware
e Phuwong phap phan tich tinh: Phan tich dwa vao ddc diém, d4u hiéu, source
code cua malware:
- Ma hash



- Pattern code
- String
- Assembly code
- File struct
- Digital signature
- Packer, Bulder, Programming language...
e Phuwong phap phan dong Phan tich qua trinh malware khéi ddng, chay va cac
hanh vi lién quan trong qua trinh malware thwc thi trong méi trvdng sandbox.

IV. Sysinternal Suite (Microsoft)

1. Gi&i thiéu bd cong cu Sysinternal Suite (Microsoft)
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Windows
¥ Sysinternals

e Sysinternals 1a tap hop hon 70 céng cu gilp giai quyét cac van dé thuong gap déi
v&i hé diéu hanh windows.
e Duoc viét bdi tac gid chinh la Mark Russinovich, mét trong nhirng chuyén gia hang
dau cda Microsoft, hién 1a CTO clia Microsoft Azure.
e Sysinternals giup:
- Xt ly cac sy cb dbi voi Windows
- Giam séat hé théng
- Tim va xt ly malware
2. Cac bwée xir ly malware co ban
2.1. Ngat két néi may tinh khéi mang
2.2. Xac dinh cac malicious processes
e Tap trung vao cac processes...
- Khéng cé icon
- Khong cé description hodac computer name
- Khong duwoc verified b&i Microsoft
- Tbn tai trong folder ctia Windows hoac user profile
- DBuwogc doéng goi
- Chtra cac URLs la
- Tw ddéng mé port va connect dén cac may khac trong mang
- Chtra cac DLLs hoac services kha nghi
e Task manager: Cung cap thdng tin cac process dang chay trén hé thdng:



17l Task Manager a x>

File Options View

Processes Perforrmance App history Startup Users Details Services

T 28% 62% 72%

Mame CPU Memory Disk Mety
[€] Cortana 5.7% 683MB  12MB/s 0.7

> E Foxit Reader 8.0, Best Reader for Everyday Use! (32 bit) 2.9% 40.9 MB 0 MB/s |
[#E] Windows Audio Device Graph |solation 2.6% 13.5 MB 0 MEB/s |
" Google Chrome 2.6% 266.0 MB 0 MB/s |

» 'fﬁ, Microsoft Windows Search Indexer 2.1% 15.8 MB 3.3 MB/s I

» 17 Task Manager 1.7% 13.7 MB 0 MB/s !
(=] Shell Infrastructure Host 1.7% 5.2 MB 0 MB/s |

» Lo Service Host: DCOM Server Process Launcher (6] 1.7% 6.8 MB 0 MEB/= i

cac process dang chay trén hé thdng:

- Process tree

- lcon, description, company name

- Search Online
- Check virustotal

Process Explorer: La “Super Task Manager” giup cung cap thém théng tin

- Verify image
QY Process Explorer - Sysinternals: www .sysinternals.com [DESKTOP-0G1311TVARKLT] — Oa x
File Options View Process Find Users Help
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i | audiodg exe 177 32448 K 25280K 11412
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i | dasHost.exe 124D K 4728 K 1720
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= [ 1 System 0.47 128K 140K 4
i | System Idle Process 90.77 0K 4K 0
i ' taskhostw exe 5936 K 19.972 K 4008
= [ wininit exe 1.064 K 4,456 K 716
= [ | winlogon exe 2208 K 9244 K 776
W WmiPrvSE.exe 12724 K 11,956 K 4168
| WUDFHost exe 25208 K 14316 K 1132
i WUDFHost exe <00 2664 K 10184 K 1748
S5 UnikeyNT exe 012 2208 K 5,580 K 8536
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CPU Usage: 9.23%  Commit Charge: 64.04% Processes: 156 Physical Usage: 63.59%




e Process Detail: Double click vao mét process dé xem théng tin chi tiét:
- Image: chi¥ ky, version,...
- Path
- Command line
- Autostart location

[ POWERPNT.EXE:7100 Properties — O X

GPU Graph Threads TCR/IFP Security Environment Strings
Image Performance Performance Graph Disk and Metwork:

Image File
@ Microsoft PowerPoint
(Verified) Microsoft Corporation
Version: 16.0.8326. 2096

Build Time: Tue Aug 29 07:41:04 2017
Path:

| C:\Program Files (x86)\Microsoft Dfﬁce\;nnt\,ﬂfﬁcelﬁ\PDiﬁ'Eﬂ Explore

Command line:
"C:\Program Files (x38)\Microsoft Office\Root\Office 16‘|,PCJ'L“.|'EF‘.PNT.E}{E|

Current directory:
| C:\sers\AnhLT\Documentsy, |
Autostart Location:

| nfa | Explore

Parent: explorer.exe{5364)
User: DESKTOP-0G1311T\anhLT
Started:  10:41:57 &AM 9/20/2017  Image: 32-bit

Verify

Bring to Front

Comment: | | | Kill Process

VirusTotal; |w | Submit

Data Execution Prevention (DEF) Status: Enabled
Address Space Load Randomization: Bottom-p, Force-Relocate
Control Flow Guard: Disabled

Cancel

e VirusTotal check: S dung virustotal dé kiém tra tién trinh



Process Virus Total

# | Memary Compression The system canno...
U UniKeyNT exe 4,/64
o
[mz| WUDFHost exe 0/65
[mz| WUDFHost exe 0./65 '
:E’ijiF‘an E exe 0/65
EWINWD RD.EXE 0/65

= [ winlogon .exe 0/65

=) [m=] wininit .exe 0/65

> ] virusTotal

Analyze suspicious files and URLs to detect types of malware
including viruses, worms, and trojans.

File URL Search

Upload and scan file

By using VirusTotal you consent to our Terms of Service and Privacy Policy and allow us to share your submission
with the security community. Learn more.

e DLL view: Malware c6 thé an nap dwdi dang mot DLL bén trong mét process
hop lé:
- Thwong an nap sau cac process svchost, rundll32, ...
- Load théng qua autostart
- Load théng qua “dll injection”
2.3. Terminate cac processes xac dinh & trén
e Khong kill process: Malware cé thé tw ddng restart néu malicious process bj
terminate
e Thay vao d4, hdy suspend: Chu y: c6 thé dan dén treo hé théng
2.4. Xac dinh va x6a malware autostarts
e Task manager -> Startup
e Sir dung: Autoruns: Hién thi moi vi tri trong hé thdng duwoc config dé chay
lic khéi dong may tinh
- Run keys & Startup folders
- Shell, userinit



- Services & drivers
- Tasks
- Winlogon notifications
e Xac dinh Malware Autostart

St dung cac tinh nang:
- Verify image
- Submit to VirusTotal

S dung filters:
- Hide Microsoft Entries
- Hide VirusTotal Clean Entries

2.5. Tracing malware activities
e Process Monitor: La cong cu theo ddi hoat ddng clia cac process trong hé
théng:
- Xé&c dinh moi thay dbi xay ra trong hé théng
- Nhan biét cac hoat déng b4t thwdng
- Chira nguyén nhan cta cac théng bao 16i
- Chicéac cac van dé khién cho hé théng bj cham
e Process Monitor: La cong cu theo ddi hoat dong clia cac process trong hé
thdng:
- Registry
- File System
- Network
- Process
e Event Properties
- Event details
- Process Information
- Thread stack
2.6. Xoéa file malware
e Thuwc hién loai bd malware phat hién dwgc & cac bwéc trén
2.7. Reboot va lap lai cac bwéc trén
e Thuwc hién cho dén khi malware dwoc xt ly hoan toan



