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Portable Executable

* Merupakan file executable di
microsoft windows, bisa
berekstensi .exe , .dll

 Dikenal mulal windows NT 3.1

« Konon Berasal dari COFF (VMS
Executable)




Reverse Engineering ?

Secara Umum

* Proses untuk menganalisis teknologi untuk
mengetahui bagaimana teknologi
dirancang dan cara kerjanya

Reverse Engineering Software
* Proses menganalisis bagaimana software

. _ '. dirancang dan cara kerjanya
L-.— T A




Beberapa Motif Reverse
Engineering
Pembajakan (cracking)
Tujuan Komersial / Politik
Modifikasi Software / Mendapat Contoh

Source Code / Mendapatkan logika

Pemeriksaan Keamanan Software




Reverse Engineering PE

* Objek
PE (Portable Executable)
* Peralatan
CFF Explorer, IDA Pro, hedit

b




Struktur PE

M5-DOS MZ HEADER

MS-DOS REAL-MODE
STUB PROGRAM

PE FILE SIGNATURE
PEVN)

PE FILE HEADER

PE OFTIONAL HEADER

rsrc secion header

SECTIONS

Istc secion




MS Dos Header

typedef struct IMAGE_DOS_HEADER { /| DOS .EXE header
USHORT e_magic; Il Magic humber

CFF Explorer VIl - [password.exe]
File

. e USHORT e_cblp; I Bytes on last page of file
SR USHORT e_cp; Il Pages in file
[ Fite: password.one oogc | ooooono (=0 USHORT e_crlc; Il Relocations

—:]I:_:?;“Eff' ecbp  |ooowoooz | 0 USHORT e_cparhdr; Il Size of header in paragraphs

e~ &P | 000000 USHORT e_minalloc; /I Minimum extra paragraphs needed
ek |00000006 [Wor USHORT e_maxalloc; /| Maximum extra paragraphs needed
Socnai | 00N, )| are e USHORT e_ss; Il Initial (relative) SS value

. : L u: e USHORT e_sp; Il Initial SP value

) Ad:imss [:nnv\ra-rltm ] 'n;l;mnm:.ns- Word .|:||I|IZI USHORT eé_csum; ” ChECksum

"i'l::l]l:pendency Walker -J—W o .|:|,|:s_;g USHORT e_ip; II Initial IP Value

.: ooy | |ooo0ooiz | word |oooo USHORT e_cs; Il Initial (relative) CS value

% ot Al oooooors[word o000 USHORT e_Ifarlc; Il File address of relocation table

&}, Quick Disassembler lecs | ooooomts 0000 USHORT e_ovno; Il Overlay humber

Ry Hsbudoe ek fs USHORT e_res[4]; Il Reserved words

M, Resource Editor VT 0000 o . -g= -
ﬁjm unmfdl = L oono USHORT e_oemid; Il OEM identifier (for e_oeminfo)

oo USHORT e_oeminfo; Il OEM information; e_oemid specific
|00 USHORT e_res2[10]; /I Reserved words

| 000 LONG e Ifanew; Il File address of new exe header

0000 } IMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER;

[aali]
. 0ao0
0200
. i ali]

iali]
[ ili]
0300

0000

Word faali]
0000
0o

00000088



MS Dos Stub

%y, HEdit - [password2]
Window  Helo

PE. .1
L

it ||J oo ( ) 0 i 2
|:|:| ! &
orogran cannot be run in
7 ) 5




PE File Signature

CFF Explorer VIl - [ password.exe]

File Settings

E File: pazsword_exe

\2l Dos Header
=]l Mt Headers

\=] File Header

L=l Optional Header

2] Data Directaries [x]

\=l Section Headers []
2) Impart Directory
2) Resource Directa m
%, Address Converter
'*‘_'_i_-, Dependency Walker
"'{'_l_;.. Hex Editor
B, Identifier
'*!f'id;, Import Adder
%, Quick Dizassembler
4, Rebuilder
"';:l_-; Resource Editor
B, UPY Utility




PE File Header

FF Explorer VI - [ password.exe]

Setbings ?

Cffset | Shze Yalue Meaning
| File: password. exe Maching O00OOOEC | 'Wore {o14C Inkel 335
il Doz Heade = ' '

abile ::.I:II:II:.II'_?I:I:II:‘? | |
1 ODOODCE | A _El:l:l:ll:ll:ll:ll:l
eader | D00000CC | Wa D0ED
ecto [l
'ypedet struct _
USHORT Machine;
USHORT NumberOfSections;
ULONG TimeDateStamp;
ULONG PointerToSymbolTable;
ULONG NumberOfSymbols;
USHORT SizeOfOptionalHeader;
USHORT Characteristics;
} IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER;

#define IMAGE_SIZEOF_FILE_HEADER yA\)

Informasi pada pe header berguna sistem memperlakukan file ini




PE File Header

 Bagaimana Offsetnya ditentukan ?

#define NTSIGNATURE(a) ((LPVOID)((BYTE *)a + \
((PIMAGE_DOS_HEADER)a)->e_lfanew))

b



PE Optional Header

password ene

| Mamber
File: pazswoid axe Magic
o D Ser

PMajorLinkererson
U NI Hesders

PhncrLinkerVersion

'\L.ﬁddlli 5 Comverbes
‘,'I. Dependency 'Walker
M, Hew Editer

N, Identifies

"% Quick Dizazzamble
N, Aebuildes
%, Aesowce Editos

M UP Uil
& UPE Urtiliny PR T

R TSRy S Sion

Wi Subs st emiysrsion
WiniVersonyahee
Q0000108
001 0C
. I:;JI:I]] IR L1]
0000 14 | Weed
D00001 16 Wiord
DOOOOI1E | Dwward
StackiComimk | 0 .[u.u[»nj .IIIElZIIIlIZIIIEI
FHeapR ssarye | Dweord .
FHsapC ommt | Dweord
LoaderFlags : Dward

HumberOfRvasndSizes 0 2 Dwveard




PE Optional Header

- 010b menandakan sebagai PE untuk 32 bit

- Offset ditentukan dengan makro:

#define OPTHDROFFSET(a) ((LPVOID)((BYTE *)a +\
((PIMAGE_DOS_HEADER)a)->e_Ifanew + SIZE_OF_NT_SIGNATURE +\
sizeof (IMAGE_FILE_HEADER)))

b



Section Headers

password exe

!r-lzlrr-:- Wirtual Size Yirtual Address | Raw Siee Faw Address | Reloc Address | Linenumbers | Relocations .. | Linerwmber. .. | Characteristics |

Envta[&] Cnwicnd [Cwword Cword [Dward Cosenrd Cwaoird Word Word

Lt DOODOEFT 00001 D0 D003 D00 D00 Doo QO00o00 DO0D0000 LEUT] [LEET]

data | Al OO e 0 A0 I Q0 ) LLu] Q000
2| Dara Drivechanies [« FSFC (i3 q D000 Q000
4] Section Header: [¥]
) Impest Drechaiy

typedef struct _IMAGE_SECTION_HEADER {
UCHAR Name[IMAGE_SIZEOF_SHORT_NAME];
union {
ULONG PhysicalAddress;
ULONG VirtualSize;
} Misc;
ULONG VirtualAddress;
ULONG SizeOfRawData;
ULONG PointerToRawData;
ULONG PointerToRelocations;
ULONG PointerToLinenumbers;
USHORT NumberOfRelocations;
USHORT NumberOfLinenumbers;
ULONG Characteristics;
} IMAGE_SECTION_HEADER,
*PIMAGE_SECTION_HEADER;




Contoh Reverse Engineering PE

(1)

* Contoh PE : password.exe

» Compiler : MS VB 6.0

b



X86 Assembly Instruction: test

* Most Significant Bit dari logika and

» Jika hasil 0 maka carry flag 1 (kondisi tidak
terpenuhi)

» Jika hasil 1 maka carry flag O (kondisi
terpenuhi)

b




Contoh Reverse En

(1)

gineering PE

® # * & & #

® # # & & & #'% @

-
Ei DA View-A

Ldext i OaRES
SdLeXt O TRER
etz OBy AF D
SteXt:zOBsIAFI
Stext:oBsAFG
textapED1aFy
JLextsopamiaFc
R e LTI R R
text ;08NS
text 08 Ead
LEHE T O ER
<EEXT T 0By
StextzOBREIET0
StextzOBpsiE1Td
etz OnEAR1G
etz aphmiRE1e
Lext bk B1E
Ldext:OBwiiE21
Ltext:OEwidE2E

B EES

LN ik ]

Fl

ds:__ whaFreeUarlist

pdx, [ebp-18h]
esp, 2ih

edx

oFFset albbean
ds:  whaStrinp
el , FelM
[ebp-5@h], edi
[ebp-58h], esi
[ebp-WBh], edi
[ebp-8Bh], esi
[ebp-3Dh], edi
[ebp=38Bh], esi

short loc BEIRTS

edx, [ebp-9801
PLX, [uhp-?ﬂh]

jump if zero
jika password benar

dword ptr [ebp-T#h], affset aPasswardialah ; “Password salah®

dword ptr [ebp-%8h], &

s : 'l'hlll-l-"ll'l_.'IlI'l
gax, [ebp-58h]
ecx, [ebp-&B8h]




Contoh Reverse Engineering PE

(1)

5 IDA View-A =S
: 0B ETBETS loc_4WR1BTS: + CODE XREF: .text:0oN81B16Tj ~
0B4B1BTS edx, [ebp-98h]

:0B4BE1BTE ecx, [ebp-28h]

B8AaLWB1BTE dvord ptr [ebp-98h], offset aPasswordBenar ; ""Password bepar”
:iphA1BEE dword ptr [ebp-98h], &

@ayaipe2 de: whalarDup

:BahA1B98 edx, [ebp-5&h]

:0aWB1B9E eax, [ebp-h&h]

:@aWB1BR9E edx

:0a4B1B9F ecx, [ebp-38h]

:@ahwaiBA2 Bax

SRR e R BCX

a4 B1BRAN edx, [ebp-Z8h]

004 B1BAT ehx

00 B1BAE edx

e BA1BAD ds :rtcksgBox

e B1BAF eax, [ebp-5%&h]

0asB1BE2 ecx, [ebp-bEh]

0L B1BEES Bax

SR ELET Bdx, [EI:IFI-:!HII]

L R e ERY BCX

1 004 B1BBA eax, [ebp-28h]

=
-
L]

L]
L]
-
-
L]
[
-
L]
-
w
-
-
L
L
L
L
-
*
-
*

loc_401B75 merupakan rutin prosedur yang dieksekusi jika inputan
password benar




E) IDA View-A

z BBy ADE
:AbRA1ADF
xLIABRATAEZ
WL ABNATAES
:ABEOTAESG
:BBEEIAE S
:BBNOMAES
:ABRBTAERA
:ABNA1AF@
EcARNATAFS
2 ABROIAFG
:ABREAAFT
:ABRBTAFE
:ABnATR B2
XC:ABNOTE M
LT e

o LN JER ]

wt 2 A0&E1E DD

=T e
tHURETETE

Contoh Reverse Engineering PE

(1)

BCH

eax, [ebp-38h]

edx

ooy, [ebp-28h]

B

BCH

T

ds:_  whaFreelarList

edx, [ebp-18h]

esp, 20h

el ;

offset albteam ; “ibteam” offset pﬂﬁﬁWﬂrﬂ yang
ds:_ whaStrCmp benar

Bax, CaN - - e
[ebp-5En], edi “iEtE ah uha_StrE._mp hasil
[ebp-58h], esi disimpan di register eax
[ebp-hih], edi

[ebp-hEh], esi

[ebp-38h], edi

[ebp-238h], esi g
short loc_H@1B7S a jz jika password benar

edx, [ebp-98h]




Contoh Reverse Engineering PE

ii anFasswo: : TR &
-8848186C unicode 8, <HMasukkan password:>,8
88481892 align 4

A040189Y -

-80461898 albteam: oftlel'Ubso1898 R passwiord yang benar, . - o0, 610r7,0
884081898 unicode

884 818A6 align 4

004018A8 dd 1Ch

:H840818AC aPassword3alah: ; DATA SREF: .text:08481B21}o0
88481 8AC unicode 8, <{Password salah>,8

:804018CA align 4

:884818CC dd 1Ch

068461806 aPasswordBenar: » DATA SREF: .text:08481B7E}0D
-A8L4a1800A unicode B8, <{Password benar>,8

HB4B18BEE align 16h

004018F 60 alVba6_dll db *UBAG.DLL",8

B84 B18F9 align 4

:H84818FC a_ vbafreestr db ' wvbaFreeitr®,8




Contoh Reverse Engineering 2

 Contoh PE : password2.exe
 Compiler : Bloodshed Dev C++

b



* Contoh Reverse Engineering 2

TN N T Y 1 11T TN N 1 [

DA Wiew-a, |11ﬁ| He Wigt-d, I 53 Ewports I % Imparts I N Hames I ‘E_n Functionz - Strings I B. Structures I En Enums_

moy [esp+88h+var_88], offset dword_ 443468
call sub_43AF8S8
moy [esp+8Bh+var_ 84], offset albteam ; “ibteam™
1ea eax, [ebp+uar_28]
mow [esp+88h+var_88], eax
call sub_43CB18&
test al, al pengujian dengan test al,al
J2 SHREL LOE_Oiasn lﬂfainuu1auJﬁuﬁﬂumthﬁnaLJuﬂuuuuatkeIﬂc_401456
L 4 L
EEN L

+yar_84], offset aWongPassword ; “wrong password * ¢
+uar_88], offset dword_4433CA loc_4@1456: ; "welcome *°
48 moy [esp+88h+var_84], offset allelcome
C_4ei1471 moy [esp+88h+var_88], offset dword_ 4433CH
moy [ebp+var_ 58], 1
call sub_43C148

|

L 2 ;

BN BN

loc_4@1471: loc_4@148C:

1ea eax, [ebp+var_28] 1ea ebp, [ebp+arg_18]

mowv [esp+8Bh+var_88], eax mowv eax, [ebp+var_54]

moy [ebp+var_58], BFFFFFFFFh| |mou [ebp+var_68], eax

call sub_42EBFA moy edx, [ebp+uar_68]

moy [ebp+var_68], @ moy [ebp+var_G64], edx

jmp short loc_4814C5 1ea eax, [ebp+uar_28]
moy [esp+88&h+var_88], eax
mou [ebp+var_58], @
call sub_42EBFA
moy eax, [ebp+uar_64]
moy [ebp+var_68], eax
min ol Tohn+unae AR1




Contoh Reverse Engineering 2

1lea eax, [ebp+var 28]

mouv [esp+B8Bh+uar BB], eax

mov [ebp+var 58], BFFFFFFFFh

call sub 42E738

mou [esp+BBh+var B4], offset aTypePassword ; "type password: ™
mowv [esp+88Bh+uar 88], offset dword 4433CH

mov [ebp+var_ 58], 1

call sub 43C148

1lea eax, [ebp+uvar_ 28]

mov [esp+88Bh+uar BL4], eax

mov [esp+B88Bh+uar 88], offset dword 4434608

call sub 43AFER

mov [esp+88h+var 84], offset albteam ; "ibteam”

lea eax, [ebp+var 28]

mouv [esp+88h+var_8B8], eax albteam db ‘'ibteam’,8
call sub_ 43CBE18

test al, al

jz short loc 481456

- pada offset esp + 88h - 84h disimpan offset password

- albteam sebelumnya dideklarasikan dengan define byte : “ibteam”
- hasil call selanjutnya disimpan untuk dilakukan instruksi test

- jump if zero ke loc_401456 (password benar)

i
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