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What is the HTTP Host header?

The HTTP Host header is a mandatory request header as of HTTP/1.1. It specifies the
domain name that the client wants to access.

For example, when a user visits https://portswigger.net/web-security, their browser will
compose a request containing a Host header as follows:

GET /web-security HTTP/1.1

Host: portswigger.net

_ —
_ GET / HT'FPI". 1 i 1
Host: example.com

Internal app
Reverse
Proxy
\ | GET / HTTP/1.1
/ @ Host: intranet-app
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Purpose of the HTTP Host header

o HTTP Host header is to help Identify which back-end component the client wants
to communicate with.

o If requests didn't contain Host headers, or it was malformed in some way, this
could lead to issues when routing incoming requests to the intended application.

o Cloud-based solutions and outsourcing much of the related architecture, it is
common for multiple websites and applications to be accessible at the same IP

address

Virtual hosting: One possible scenario is when a single web server hosts multiple
websites or applications. This could be multiple websites with a single owner, but it is
also possible for websites with different owners to be hosted on a single, shared

platform

Routing traffic via an intermediary: When websites are hosted on distinct back-end
servers, but all traffic between the client and servers is routed through an
intermediary system. This could be a simple load balancer or a reverse proxy server

of some kind (CDN)

e When a browser sends the request, the target URL will resolve to the IP address
of a particular server. When this server receives the request, it refers to the Host
header to determine the intended back-end and forwards the request according

2. Identify HTTP Host header vulnerabilities
e Supply an arbitrary Host header:
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Response

Pretty Raw Actions v

Sorry, something went wrong.

We're working on getting this fixed as soon as we can.

Go Back

Facebook @ 2021 - Help




e Check for flawed validation:

GET /example HTTE/1.1

Host: vulnerable-website.com:bad-stuffi-here

Other sites will try to apply matching logic to allow for arbitrary subdomains. In this case, you may be able to bypass
the validation entirely by registering an arbitrary domain name that ends with the same sequence of characters as a
whitelisted one:

GET /example HTTE/L1.1

Host: notvulnerable-website.com
Alternatively, you could take advantage of a less-secure subdomain that you have already compromised:

GET /example HTTE/L1.1

Host: hacked-subdomain.vulnerable-website.com

Check for flawed validation:

Inject duplicate Host headers GET /example HTTP/1.1
Host: vulnerable-website.com
Host: bad-stuff-here

Add line wrapping GET /example HTTP/1.1
Host: bad-stuff-here

Host: vulnerable-website.com

Supply an absolute URL GET https://vulnerable-website.com/
HTTP/1 A
Host: bad-stuff-here

¢ Inject host override headers:

You can sometimes use ¥-Forwarded-Host to inject your malicious input while circumventing any validation on the
Host header itself.

GET /example HTTE/1.1
Host: wvulnerable-website.com
X-Forwarded-Host: bad-stuff-hers

Although X-Forwarded-Host 15 the de facto standard for this behavior, you may come across other headers that
serve a similar purpose, including:

» X-Host
¢ X-Forwarded-Server
s ¥-HTTP-Host-Override

¢ Forwardsd
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3. How to exploit the HTTP Host header

o Exploiting classic server-side vulnerabilities
o Accessing restricted functionality
o Accessing internal websites with virtual host brute-forcing
o Routing-based SSRF
o Exploiting classic server-side vulnerabilities
o Accessing internal websites with virtual host brute-forcing
o Routing-based SSRF
o Example 1: Password reset poisoning attack to get reset password link:

POST /password/reset HTTP 1.1

Enter your email address to reset :
Host: evil-user.net

your password:

mi carlos@normal-user.com

S
T Hello Carlos,

to reset your password, click
the following link:

token=albaldlchihé& https://evil-user.net/

3d13822572fcffla24 password/reset?token=a

I~ | 18954893 f659164d4e Obaldlcbib63dligzz572f

I: c550b421lebdd48a8 “_" cfflal4lB55d893£659164
ddcc550bd2lebddéBasd
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Request

Prett EVN \n  Actions Vv

Example 2: Web cache poisoning via the Host header: (Duplicate Host header)

GET /?abe=1 HTTP/1.1
Host: aclS1f4dlfE£5aSTh80771726800e50008. web-security-acadeny. net

Ddl fobl £00a%5h804317c00Laf0050. web-security-acadeny. noet

; TV:B87.0) Cecko/20l00101 Firefox/87.0

e05tzJduAUTMpsr PdVTLwFxJK9)IKsUgV ZhI17a
C IFxgEQVTIAS
Upgrade-Ir cure~Requests: 1

Response

Raw Render \n Actions v

HTTP/1.1 200 OK

Content-Type: text/htrl; charset=utf-8
Keep-Alive: timecut=0
i Cache-Control: max-age=30

Age: O
¢ X-Cache: miss

Protection: O
Connection: close
5 Content=Length: 12905
11 «<!DOCTYPE html>
ik href=/resources/labheader/css/acadenylableader.css rels=stylesheet>

href=/resourcesjecss/labsEconnerce.css rel=scylesheet>

cache poisoning via anbiguous requests

<script types"text/javascript’|sres"/sac0dltebl 10eaS5b804317c001at0050. veb-security-acadeny. net /resources/js/cracking. js"»
<fscript>
<script sre="/resources/labheader/1s/labHeader Js">

4. Demo lab HTTP Host header on portswigger

Password reset poisoning:
e https://portswigger.net/web-security/host-header/exploiting/password-reset-
poisoning
Web cache poisoning:
e https://portswigger.net/web-security/host-header/exploiting/lab-host-header-web-
cache-poisoning-via-ambiguous-requests
Host header authentication bypass:
e https://portswigger.net/web-security/host-header/exploiting/lab-host-header-
authentication-bypass
Lab: Routing-based SSRF:
e https://portswigger.net/web-security/host-header/exploiting/lab-host-header-
routing-based-ssrf

Some report on hacker one:

Web cache poisoning via the Host header
e https://hackerone.com/reports/977851
e https://hackerone.com/reports/504514

Password reset poisoning:
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https://portswigger.net/web-security/host-header/exploiting/password-reset-poisoning
https://portswigger.net/web-security/host-header/exploiting/password-reset-poisoning
https://portswigger.net/web-security/host-header/exploiting/lab-host-header-web-cache-poisoning-via-ambiguous-requests
https://portswigger.net/web-security/host-header/exploiting/lab-host-header-web-cache-poisoning-via-ambiguous-requests
https://portswigger.net/web-security/host-header/exploiting/lab-host-header-authentication-bypass
https://portswigger.net/web-security/host-header/exploiting/lab-host-header-authentication-bypass
https://hackerone.com/reports/977851
https://hackerone.com/reports/504514

e https://hackerone.com/reports/226659

e https://hackerone.com/reports/791293
Inject host override headers

e https://hackerone.com/reports/698416

e https://hackerone.com/reports/758380

. Prevent HTTP Host header attacks

Protect absolute URLs

Validate the Host header (ALLOWED_HOSTS)
Don't support Host override headers
Whitelist permitted domains

Be careful with internal-only virtual hosts
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https://hackerone.com/reports/226659
https://hackerone.com/reports/791293

