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Framework and exploit development, Wireless Security, Protocol
Analysis and Cyber forensics

He has tested and patched over 30k websites and currently helped
Schools India enterprise to successfully patch over 900 hacked
websites by Pakistani hackers.

His Recent research on Metasploit Framework was previously
published in a research paper called “ Blind date with your

girlfriend” which got over 25k hits all over the world .
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Introduction

Elizabeth wakes up Monday morning and starts her reqular social
media, suddenly she founds that none of her email, social media , and
bank account password are working she is unable to realize that what

exactly just got happened . Later she finds out that her system has been

hacked and each of her activity had been monitored and stolen. Later in

the evening she finds that a private video chat of her is leaked on a

professional porn site. She gets depressed and calls out her boyfriend
who’s the cyber crime investigator in the nearby crime branch. Kevin
finds that her system has been trojanised and there is no trace of the

file which is sending all the information. Elizabeth suspiciously thinks of

her X boy friend who was interested in doing such activities in his

college life. Now Kevin starts investigating and monitors her network for
suspicious activities and tries to trace the victim out. Kevin is good at

monitoring network and has deep knowledge of forensics and protocols

working.

After some time he founds that some packets from SMTP are regularly
sent by the system to an unknown server and he collects its credentials
from there. From the email id he is now able to trace the attacker and
quickly goes in and arrests the culprit. Now rephrasing the whole scene
we will be looking at how the attacker was able to create a malicious
file?, how the attacker collected data from the target system? How
Kevin was able to trace the victim?

So let’s start up things from the very beginning how everything actually
happened?
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In Order To Know The Importance of writing this research paper . | have included the screenshots and
scenarios from both the attacker’s side and the victim side .

So First Of All The Tools We Will Require In this Research :
1. Any Good Keylogger
2. ABinder/ Crypter
3. Wireshark
In This Case we will be using Ardamax Keylogger Preety Basic one . but the technique works for all.
So First Lets Move on to the Attacker Machine .
| Assume You Can install a Basic Keylogger Software on your systems .
After Successful installation of the keylogger (Ardamax)
We have our system tray like this :
You can Clearly see the pen-paper icon of ardamax in the bar . now
Ly, wiew log... . .
; ) to create a remote file which we can spread across a network we
LYy Remote Inskallation...
: p need to choose
’ g Hidden Mode —
Cpkions .
I Remote Installation
B 5 Purchase...
@) Help After That, a series of steps and we are ready with our malicious
@ Home Page... .
file.
4 Enter reqgistration kew...
'I ¥ about
Exik
_ﬁﬂg Steps:-
% Remote Installation El E’ Remote Installation E‘
This Wizard creates a customized Ardamax Keylogger installation Installation Folder on target computer: [#] Hide tray icon
package, The package consists of one executabls fils with al Folder
necessary files included. — s ) — [#] Hide the program From Process Viewers
Zgrl:vptlaert‘ez-.mv‘?f‘l‘wte:esﬂsw(:ligde; 3S’E&'eﬁﬁé&eﬁﬁiiikéhsnﬁlii'ml ‘Lug iewer : ‘ v‘ [“IRemave shartcuts from Start menu
installed automatically,
Remove the program From uninstall list
Hide: program foldsr
Hide the program From Windows skarbup list
< Back next> | [ cancel | [ el <Back [ Mext> | [ Cancel | [ Hep ] <gack [ Metx | [ caneel | [ hel
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B’ Remote Installation \z| % Remote Installation |£| % Remote Installation
Security Web Update Options

Change passward... Check for updates Run on Windows startup

[ pownload updates automatically Start in Hdden Mode
Frotect Hidden Mode I
Hidden Mode on: Self destruct on:
Protect g il Install after downloading |Ctr\ 4Rt Ak H | |D efzl0? 3

Inkerface language:

Protect program options Update Mow
__Eng\ish w

Lack pragram closing

[ < Back ][ Mext = ][ Cancel ] [ Help ]

Mext > ] Cancel Help [ « Back ]L Mext > J[ Cancel ][ Help

% Remote Installation ‘ﬂ % Remote Installation
Control Email

&

Send To:

l nipunjaswal@rocketmail. com ‘ L Test J

Send logs every

Delivery method:

Ernail ~ e Send From:
- Ermnail ‘ admin@starthack.com ‘
FTP
H Metwork SMTP Host: Port:
l mail.starthack, com | | 25 |

Log Format:

| HTML {web page) v | Username: Password:

admin+starthack, com ssessese
Send only if log size exceeds Kb l | | ‘
[ < Back ]L Mext = 1 [ Cancel ] [ Help ] [ < Back ][ Mext = ] [ Cancel ] [ Help

% Remote Installation

Email

Send To:

| nipunjaswal@rocketmail.com | Test

Ardamax Keylogger

i The test of e-mail delivery has been completed succesfully,
Check your mailbozx.

[ < Back ][ Mext = ] [ Cancel l [ Help ]

| £ = Ardamax Keylogger Test Message 5:37 PM |
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Remote Installation

Screenshots
Enable kevstrokes logging —— Caphure screenshot every

Enable Clipboard logging |Target:
Full

Enable Input Method Editor logging )
Image Quality:

Enable screenshots capturing Low High

-
[] Enable web activity monitoring [ TR *l o

Enable chat logging

< Back ]l Mext = J[ Cancel ] [ Help

< Back ][ Mext = J’ Cancel ] l Help

B Remote Installation

% Remote Installation

Keylogaer engine path: Summary information:
C:\Program Files\ PO Install. exe [m
| EHEITES | when someone clicks "Install.exe", keylogger will be invisibly
installed. It will start launching together with Windows in the
‘ irvisible mode, It will be invisible in the syskem tray, Task Manager,
Open the Folder containing the kevlogger engine Start menu, Autostart list, lisk of installed software, it will also hide

its installation Folder. Each S minutes it will send logs ko
"nipunjaswal@rocketmail.com” via e-mail, To enablefdisable the

invisible mode, the "Ctrl + Alk + Shift + H" key combination is used.
Change Icon...
F—

Password protection {Security Page) is not active,

< Back, l[ Mext = J[ Cancel l [ Help < Back ][ Finish ][ Cancel ] [ Help

a new folder

ish this folder to the

\ aky.cf key
1 Folder Tasks ¢ ssal | CFC ’g - \ Install BIN File
CEX] |l —&I. :) 1KB

POL.0O1
& PoL . 001 File
| 3KE

} POL.004
FH 004 File
Nlaces 2 CET] | P
ram Files AN .
ocuments s I 006 File acument
ed Documents 1

Uninstall

omputer
etwork Places Ij i ‘:‘4‘
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As You guys can see how easy is to create a malicious file, but guys the difficult part is to bind and crypt
the file . So it evades antivirus detection

| would like to recommend you to two crypters which generate 100% FUD files

v' Heaven Crypter
v' Chrome Crypter

Now | leave binding and Crypting up to you as it’s easy to perform if you have the right tools.
Now send your files to the victim.

Also, most importantly the above installation snapshot no. 7 & 8

Plays an important role

Here the Logs are sent to: nipunjaswal@rocketmail.com Call it A

By remotely logging into: admin@starthack.com Call it B

So technically the mail id which is sending a mail to A is B.

Every time a remote key logger is used it requires you to supply username and the password of the mail
id which is used to send the logs created by the Key logger to the attacker which is A

Now also these logs can be sent via FTP. Which can also be traced using same technique.
Terminologies used here:

SMTP: Simple Mail Transfer Protocol

Working:

<~
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Attack Scenario

So Now The Question That Arises Is We Know That The Communication is happening between the key

logger and the attacker . but We can’t see it because key loggers come with options such as hide

@080
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from process view , hidden files that we can’t find where exactly they are or how exactly they work ? or
where the actual file that sends the information back and forth to the attacker is ? where do it resides ?

We take typical two scenarios 1 — where we know the file capturing and transmitting information and
2" where we dnt knw the location of the file

Typically if we know where the file is , what we can do? We can simply try to delete that ..

But will it repent the lost information? ..the answer is NO .. or do we know where exactly It has travelled

and to whom?
Again the Anwer is NO.

What in case 1 one actually do ?

A Good Known REVERSE ENGINEER can break the shackles of the malicious file and can try finding out where the
information has exactly gone .

But We must keep in mind every person out there in the real world may not be an expert REVERSE ENGINEER.. or
have no relation to it ..

Also , if you dnt knw exactly which file is suspicious what can u do?

Now | will demonstrate you guys a little bit about packet capturing .

in a normal case a typical communication happens when you send out something or receive something
from the internet

this happens like —
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Now What exactly is a packet capturer, It Monitors All the packets travelling to and from the system to
the internet or the external network.

So every data sent from a Trojanised computer must pass through the packet capturer.

In this kind of communication the above medium is changed to:

Now the Most Important part :
We Need to filter out data which is most important to us .

In This Case If we don’t know what method is used to send the logs to the attacker we will be eyeing for
two types of packets

1. S.M.T.P(Simple Mail Transfer Protocol)
2. F.T.P (File Transfer Protocol)

By studying these packets we will be able to trace the attacker as well as the main email account used to
carry logs to the attacker .

So Now , First Things To do to handle Trojanised system :

1. Connect with the system locally by joining your system into the network
2. Or Install Wireshark on the Trojanised system and wait for packet accumulation.

So Now as we have reached in the practical part to the making and Crypting of the malicious file .

| assume that you can send the file to the victim.

Now lets study further scenario:

Suppose The File is Clicked by the victim at any instance .

And logs to attacker has started coming ..
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Like these,

[[1 = admin@starthack.com Logs from "Administrator” 6:02 PM &

[[1 = Jabong.com Get upto 40% off over 200+ brands 4:00 PM

[[1 ® Linkedin Updates LinkedIn Network Updates, 6/28/2012 11:06 AM

[[1 ® Horex Online Trading Become Professional Trader. 10:07 AM

[ = MakeMyTrip Get up to 50% off on Holidays, Airfares & Hotels 5:08 AM

[[1 ® sneakpeeg.com 3 Mind-Altering Options For Inspiring Inner Creativity 3:25 AM &

[[1 = DaleGardner Log Correlation Engine 4.0 How Available 1:25 AM
Logs from "Administrator" 2 Hide Details
FROM: | admin@starthack.com | + Thursday, June 28 2012 8:02 PM

TO: | nipunjaswal@rocketmail.com

You will find log file attached to this letter.

& 2 Atachedfiles | 126KB

&
Q 7

Jun_28_2..  Keys_Jun..

View Slideshow Download All

’ x

Now this mailicous file gets destroyed as soon as it gets executed (MELT Feature in Some Keyloggers)
Now How To Find The Culprit ??

Now to trace back the hacker as | told you before we need to capture the communication that the file is
making with the outside world .

So in this case we install WIRESHARK , a powerful packet sniffer /capturer on the victim system

And Set it to capture the current usable “network Interface “, We analyze each and every packet Until
some suspicious activity is found .
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Administrator

b My Recent Documents

Internet -) My Documents
Inkernet Explorer

E-mail
Cuatlook E ;
SHARRESEIESS ﬂ My Pictures
» ]
Command Prompt (= My Mus
My Computer
‘g MSH
E? Conkrol Panel
Set Program Access and
Defaults
@ Windows Media Plaver =% brinters and Faxes
,13 Windows Massenger 9) Help and Suppart

'.@ Tour Windows 2P j') Search

All Proarams b

Now Wireshark Opens up.

‘Uiﬂi EExTE a+«saTiEE acan gEm% B

Fhar: ¥ Expressan...

work Protocol Analyzer

k-1

Interface List [ Open o Website
iy B = . -
s g
Openk
Fetcmn mumin e a8 f::omkludi Homited
% Veare Rccelerated AMD PONet Adspter (Microso .. @ Sample Captures e
s s o e coprs s b whi Securin
gl Covtore Options | J e S
S

(@ Vow toCapture
St b e 10 8 e ot e

Network Media

@ eecvimotaommnm

@ [Festy s be o b o Radits i Dotk
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% The Wireshark Network Analyzer [Wireshark (S¥N Rev 42761 from ftrunl

Fle Edt View Go Capture Analyze Statistics Telephony Tools [nternals Help
SEseM BERZ QNeSsF LIIBEE

Filter: | v | Expression...

The World's Most Popular Network Protocol Analyzer

n 1, IR 1 from unk-1.6)

5 Interface List = COpen @ Website
' Live list oF the capture interfaces Open & previously captured fle st the project’s website
(counts incaming packets)
Open Recent: = D i
Start capture on nterface: @ User's Guide
The User's Guide local varsion, ifinstalled)
L% YMware Accelerated AMD PCHet Adapter (Micrasa ... @ Sample Captures
A tich assomment of example caprure files on the wiki @ Security
Wk with Wireshark s securely as possible

m Capture Options

Start 3 capture with detailed options

@ How to Capture

Step by step to 3 successful capture setup

@ Network Media

Spadfic information For capturing on:
Ethemnet, WLAN, ...

Profile: Default

O read:

to load or capturs Mo Packsts

Remember we made the keylogger in above steps with an options of sending logs every 2 minutes so it

is clear that we will see activity every two minutes for sure.

turing from VMware Accelerated AMD PCNet Adapter, (Microsoft's Packet Scheduler)  [Wireshark 1 (SYM Rev 42761 from ftrunl
Eile Edt Yiew G0 Capture  Analyze  Statistics Telephony Tools Internals Help

BEeeae a@BRESE D FL(EE QAQaf @#E®K% O

Filter: | v ‘ Expression...

Protocol _Length | Info

0. Time: Source Destination

i

417 70.226150 190.167.145.26 192.168.112.130 SMTP 82 5: 250 ok 1d=15kDtZ-001FFb-Jv

418 70.227002 192.168.112.130 199.167.145. 26 SMTP 60 C: QUIT

419 70.227384 190.167.145.26 192.168.112.130 TCP 60 smtp > servergraph [ACK] Seq=502 Ack=174807 win=64240 Len=0

420 70.865206 199.167.145.26 192.168.112.130 SMTP 102 5: 221 welocity. indservers.com closing connection

421 70.868521 192.168.112.130 199.167.145.26 TCP 54 servergraph > smtp [FIM, ACK] Seq=174807 Ack=350 win=636%1 Len=0

422 70.869153 100.167.145.26 192.168.112.130 TCR 60 smtp > servergraph [ACK] Seq=550 Ack=174808 win=564239 Len=0

423 70.805255 199.167.145.26 192.168.112.130 TCP 60 smtp > servergraph [FIM, PSH, ACK] Seq=550 Ack=174808 win=84239 Len=0

424 70.906485 192.168.112.130 199.167.145.26 TCP 54 servergraph > smtp [ACK] Seq=174808 Ack=351 win=63691 Len=0

?

Frame 1: 175 bytes on wire (1400 bits), 175 bytes captured (1400 hits)

Ethernet II, src: wmware_c0:00:08 (00:50:56:<C0:00:08), Dst: IPwdmcast_7f:ff:fa (0l:00:5e:7F:Ff:fa)

Internet Protocol wersion 4, Src: 192.168.112.1 (192.168.112.10), Dst: 239.255.255.250 (239.255.255.250)

user batagram Protocol, Src Port: 49732 (45732), bpst Port: ssdp (19000
Hypertext Transfer protocol
0000 01 00 Se 7f £f fa 00 50 56 <O 00 08 08 00 45 00 S ALLLP VL E.
0010 00 al 19 33 00 00 01 11 7f 75 c0 a8 70 0l ef ff P e Vi
0020 ff fa c2 44 07 6¢C 00 3d 6e 95 4d 2d 53 45 41 52 .00 nUM-SEAR
0030 43 48 20 2a 20 48 54 54 50 2f 31 2e 31 od 0a 48 CH % HTT P/1.1..H
0040 6f 73 74 3a 32 33 39 2e 32 35 35 2e 32 35 35 2e Os1:239, 255,255, “
AAEA 39 3% 9n 7+ 31 30 3M 3A Ad AL B3 E4 30 78 73 En  9EAIRAR  ETeien

424 Displayed: 424 Marked: 0 Profile; Default
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As we can see there is too much traffic of packets on the interface we need only the interested ones,
we can do one thing we can filter the packets out to our intrest so that we can easily see the interested
packets only .

So we create a filter in WIRESHARK.

‘Smtp’

4! ¥Mware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler),  [Wireshark 1.6.8 (SN Rev 42761 fram Arunl

Fle Edt View Go Capture Analyze Statistics Telephony Tools [nternals Help

BEEgee BEIREAE T L|IEE QA &aEMK B

Filter: |smtp| v|Exurssslun... Clear
Ho. Time: Source Destination Frobocal  Length  Info
21 49, 484885 109.167.145.26 192.168.112.130 SMTP 235 5: 220-velocity. indservers.com ESMTP Exim 4.77 #2 Thu, 28 Jun 2012 18:02:20 +0530 | 220
22 49.480006 192.168.112.130 199.167.145.26 SMTP 76 C: EHLO NIPUN-63C3A0681 B
24 50.265159 199.167.145.26 1582.168.112.130 SMTR 202 5: 250-velocity. indservers.com Hello WIPUN-63C3A0681 [115.240.61.63] | 250-SIZE 52428800
25 50.2653648 192.168.112.130 199.167.145.26 SMTP 66 C: AUTH LOGIN
27 50.805201 199.167.145.26 192.168.112.130 SMTP 72 5: 334 wxnlcmShbwua
28 50.806967 192.168.112.130 1589.167.145.26 SMTP 84 C: YwRtawdrcIRhenRovwNrLmivbg==
30 51.3653240 199.167.145.26 152.168.112.130 SMTP 72 5: 334 UGFzc3dvomog
31 51.365805 192.168.112.130 1589.167.145.26 SMTR 68 C: MToxMDESODQ=
33 51.925202 199.167.145.26 192.168.112.130 SMTP 84 5: 235 Authentication succeeded
34 51.925678 102.168.112.130 199.167.145.26 SMTP 88 C: MAIL FROM: <admin@starthack.coms
36 52.465243 199.167.145.26 1582.168.112.130 SMTR 62 5: 250 OK
37 52.467755 192.168.112.130 159.167.145.26 SMTP 93 c: RCPT To: <nipunjaswal@rocketmatl. coms>
3G 53.185235 199.167.145.26 1%2.168.112.130 SMTP 68 5: 250 Accepted
40 53.18634% 192.168.112.130 1589.167.145.26 SMTR 60 C: DATA
42 54.145332 199.167.145.26 192.168.112.130 SMTP 110 s: 354 Enter message, ending with "." on a 1ine by itself v
| =
T E [ [T W )~y — A
= Congestion window Reduced (CwR): Mot set =
= ECH-Echo: Mot set
= Urgent: NOT set
= acknowledgement : Set
= Push: set
= RESET! NOT Set
= Syn: MOt set
ceer eeee ...0 = Fin: NOU set
windaw size value: 64240
[Calculated window size: 64240]
[window size scaling factor: -2 {no window scaling used)]
= Checksum: 0xdzb% [validation disabled]
[Good Checksum: False] .
[Bad checksum: False]
[sEQ/AcK analysis]
= 3imple Mail Transfer Protocol
= Response: 220-velocity. indservers.com ESMTP Exim 4.77 #2 Thu, 28 Jun 2012 18:02:20 40530 “ryn v
Ga 00 50 56 ec 75 54 08 00 45 00
00 80 06 f0 41 c7 a7 91 la <O a8 .
e3 7F 43 11 ed 7e el cc ¢B 50 18 C oo P 3
00 32 32 30 2d 76 &5 6c &6F 63 &9 .22 0-veloci
64 73 €5 72 76 63 72 73 2e 63 &f .indse rvers.co |
SA_En WA AT U &R &d I 34 Gm 37 el rewrn Cudm 57 ¥

Profile: Default

475 Displayed: 138 Marked: 0 Dropped: 0

CE D m

So as you can see each and every packet of SMTP listed here by order . so as we remember the first step
that a user or a malicious file before sending must make contact with the SMTP server so we find the
first step or the first packet useful .
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4! ¥Mware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler) [Wireshark 1.6.8 (SYN Rev 42761 from /trunk

Fle Edi Yiew Go Capture Analyze Statistics Telephony Iodls [nternals  Help
BEdeM EEXEE AesnTLI/EE aaa

Fiter: [smtp | Expression... clear

WER X H

Mo SOLFCE Protocol — Length  Info

Mark Packet (togale)

. 489906 L168.112. [} SMTP C: EHLO NI Ignore Packet (togals)
24 50.26515% 199.167.145. 1582.168.112.130 SMTP 202 5: 250-vel @ F | 1 NIPUN-63C3A0681 [115.240.61.63] | 250-SIZE 52428800
25 50.265648 102.168.112. 199.167.145.26 SMTP 66 C: AUTH Lo ) 5ot Tims Reference (toggls)
27 50.805201 199.167.145. 192.168.112.130 SMTP 72 5: 334 WM wanuialy Resolve Address
28 50.806967 192.168.112. 199.167.145.26 SMTP B4 C: YwRtawd
30 51.363240 1090.167.145. 152.168.112.130 SMTP 72 51 334 UGF Apply as Fiter 4
31 51.365805 192.168.112. 1589.167.145.26 SMTR 68 C: MTgxMDE Prepare a Filker 4
33 51.5253202 190.167.145. 152.168.112.130 SMTP 84 5 235 Aut Conversation Filter 3
34 51.925678 1092.168.112. 199.167.145.26 SMTP B8 C: MAIL FR Colotize Conversation »
36 52.465243 199.167.145.26 192.168.112.130 SMTP 62 5; 250 OK
37 52.467755 192.168.112.130 199.167.145.26 SMTP 93 C: RCPT TO| camz
39 53.185235 199.167.145.26 1582.168.112.130 SMTR 68 5: 250 Acc
40 53.186340 102.168.112.130 199.167.145.26 SMTP 60 C: DATA
42 54.145332 199.167.145.26 1%2.168.112.130 SMTP 110 5: 354 Ent " on a Tine by itself v
Copy » | B
O... .... = Congestion window Reduced (CwR): WOt set .% Decods As... __
ECN-Echo: Mot set = Prink..
Urgent: Mot set Show Packet in Mew Window
Acknowledgement : set
Push: set
RESET: NOT et
= Syn: MOt set
ceee eees wa.0 0= Fin: oMNOT sET
window size value: 64240
[Calculated window size: 64240]
[window size scaling factor: -2 (no window scaling used)]
= Checksum: 0xd2b% [validation disabled]
[Good checksum: False] LS
[Bad checksum: False]
® [SEQ/ACK analysis]
= simple Mail Transfer Protocol
= Response: 220-velocity.indservers.com ESMTR Exim 4.77 #2 Thu, 28 Jun 2012 18:02:20 +0530 “rin v
0000 00 Oc 29 39 &0 5a 00 30 56 ec 75 54 08 00 435 00 L.JB.Z.P V.OUT.LE.
a7 91 la c0 a8 ........ LA ..
@l cc c9 50 18 PaveansC oL P b
65 6c &f 63 89  ...... 22 0-veloci
72 73 2e 63 6f  ty.indse rvers.co o
Grl 30 34 9n 27w romrn S A7 M

475 Displayed: 186 Marked: 0 Dropped: 0 Profile: Default

In order to see what exactly is in that packet we right click it and set it to follow the TCP stream.

Wireshark presents us with the following result

“&! Follow TCP Stream

Stream Content

220-velocity. indservers. com ESMTP Exim 4.77 #2 Thu, 28 Jun 2012 18:02:20 +0530
220-we do not_authorize the use of this system to transport unsolicited
220 andsor bulk e-mail.

EHLO NIPUN-63C3A0GE1

250-velocity. indservers. com Hallo MIPUN-63C3A0681 [115.240.&1.63]
250-5IZE 52428800

250-PIPELINING

250-AUTH PLAIN LOGIN

250-5TARTTLS

250 HELP

AUTH LOGIN

334 vxMlcmshbwug

YWRTawd r cIRhcnROVWNrLMNYbO==

334 UGFzo3dvamas

MTgxMDE50DG=

235 authentication succeeded

MAIL FROM: <admin@starthack.coms

250 OK

RCPT TO: <nipunjaswal@rocketmail. com>

250 Accepted

DAT A

354 Enter message, ending with "." on a 1ine hy itself

From: <admin@starthack.coms

To: <nipunjaswal@rocketmail. com>

subject: Logs from "administrator”

Date: Thu, 28 Jun 2012 18:02:19 +0530

IMportance: Normal

x-mailer: microsoft outlook Express 6.00.2900.2527
x-MsMail-Priority: MWormal

X—Dr"\urity: 3 (Normal)|

MIME-Version: 1.0
COMTENT -Ty]
Lhoundary=

multipart/mixed
=00%1304E"

This is a multipart message in MIME format

=00013%4E
content-Ty] Text/plain

. charset="1s0-8850-1"
content-Transfer-Encoding: 7hit

vou will find Tog file attached to this letter.
001304E

Content-Type: text html

.charse iso-8859-1";
"ieys_Jun_2 2012 E_OZ_.htm'I" -
[Entire conversation (175355 bytes) v

[ Eind ][ Save as ][ Print. ]O ASCIL () EBCDIC © Hex Dump O CArrays @ Rraw

[Prerowmosoam] [_goe ]
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VOILA ! we got the information that keylogger is sending something to mail id “
nipunjaswal@rocketmail.com” from the mail id admin@starthack.com

Now what information is contained in it and how we can login to same mail id and find the culprit ?
We need username and the password , where is it ? can’t see any .

As the above scenario strikes one thing in mind .. what?

The 11" line from the above screenshot . “AUTH LOGIN” followed by 334

Here 334 is the default message which a server send when asking credentials from the user.

Means is what is followed by 334 the text VXN......... is some sort encrypted.

How to decrypt that? As by looking at the hashes of the encrypted text and by seeing the trailing ‘==
symbols instincts tells me that this is BASE 64 Encoded scheme

So now what ?
Lets copy the content of 12 and 13" line and go to

http://www.base64online.com /

paste the text you have copied and hit decode wait for the results.

“&! Follow TCP Stream

Stream Content

220-velocity. indservers. com ESMTP Exim 4.77 #2 Thu, 28 Jun 2012 18:02:20 +0530

220-we do not_authorize the use of this system to transport unsolicited,

220 andsor bulk e-mail. B
EHLO NIPUN-63C3A0GE1

250-velocity. indservers. com Hallo MIPUN-63C3A0681 [115.240.&1.63]

250-5IZE 52428800
250-PIPELINING
250-AUTH PLAIN LOGIN
250-5TARTTLS

RCPT TO: <n1pun]a5waT@rDcketmawT com>

250 Accepted

DAT A

354 Enter message, ending with "."

From: <admin@starthack.coms

To: <nipunjaswal@rocketmail. com>

subject: Logs from "administrator”

pate: Thu, 28 Jun 2012 18:02:19 +0530

Importance: Mormal

x-Mail microsoft outlook Express 6.00.2900.2527

*-MsMail-Priority: mormal

| Pr‘mr‘lty 3 (Normall)

MIME-versiol .

content-Type: multipart/mixed;
Lhoundary="-——————————— =0091394E"

on a line by itself

This is a multipart message in MIME format

-------------- —0001354E
content-Type: text/p1a1n

. charset="1s0-8850-1"
Content-Transter— -Encoding: 7hit

vou will find Tog file attached to this letter.
—————————————— =0001354E
content-Type: text/htm]

.charset="1s0-8859-1"

- nama- Keys Jun_28 2012_18 02. htm1"

I

[Entire conversation (175355 bytes) v/

[ Eind ][ Save as ][ Print. ]O ASCIL () EBCDIC © Hex Dump O CArrays @ Rraw

[Prerowmosoam] [_goe ]
—

RET® s07Fm
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3 http:fflocalhost/mutillidae/ - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help ﬂ'
w — n
) ' ] (- 7 i <) = ] o
&, > \ﬂ @ | S Search ) Favarites {I = .:‘
Address EI http: v, baseddonline , com| w a G0 Links *
1. basefdonline. com
Py

Q}@ NOWASP (Mutillidae): Hack Like
Mean It

Version: 2.1.20 Security Level: 0 {Hosed) Hints: Disabled {0 - | try
Not Logged In

Toggle Toggle

Home Login/Register Hints Security

ore C Is ! A .
l ‘ Mutillidae: Deliberately 2
L 2
iéj Done %J Local intranet

3 Decode Base64 Online - Microsoft Internet Explorer

File Edt W“iew Favortes Tools  Help .’rl

Al @ o \ Y
)Eack > Iﬂ @ ) search ¢ Favaries ) - &3 3
address | &) hetp: ffumm.base64anline, comj

= g -

EJco KlTransiate sFreeFC sean @Babyluﬂ Mohile @Games BE

5 g >
/ £ h s 4 =
:’;—;52 Sri Ganesh Hosting 3
Q=2 start your business with Sri Ganesh 4 B tart Up ? 99 ll)\?lronth

Base6i4 decode | encode

Ads by Google Encoder Image Converter Image Convert Convert Image

Baseéq Encode Basety Decode

How base64 encoding works?

 Internet
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Above Was the result of the 12™" line code after 334
Now Lets Decrypt 13™

Same procedure copy and paste it in the above website

% Follow TCP Stream

Stream Content

230 HELP v
AUTH LOGIH -
33

33
MT g xMDE 50D

235 authentication succeeded

MAIL FROM: <admin@starthack.com>

250 oK

RCPT TO: <mpun]aswa'\@rncketmaﬂ comz

250 accepted

DATA

354 Enter message, ending with "." on a 1ine by itself
From: <admin@starthack.coms

To: <nipunjaswal@rocketmail. com>

subject: Logs from “administrator”

pate: Thu, 28 Jun_2012 18:02:19 +0530

Impurtance' Mormal

x-mailer: microsoft outlook Express 6.00.2900.2527
x-msmail-rriority: Mormal
- Pr'wr"lty 3 (normal)
MIME-version: 1.0
cuntent—‘rype mu'\tmart/mwxed
Lhoundary="—----————-o—- 0091394E"

This 15 a multipart message in MIME format

—————————————— =0091394E
Content-Type: text/plain;
.charset="150-8859-1"
content-Transfer-encoding: 7hit

vou will find Tog fﬂe attachad to this letter.
———=0051 3%

CONtent = 'H text/htm]

s0-8850-1"

.mames="Keys_Jun_28_. zolz_18_02.heml”

Content-Transter- —Encoding: 7b1t

Content -| D'\SFIDS'\E'\DFI attachment

filename="Keys_1un_28 _2012_18.02. htm1"

<HTML><HEAD><STYLE>BODY{ BACKGROUND-COLOR: #FFFFFF; FONT-SIZE: 12pT; COLOR:
black; FONT-FAMILY:Courier Mew; JHL{ FOMT-FAMILY: Ama'\ FONT-SIZE: 10pt;
FONT-WETGHT : normali.MARGIN-BOTTOM: 1ipx; BORDER-STYLE: solid; BORDER—
COLOR: #DFDFES; BORDER-WIDTH: 2pX; BACKGROUND-COLOR: #DFDFES; MHZ { COLOR:

black; BACKGROUND-COLOR: #FFFFF: FONT-SIZE: 12pT; FOWT-WEIGHT: normal; @
MADCTR_RATTAM® (mws MADCTR_TAD: 1 Amvs L- /STyl Cor Hcans . mcTa bhrre_ At
[Entire conversation [175355 bytes) v
[ Eind Il Save As I Brink | © wacu ©) EBCDIC © Hex Dump O ¢ arays @ Raw

oo | o |
—

Ld3TU g WUTUWIT | TLIVADAYT

admin+starthack.com|

Awesome We got the username some of you might be thinking why there is a + sign in the username
field . as we have discussed so far this email id used is created from a website and not from gmail or
yahoo servers so remember by default every mail id made from the CPanel has the username “ mail id “
like everywhere but @ changes to +

If we have used gmail or yahoo there would have been @ symbol remember .

Okk so now lets find the password :
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Basebq decode | encode

Passwordﬂﬁ

Result from 14™ and 15" line
Now we have the username and the password.

And we know what mail servers are used like cpanels generally have mail.[site name].com so where do

we login?

Here in this case site’s name is starthack.com so to login we know that webmail is supported at port
number 2095

So we hit www.starthack.com:2095

Voila ! success! Login found

W — i
= 1 N, | e q 4
Q Back > x] [B] @p ) search 7 Favorites {5-“

Address wine, skarkhack, com: 2095

=@ - SER
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Youtube

(2 (1145 unread) - nipunjaswal =

D www.starthack.com:?

Left-click and drag to define a rectangular area you want to be shot.

Email Address

Password

KA Enter your email password.

6:17 PM

S BRO

€« X (O www.starthack.com:2095

@ Login successful. Redirecting ...

arthack.com...

6:17 PM

L R e

So we logged in successfully !
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' ‘Atmail Open - admin@start » [ (1145 unread) - nipunjaswe | New Tab S
« C  © www.starthack.com:2095/3rdparty/atmailopen/parse.php?file=html/LANG/simple/showmail_interface.ntml&ajax=1&func=Inbox&To= ARSI N

;‘ Read Mail Compose Search Email Addresses Folders Settings Help Logoff

3 13 From Subject Date
- =i 10K

= :E SENSORED SORRY | CAN'T SHOW YOU GUYS MY MAILS/|
¥ . HOW EVER NOW YOU ARE ABLE TO FIGURE OUT £

= 10K
: ~ MFROM THE SENT ITEMS .. WHERE THE ACTUAL MAILS o
[ ge—_— ~MARE GOING ... IN MOST CASES 80% BOTH THE MAIL Y

[ 5T 10K

il " “lUSED AND THE MAIL RECEIVER ID IS THE SAME .. SO | |
B " 2I[HOPE REST YOU CAN DO IT ALONE... ENJOY!!!! o

= Drafts [=] HaH 127K
[=] st 10K
a Spam = ST 10K
[=] st 10K
= Ha 72K
[=] sT 10K
= ™ 1.2K
(=] adn] 23K
[=] "pg 13K
[ HaH 75K
4 "Kal 1.2K
[ HaH 75K
Viewing 1 to 25 of 673 Messages Page 1 =] ¢4

C&1OPM
6/28/2012

=)

Finally we are in the mail inbox. Now we can figure out whose mail is this , where the mails are travelling
? who exactly is using these mails etc.
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Special Thanks To:
Laura Chappell

Protocol Analysis Institute was created by Laura Chappell, foremost network analyst and one of the top industry speakers at
events such as Microsoft TechEd, HP Tech Forum, HTCIA International Conference and more.

Protocol Analysis Insitute is the parent company of Chappell University and Wireshark University.

Mr. Nickson

Mr TCGNickson is the admin at totalcomputergeek.com and promotes hackingtalks.com website . a great place to learn technology
faster.

Mr. Vivek ramachandran

Vivek Ramachandran is a world renowned security researcher and evangelist. His expertise includes computer and network
security, exploit research, wireless security, computer forensics, embedded systems security, compliance and e-Governance. He is
the author of the books - “Wireless Penetration Testing using Backtrack” and “The Metasploit Megaprimer”, both up for worldwide
release in mid 2011. Vivek is a B.Tech from lIT Guwahati and an advisor to the computer science department’s Security Lab.

Chetan Soni

My best friend and a pro hacker currently working as Sr. Security Specialist at SECUGENIUS SECURITY SOLUTIONS
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