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Abst r act

Thi s docunment di scusses the generation of TCP tinestanps. In
particular, it discusses a nunber of algorithnms for producing

nmonot oni cal | y-i ncreasi ng timestanps such that timestanps can be used
to reduce the TIME-WAIT state, and an al gorithm for generating

ti mestanps that allows for extended SYN- cookies

Status of this Meno

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent may not be nodified,
and derivative works of it may not be created, and it nmay not be
publ i shed except as an Internet-Draft.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 24, 2010.
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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1. Introduction

The Ti nmestanps option, specified in RFC 1323 [ RFC1323], allows a TCP
to include a tinestanp value in its segnents, that can be used used
to performtwo functions: Round-Trip Tinme Measurenent (RTTM, and
Protecti on Agai nst Wapped Sequences (PAWS).

For the purpose of PAWS, the tinestanps sent on a connection are
required to be nonotonically increasing. RFC 1323 does not include
any further requirenents for the TCP tinestanps (such as the initial
tinmestanp value or the relationship between tinestanps that
correspond to different connections).

[I-D.gont-tcpmtcp-timestanps] discusses an algorithmthat enploys
TCP tinmestanps to reduce the TIME-WAIT state. The aforenentioned

al gorithm benefits fromtinestanps that are nonotonically-increasing
across connecti ons.

Sone TCP i npl ementati ons have enpl oyed TCP tinmestanps to inpl enent
ext ended SYN- Cooki es [ RFC4987]. These inplenmentati ons encode part of
the information received in an incomrming SYN segnment in the TCP

ti mestanps sent in the SYN ACK

It should be noted that a TCP inplenentation could benefit fromthe
benefits of both tinmestanps generation approaches. Mnotonically-

i ncreasing timestanps could be generated for TCPs that performthe
active open, while tinmestanps for TCPs that performthe passive open
coul d be generated according to [ Oppernan].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Tinestanps generation for TCPs that performthe active open

While there is no requirenment that tinestanps are nonotonically

i ncreasing across TCP connections, the generation of timestanps such
that they are nonotonically increasing across connections between the
same two endpoints allows the use of tinestanps for inproving the
handl i ng of SYN segnents that are received while the correspondi ng
four-tuple is in the TIME-WAIT state. That is, the tinestanp option
could be used to performheuristics to deternine whether to allow the
creation of a new incarnation of a connection that is in the TI M-
WAI'T state.

It is RECOWENDED that tinmestanps are generated with a simlar
algorithmto that introduced by RFC 1948 [ RFC1948] for the generation
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of Initial Sequence Nunbers (ISNs). That is,

timestanp = T() + F(local host, |ocal port, renotehost, renoteport,
secret _key)

where the result of T() is a global systemclock that conplies with
the requirenents of Section 4.2.2 of RFC 1323 [RFC1323], and F() is a
function that should not be computable fromthe outside wthout

know edge of the secret key (secret_key). Therefore, we suggest F()
to be a cryptographic hash function of the connection-id and sone
secret data (which could be chosen randonl y)

F() provides an offset that will be the sane for all incarnations of
a connection between the sane two endpoints, while T() provides the
nmonot oni cal Iy increasing values that are needed for PAWS.

3. Tinestanps generation for TCPs that performthe passive open
3.1. Extended SYN cookies

The purpose of SYN cookies is to avoid keeping track of all SYN s we
receive and to be able to handle SYN fl oods from bogus source
addresses (where we will never receive any reply). SYN floods try to
exhaust all our menory and available slots in the SYN cache table to
cause a denial of service to legitimte users of the |ocal host.

The i dea of SYN cookies is to encode and include all necessary

i nformati on about the connection setup state within the SYN-ACK we
send back and thus to get along wi thout keeping any local state unti
the ACK to the SYNNACK arrives (if ever). Everything we need to know
shoul d be available fromthe informati on we encoded in the SYN ACK

This inplenmentation extends the orginal idea and first inplenentation
of FreeBSD by using not only the initial sequence nunber field to
store information but also the timestanp field if present. This way
we can keep track of the entire state we need to know to recreate the
session inits original form Al nost all TCP speakers inplenment
RFC1323 tinestanps these days. For those that do not we still have
to live with the known shortcom ngs of the ISN-only SYN cooki es.

Initial Sequence Number (ISN) we send:
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MD5 Digest (first dword)
MSS i ndex

Rot ati on of secret

Odd or Even secret

T 0
I

Figure 1
The MD5 Digest is conputed with over follow ng paraneters:
o randomy rotated secret
0 struct in_conninfo containing the renote/local ip/port (1Pv4&l Pv6)
o the received initial sequence nunber fromrenote host
o the rotation offset and odd/even bit

Ti mestanp we send

DDBDDDDDDDDDDDDDDDDDDDDSSSSRRRRAS

MD5 Digest (third dword) (only as filler)
Request ed send wi ndow scal e

Request ed recei ve wi ndow scal e

SACK al | owed

TCP- MD5 enabl ed (not inplenented yet)

>0 0no
o non

XORed with MD5 Digest (forth dword)
Figure 2

The tinestanp isn't cryptographically secure and doesn't need to be.
The doubl e use of the MD5 digest dwords ties it to a specific renote/
| ocal host/port, renote initial sequence number and our l|ocal tine
limted secret. A received tinestanp is reverted (XORed) and then
the contained MD5 dword is conpared to the conputed one to ensure the
ti mestanp belongs to the SYN-ACK we sent. The other paraneters nmay
have been tanpered with but this isn't different from supplying bogus
values in the SYNin the first place.

3.2. Potential problens wth SYN cookies

Sone of the problens of |SN-only SYN cookies renmmin, neverthel ess.
Consi der the problemof a recreated (and retransmitted) cookie. |If
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1.

the original SYN was accepted, the connection is established. The
second SYNis inflight, and if it arrives with an ISNthat falls
within the receive window, the connection is killed.

A heuristic to deternine when to accept syn cookies is not necessary.
An ACK flood woul d cause the syncookie verification to be attenpted,
but a SYN fl ood causes syncookies to be generated. Both are of equa
cost, so there’s no point in trying to optinize the ACK fl ood case.
Also, if you don’t process certain ACKs for sonme reason, then all
soneone woul d have to do is launch a SYN and ACK flood at the sane
time, which would stop cookie verification and defeat the entire

pur pose of syncooki es.

Security Considerations

Thi s docunment describes a nunber of algorithms for generating TCP
ti mest anps.

[CPNI - TCP] provides a thorough discussion of the security
i mplications of TCP tinestanps.
| ANA Consi derati ons

Thi s docunment has no actions for | ANA
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