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Abstract

Credit card is a small plastic card
issued to users as a system for
payment. They can by goodies by
credit card details online. Luhn’s
formula is used for generation of valid
credit card number. Various programs
and scripts are also available online for
generating valid credit card numbers.
We will also discuss techniques used
by attackers in credit card hacking.

Keywords: Credit card, Luhn’s
formula, fake name generator, Credit
card generator



Introduction

Credit card is a small size plastic card
Issued to users as a system for
payment. They can purchase any
goodies by using credit card details.
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Specifications for credit card
numbering have been drawn up by the
International Standards Organization
(ISO/IEC 7812-1:1993) and the
American National Standards Institute
(ANSI X4.13).

Major Industry ldentifier

Thefirst digit of your credit card
number is the Major Industry Identifier
(MI1), which represents the category of
entity which issued your credit card.
Different MII digits represent the
following issuer categories:

MII Digit

value Issuer Category

ISO/TC 68 and other industry
assignments

Airlines

0

[

Airlines and other industry
assignments

‘Travel and entertainment
\Banking and financial
'Banking and financial
|Merchandizing and banking
\Petroleum

Telecommunications and other
industry assignments

O 0 [N/ o bWl N

|Nationa| assignment

Issuer Identifier

Thefirst 6 digits of your credit card
number (including the initial MII digit)
form the issuer identifier. This means
that the total number of possible
issuers is a million (10 raised to the
sixth power, or 1,000,000).

Some of the better known issuer
identifiers are listed in the following
table:

Card
Issuer Identifier Number
Length

Diner's 300xxXx-
Club/Carte 305xxx, 14

36XXXX,
Blanche

38XXXX




American 34XXXX, 15

Express 37XXXX

VISA dxxxxx |13, 16

MasterCard SLoooe g
55XXXX

Discover 1 6011xx | 16

If the MII digit is 9, then the next three
digits of the issuer identifier are the 3-
digit country codes defined in ISO
3166, and the remaining final two
digits of the issuer identifier can be
defined by the national standards body
of the specified country in whatever
way it wishes.

Account Number

Digits 7 to (n - 1)of your credit card
number are your individual account
identifier. The maximum length of a
credit card number is 19 digits. Since
the initial 6 digits of a credit card
number are the issuer identifier, and
the final digit is the check digit, this
means that the maximum length of the
account number field is 19 - 7, or 12
digits. Each issuer therefore has a
trillion (10 raised to the 12th power, or
1,000,000,000,000) possible account
numbers.

Check Digit(Luhn’s formula)

Thefinal digit of your credit card
number is a check digit, akin to a

checksum. The algorithm used to
arrive at the proper check digit is
called the Luhn algorithm, after IBM
scientist Hans Peter Luhn.

"For a card with an even number of
digits, double every odd numbered
digit and subtract 9 if the product is
greater than 9. Add up all the even
digits as well as the doubled-odd
digits, and the result must be a
multiple of 10 or it's not a valid
card. If the card has an odd number
of digits, perform the same addition
doubling the even numbered digits
instead."

Examples:
4408 0412 3456 7890

The first credit card offer showed a
picture of a card with the number 4408
0412 3456 7890.

The Major Industry Identifier (MIl) is

4 (banking and financial), the issuer
identifier is 440804 (a VISA partner),
the account number is 123456789, and
the check digit is O.

Let's apply the Luhn check to 4408
0412 3456 7890. In the following
table,

The top row is the original
number.

In the second row, we multiply
alternate digits by 2. Don't
multiply the check digit by 2.



In the third row, we force all
digits to be less than 10, by
subtracting 9 where necessary.
The bottom row contains the
digits to be added together.

41408/04/12/34/5 67890
4| 10| (0| |12]| |3
5x| |7x| |9X

42=62=8|2=0
10| 14| |18

412 18|24|2 |2
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o1 x
o1l N X
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If we add all of the digits in the bottom
row together, we get 67, which is not a
multiple of 10, and therefore we
conclude that the number 4408 0412
3456 7890 is an invalid credit card
number.

By changing the check digit from O to 3,
we arrive at the number 4408 0412 3456
7893, which does pass the Luhn check,
since the sum of the digits in the bottom
row would be 70, which is divisible by
10. 4408 0412 3456 7893 is, on the face
of it, a valid credit card number.

4417 1234 5678 9112

The second credit card offer showed a
picture of a card with the number 4417
1234 5678 9112.

The Major Industry Identifier (MIl) is 4
(banking and financial), the issuer

identifier is 441712 (a VISA partner),
the account number is 345678911, and
the check digit is 2.

Let's apply the Luhn check to 4417 1234
5678 9112, as we did in the previous
example.
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If we add all of the digits in the bottom
row together, we get 69, which is not a
multiple of 10, and therefore we
conclude that the number 4417 1234
5678 9112 is an invalid credit card
number.

By changing the check digit from 2 to
3, we arrive at the number 4417 1234
5678 9113, which does pass the Luhn
check, since the sum of the digits in
the bottom row would be 70, which is
divisible by 10. 4417 1234 5678 9113
is, on the face of it, a valid credit card
number.



Credit card number generator

Command line Python program, Java  //-------------------

program, C# program, PHP script, and public static bool ean isValid
i i i (String cardNunber) {

JavaScript SCI’.Ipt to generate valid String digitsonly =

(MOD 10) credit card numbers. Useful getbigitsonly (cardNunber);

for testing e-commerce sites should int sum = 0;

int digit = 0;
run on any platform. This generates 13 ibnt | addend = 0; o
L ool ean timesTwo = fal se;
and 16 digit VISA, Mastercard, Amex,
and a whole bunch of others. 0 ftl)r (int IO = di ?i }sOﬂ y.length
- 1o >= S B
_ digit = Integer. parselnt
Java source code for credit card (digi tfs?ﬂ(y_- subit r; n? (i, i +1);
i ti mesTwo
number generator: addend = digit * 2;
if (addend > 9) {
Java Source Code } addend -= 9;
: . : }
The following simple Java class is free el se { o
for you to use as you wish, without any } addend = digit;
restrictions or guarantees. sum += addend;
timesTwo = !'timesTwo;
[ ] m e e mm e e }
/1 Checks for valid credit card int modul us = sum % 10;
nunber usi ng Luhn al gorithm return nodulus == 0;
[ ] = e e
_______________________ }
public abstract class LuhnCheck { If-----
/1 Test
L e e e []-----
/1 Filter out non-digit characters ) ) ) ) )
2 public static void main (String[]
args) {
private static String String cardNumber = "4408 0412
getDigitsOnly (String s) { 3456 7890"; _
StringBuffer digitsOnly = new bool ean valid =
StringBuffer (); LuhnCheck. i sValid (cardNunber);
char c: Systemout. println (cardNunber +
for (int i =0; i <s.length (): "ot o+ ovalid);
i ++) { cardNunmber = "4408 0412 3456
c = s.charAt (i); 7893"; . .
if (Character.isDigit (c)) { valid = LuhnCheck.isValid
digitsOnly. append (c); (car dNunber) ; _
} Systemout. println (cardNunmber +
} "o " +wvalid);
return digitsonly.toString (); cardNunmber = "4417 1234 5678

} 9112";



valid = LuhnCheck.isValid

( car dNunber ) . Joseph C. Gallagher
! . 266 Nutters Barn Lane
Systemout. println (cardNunber + Jewel, [4 50130
©+ovalid); o 515-827-5182
.(.:ar dNunber = "4417 1234 5678 RS
9113 ) mail Addres JosephCGallagher@teleworm.com
Val | d = LUhnCheCk | SVa.I | d This i3 ! ernalt address, Click here to activate it!
(CardNUrTber) . uishashahf
' ) Mother's Maider me: Rose
'S\/st em ou'F .println (cardNunber + T ST
+ vali d) ; ; 4556 3276 1666 3834
} Expire 1042016
161
} 470-05-1484
O
Court officer
Giant Open &ir
17 04 057 78 4462 351 2
ood typ: O+
Weic 193 .8 pounds (38,1 kilograms)
Fake name Generator i T
SUID 92b0bazs-518d-4db1-0250-5d138d323dMS
Geo coordinates 4236361, -93.762192
If you want to go one step further and oo Cllck o view the GR eode for s dentiy

generate a whole test identity, try

the Fake Name generator. It makes use Here is one of fake identity generated
of this credit card generator, and adds by this website. These details can be
a lot of other identity data. used in committing credit card frauds.

http://www.fakenamegenerator.com/

This is the website for which you were

looking for. It creates fake identity of ~Summary
any person with identification details

& credit card details can be used in Credit card is a small size plastic card
credit card frauds. issued to users as a system for

payment. The algorithm used to arrive
at the proper check digit is called the
Luhn algorithm, after IBM scientist
Hans Peter Luhn. Fake Name
generator makes a whole test identity
to make use of credit card generator.
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