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Tutorials from other security researchers.

I ntroduction

A tremendous change in online transaction has heeompanied with equal
rise of security attacks against online paymeniesys. Some of these
attacks are carried by using disclosed vulneraslion online resource
about online payment applications and systems.rQitt@cks have used
vulnerabilities that are common in any web appiaatsuch as SQL
injection or cross-site scripting. The differenpég of vulnerabilities
discussed here are SQL injection, cross-site stgpinformation

disclosure, path disclosure, price manipulatiomwl, launffer overflows.

Successful exploitation of these vulnerabilities tad to a wide range of
results. Information and path disclosure vulnerid will typically act as
initial stages leading to further exploitation. S@lection or price
manipulation attacks could compromise confideriand in worst cases
cause the e-commerce business to shut down coiyplete
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Vulnerabilities

There are a number of reasons why security vulilgrad arise in shopping
cart and online payment systems. The reasons aexalasive to these
systems, but their impact becomes much greaten\siogeause of the
financial nature of the transactions.

One of the main reasons for such vulnerabilitigbésfact that web
application developers are often not very well catiigpe with secure
programming techniques.

In a number of cases, we've found that e-comméte® tout their 128-bit
SSL certificates as proof that their sites are wetlured but still some
loopholes always been there in applications.

There are some common security vulnerabilities hlaae been discovered
in shopping cart and online payment systems whietwill discussed from
next paragraph.

SQL Injection
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SQL injection refers to the insertion of SQL melka@cters in user input,
such that the attacker's queries are executedelyatk-end database.
Typically, attackers will first determine if a sivulnerable to such an
attack by sending in the single-quote (') charadike results from an SQL
injection attack on a vulnerable site may rangenfeodetailed error
message, which discloses the back-end technoldgy bised, or allowing
the attacker to access restricted areas of theéeti@use he manipulated the
guery to an always-true Boolean value, or it magneallow the execution of
operating system commands.

SQL injection techniques differ depending on theetpf database being
used. In its default configuration, MS SQL seruars with Local System
privileges and has the 'xp_cmdshell' extended piwee which allows
execution of operating system commands.

The most publicized occurrences of this vulnergbiliere on the e-
commerce sites of Guess.com and PetCo.com .

Vulnerable Shopping carts:

* VP-ASP Shopping Cart
* |Generic Free Shopping Cart
* Web Merchant Services Storefront Shopping Cart

Price M anipulation

This is a vulnerability that is almost completeljigue to online shopping
carts and payment gateways. In the most commonrmecme of this
vulnerability, the total payable price of the puashd goods is stored in a
hidden HTML field of a dynamically generated welgeaAn attacker can
use a web application proxy such as Achilles tqpsrmodify the amount
that is payable, when this information flows frome tuser's browser to the
web server. Shown below is a snapshot of just aualinerability that was
discovered in one of the penetration testing assegris of mine.



B Achalles 0.27

File Foonst Aot

> moC|s|
= Proxy Settings ~Intercept Modes
Listen on Part L000 I Intercept mode OM
Cert File _.| [EAToolstAchillesisa F Inercept Client Data
Client Timeout [See] |7 [" Intercept Server Data [text]
Server Timeout [sec]  [3 I Logto File

. ¥ Ignore jpgl.gif
Send | Find/fep |

POST fpaynowfindesx.php HTTPf1.0 =
pt: imagefgil, imagef<-xbitmap, imagefjpeq. imagefpjpen. applicationfnd.ms-powerpoint,

applicationfvnd.ms-excel, application/fmsword, applicationfe-shockwave-flash, "/
cepl-Language: en-us

Content-Type: applicationf<-wisnw-form-urlencoded

Connection; Keep-Alive

Uszer-Agent: Mozillaf4.0 [compatible; MSIE 6.0; Windows NT 5.0]

Host: www.somesite.com

Content-Length: 464

Cache-Control: no-cache

Referer: hitp Jhwww.scomesite.comfpayonlineflorders.php?order_id=999399539

redirect_url_payment_gw=hitpdahad it P2 P somesite.com®2thankyou_gw.php&shop_code=merchani_coded
orders_id=999999 !E]‘.nurrenw: Rs&amount=879.00&bill_cust_name=Mookhey&bill_cust_add=Mumbai®2C+&bill
_cust_country=India 8B cost-tel=2 27277774017 cust_email=7777 @hotmail.com&del_cust_name=K&del_cust_
add=MEdel_cust wel=Tr7IT77T7T&redirect_url_payment_gw=hMpMIAE FREPwww. somesite.comZFthankyou_.p
hp&x=Gtigy=14

Staws:  [Running

Here an attacker can change the final payable price
(currency=Rs&anount =879. 00) to a value of his choice. This
information is eventually sent to the payment gatgwith whom the online
merchant has partnered. If the volume of transasti® very high, the price
manipulation may go completely unnoticed, or mayliseovered too late.

Vulnerable Shopping carts:

» 3D3 ShopFactory Shopping
» Smartwin Technology's CyberOffice Shopping Cart 2.0

Buffer overflows

Buffer overflow vulnerabilities are not very commionshopping cart or
other web applications using Perl, PHP, ASP, etwé{er, sending in a
large number of bytes to web applications thathategeared to deal with
them can have unexpected consequences. In My dhe penetration
testing assignment, it was possible to discloseétle of the PHP functions



being used by sending in a very large value inrtpat fields. See the
snapshot is shown below.
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“Fatal error; Mamrourn executon tme of 30 seconds exceeded m frarfwwnwhemliadd_to_cartphp on line 1207
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Using this error information it was possible to eexthe restricted ‘admin’
folder. From the structure of the web site andvibible hyperlinks there
would have been no way to determine that therdeazkihe 'admin’ directory
within the 'func' sub-directory below the main $DowentRoot.

Vulnerable Shopping carts:
» PDGsoft shopping cart

Cross-site scripting

XSS vulnerability is one of common vulnerabilityufed in many web
applications. An attacker can exploit this vulnérgbto get cookies of
session on any web application. By analyzing tlves&ies an attacker can
get login information of users on the web applmatiXSS is basically a



client side attack. An attacker can add his owrtes to the webpage by
exploiting XSS Vulnerability at the client side.

A typical XSS attack URL would look like this:

http://ww. vul nerabl esite. com sear ch. php?keywor ds=&
|'t;script>alert("Hacked by banna") & t; scri pt>.Inthis
case, when the victim clicks on this link, a messhgx with the text
"Hacked by banna" will open up on his system.

In most cases, the attacker would craft the URarder to try and steal the
user's cookie, which would probably contain theseasID and other
sensitive information.

However, the JavaScript can also be used to rediveaiser to a site that
looks similar to the original web site (clone websand requests the user to
enter sensitive information such as his authemticatetails for that web

site, or his credit card number or social securuynber. A related attack is
shown below:
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Remote command execution

The most devastating web application vulnerabdibecur when the CGI
script allows an attacker to execute operatingesgstommands due to
inadequate input validation. This is most commotihuhe use of the
'system' call in Perl and PHP scripts.

AWStats configdir Remote Command Execution Exploit perl code Page 1/2

#!/usr/bin/perl
#mm=GHC === mmmmmmmmmmm e #

1
2
s #Remote command execution exploit #

4 #Product: #
5 #Advanced Web Statistics 6.0 - 6.2 #

6 #URL:http://awstats.sourceforge.net #

7 #Greets & respects to our friends: #

8 #1dt.w0Olf and all rst.void.ru #

9 #Special greets 2 d0G4 #
10 #& crOn for link on bugtrag #
1 #-——not-PRIVATE-already———-——————————~ #
# bug found by iDEFENSE #
# http://www.lidefense.com/ #
14 # application/poi/display? #
# id=185&type=vulnerabilities #
#
#

19 use lO::Socket;
20 S$banner = "

22 GHC 2005

23 Remote command execution exploit for:

24 Advanced Web Statistics 6.0 — 6.2

25 Usage:

26 >perl /GHCaws.pl www.server.net /cgi—bin/awredir.pl \"uname —a\"

27 iR A

s $bug_param = ’configdir’ ;
31 $id_start = ’'b_exp’;
2 Sid_exit = 'e_exp’;

s $id_print = 0;
34 S$http_head = "\n\n";

3s sub Print_Report {
7 §$str = $_[0];
38 if (§str =~ m/Sid_exit/i) |

38 exit;
w0}
o if ($str =~ m/Sid_start/i) |

42 $str =~ s/$id_start//ig;
4 $id_print = 1;

)

45 if ($id _print == 1) {

46 print "$str";

4w}
50  sub ConnectServer {

51 $socket = IO::Socket::INET->new( Proto => "tcp", PeerAddr => "$server", PeerPort => "80")
s2 || die "Errorn";

GHC 01/25/2005

Vulnerable Shopping carts:

» Pacific Software's Carello Shopping Cart
» Hassan Consulting's Shopping Cart



Weak Authentication and Authorization

Authentication mechanisms that do not prohibit mpidtfailed logins can be
attacked using tools such as Brutus. Similarlyhéf web site uses HTTP
Basic Authentication or does not pass session i@s 8SL (Secure Sockets
Layer), an attacker can sniff the traffic to disepuser's authentication
and/or authorization credentials.

Counter measur es.
Developer side:

» Use proper input validation

» Proper sanitizing of input values

» Update webserver with security patches.

» Keep your support lists private-it may leak theomfation about
reported vulnerability to outside user.

» Use secured programming techniques.

User Side:

» Use strong password

» Don't click on suspected links.

 Install anti phising toolbar to web browser

» Update machine with internet security softwares.

References:

1. News article on SQL Injection vulnerability ati€ss.com
http://www.securityfocus.com/news/346

2. Jeremiah Jacks at work again, this time at Pet@o
http://www.securityfocus.com/news/7581

3. Achilles can be downloaded frdmtp://achilles.mavensecurity.com/
4. CERT Advisory Malicious HTML HTML Tags EmbeddadClient Web
Requesthttp://www.cert.org/advisories/CA-2000-02.html




5. Definition of 'phishing’
http://www.webopedia.com/TERM/p/phishing.html
6. Brutus can be downloaded frdrip://www.hoobie.net/brutus/

7. OWASP Guiddnttp://www.owasp.org/







