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M1. Improper Platform Usage

1. Insecure version of OS installation allowed

Khéng cho phép cai dat irng dung 1én cac phién ban OS qua ci do cé nguy
co mat an toan ttr chinh OS.

C6 thé quy dinh trong AndroidManifest.xml, phan minSDKversion. Tam xac
dinh min Sdk = 24 va min OS = Android 7.

2. Abusing Android components through IPC intents

V&i Activity Hijacking (Intents): diéu nay xay ra khi mét Activity phu thudc
vao Intent ngdm. K& tn cong dang ky mot Intent Filter chinh xac va kiém
soat no, chay mét Activity déc hai thay cho cai ta mong mudn, vi vay nguoi
dung sé& dung mét (rng dung sai ma khéng hay biét.

V&i Malicious Broadcast Injection (exported): Néu mot BroadcastReceiver
duwoc exported luén tin twdng cac broadcast Intent giri dén ma khéng kiém
tra cac action, data nhan dwoc, né cé thé nhan dwoc nhirng action khéng
hop 1é hodc 1énh diéu trén dir liéu ddc hai tlr broadcast Intent va cé thé
chuyé&n dén cho cac Services va Activities lam cho cac Intent doc hai cé
thé lan tran trong (rng dung.

3. Default credentials on Application Server
Xac dinh théng tin dang nhap mac dinh trén Backend server
Vi du: May chu trng dung Tomcat str dung tomcat/tomcat, admin/tomcat

4. Security misconfiguration on Server API

Security Misconfiguration & API Server, cé thé lién quan t&i str dung cac
phién ban ci c6 16i, CORS, HSTS...

5. Minimum device security requirements absent



M2. Insecure Data Storage

1. Unencrypted credentials in databases.

7 2

ng dung lwu trir thoéng tin tai khodn khéng ma hoéa & céc file database:
*.sqlite, *.db

Khi cai 'ng dung trén thiét bj root, k& tAn cong cé thé tai cac file database
vé thiét bi va doc dwoc toan b théng tin (trong trwdng hop DB khéng ma
hoa)
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2. Sensitive data storage in plain text.

ng dung lwu trir cac théng tin nhay cdm & dang plain-text, dé dang doc
dwoc bdi cac chwong trinh chinh stra van ban.

3. Insecure cookie storage.
Khi trng dung lwu trir cookie khéng an toan, ké tAn cong cé thé dung céac
dir liéu nay dé mao danh phién d&ng nhap hop & cla nguoi dung.

4. Store credentials outside Sandbox.

File cia (rng dung dwoc Iwu trong SD Cards (external storage) chira thong
tin nhay cdm va cé thé dwoc doc va thay ddi béi bat ky rng dung nao
khac.

5. Unencrypted backup file.

Ung dung khéng ma héa file backup, co thé dé 16 thong tin khi Hacker doc
dwoc.



6. Store encryption key locally.
ng dung Iwu trir khéa gidi ma khéng an toan, hardcoded key, ké tAn cong
c6 thé dung khéa nay dé gidi ma cac div liéu da bj ma hoa.

7. Improper file permission or allow global permission.
Thiét 1ap cac quyén khéng an toan khién cho cac trng dung khac cé thé
doc/ghi cac tap tin nhay cam lwu bén trong rng dung.

8. The keyboard cache is disabled on text inputs that process
sensitive data.
B6 dém ban phim bi v6 hiéu héa trén cac trwdng input lién quan dir liéu
nhay cam.
9. No sensitive data, such as passwords or pins, is exposed
through the user interface.
Khéng ¢6 di¥ liéu nhay cdm, nhw mat khau hodc ma pin, dwoc hién thi

thdng qua giao dién nguwdi dung.

10. No sensitive data is included in backups generated by the
mobile operating system.

Khéng co dir liéu nhay cam dworc Iwu trong cac ban backup dwgc tao bdi
hé diéu hanh di dong.

11. The app removes sensitive data from views when moved to

the background.

ng dung an cac dir liéu nhay cdm khaéi giao dién nhin thay dwoc khi
chuyén sang ché do nén.



M3. Insecure Communication

1. Insecure Transport Layer Protocols

D lieu dwoc truyén di khdng duwoc bao vé tét dan dén co thé bj nghe 1én
va |16 thdng tin.

2. Use of Insecure and Deprecated algorithms
Cac trng dung két ndi v&i server sir dung thuat toan ma héa yéu khién dé
dang duoc gidi ma béi ké xau. Piéu nay gay nguy hiém cho tinh bao mat
cta kénh truyén gitra ’ng dung va server

3. Use of Disabling certificate validation

Cho phép Pentest chan SSL traffic ma khéng can cai dat Chirng chi
(checkServerTrusted nobody)

4. SSL pinning Implementation - Lack of Certificate Inspection
Kiém tra viéc trién khai SSL Pinning. Céac trng dung khéng kiém tra chirng
nhan dwoc cung cip bdi server va vé tinh chdp nhan b4t c& chirng nhan
nao tr server. Diéu nay dan dén (rng dung cé thé bi tAn cong MITM théng
qua SSL Proxy.

5. Third-party Data Transit on Unencrypted Channel

Ung dung glri di¥ liéu qua kénh truyén khéng dwo'c ma héa cia bén thi ba
dan dén dir lieu khéng dwoc bao vé.



M4. Insecure Authentication

1. Client Side Based Authentication Flaws - Bypass Authentication
Schema

Ung dung cung cép chirc nang chivng thuc offline dé co thé twong tac voi
cac ham chic nang bén trong sau khi chirng thiye thanh cong.

2. Session invalidation on Backend
ng dung xda phién lam viéc ctia ngwdi dung & thiét bi, nhwng khéng huy
ching & phia may chd. Qua dé ké tan cdng van cé thé thyc hién cac thao
tac nhw ngwdi dung hop 18 thédng qua cac cdng cu gia lap yéu cau.

3. Session Timeout Protection
M6i rng dung can béo vé nguwdi dung cudi bang thdi gian timeout phia
may chi, dé han ché ké tan céng dung cac phién lam viéc hién cé, thuc

hién cac hanh vi nhw ngw&i dung hop 1é.

Sau mét thoi gian khdng hoat ddng (khéng nhat thiét thiét bj phai tat man
hinh) thi ngwdi dung phai authen lai. D6 dai tuy yéu cau an ninh.

4. Cookie Rotation

DPam bao rang viéc dat lai cookie dwoc thwe hién chinh xac khi cé thay ddi
trang thai xac thwc. (Anonymous <=> User, User A <=> User B, Timeout)

DPbi Cookie khi c6 sw thay dbi vé authentication /authorize



5. Using Device ldentifier as Session
ng dung st dung cac sé dinh danh trén thiét bj nhw IMEI, UDID dung lam
dinh danh phién lam viéc cla ngu®i dung, diéu nay cho phép ké tan céng
c6 thé mao danh b4t ki ngwdi dung thdng qua viéc thay dbi cac dinh danh
phién (session id) do.

6. Weak Password Policy
ng dung cho phép st dung céc tai khoan véi mat khau yéu, co thé dé
dang cho ké tan do, doan ra mat khau, truy xuét tai nguyén hodc chiém

doat tai khoan nguwoi dung.

Policy dat password phai dd manh. Viéc kiém tra dd an toan password phai
duwoc thwe hién ca & Client va Server.

7. No rate limit on Login

Remote Endpoint khéng c6 co' ché chdng lai viéc givi thdng tin dang nhap
qué nhiéu 1an

8. Weak biometric authentication
Néu (rng dung c6 chirc ndng xac thue sinh trac hoc (van tay, khuén mat)
thi khéng dwoc st dung cac API chi don gian tra vé true/false. Cac API
nay can duwa trén viéc m& khoa keychain/keystore

9. Not perform 2FA

Png dung nén co chirc nang 2FA, va viéc nay phai dwoc thwe hién ca &
remote endpoint.

Cac giao dich nhay cam doi hoi phai cé xac thyc tang cudng.



M5. Insufficient Cryptography

1. Insecure Token Creation

ng dung st dung co ché sinh Token khéng an toan, khéng da d6 dai, tinh
ngau nhién, cé thé doan dwoc, hodc dung thuat toan cé thé bj pha vé.

2. Use of Insecure and/or Deprecated Algorithms

ng dung s dung céac thuat toan khéng an toan hoac da bj 16i thdi, dé
dang do ra ban gbc cla dir liéu dwoc ma hoa nhw: RC2, MD4, MD5, SHA1

3. Weak Custom Cryptography Methodology
Nha phat trién tw xay dwng moét thuat toan ma hoa, khéng str dung cac thw

vién ma hoa manh hd tro sén, khién cho ké tAn coéng c6 thé dé dang dich
ngwoc ma ngudn, pha v& phwong phap méa hoa cda (rng dung.

M6. Insecure Authorization

1. Missing function level access control / Bypass Authorization
Schema

L'J’ng dung hién thywc chirc nang xac thwe ngwdi dung khéng chinh xac, vi
thé ké tan cong co thé thwc hién cac ham chirc nang tlr ngudi dung thap
quyén Ién ngwdi dung cé quyén cao hon, ké ca quyén quan tri.



2. Insecure Direct Object references

Céc object str dung cac tham chiéu dé Iay gia tri, nhuwng khdng phan quyén
chinh xac, dan t&i viéc 16 thdng tin ma nguwei dung khéng cé quyén truy
cap.

M7. Client Code Quality

1. Content Providers: SQL Injection and Local File Inclusion

V&i SQL Injection: 'ng dung s&r dung SQLite dé lwu gitr cac div liéu cta
ngwdi dung, nhwng khdng loc cac div liéu dau vao khién cho ké tan cong
c6 thé thwe hién cac cau truy van kém theo dé 14y thong tin trong DB.

Vé&i LFI: ng dung cung cap chirec nang x( ly tap tin, st dung thw vién voi
céac thiét lap khéng an toan, va khéng loc cac di liéu trwdc khi xir ly cac
Input dau vao khién cho ké tan cong co thé duyét/doc cac thu muc khac
hodc tap tin hé thdng.

2. Insufficient WebView hardening / Javascript Injection / Malicious
input from external sources

ng dung cho phép thuc thi Javascript nhwng khéng loc di liéu dau vao,
khién cho ké tAn coéng cé thé Ioi dung dé thuc thi cac doan Javascript doc
hai nham danh cap cookie/session clia ngwdi dung.

Tét ca input c6 ngudn gbc tr ngoai rng dung va tr ngwdi dung déu can
dwoc xac thwe va kieém tra ky dé tranh cac 16i vé injection va XSS.



3. XML Injection

ng dung cho phép thuc thi Javascript nhung khéng loc div liéu dau vao,
khién cho ké tan céng co thé loi dung dé thwe thi cac doan Javascript déc
hai nham danh cap cookie/session ctia ngudi dung.

T4t ca input c6 ngudn gbc tir ngoai rng dung va tr ngwdi dung déu can
duwoc xac thwe va kiém tra ki dé tranh cac 16i vé injection va XSS.

4. Abusing URL schemes or Deeplinks

ng dung s dung deep link dwoc define trong source code dé khi ngudi
dung 4n vao URI thi OS ty ddng goi dén App hoac Activity trong App.

Khi click mét URI, hé théng Android sé lam tirng buéc sau, theo tuan tw,
cho dén khi thanh cong:
1. M& (rng dung mac dinh theo setting ctia ngudi dung cé thé x Iy
URL, néu dwoc chi dinh
2. M& (rng dung duy nhét c6 thé xt&r ly URL
3. Cho phép nguwdi dung chon trng dung tw dialog

5. Broadcast Thief

M6t implicit Intent cong khai ma khéng dwoc bdo vé véi cac loai quyén
"Signature" hoac "SignatureOrSystem".

Mot BroadcastReceiver ddc hai c6 thé doc dwoc thong tin tat ca cac
broadcast céng khai cla tat ca cac rng dung.

Ngoai ra, Hacker cé thé phat ddng DOS dwa trén cac ordered broadcasts
bang cach ngan khéng cho goi broadcast téi dwoc cac Receivers can dén
cla wng dung dwa trén do wu tién cda chung.



6. Build in wrong mode
ng dung chuwa dwoc build & ché dd phat hanh, thiéu cac cai dat phu hop
cho ban dwng phat hanh (vi du: khéng thé chay & ché dé debug; khéng 16
céac théng tin quan trong, cac théng tin debug,... ra Log; Xt ly hét cac
exception cé thé lwong trudec;...).

7. 3rd party services may be exploited by known vulnerabilities
Nhirng thanh phan clia bén th& 3 nhw libraries, framework, chwa phai
phién ban méi nhat va cé thé bi khai thac bang cac 16 héng da dwoc cong
bb.

8. Error handling logic in security controls

Néu cd 16i trong qua trinh kiém soat an ninh an toan thi méc dinh phai tor
chdi truy cap

Phai co xt ly 16i mot cach co kiém soat

M8. Code Tampering

1. Unauthorized Code Modification
ng dung khdéng c6 cac co ché phat hién ban than ching bj thay dbi béi
cac ky thuat patching nén co thé bj chén ma dodc va cac co ché bao mat dé

dang bi vwot qua.

C6 co ché kiém tra tinh toan ven cac file code bang cach hash source code
smali. Dam bao khi code dbi thi hash values ciing sé bi déi.

2. Runtime Manipulation

ng dung khéng c6 co ché bdo vé trwdc cac cdng cu hook, khéng phat
hién dwoc code hodc dir liéu da bi thay dbi trong qua trinh chay.



M9. Reverse Engineering

1. Lack of Code Obfuscation
Khi release sa&n pham, nha phat trién khéng st dung cac ky thuat Code
Obfuscation, khién cho ké tAn cong cé thé dé& dang dich ngwo'c ma ngudn,
thay ré cac tén ham (function) va dé dang doan dwoc chinh xac cac chire
nang bén trong, vé lai ludng thwc thi (’ng dung.

2. Lack of Root Detection

Rui ro khi str dung cac thiét bi da Root. Khéng cé co ché phat hién, ngan
chan viéc chay trén thiét bj root.

3. Lack of Emulator Detection

ng dung khdéng c6 co ché phat hién va phan héi khi dwoc chay trén cac
chwong trinh ao hoa, gia lap.

4. Device Binding
ng dung trién khai chirc nang rang budc véi thiét bi (device binding) bang
cach str dung chirng chi nhan dang dwoc tao thanh tir cac dac diém duy

nhat cGa maéi thiét bi.

Cookie / data d6 chi chay v&i thiét bj dwoc st dung tr dau, néu duoc
chuyén dbi sang thiét bj khac thi ko dwgc. Dung UUID thiét bj dé kiém tra.



M10. Extraneous Functionality

1. Lack of Anti-Debugging Method

Nha phat trién khéng dung céac ky thuat chéng g& 16i (debug), khién cho ké
tan cdng co thé thwe hién cac kj thuat phan tich dir liéu trong luc thuce thi
cda rng dung, ttr dé c6 thé tim ra cac key ma hoa hodc cac gia tri bién
quan trong cta rng dung, ttr dé phuc vu cho cac phwong phap khai thac
khac

2. Passwords/ Connection String disclosure
Identify sensitive information (Credential) between mobile and API
Hidden and Unscrutinised functionalities
Cac chirc nang an khong cé trén UX/UI nhwng van ton tai, dan dén ké tan

coéng st dung ching va biét dwoc cac théng tin, back-end test, demo,
staging, hay UAT environments.



