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| Dashboard TTarget ] P

iy T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project options T User options T]SON Eeautifi

[S\te map ] Scope ] Izsue definitions |

Filter: Hiding out of scope and not found items; hiding CS5, image and general binary content; hiding 4>e< responses; hiding empty folders

O httpsy

o

https:/,

Scan

Delete host

lssues

iew

Copy LRLs in this host
Copy links in this host

>.comf

Remewve frem scope

v

Heartbleed this!
Engagement tools
Compare site maps
Expand branch

Expand requested iterms

Ctri+L

Save selected iterns

Show new site map window
Site map documentation

Schedule task
Simulate manual testing

Params | Status 4 | Length | MM
200 a78 HTM
minltefbootstrapyj... 200 26430 scri
salesperson 200 9142 HTk
200 Q142 HTr

Search —
Find comments L2 \?142 .
. . ~—6142 HTI
Find scripts | 6142 TR
Find references 200 5147 HTT
Analyze target 200 8142  HTH
Discover content 200 2142 HTI

.herokuapp.com

test&search= HTTP/1.1

rch | https

ltern

| Export scripts |

Time requested

/#1* Bootstrap v3.1.1 [http:...
/+! * Bootstrap «3.1.1 [http:..
f*! * Bootstrap v2.1.1 (http:...
/#! * Bootstrap v2.1.1 (http:. .
/#1* Bootstrap v3.1.1 [http:...

08:36:08 30 May 201 4
08:36:09 30 May 201
11:36:29 28 May 201
11:36:24 28 May 201
11:44:35 28 May 201

| search | [ Dynamic update
Source Host 4 LRL
Scanner  https: jfadminlte/bootstrapfsfbootstrap.min js
Target https: jiadminlte/bootstrapfs/bootstrap.min js
Scanner https: Jadminlte/bootstrapfs/boctstrap.min.js
Target https: jadminlte/bootstrapfis/boatstrap.min.js
Prosxy https: jadminlte/bootstrapjjs/bootstrap.min.js
VEIEE https: Export scripts
Proxy https:
Target https: Jadminlte/plug
Prosxy https: fadminlte/plug
Prosxy https: fadmintte/plugl [ Rermove duplicate scripts
Scanner  hitps: fpaymente/Sby [ Include URLs in export
Scanner https: {payments/5b _
. L . R ® Copyto clipboard

J Seripts T Request T Response

() Save to file

| select fila ... |
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Dashboard | Target | Proxy | Intruder T Repeater T Sequencer I Cecoder T Comparer T Extender T Project options T User options T]SON Ee:
Intercept | HTTP histary T WebSMor}f T Options |

Filter: Hiding out of scopwg}é, image and flash content; showing specific extensions

1 }
@ Filter by request type Filter by MIME type Filter by status code
@ ] show only in-scope itermns ] HTML ] Other text ] 2w¢ [success)]
] Hide iterns without respenses ] script ) Images ] z0¢ [redirection]
[] show only parameterized requests ] =L ] Flash ] 4xx [reguest error]
[]css ] other binary ] 5w [server error]
Filter by search term Filter by file extension Filter by annotation
W Show only: | js ] Show only commented itermns
Regex & {L(R .
L heg - .gif.ipg.ong,css ] show only highlighted iterms
[] case sensitive [] Negative search
| showall | | Hideall || Revert changes |

[Dashbuard TTargst T Proxy T Intruder T Repeater I Seguencer T Decoder I Cornparer TExtsndsr T Project opticns T User optians TJSDN Beautifier T SHELLING TgT@

Intercept | HTTP history T webSockets history T Optians |

| Filter: Hiding out of scope items; hiding CSS, image and flash content: showing specific extensions

# Host Me...| LRL Status | Extension | MIME type |Length |Para... | Edited | Title
142 https:if ... GET (adminltefbootstrapfs/dt.js 200 s seript 2954

158 https:if ... GET (adminlte/bootstrapfisibootstrap.min.js 200 is script 26430

159 https:jf ... GET (fadminlte/pluginsficheckficheck.min.js 200 s seript 4835

175 https: ... GET (adminlte/bootstrapfs/dt.js 204 is script 287

176 https:i ... GET (adminltefbootstrapfjs/bootstrap.min.js N N

177 https:] ... GET (adminlte/pluginsficheckficheck.min.js https:y dminlte/bootstrapyjs/dt.js

185  https:f .. GET (fadminltesbootstrapijsidt.js Add to scope

186 https:f ... GET (adminlte/bootstrapfisibootstrap.min.js Rermove from scope

187 https:jf ... GET (fadminlte/pluginsficheckficheck.min.js Scan »
165 https: ... GET (adminlte/bootstrapfs/dt.js Send to Comparer {requests)

186 https:i ... GET (fadminltefbootstrapfjs/bootstrap.min.js Send to Cormparer (responses)

167 https:] ... GET (jadminlte/pluginsficheckficheck.min.js =

205  https:f ... GET yjadminlte/bootstrapjs/dt.js Heartbleed thist

206 https:if ... GET (adminlte/bootstrapfisibootstrap.min.js Show rew history window

- Add cormment

- Highlight L
Request | Response ‘ Delete selected iterns _

Raw | Params I Headers I Hex ‘ Clear history

GET /adminlte/bootstrap/js/bootstrap.min.js HTTP/1.1

Copy LIRLs
Copy links
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for i in S(cat target)S.ixt);do wget Si;done

ts/chunk-profile-860a1228. s
ement-5bf@869b. js
or-fd78f451. js
—underlinenav—ﬂff

W

I.l" U'\ I.l" vhowmow

=T )

'om!

sithunk—;ﬂll';—
t5fnhunk severity
sortable-behav

tom!4
.com/a
.com/asse
.com/a

.com/as

u1

sfihunk—toast—SBaF155+ is

.com/a s/chunk-tweetsodium-d6f499bt. js

com/as s/chunk-unveil-7ef7 j

nom!455 ts/chunk-user-status-submit-5@el4d5b. js
.com/assets/chunk-webgl-warp-70abbff9.js

5e
S5E€
5e
se
5e
se
5e
se
5e
s5e
5e
se

[~fDesktop]
target]s.

(14.9 MB/s) - ‘chunk-unveil-7ef7@e39.js" s:

submit-58el4d5

¥ 185 199.111.154.
connecte

request sent
Length: SEI.-B (7.8 :
ng to: ‘chunk-user-status-submi fel qd5b is
chunk-user-status-submit-50el14d5b. js 1@
(792 KB/s) - ‘chunk-user-status-submit-5@e14d5b.js" saved [8038/8038]
com/assets/chunk-webgl-warp-70abbff9. js

assets.com) ... 185.199.110.154, 185.199.108.15!
thubassets.. )|185.199.110.154] 1443 ... -

ts.
set

malp—?@abbeQ.js'
chunk-webgl-warp-78abbff9.js 100%[

(1.27 MB/s) - ‘chunk-webgl-warp-70abbff9.js’ saved [7489/7409]
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https://github.com/Mesh3l911/JS_Scrapper
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https://github.com/GerbenJavado/LinkFinder

Archive axiui 5 A1 48y 5k

https://web.archive.org/cdx/search/cdx?
url=google.com&matchType=domain&fl=original&collapse=urlkey&output=text&filter=sta
tuscode:200

JS il 5 Al grep ¥ aladial wdl g Cn S Blad) clile Ji 3 Loop (el Lidiig

L g g gall 7 A
L gl JS LleLloop aladiul ai 403 a8 1) 200 aé Y o byl 4 statuscode s
By A0 (b Lga pdh e 2 e JSy B0 I ciluan 5 403 il (85 200 20 byl 292 40

& Lald Methodology st dile g a 83 o ol &l gal g s JA) Gk Bae Lyl 22 g

S Blad) cilile e b



https://web.archive.org/cdx/search/cdx?url=google.com&matchType=domain&fl=original&collapse=urlkey&output=text&filter=statuscode:200
https://web.archive.org/cdx/search/cdx?url=google.com&matchType=domain&fl=original&collapse=urlkey&output=text&filter=statuscode:200
https://web.archive.org/cdx/search/cdx?url=google.com&matchType=domain&fl=original&collapse=urlkey&output=text&filter=statuscode:200
https://github.com/GerbenJavado/LinkFinder

i) g Julatl) A0 § ghadll JEEE cililal) pan (3o $LgEN) Say

Clilall A 53 ga gall Jil gal) (lany (e Gaagll Jlia il addiind (Y Alaa B Cililal) Bda a5 Le day
day Al b dadage iNNErHTML (& dbas A2 JiS1 g Domxss ¢& ) NS ¢ oS g )
Wil regex o ¢ sind Cuils 13 g 4 o Lgasli (S Eay LS aad AN 43 j2a day 4308 3)

anily Alaa B Clilal) Bda a3 Ena AgadEll) A8 Jlally aad) A 130 Jgl 9 £ el A8y jhay Lglae A4S alai )
test

File Actions Edit View Help

)-[~/Desktop]
"innerHTML" test
var html = el.
el. = '<span ;T}1n- font-family:
ffunuticn(a){ual r=a.fn.domManip,d="_tmplitem"”,
i){var 1-{d&fa i||(d?d.data:{}), w:ap:d?d._wrap:null.tmpl:null.palent.d||null,
. _ _ct _ctnt || c .tmpl(a c.key=++h:El.length?f:b)[h]:c}retuxn cl
P h“} +un:t10n Fl=function( = i=al

ﬁu;hifa1k[§,+ i. SELELfOI|}1—h,E null._ Tmp1 tcmpletet1l Iﬂfutn
m[fhla[O]I}.__mp1ate +unut10ntbl{1etu1n a templa

naﬁa Tmp1 1ompletn[bl"

nodes=[];c.wrapped&an(c,c. w:appﬂdﬁ return atltu,null.u i NER
I?a map(h, function{a){return a?g(e,c,d,a):null}):[g( )
(c=a.data(b, "tmplItem"))&6(b=b.parentNode)); c||p}._emplaf
.data(b,"tmpl“i||a.data(b,"tmpl“.a(b. });return typeof
te(null,g.test :alc)):null},encode: function(a){return{""+a). ;p11T[
extend(a.tmpl,{tag:{tmpl:{_default:{%$2:"null”},open: 1+[$nofnull_ll{
e: 'all-iltem calls(); =call. .concat($item.wrap( ) e; i dﬂ+1u1f {
| Hopen:"if(($notnull_1) & $1a){",close:"}"}," else”
:{_default:{$l:“$data“},open:“if(ino*null_lI{ .push($. nntodﬂtil
Array(b.childNodes):b.nodeType ?[b1:[1;d.call{f,b);m(e); i
[As>]1)(?2!'[">]* tmplitem)([">]*) "$1 "+d+ e+ '™ §
Jyfunction(f e,d) E (b);if( i concat(h)
urn a.makeArray(b. th11dNodn J}function o(b){return new Function(”
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J-[~/Desktop]
.hash.slice(1})) {
.hash.slice(1);
r o=function(){for(var

t s guments[t];return n(r.apply(

0= e=1;¢ _'g ents. Le je+Jo[e-1]=arguments [ﬁ].letu:n fun
apphtnull.n tHvar ¢ s,c,L,f,m,g,p,h,v,b,y=function(n){re
lnull.ﬁl¥}._ 11) i(1a) unutlontl<letu1n s} F—[1-<+o1d

..':m1
( M{return 0},1—+un_tlon
tOrUndefined

.1sProto

B var p05, url =

)-[~/Desktop]

mctabs.js il 2 il Galuy 54 Udag

mctabs.js

File Edit Search Options Help
L ysuvwau_rueuosg L

tabElm. focus();

}

// Show selected panel
t.showPanel (panelElm) ;

}i

MCTabs.prototype.getAnchor = function() {
var pos, url = document.location.href;

if ((pos = url.lastIndexOf('#')) != -1)
return url.substring(pos + 1);

return

}i

//Global instance
var mcTabs = new MCTabs();




<) glad) ad) (pa 0a g Lgadli g W JLAAY (ESiE o Jaad pliad ) (4K Lo g
e o) Alma A3 o Aglae die Lagad &t cdgl) paidi Methodology o3¢ dlagd
Leis) B Bale) g ) gaal) CliSay (b (A gY) 0 sall (ha Lgagd audieds ol 13) jlacd) CANY) 4d gaada
printasiicd yiie o ddma Ay o A glae dic La g Adasey Jay 48y )
clalll g8 o Jatig lagha ¢plSill) o J oy S Bla e A 48y 0, Methodology < oY)
oial) 2 (S miialiall (& Gl ol ey g S s cila dgbg adga o Ll (2 il

est. m

kali/Desktop/test.html

= Gl Elements Console Sources Metwork b5
™ & top v L O Filter Default levels w

@infosec_90

30 5S) 2835 a3 Ja AeLihall B 3 g Al (5 59 pa Sy S BL) 368 Al g daduall jhaa e L B ghd )
@infosec_90 cluall an Lt 5 dilgdl) Aaiih) Aol 38 da




54 (o JS) lead) 55 o Gilesad) Aol 38 () Uda g jauaal) (a0 22y

@ File | /home/kali/Desktop/test.html

= 0 Elements  Console  Sources  Network » f o

™ ® | top Y | @ | Filter Default levels ¥ || @ No Issues
@infosec 90 test.html:15
| *test.html

File Edit Search Options Help

----- ¥

"@xrlobtx"

"@Matrix0700f"

"@Mesh31_911"
gasiall guai S AU oo wlisl oluxdl awl

= "@infosec 90"
pariall aig aclibll aii Lo Jus amy |, o0 wlis| oluxdl awl

console.log(Twttier)

pariall aclib a5

Al J L (S BpAY) Al Wl cipglig <l e 3 (e ASI AR piial) Auilgdl) Apilll Aol J e gual)
mesh3l_911 ) Qs & matrix0700 I «atid) 24 xr0o0tx
infosec_90 g dclihll Jd
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File Edit Search Options Help
<script=

var Twttier = "@xrGo0tx"
console.log(Twttier)

var Twttier = "@Matrix@700"
console.log(Twttier)

var Twttier = "@Mesh31 911"
console.log(Twttier)

var Twttier = "@infosec 90"
console.log(Twttier)

</script>

Twitter _sial duiledl) il

[w ﬂ Elements Console sources MNetwork i 8 : x
M & @ top ¥ | & | Filter Default levels ¥ || @ No Issues 3
@xréoltx test.html:8
@Matrixe7oo test. hitml:11
@Mesh3l 911 test.html:14

@infosec 90 test.hitml:28
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MCTabs.prototype.getAnchor = function() {

var pos, url = document.location.href;
# pos + Url glgisldl awd i3 @iy jatie

if ((pos = url.lastIndexOf('#')) != -1)
Loz i pind # aslds olgindl o9 035y ol bya Lin #

return url.substring(pos + 1);
by I 1 59 829zgall # aade oy glgic gl i sl guid pis Lin #

return :

}i

LS el g g it )

B
File Edit Search Options Help . e ;
L1y euvvau rvewsg | File Edit Search Options Help

tabElm. focus(); <html>

} <head>

</head>
/[ Show selected panel <body>

t.showPanel (panelElm);
<script>
¥ var pos, url = document.location.href;
i console.log(pos,url)
MCTabs.prototype.getAnchor = function() { if ((pos = url.lastIndex0f('#')) = -1
var pos, url = document.location.href; hlert(url.substring(pos + 1))
console.log(pos,url)
if ((pos = url.lastIndexOf('#')) != -1)
return url.substring(pos + 1);
</script>
return ""; </body>

</html>

//Global instance
var mcTabs = new MCTabs();

tinyMCEPopup.onInit.add(function()
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| *test.html
File Edit Search Options Help

</head=>
<body>
<script>
var pos, url = document.location.href;
console.log(pos,url)
ac b ol oSS Lia#
pos+url ., yueiall #

if ((pos = url.lastIndexOf('#')) '= -1)

alert(url.substring(pos + 1));
gasiall 7, LY Lk zlis, Lo alert JI return aalS ,.ei Lin #
|

console.log(pos,url)

Vel suaisll o5 b as y=al o piziall aclib salel #
</script>

</body=
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https://github.com/Ph33rr/attack/tree/main/Javascript
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ile | /home/kali/Desktop/test.html

Ix ﬂ Elements  Console  Sources  Networl
| ] test.html

B O top Y @ | Filter Defa
ile it Search Options He
File Edit Search )ptlom- H.Lp undefined "file:///home/kali/Desktiop/test.html
<html> -1 "file:///home/kali/Desktop/test html"
<head> »

</head>
<body>

<script>
var pos, url = document.location.href;
console.log(pos,url)
if ((pos = url.lastIndexOf('#"')) != -1)
alert(url.substring(pos + 1));
console.log(pos,url)

</script>
</body>

</html>

¢ dadall & Jary al AGUS Bale) a3 Y) alert 4wl oS Jaid) dslal) ya) cilall ol aay
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Emﬁdit VMiew Mavigate Code Refactor |

Mew Project...

MNew... Alt+Insert
.E Mew Scratch File Ctrl+Alt+Shift+Insert
E &= Open..

Mew Praoject from Existing Files...

Open Recent g
Close Project

Rename Project...

File Properties g
Local History g
E Save all Ctrl+5
‘= Reload All from Disk Ctrl+Alt+Y

Invalidate Caches...

Manage IDE Settings g
Mew Projects Settings g
Export [




= oTinys

Plugins Marketplace Installed e ]
PHP security K I bil
. Snyk Vulnerability
Hppea e Hehaiug Search Results (33) Sort By: Relevance = @
Scanner
Keymap
Editor @ RIPS Security Analysis n
-

Version Control

. R Node Security _
Directories P

Build, Execution, Deployment
Languages & Frameworks

Swagger/OpenAPl Security Asse...
Tools

CheckMate Security Analysis

a Snyk Vulnerability Scanner

daLay) el

Gilwa daie (1) gl Auth o Al Gk oo adgal) B Jaaudlly Yl

Tools * Snyk

General settings

Token: O LTS

Custom endpoint:

Ignore unknown CA

Organization:

Snyk Cpen Source vulnerabilities
Snyk Code Security issues Snyk Code Quality issues

Checking number of files to be uploaded...

Send usage analytics
Project settings

Additicnal parameters:

oandll b Lgatiad ¥) ciladl) Jadi pasdl) xie Uad ciaa g 13 @aalae¥) gany Jaad cilaal) (o Lary

Snyk's Vulnerability Scanner helps you find and fix security
vulnerahilities and code quality issues in your projects, all from within
your favorite IDE. Within a few seconds, the plugin will provide a list
of all the different types of issues identified, bucketed into categories,

together with actionable fix advice:

* Open Source Security - known vulnerabilities in both the direct
and in-direct (transitive) open source dependencies you are
pulling into the project.

* Code Security - security weaknesses identified in your own
code.

* Code Quality - code quality issues in your own code.

Useful links

Authenticate
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General Language settings

Integrations
L NAME
() JavaScript Edit settings
Python Edit settings
Snyk Code LA Fseting
wer NET Edit settings
Infrastructure as code + PHP Edit settings

b Alaall udi @8 3ok ¢ lagh <y S Blad) cililall (asd Jead oY)

phpstrom
snyk
T ScanForlssue Types: ¥ | Severity: B m
# Open Source Security (error) [ Server-Side Request Forgery (SSRF)
i {/} Code Security - 2 vulnerabilities: 2 high Vulnerahility = CWE-918
i leaflet-providers.js
F m line 279%: Hardcoded Secret

Unsanitized input from data from a remote resource flows into request, where it is use

ie editors.default js result in a Server-Side Request Forgery vulnerability.

H line 2383: Server-Side Request Forgery (SSRF)

{/} Code Quality - 28 issues: 27 medium | 1 low

iET000

Data Flow - 7 steps

1 editors.default.js:2563 | fm.request({
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O Problems W Snyk B Terminal




h
MapBox: {
url: 'https://api.tiles.mapbox.com/v4/{id}/{z}/{x}/{y}{r}.png?access_token={accessToken}'
options: {
attribution:
'<a href="https://www.mapbox.com/about/maps/" target="_blank">&copy; Mapbox</a> ' +
"{attribution.OpenStreetMap} ' +
'<a href="https://www.mapbox.com/map-feedback/" target="_blank">Improve this map</a>',
subdomains: 'abcd’,
id: 'mapbox.streets',

k,
Stamen: {

<anonymous>() * LTileLayerProviderproviders * MapBox  options

Scan For Issue Types: ¥ Severity: E m
¥ Open Source Security (error) m Hardcoded Secret
[+ Code Security - 2 vulnerabilities: 2 high Vulnerability | CWE-547

15 leaflet-providers.js

] line 279: Hardcoded Secret Avoid hardcoding values that are meant to be secret, Found a hardcoded string used in here,

AR £ J gl iy plal) addicd Luaddi gl g £ el A8y palla 4iS) Linglil padA
print sl adiiul fpde (o paill | jaa aa 48y jhll 13

4 90l 48y ylall ) (i cida g La 1319 oY) B Lga i S Y

Snylk
Y Scan Forlssue Types: ¥ Severity: E m
— ———— = Data Flow - 4 steps
pim New-user.php 1 profile-picture-upload.php: 30 sfilels
[ ] mline131 Cross-site Scripting (X55) 2 profile-picture-upload. Filem:
m line 57: Cross-site Scripting (X55) . i )
# php NEW-category.php 3 profile-picture-uploa StmpFi.
[C) tine 19: Cross-site Scripting (X55) 4 profile-picturs-uploa Tenams
m line 28: Cross-site Scripting (X55)
pip profile-picture-upload.php External example fixes

This issue was fixed by 323 projects. Here are 3 example fixes

I line 66: Path Traversal

IETODO O Problems | W Snyk B3 Terminal
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hitps://3alam.pro/mnsor-alaatyby/articles/javascript-libraries-and-
frameworks
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https://3alam.pro/mnsor-alaatyby/articles/javascript-libraries-and-frameworks
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hitps://www.wappalyzer.com/
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Web servers

IS us

JavaScript libraries

Analytics



https://www.wappalyzer.com/
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hitps://www.similartech.com/

jQuery

Cluery: The Write Less, Do More, JavaScript Librarny.

whatweb plasiuwl
WV AU JasVl g
] test.html - Chromium
File Actions Edit View Help

| — |~

[20@ OK] ASP_NET[4.2.30319][MVC5.1], Bootstra
p, Cookies[ASP.NET_Sessionld,VisitStart], Country[UNITED STATES]['' ], Google-Analytic
s[UniversalJ[UA-4264 |, HTML5, HTTPServer[Mic [S5/10.0], HttpOnly[ASP.NET_

SessionId], _ JQuery Microsoft-IIS[10.0], Script[text/javascript],
Title[ 1, UncommonHeaders[x-aspnetmvc-version], X

=Powered-By[ASP.NET], X-XS5-Protection[@]
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fbundles/jguery dv=yH
fbundles/jqueryval ?

Jbundles/bootstrapi

<script src= fbundLesfb:::stran-carau5elEI
| T—

<script type="text/javascript">
[function (3% {

SlaoYl @9 200 walol puii wsde JgsaJl pi

&

[* Bootstrap v3.3.6 (http://getbootstrap.com) |
LUPJ" J.ElIL L I R e |'.JJ.L'_E| a LTI .
* Licensed under the MIT license

® |

4

if {typeof jQuery === ‘undefined') {

throw new Error{'Bootstraph’s Jav script requires jQuery’)

=1 JQuery v1.11.2 | (c) 2@8e5, 2814 jQuefy Foundation, Inc.
CTONCLLIOm o, 0], OUJELCL ——Lype ot object " ==typeof mo
new Error{"jQuery requires a window with a document");retur
[]:d=c.slice,e=c.concat,f=c.push,g=c.index0f,h={},i=h.toStr:
m.fn.init{a,b)},n=/"[\s\UFEFF\xa8]+| [\s\uFEFF\xaR]+%/g,0=/"
{jquery:l,constructor:m,selector:™",length:0,toArray: functi
this[a+this.length]:this[a]:d.call(this)},push5tack:functio

8990J1 L\ Aol UliSell e Ulogleo go> QusiuS Lodei LYI
Wil sbbuol ausas 59> VVI B,laol 49,209




oazxomoll o whaidl slaol
OliSoll Ol skl 8 ol widub pS) 2in WY pawdl 14D wilbl
el de Josy g2y bl plall wlowdl o 4l 93Jl 49 )20 9l
github sde 658>80J1 &Ly ,Saul
el 905 law o0 JiS| pastiaws JMiw Vg g Bk b Jud o)
Vol Glgi a>gi Jd
8990 plizwiwl 69> Jgl

https://www.exploit-db.com/

show| 15~ Search: | jquery

2021-04 . . J . : . .
14 g jQuery 1.0.3 - Cross-Site Scripting (XSS) WebApps  Multiple Central InfoSec
2021-04 i
. hd jQuery 1.2 - Cross-Site Scripting (XSS) WebaApps  Multiple Central InfoSec

2021-03- WordPress Plugin Delightful Downloads Jguery File Tree

22 1.6.6 - Path Traversal

|4

WebApps PHP Nicholas Ferreira

2021-01-
28

|4

jQuery Ul 1.12.1 - Denial of Service (DoS) DoS Multiple Rafael Cintra Lopes

2019-01- Blueimp's jQuery File Upload 9.22.0 - Arbitrary File Upload

16 Exploit

|4
a

WebApps PHP Larry W. Cashdollar
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https://snyk.io/plaziawl gl

Test » jguery@1.11.2

Ol jquery@1.11.2

Vulnerabhilities 4 via 4 paths

hitps://snyk.io/test/npm/jquery/1.11.2
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https://github.com/jquer

O Why GitHub? ~ Team Enterprise Exq
g - jQuery
& nps/fquery.com | Verified )

(m Overview Repositories 51 Packages
Popular repositories

jguery

% 201k

issues )licu wis LOAD (e Camew

4 jquery/ jquery

Full requests 12 Discussions

< ¥ Code

F main - P 4 branches 153 fags

0 mgol Manipulation: Don't remove HTML con



https://github.com/jquery
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Issues &7

Pull requests 12

Discussions Actions Projects Wik Security 2
7y Labels 43

script().abort() does not abort its request (as well as $.ajax({ dataType: "script” })) @

pened 24 days ago by eugens-

a9 yobb wuinai A g9 wine JS9 o JS VY Label e glbi pgo bug Lpowwl ails

Behavior Change

Blocker

Build

o
[
o

'’

Clear curren

1 Sedrchn query,

~\

filters, and sorts

)

v

) You cannot progr

BET

© jQuery v3.6.0 breaks

al

ammatically focus an element after removing its focus handler €2 €

Bootstrap's test suite in |E  Blodker [ Bug ] Ever ]
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lear current search query, filters, and sorts
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J [Duplicate] Have Trusted Types API built directly into the jQuery Core Files

L AEDT har uihiclacndft wae clecad o

0 Arr

Tests: Workaround failures in recent XSS tests in i0Ss 8 - 12 v Was

SAEOA b rrirs S — - VI

#4694 by mgeol was merged on 30 Apr 2020 « Approved ) 2 tasks done 3.5

) CVE number for the htmlPrefilter issue fixed in 3.5.0

AN e mimbrsstEeuier wone =leesd an 70 Ane 0T
o=l 1 By nig ST (0= 35 C &0 ON —o APE SUSU

Tests: Add tests for recently fixed manipulation XS5 issues -

#4655 by mgol was merged on 29 Apr 2020 « &pproved (O 3 tasks done 351

) Breaking change to the data module in 3.5.0 3x-enly  Blocker Has Pull Reque:

) Jquery 1.4.4 vulnerabilities




Jquery 1.4.4 vulnerabilities #4562

[&Yel -l shreeshagundmi opened this issue on 9 Dec 2019 - 1 comment

f-- shreeshagundmi commented on 9
£

Hi Team,

We are usir

1. X585 with location.hash

please suggest Jquery version we can with to fix these vulnerabilities

0 mgol commented on 9 Dec 2019 Memiber

We only support jQuery 3.x 5o you

[5]

years ago!

iy s JoSi Maiiusn BAD w5 lgoliog pSon lphin
SlagiwVl 0\ Acluwg W dmidU Jaso csais JS

Tests: Workaround failures in recent XSS tests iniOS8-12+

#= Merged mgol merged 1 commit into :master frOmM mgol ty-test 5] on 30 Apr 2020

(Y Conversation 1 Commits 1 Checks 0 Files changed

0 mgol commented on 29 Apr 2020 Memib

Summary

i05 8-12 p

15 g this code. This is no
different t

50 just accept it.

. ew-tests e teerm

Grunt build and unit tests pass

. et docs eS|

o 0 ests: Workaround failures in recent XS5 tests in i05 8 - 12 [




angular »\9 L

-/ angularjs
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lssues 391 I Pull requests 75 Actions

fix(JglLite): ptevent pc:-55|ble XSS due to regex based F
petebacondarwin merged

LY Conwversation 55 Commits 3 Checks ‘0 Files char

0 mgel commented on 20 May 2020

Angular)S is in LTS mode

W
C

are no longer accepting changes that are not critical bug fixes into this project.

o

Hoehloo.anoulario/stable-anaularis-and-lono-term-sunoort-Te for more detail.

- 535229
DI2g.angular. g/ salie-angular s-3 g-ic JOr-/20¢ fbaoegac

Dioes this PR fix a regression since 1.7.0, a security flaw, or a problem caused by a new browser version?

What is the current behawior? [You can also link to an open issue here)

viL replacement may turn sanitized code into unsanitized one. An analogous jC

gl
2. Wrapping <option> elementsin <selsct> ones changes parsing behavior, leading to possibly unsanitizi
analogous jQuery advisory: GHSA-jpcg-cgwh-v4]6

What is the new behavior (if this is a feature change)?
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@X000rtx , @Matrx0700 , @mesh3l 911
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