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Introduction:
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Honeypot Types :
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1- Pure Honeypots :
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2- Low-interaction honeypots :
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-Tools :
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1- HoneyD :
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2-HoneyBOT:
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3-Pentbox
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- Practical Part :
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--------- ruby2.3.3 @ x86_64-1inux-gnu
Cryptography tools
Network tools
Web
Ip grabber
Geolocation ip
Mass attack
License and contact
Exit
-> 2
Net DoS Tester
TCP port scanner
Honeypot
Fuzzer
DNS and host gathering
MAC address geolocation (samy.pl)

Back

Select option.

1- Fast Auto Configuration
2- Manual Configuration [Advanced Users, more options]

->2
Insert port to Open.

-> 80

Insert false message to show.

-> Hello Mr.hacker

Alee Al 13l LA LS aalgal) ¢ha Al AT of 0¥ S by
4 o

é ihacker.orgf/index.php?id=asas' union select

Hello Mr.hacker

GET /index.php?id=asas%27%20union%20select HTTP/1.1

Host: "L77.:3 Tali L

User-Agent: Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10.12; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

INTRUSION ATTEMPT DETECTED! from X7 I3 131 1¢©:54054 (2017-06-23 17:37:52 -0400)

GET / HTTP/1.1

Host: 112.%08. 140,18

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;9=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1
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Practical Part #2 :
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General Email Alert lE:-:pu:urts] Updates]

Sends a daily summary to vour email address. Automatically
Ratate Log' must be enabled to activate this feature.

v SendEmail Alerts

Ernail Server |smitp. ihacker. ord

Server Part o5

Recipient Address |inf|:|@iha|:ker.|:|rg

ak. Cancel | Apply

ddida ddlal eLEﬂ\ ) g} W jlgdd) ) laadlly aanl) LiiCay Y
k@, Options et

General l Email .-i'-.lert] E:-:pu:urts] Llpdates]

[w Auta Start on Load
[w Enable Sound Alert
[w Capture Binaries

[w Automatically Rotate Log

Enter the aliaz name that HoneyBOT will operate under.

Server Mame Hackingk.rights

] Cancel Apply
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< Back to Testing HoneyPOT

Vulnerabilities 44

Sev ~ Name

® Microsoft Windows/Exchange SMTP DNS Lookup Overflow (88

) Service Detection (HELP Request)

®  NetBus 1.x Software Detection

Check Point FireWall-1 Identification

MS10-024: Vulnerabilities in Microsoft Exchange and Windows .

SSL 64-bit Block Size Cipher Suites Supported (SWEET32)

SSL Certificate Cannot Be Trusted

SSL Medium Strength Cipher Suites Supported

Family

SMTP problems

Service detection

Backdoors

Firewalls

5 SMTP problems

General

General

General

Count Host Details
1 IP: R
0Os: Microsoft Windows 10
2 Start: Today at 5:43 PM
End: Today at 6:25 PM
1 Elapsed: 42 minutes
KB: Download

Vulnerabilities

® Critical

@ High
Medium

® Low

® Info
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Not shown: 721 closed ports

PORT STATE SERVICE VERSION

1/tep open topmux?

| auth-owners: ERROR: Script execution
3/tep open compressnet?

| auth-owners: ERROR: Script execution
4/tecp open unknown

| auth-owners: ERROR: Script execution
6/tcp open unknown

| auth-owners: ERROR: Script execution

failed (use
failed (use
failed (use

failed (use

=d
=d
=d

=-d

to

to

to

to

7/tep open reverse-ssl SSL/TLS ClientHello

fingerprint-gtrings:
DNSVersionBindReq:
version
bind
GetReguest :
GET / HTTB/1.0
HTTPOptions:
OPTIONS / HTTP/1.0
RTSPRequest:
OPTIONS / RTSF/1.0
9/tecp open discard?

auth-owners: ERROR: Script execution failed (use -d to

Nmap dib os call

debug )
debug)
debug)
debug )

debug )

| auth-owners: ERROR: Script execution failed (use -d to debug)

13/tecp open daytime

| auth-owners: ERROR: Script execution failed (use -d

17 /tep open chargen

| auth-owners: ERROR: Script execution failed (use -d

19/tep open chargen

| auth-owners: ERROR: Script execution failed (use -d

20/tcp open ftp-data?

| auth-owners: ERROR: Script execution failed (use -d
21/tecp open ftp Microsoft ftpd
| auth-owners: ERROR: Script execution failed (use -d

| ftp-bounce: no banner
22/tecp open ssh?

to

to

to

to

to

Microsoft Windows International daytime

debug)
debug )
debug )
debug)

debug)

| auth-owners: ERROR: Script execution failed (use -d to debug)
2000 telnetd
| auth-owners: ERROR: Script execution failed (use -d to debug)

23/teop open telnet Microsoft Windows

24 /tcp open priv-mail?

| auth-owners: ERROR: Script execution failed (use -d to debug)

25/tcp open smtp

Microsoft ESMTP 6.0.3790.0

auth-owners: ERROR: Script execution failed (use -d to debug)

smtp-commands: Couldn't establish connection on port 25
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[ Date | Tirne | Remate [P | Remate Port | Local IP | Local Port | Protocaol | Bytes
B Remotes B/23/2017  11:26:4%AM  54175.125.231 42838 158.69.134.77 50505 TCP 0
e s B/Z3/2017  11:2648AM 54175125231 3224 158.69.134.77 3195 TCP 0
. 54175125271 B/23/2017  11:26:4%AM  54175.125.231 52150 158.69.134.77 2054 TCP 0
. G317499136 B/23/2017  11:2649AM 54175125231 45624 158.69.134.77 280 TCP 0
27 198,502 42 B/23/2017  11:2649A4M 54175125231 8314 158.69.134.77 3168 TCP 0
| ool S B/23/2017  11:26:494M 54175125231 37998 155.63.134.77 27 TCP 0
o 24.234.35.40 B/23/2017  11:26494M 54175125231 30788 1586913477 1511 TCP 0
~-B5.188.10.100 B/23/2017 11:26:494M  54175.125.231 47402 158.69.134.77 R TCP 0
B/23/2017  11:2650AM  54175.125.231 56248 158.69.134.77 353 TCP 0
B/23/2017  11:2680AM  54175.125.231 33736 152.69.134.77 205 TCP 0
B/23/2017  11:2650AM 54175125231 57136 155.69.134.77 140 TCP 0
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14 Packet Log (ircser)

Connection Details: Facket History
Drate: B/23/2017 [ Time | Direction | Bytes | Data
Time: 106730 28 | 1047534M R 0 S

Millizecond: 453
Time Zone; 700

1040 ME

H4G03AM X T
Source P 5417512523 . . )
Source Port 37182 Nessus g (o A jall clilhl) saal

Server [P: 158.69.134.77
Server Port: 2807 [inceery)
Frotocal TCP

Bytes Sent: 0
Bytes Recerved: 1040

Packet Data: MESSLS

. roat
View ag (¥ tewt
™ hex
{4 ‘ { ‘ ¥ ‘ #r ‘
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1- SSHesame
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2- Honey Pot Pi
Honeypots ! Raspberry Pi J:sad ol o)¥) ola

PONER]

Jaadl 138 A g ) e )
Links:
https://github.com/free5ty1e/honeypotpi
http://www.atomicsoftwaresolutions.com/
https://github.com/jaksi/sshesame
https://github.com/royaflash/pentbox
http://www.honeyd.org/
https://en.wikipedia.org/wiki/Honeypot_(computing)
https://wiki.archlinux.org/index.php/honeyd
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