Handling the Problems in Biometrics

Varun Mamillapalli
Foundations of Information Assurance
November 30, 2014



Table of Contents

I, INTRODUCTION. ... ottt ettt ettt sttt e b e e bt e s bt e sateeateebeesbeesaeesatesabeebeebeenaes 1
1. BACKGROUND ...ttt ettt st et st st e sb e b e s bt e s bt e sateebeebeesbeesbeesaeesatenas 2
Operation of @ BIOMELIIC SYSTEIMI ...ttt sbe b e 2
DN A ettt ettt h e bt h et ettt b e bt e e b et sh et et e et e e bt e e he e sae e eate e bt e bt e abeeeneeeneeennean 4
= 0TI =TT oo ] 1 4[] o O RSP 4
Hand and FINGEr GROMEBLIY: .....oouiiiieieiteiert ettt ettt sttt se b sae b e 4
FINGEIPIINT: Lottt b ettt et e et b e bbb et et et et et e st eaeebenbeneenan 4
DTS ettt E s bbbt h e bbbt bbbt b et n e 4
RETINAT SCAN: ..ottt ettt s bttt b et b et b e b nnenes 5
I1l. DECIDING TO USE A BIOMETRIC TECHNOLOGY ....ccccoiiiiiiniiniieieesee e 5
IV,  CHALLENGES FACED ..ottt sttt ettt st st et e b e i e st e sbesbe e seenaes 8
Privacy and PUDBIIC CONTIOBNCE: ......c..oiiiiirieeieteeee ettt 8
FAKE BIOMELIICS: ..ttt ettt b et b et b et bttt n ettt n e 9
Theft Of BIOMETIIC DALAT ....coveuiiiiiieiitee ettt 9
EASE OF USE. ...t 9
ENVIrONMENTAl FACTOIS: .....c.oiiiiiiicic e 10
e YA [or= L = Tod (0] SRS 10
V. SOLUTIONS ..ttt e b e b e s he e et e e b e e be e s bt e sbeesateeabeeabe e beeabeesbeesaeeeatean 11
Educating Public about Biometrics — Solves Public Acceptance and Ease of Use problem: ......... 11
Testing the liveliness of a Biometric — Eliminates Fake Biometrics: .......cccccvvvvvevvveeceneeeesieseenen, 12
Encryption, Centralization, Multimodal Biometrics and Revising Algorithms — Solves the
ProbIem OF TREE: ...t 12
Ensuring Cleanliness before using a Biometric Device — Mitigates Environmental Factors......... 13
Solving the problem of PhySiCal FaCtOrS:.......c.ooi i 13
Vi CONCLUSION ...ttt ettt et b e e s ht e st e st e e bt e bt e sbeesateeabeebeenbeesaeesanenas 14



Figure 2.1
Figure 2.2
Figure 2.3
Figure 3.1
Figure 3.2
Figure 3.3
Figure 3.4

Ilustrations

Block Diagram of the Enrollment Phase
Block Diagram of the Verification Phase
Block Diagram of the Identification Phase
Acceptable Biometric for ATM
Acceptable Biometric for Computer logon
Acceptable Biometric for Office Access

Uncomfortable using these Biometrics

0 N O o w o w DN



I.  INTRODUCTION

“You may already have the solution to all your security needs right in the palm of your hand-or,
more likely, at your fingertips”, Mike Hogan wrote in Entrepreneur [19]. Biometrics is often
remarked as the highest level of security or access control with accuracy more than 95% [1] [2].

“Biometrics are automated methods of recognizing a person based on a
physiological or behavioral characteristic. Among the features measured are
face, fingerprints, hand geometry, handwriting, iris, retinal, vein, and
voice. ”’[20]

During the 1880s, Alphonse Bertillon, a European police officer, was evidently the first
person to create an identification system which is based on the measurement of various physical
characteristics. This technique is called anthropometry. Fingerprint is the most commonly used
Biometric Identifier. Sir Francis Galton first began observing fingerprints as a means of
identification. Juan Vucetich, an Argentine police official developed further on Bertillon system
and Galton pattern types and devised the first functional system of fingerprint identification, and
used it in a murder investigation in 1892[27]. Today, Biometrics is used extensively where unique
identification of an individual is required. As of January 2014, the Unique Identification Authority
of India (UIDAI) issued 560 million Aadhar cards which involves biometric information like
fingerprint and iris images [28]. This is the world’s largest Biometric database.

In spite of its accuracy and high level security, Biometrics is widely used for unique
identification rather than physical security or access control. This is because of the challenges
faced in this field. Providing solutions for these challenges may result in the widespread adoption
of Biometrics. But, of all the access control methods, why Biometrics? What are the advantages
of Biometrics over the rest?

All the authentication methods can be summarized into three types —

e Something you know (e.g. a Password)
e Something you have (e.g. a Smartcard)
e Something you are (e.g. a Biometric) [3]

In the first type, a person is expected to remember something which he might forget. In the
second type, a person is expected to possess something. It is possible that he might lose this
possession. But the third type of authentication is “Something you are” i.e. physiological
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characteristics of a person. "An employee may not be able to remember a dozen passwords and
PINSs, but is very unlikely to forget or misplace his or her thumb," P.J. Connolly wrote in InfoWorld
[21]. Some characteristics are unique to every person and are difficult to spoof, which forms the
basis for Biometrics and also makes it more effective. It is not easy to guess or steal the data unlike
passwords or tokens. Many forms of biometrics exist and the best suited option can be adopted.

The reason for not using Biometrics for security purposes is that there are more problems
than there are advantages. While public acceptance is the primary problem to deal with, other
problems include fake biometrics, theft of biometric data, ease of use, environmental factors etc.
So, finding solutions to these problems may make Biometrics universal.

II. BACKGROUND

Operation of a Biometric System:

To understand the obstacles and their solutions, the basic understanding of a Biometric
system is essential. Any Biometric system typically operates in three phases- Enrollment and
Identification/Verification. In the enrollment stage, a person provides an identifier (e.g. Passport,
Driving License) and his/her Biometric is linked to the identifier provided [14]. This Biometric is
stored in the form of a template. The Quality Checker or the Sensor module captures the Biometric
data of an individual from the user interface. From this information, the salient features that are
uniquely used to identify an individual are grabbed by the Feature Extraction module. The System
Database Module is then used to store the Biometric templates. During the Verification or
Identification phases, a Matcher module is used to determine whether the user is valid.
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Figure 2.1. Block Diagram of the Enrollment phase



In the Verification mode, a person provides his identity and a Biometric which is compared
with his/her reference template. The user claims his identity through a User name, PIN, or Smart
card and is verified to check whether the claim is true. The comparison here is one-to-one. A
template is loaded from the System Database and then checked against the sample template. Two
kinds of errors are possible during the verification phase. The False Reject Rate (FRR) or False
Non Match Rate (FNMR) is a condition in which a legitimate user is rejected by the user. The
False Accept Rate (FAR) or a False Match Rate (FMR) is the likelihood of an impostor being
accepted by the system as a genuine user [26].

claimed identity
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Figure 2.2. Block Diagram of the Verification phase

In the Identification stage, a person’s Biometric is compared with all the stored templates for a
match. The user need not provide an identity. The comparison here is one-to-many [26].

N
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User’s identity or
“user non identified”

Identification

Figure 2.3. Block Diagram of the Identification phase

Source: All three illustrations are adapted from JAIN et al.: An Introduction to Biometric Recognition.
IEEE transactions on circuits and systems for video technology. Vol 14.1 (2004), 5.



There are many kinds of Biometric technologies and each Biometric has its own advantages
and limitations. The choice of using a specific Biometric depends on the application. Any single
Biometric cannot meet all the requirements of all the applications. Following are some of the
commonly used Biometrics:

DNA:

Deoxyribonucleic acid (DNA) is the unique code for identifying an individual except for the fact
that it’s same for identical twins. It is mostly used in forensic applications for person recognition.
The major limitation is that a DNA sample can easily be stolen from a person without getting
noticed [26].

Face Recognition:

Facial images are the most common Biometric characteristic. Humans are personally recognized
through their face. The most popular approaches for face recognition include the location and
shape of facial attributes like eyes, eyebrows, nose, lips, chin, and their spatial relationships [26].

Hand and Finger Geometry:

This kind of recognition is based on a number of measurements taken from the hand, which might
include the shape, size of palm, and length and thickness of the fingers. This technique is simple,
easy to implement, and cost effective [26].

Fingerprint:

Fingerprints have long been used by humans for personal identification because of its high
accuracy. It’s the pattern of ridges and valleys on the surface of the fingertip that are taken into
account. It’s also inexpensive and easy to use. This is the most widely used Biometric recognition
of all. Multiple fingerprints of an individual provides more information and security [26].

Iris:

It is the annular region of the eye surrounded by the pupil and the sclera on either side. During the
first two years of life, the visual texture of the iris is formed. A fully developed iris carries very
unique information useful for personal recognition. But the system might be expensive and usage
might be complex [26].



Retinal scan:

The retinal vasculature is claimed to be the most secure Biometric since it’s not easy to change or
replicate. The image acquisition requires a person to peep into an eye-piece and focus on a specific
spot so that the retinal vasculature can be imaged.

No single technique can outperform all the others in all operational environments. In other words,
there is no “optimal” Biometric characteristic [26].

I11. DECIDING TO USE A BIOMETRIC TECHNOLOGY

There sure are many advantages of biometrics. It doesn’t change over time and cannot be
lost or forgot. It is next to impossible to forge a Biometric. It provides a very strong access control
security solution satisfying confidentiality, integrity, authentication, and non-repudiation. Aspects
like accuracy, reducing costs, user friendly devices, and universality add to the advantages. The
user need not remember or carry anything with him which is a great reason to use Biometrics.
However, a lot of parameters are to be evaluated before adopting or changing to Biometric system.

A detailed cost-benefit analysis should be performed [29]. All the estimated costs for
installing, deploying, and educating the people should be accounted. The different kinds of benefits
should be documented. The system should be adopted only if the benefits outweigh the costs. An
organization should discuss with their employees, about the effects on privacy and convenience.
Everything should be transparent. An employee will accept the system only if he/she has a clear
idea of what’s going on. Since user acceptance is the major challenge, educating the people about
the technology and making them confident should be the company’s top priority.

All the type of systems should be taken into consideration and the system which best fits
into the organization can be adopted. For example, it won’t be feasible to use fingerprints scanning
for a job involving usage of gloves by the employees. The employees will have to remove the
gloves every time a scan is needed. Also, employees should feel that Biometrics are easy to use
and not complex. The Biometric information shouldn’t be misused by the organization. Employees
should be well aware of how the data is being stored and used. The organization should abide by
all the policies and regulations written by the government. The policies should, at minimum, cover
Collection, Encryption, Storage, Disclosure, and Protection of Biometric data [2]. The Health
Insurance Portability and Accountability Act (HIPAA) [30], the Privacy Act of 1974[31], and Text
of the Biometric Information Privacy Act [32] are a few. The importance of the assets which are



being protected should be documented. Biometrics is mostly used in the areas requiring high level
of security but is not confined to it [29].

The organizations and public are slowly leaning towards using Biometrics due to the
security breaches and inefficiency of the current security measures. Many surveys are being
conducted to know the public perceptions about the usage of Biometrics in common places like
office, ATM, and for computer logon. The following are the results obtained by Janette Moody in
her survey [33].
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Figure 3.1. Acceptable Biometric for ATM
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Figure 3.2. Acceptable Biometric for Computer Logon
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Figure 3.3. Acceptable Biometric for Office Access

From the information present in the above bar charts, it is evident that people are more
comfortable using Fingerprint scan in the environments mentioned in the survey. This might be
because of the public perception that it is the most easy-to-use Biometric recognition. It is also the
most famous and oldest known Biometric. On the other hand, it is easy for the organizations to
implement Fingerprint scan because of its accuracy and low expense.

Gone are the days where Handwriting is used for recognition. It is easy to forge and fake.
So, there is no surprise that people are not comfortable in using it as a security control. They are
also not interested in using iris scan and retina scan. This might be because of their perception that
it is complex and that it might cause health problems or blurred vision if used regularly. Users
need to expose their eyes to light rays for considerable time during the scanning process. It may
be irritating too.

The following bar chart depicts the Biometrics which are considered most uncomfortable
to use. In this too, people are uncomfortable using iris scan and retina scan. Next in line is
handwriting and voice recognition. People are more comfortable using fingerprint scan like in the
previous cases. But the public opinions are diverse and contradictory. This is due to the
misinformation and ignorance of the public towards this technology. Some of the respondents have
never used Biometrics in their life.
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Figure 3.4 Uncomfortable using these Biometrics

Source: All the four illustrations are adapted from Janette Moody: "Public perceptions of biometric
devices: The effect of misinformation on acceptance and use." Journal of Issues in Informing Science and
Information Technology 1 (2004): 753-761.

IV. CHALLENGES FACED

Privacy and Public Confidence:

Public acceptance is the main reason obstructing the growth of Biometrics. There exists
fear among people that usage of Biometrics may lead to invasion of their Privacy (freedom from
observation). Different organizations store the information about different Biometric identifiers of
people in their databases. They are afraid that some organizations might use this information to
track their movements and behavior and also share this information with other organizations for
various reasons.

People also think that the government uses this information to track their daily actions and
control them completely in the name of fighting crimes and terrorism [2]. This kind of misuse of
personal information violates the user’s privacy and civil liberty [4]. It is exposed through media
that Biometrics are complex and are used only in military organizations requiring high level
security. They feel that this level of security is unnecessary in their everyday life due to its
complexity. Acceptance of Biometrics may also depend greatly on the culture. In order for
Biometrics to gain public acceptance, the hurdles of privacy and its perception are to be conquered

[5].



Fake Biometrics:

It is difficult to fake Biometric identifiers but not impossible. Behavioral Biometrics like
signature and voice can easily be stolen compared to physiological Biometrics. Although signature
is seldom used for security, a person’s voice is commonly used. Voice can be mimicked.
Fingerprint scanners can be tricked with a silicone finger. A mold or cast of hand can be used to
fake hand Biometrics. An image/photo of the face and iris can be used to deceive the Biometric
scanning systems. Iris can be faked using a contact lens also. All these techniques of faking
Biometrics should be eliminated.

Biometric identification consists of two stages — Enrollment and Verification [6]. The
Biometric is converted to a template using an algorithm and then stored. In the verification stage,
a person presents his identity and the Biometric. During the enrollment stage [14], a person can
provide fake documents as identifiers and once the new fake identity has been accepted by the
system, a person can engage in a lot of illegal activities.

Theft of Biometric Data:

Theft of Biometric data is another serious problem. The advantage in using Biometrics is
that the Biometric identifiers don’t change over time. Ironically, the advantage of Biometrics can
become its greatest disadvantage. Biometric data once compromised can be a serious issue through
the life time of an individual because it is difficult to replace a Biometric unlike a password or a
credit card. Biometric is nothing but a binary file which is stored in the database and can be stolen
by a hacker like any other file. The attacker can use it anywhere else. If Biometric data of a person
is stolen, the organization should replace the entire Biometric system (e.g. fingerprints to iris) just
for a single user to avoid security breaches. Replacing a complete system is time consuming and
expensive. Another drawback is that a person has only limited Biometric Features.

Ease of Use:

This problem is closely related to the public acceptance of Biometric devices as security
systems. One advantage of Biometrics is that a person need not remember or carry anything with
him/her. But, user acceptance can only be obtained if the Biometric devices are convenient to use
and operate. This convenience should not be provided at the cost of security [2]. An administrator



must know the functionality of a Biometric Device. He/she should be able to solve minute
problems that occur at the time of authentication.

Some users might not be comfortable in using their physiological characteristics as a source
of authentication. Some think that the radiations and light beams that are emitted during the
scanning of fingerprints, hand, face, iris, and retina are harmful for the skin and might affect ones
hygiene. The Biometric devices on which the fingers and hands are placed may contain germs and
might cause health problems. Since, everyone uses the same Biometric device, disease from one
person might be transferred to others as well. So, the public might not be ready to use the device.
People might not know the working process of Biometric authentication and may think that they
are too complex to use. They might also feel that the devices are not secure unless they know the
storage procedure. The devices may not work properly all the time due to various reasons and the
user might need to make numerous attempts before getting authenticated, which is annoying. In
case of retina or iris recognition, the user may need to keep his/her eyes open for 10 to 15 seconds
while being exposed to light which may be uncomfortable [15]. These types of recognitions are
time consuming also and may not be encouraged.

Environmental Factors:

The working of Biometric devices may be adversely affected by the environmental
conditions. For voice recognition, the surroundings must be noise-free. For fingerprint recognition,
the fingers must be clean. Sweat and/or any other material like food, drinks when present on the
fingers/skin might hinder the performance and efficiency of fingerprint/hand recognition devices.
Humidity and temperature might also play a part. Sufficient amount of light is to be present while
scanning the face, iris, and retina [16]. If the threshold of the device is decreased to make it work
in these kind of conditions, security might be breached.

Physical Factors:

There might be a case where the user might be unable to enroll in the Biometric device due
to some disability or limitations in physical characteristics. This is called Failure to Enroll (FTE)
[17]. In case of diseases like arthritis, where motion of the body parts is limited, a person might
not be able to place his/her hand on the device [18]. People with wounds or bruises on their skin
might also be denied access because of the inability of the scanner to scan.
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A change in the physical characteristics of a person might affect the scanning procedure.
A scanner might not recognize the person if his/her hairstyle, facial hair, headwear is changed. The
position of the scanner should be altered based on the height of the person in case of face, iris, and
retina recognition. A significant weight loss may drastically change a person’s face [16].

V. SOLUTIONS

Educating Public about Biometrics — Solves Public Acceptance and Ease of
Use problem:

As with the introduction of any new technology, user participation and acceptance is
essential. Organizations deciding to install Biometric devices would be well served if they conduct
a survey on their employees in advance, to determine where their misperceptions and
apprehensions might exist, if any. After extracting the facts from this information, an education
program could be undertaken to specifically address their concerns. Prior to investing in any new
technology, it is sensible to determine not only if it is financially and technologically viable, but
also if it is functionally appropriate. Educating the public about Biometrics will help greatly to
solve many problems and help in the growth of this industry. The society’s misconceptions about
the security, privacy and working of the technology can be eradicated through providing adequate
education regarding the technology. Education definitely improves public confidence and
acceptance of Biometrics. People shouldn’t feel that there are too many unanswered questions in
using Biometrics [22]. People are understanding the wide use of technology and can introduce
certain risks to individual privacy. So, the business organizations should understand this and
introduce policies and develop some assurance models of privacy protection for their customers.
This raises the need for understanding Biometrics from both the individual’s and organization’s
perspective [23].

An informed public-policy debate about Biometrics is necessary. Clear discussions about
the capabilities and limitations of every Biometric system should be made. Government and
security organizations should make people understand where Biometrics should be deployed, and
where they should be avoided. Biometrics is mostly used by the government and federal
organizations which are bound by privacy laws and regulations. Public should be educated about
these laws and should feel comfortable to cooperate [24].
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Testing the liveliness of a Biometric — Eliminates Fake Biometrics:

Despite the fact that certain biometric devices can be broken under some conditions, it is
implausible to fool the devices used today through simple forgery of a fingerprint, picture of a
face, or a recorded voice [7]. All the modern day devices should make a provision for one more
step in addition to scanning the Biometric to prevent forgery. Fingerprint or hand biometric devices
may check for the blood flow or movement of fingers to avoid artificial devices. Devices may even
check for the material (Skin, Silicone, and Plastic) used during verification. VVoice recorders may
ask the persons to speak random phrases which can avoid recordings. It is possible to mimic but
impossible to exactly duplicate a person’s voice. In case of face recognition, a person is asked to
change their facial expressions or nod his/her head. During iris recognition, the brightness of the
light can be varied to check for the pupillary response [8].

Centralized Biometric databases can also solve the problem of fake Biometrics. Different
organizations use different kinds of Biometric authentications. If all the databases of these
organizations are linked through certain policies, a person can be asked to submit one more
Biometric trait (Multi factor Authentication) to invalidate fake Biometrics. The policies
established should ensure privacy of people and security.

Encryption, Centralization, Multimodal Biometrics and Revising Algorithms
— Solves the Problem of Theft:

The fact that a Biometric cannot be changed makes the theft of Biometric data a problem
of top priority. Certain algorithms are used by organizations to convert the Biometric into a Binary
file which is stored in a database. There should be people supervising and safeguarding the
Biometric Devices and databases. These databases should be placed in inaccessible locations. Even
if an attacker has the data, the corresponding Biometric cannot be regenerated with this data unless
the algorithm is known. Once the attacker gets the algorithm used for conversion, he can make use
of the stolen information.

So, one way of protecting the stolen data is to use complex algorithms which are difficult
to crack. It’s also a good practice to change these algorithms at random intervals. Another way is
to encrypt the saved data so that it’ll be impossible for the hacker to decrypt and use it. Instead of
saving the Biometric information as binary data, it can be hashed using any hashing algorithm and
then saved as a reference string. While verification and identification, the sample template should
again be converted into a hash value and then be compared with the reference value. Thus, the
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direct access to binary data can be prevented. The branch dealing with the encryption of Biometric
data is called Biocryptics [34]. Many ways to protect the Biometric Data have already been
proposed (e.g. [10], [11], [12], and [13]). Multimodal Biometric systems [9] can also be used to
solve this problem. These systems demand the user to submit more than one random Biometrics
for authentication. This is similar to two factor authentication. So, the attacker should have all the
Biometrics of a user in order to gain access.

One more solution is to centralize all the Biometric data which is mentioned in the previous
section. Each organization has to invest a lot of capital to store the data and to secure it. Instead of
maintaining separating databases, all the organizations can store the Biometric data in a single safe
location. This location can be provided with the highest level of security. These organizations can
be divided into groups and access to data can be provided based on these groups.

Ensuring Cleanliness before using a Biometric Device — Mitigates
Environmental Factors:

People should be educated about the conditions in which a Biometric device can be used.
An instructor should be present at the location where the scanning is being done and should ensure
trouble free scanning. In the jobs involving usage of chemicals, construction work, or mechanical
works, a person’s hand will be smeared with dirt or grease. He should clean his hands before
fingerprint or hand scanning. Notices and instructions can be put in an obviously visible position
so that the user can go through them before moving forward for scanning.

Solving the problem of Physical factors:

There is no solution except to exclude a physically challenged person from the
authentication process. He/she should be provided with some other means of authentication. It is
important for the organization to make differently abled people comfortable so that they won’t feel
alienated. An alternative authentication process should also be installed for people with minor
physical damages like bruise or wounds.

Advanced systems should be developed so that any changes in the physical characteristics
like aging, hair, facial hair, and weight doesn’t affect the scanning process. These kind of systems
are already developed and in use. There are methods which can predict the changes in the
characteristics of face with age [25]. Using some applications, faces can be identified even if there
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is a change in facial hair, make up etc. These methods and applications can be used to develop the
advanced Biometric devices.

V1. CONCLUSION

Biometric technologies are widely used in the public sector and the private organizations
are yet to adopt it in large scale. With the problems faced in password based and token based
security systems, Biometrics is definitely the future of security. But the Biometric system of the
present day is still immature. Even though Biometrics is the principal method for physical security,
research is still being done. It is being combined with other branches of security (e.g. Biocryptics)
and a huge amount of money is being put in this field by the government. A lot of questions are to
be answered for the technology to be universally existent. In this paper, | have tried to address
some of the issues faced in this field. The factors responsible for these issues are analyzed to come
up with the solutions. Though the solutions provided are not completely feasible and may depend
greatly upon the application and organization, it can be a start for finding more concrete methods
to overcome the problems. Advanced research is needed to improve the existing technologies and
also invent new methods.
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