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Abstract—Channel Knowledge Map (CKM) is an emerging
data-driven toolbox that captures our awareness of the wireless
channel and enables efficient communication and resource al-
location beyond the state of the art. In this work, we consider
CKM for improving physical-layer security (PLS) in the presence
of a passive eavesdropper (Eve), without making any assump-
tions about Eve’s location or channel state information (CSI).
We employ highly directional mmWave transmissions, with the
confidential message jointly encoded across multiple beams. By
exploiting CKM, we derive an algorithm for time and power
allocation among the beams that maximizes the absolute secrecy
rate under the worst-case scenario for Eve’s location.

Index Terms—Physical layer security, channel knowledge map,
secrecy capacity, eavesdropper, mmWave band.

I. INTRODUCTION

In recent years, channel knowledge map (CKMﬂ has re-
ceived considerable attention as a new tool for improving
communication, resource allocation, transmission robustness,
and more [1} 4]. CKM includes contextual information about
the wireless channel, which can be collected from a variety
of sources, including real-world data from previous trans-
missions, artificial intelligence-based channel simulators, and
various sensors. In this paper, we investigate the benefits of
CKM for physical-layer security (PLS).

Most works on PLS assume that the perfect or imperfect
CSI of Eve, its location area, or the direction toward Eve are
available [J5} 6l [7]. However, these assumptions might not be
feasible in practice for a passive uncooperative eavesdropper.
PLS can be enhanced by using higher frequency bands, such
as millimeter wave (mmWave) frequencies, where the leakage
probability is reduced due to the highly directional beams.
However, the line-of-sight (LoS) link remains insecure to
passive eavesdropping.

In this paper, we exploit CKM to enable PLS at mmWave
bands, even in scenarios where no knowledge of Eve’s CSI
or location is available. The confidential message is jointly
encoded across multiple beams, which makes it impossible for
the eavesdropper to recover the message unless it can decode
all beams. This is physically unlikely, as the eavesdropper is
present at only one (unknown) location. By leveraging CKM,
we derive an algorithm for time and power allocation among
the beams, that maximizes the absolute secrecy rate under
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ICKM is also known by other names, e.g., radio frequency (RF) map,
channel charting, time-domain channel prediction, etc. [1} [2} [3].
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Fig. 1. General block diagram of the system model (i € {r, e}).

the worst-case scenario for Eve’s location, i.e., the strongest
attack location of Eve. Unlike our previous works [8, 9], which
considered only time allocation and provided no analytical
solution, here we derive analytical solutions for both time and
power allocation.

II. SYSTEM MODEL AND PRELIMINARY

A. System Model

We consider a wireless communication system including
a transmitter (Tx), a legitimate receiver (Rx), and a passive
eavesdropper (Eve). Tx sends a confidential message to Rx,
and Eve tries to intercept this message. Tx has N; antennas,
and for simplicity, Rx and Eve have a single antenna, and Eve’s
location is unknown. The confidential message is denoted by
z € C, and w is the beamforming vector of the transmitter.
Therefore, the transmitted data symbol x € CV* is given by

X=wuz. (D

We assume E{|z|?} < P, where E{-} is the expectation
operator. The received signal is shown as

yi =hi'x+2z;, ic{re}, (2)
where subscripts r and e denote Rx and Eve, respectively.
yi € C, and z; ~ CN(0,02) € C is the additive white
Gaussian noise (AWGN), h; € C™t is the channel matrix that
models the multi-path propagation of the transmitted signal
in the channel between Tx and node ¢. The system model is
shown in Fig. |1} The received signal to noise ratio (SNR) is
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ie{re}. (3)

We assume that Tx knows the CSI of Rx, i.e., h,, but does
not know Eve’s location p., its SNR ~., or channel h,.
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B. CKM

CKM provides information about how RF is distributed in
the environment. This of course depends on the direction that
Tx transmits, the environment itself, and the random objects.
For rigorousness, we consider the following CKM.

Definition: Let (0, p) be the expected power that is col-
lected by Rx at location p due to radiation by transmitter with
power Py along direction 0, i.e., w = ai(6), where

1
VN
Throughout this paper, CKM is referred to any (experimental
or simulation-based) knowledge about random Vgriable (RV)
v(0,p),V0eO®={6|l=1,--- L} and Vp € P = {p,|j =

,J}, where © and P are the set of angle of departure
(AoD) and Rx location for which the CKM is constructed.
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III. CKM-ASSISTED SECURITY IMPROVEMENT

In this section, first we provide a concise overview of
the physical layer security conditions and then introduce the
secure coding scheme considered in this work.

A. Physical Layer Security and Secure Coding

The Tx aims to transmit the confidential message X of
length n over the channel to the Rx in the presence of an
Eve. Let us assume that Rx decodes the message as X and
the Eve’s observations are Y.. The communication between
Tx and Rx is ensured to be reliable and secure if the two
following conditions are satisfied [[10, [11]:

lim Pr(X # X) =0, (4a)
n—oo

1
lim —I(X;Y,) =0, (4b)
n—oo N

where Pr(-) and I(-;-) show the probability and the mutual
information operators, respectively. According to [10} [11} [12],
the conditions of reliable and secure communication between
Tx and Rx are satisfied if the transmission rate R, is
bounded as

Rr S [C'r - Ce]+

where the right hand side of the above inequality shows the
secrecy capacity. For Gaussian wiretap channel, we have

C; =logy(1+7;), i€ {re}

as the channel capacity of node i, where [¢g]* = max(q,0).

B. Secure Coding Over Multi-beams

We use the mmWave band for transmission, which has
highly directional and narrow beams, and helps secure com-
munication by reducing the signal footprint. However, when
the LoS is used for signal transmission, the secrecy rate can
be zero if Eve is located at a point on the LoS path between
Tx and Rx (due to the stronger Eve channel). Here, we
use multiple beams and follow the idea of jointly encoding
the message over different beams proposed in [10]. Eve can
intercept part of the message if it is located in the path of a

beam. But, it cannot intercept all beams to decode the entire
message. Thus, the message remains secure.

We denote the fractions of time and power allocated to path
(or AoD) 6; by t; and p;, respectively. The node ¢ capacity for
the [-th transmission is

Ciy = logy(1+ (61, p))-

Since Tx does not know Eve’s location and channel, we
consider the secrecy capacity for the worst-case location pe,

and channel realization h,(p.) as:
L
Cs = min [Cri — max Ced]™, (5)
pP-€P he(pe)€H(pe)

=1

where P is the set of points we would take to ensure secrecy
and H(p.) is the set of fading realization that a potential Eve
at location p. may experience. In practice, the set P cannot be
the entire environment since otherwise the secrecy rate will be
strictly zero (e.g., at least an eavesdropper arbitrary close to the
Rx can recover the message). Moreover, set H(p.) can be in
practice unknown. In this paper, we aim at approximating Cl
(and P) by the use of CKM, which provides an approximation
of H(p.) (and P), denoted by HKM(p,.) (and P).

C. Problem Formulation

Our objective is to maximize the secrecy capacity by jointly
optimizing the time fractions ¢; and power p; allocated to
beam [, VI € {1,---,L}. We define an estimated secrecy
rate C’S, which is obtained from the available CKM, i.e., using
HKM(p,) instead of H(p.) in (). Therefore, we have

1 + proy +
min t [log }
Vp;EP lz; SR +Pzﬁz,g)

S.t. Ci: Ztl <1,
=1

P1: max
p1>0,t,2>0,v1

Cy: me <Py, (6
=1

where o; = ”( ) and B = m
P ' ~(01,p;) EH KM (p;

the normalized SNRs at Rx and p;, respectively, when beam
l is adopted. In problem P1, the objective function ensures
absolute secrecy regardless of Eve’s location within p; € P
and constraints C; and C, enforce the total time and power
budgets, respectively.

) P

D. Solution Development

The optimization problem P1 is not convex due to the
operator [-]* and the argument of logarithm. However, given
pr > 0, function log, (ﬁ_‘;%";lj) is only negative when
a; < f3y ;. Therefore, we can drof) the non-linear operator [-]™

by taking the sum over set £; = {l : oy > 3 ;}. Let us define

~ 1
fi(p,t) = e, tilogy (1:,,%6;; [p1,- - . pL]

, where p =



and t = [t1,--- ,¢1]. Therefore, the optimization problem in
(6) will be as follows

P2: max c
¢,p1>0,t,>0,V1

s.t. Cg : fj(p,t) > ¢, VP]' € 75

L L
C;: Ztl <1,
=1

Co:Y pti <Py (D)
=1
where c is an auxiliary variable. In the following, we consider
the optimization problem P2.

We introduce variables v; > 0, A > 0, and p > 0, which
are the Lagrange multipliers associated with constraints Co,
C;, and C,, respectively. Now, we adopt a Lagrange dual
formulation for P2 in

J

1+pay
L(p,t,c;v, A\ p) =c+ ZVJ‘( Z t log(ﬁ) —¢)
lec, Dl 1,5

L L
FAL =D )+ u(Pa =Y pity),
=1 =1

J=1

®)

where v = [v1,...,vs]. Note that we have changed log,(-)
into the natural logarithm to simplify the following deriva-
tions. One can consider that the variables v; and c¢ are
changed into v;/log(2) and clog(2), respectively. Therefore,
we can change log,(-) in f;(p,t) into log(-). By applying the
Karush—Kuhn-Tucker (KKT) conditions, we derive analytical
solutions for the primal variables p; and ¢;, VI, as a function of
the dual variables A and u. These conditions are given below.
Stationarity conditions:

J
oL
%:1—21/]-:0 (9a)
j=1
oL 14+ poy
— =-A- + vilog(————) =0 (9b)
ot HP! ZZ - s (1 +plﬁl,j)
JleL;
oL o B,
=ttt vj —~ : =
oy pre lz: , J(l +poy 1+pfi
JrleL;
90
Primal feasibility conditions:
t; >0,V
Di Z 07VZ
fi(p,t) = ¢, Vj (10)
Zlel <1
Zle mt; < Px.
Dual feasibility conditions: v; > 0,Vj, A >0, > 0.
Complementary slackness conditions:
vi(Ciee, 1og(11;fgjfj)_ ¢)=0,Yj
ANEiiti—1) =0 (an

H EZL:I pitt — Rx) =0.

Algorithm 1 Proposed power and time allocation algorithm

Initialization

1: Initialize feasible primal variables p;, ¢;, dual variables
A, > 0, step sizes 1y, 1p, 1x, 7, and solution tolerance e.

Iteration Steps

2: Compute active constraint: j* = argmin; f;(p, t).

3: Update primal variables p; from (12a) and ¢; from (I2D).

4: Update dual variables \ from (I3a) and p from (I3b).

5. Stop if improvement in ¢ = min; f;(p,t) is below e.

Output

6: Optimal p}, ¢/, A\*, p*, and c* = f;-(p*, t*).

Next, we develop an iterative algorithm, where at each
iteration, we update the solution towards meeting the above
KKT conditions. Let us assume first that the worst-case Eve’s
location is unique, i.e., j* = argmin; f;(p,t). Therefore,
constraint Cy is active only for j = j*, which from the comple-
mentary slackness conditions, we obtain v; = 0,Vj # j* and
from the stationarity conditions, we get v+ = 1. Now, given
the worst-case Eve’s location, we adopt a gradient update for
power and time variables at each iteration in order to move in
the direction of satisfying the stationarity conditions:

(12a)
(12b)

P oo — pt]™, W
1 [t +mla —X—pp)]™, VI,

- @ 51,"* 14p
where ¢g; = L — leé”*, qQ Lo

Trman = log (A ). and
1 and 7, are step sizes. Note that the stationarity condition
in can be solved analytically for a known j*; however,
a gradual update as in (I2a) is preferred since a significant
variation in the variables introduces numerical instability due
to the underlying change in j* from one iteration to the next.
Finally, dual variables p and A\ are updated as follows
to meet the dual feasibility and complementary slackness
conditions:

A A +mr]T, (13a)
p— [+ mura] ™, (13b)

where | = Zlel t;—1land ry = ZlL:l pit;— Py are constraint
residuals and 7, and 7, are step sizes.

The proposed iterative solution for P2 is summarized in
Algorithm [T]

IV. SIMULATION RESULTS

As an initial investigation and to draw some insight, we
consider a system with two ideal narrow beams (L = 2,
an LoS path and a 10 dB weaker non-LoS path), where
the leakage from one beam to another is negligible, which
is valid for large N, at mmWave bands. We consider the
following normalized parameter values: oy = (1,1 = 2 w L,
Qg =f22=02W 1 Bio=p;=0 WL Py=10 W.

The secrecy capacity versus the power of the LoS path
is plotted in Fig. 2] As observed, using only the LoS path
for transmission is not secure, whereas joint coding even
with uniform time and power allocation would consistently
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Fig. 2. Absolute secrecy capacity vs. the power allocated to the LoS path
with the average transmit power Px = 10 W.

provide secrecy. Performance improves when only the powers
are optimized, and improves even more when only the times
are optimized [8, 9]. As shown, the scheme of joint power
and time allocation outperforms the algorithms which only
optimize either time or power. Moreover, Fig. [2] shows that
allocating less power to the LoS link than to the weaker non-
LoS link maximizes secrecy rate.

The secrecy capacity versus the total transmitted power Py
(for both LoS and non-LoS paths) is plotted in Fig. 3] As
observed, using only the LoS path does not provide secrecy.
When both LoS and non-LoS paths are employed, the secrecy
capacity is positive even with the simple scheme of uniform
time and uniform power allocation. As shown, the scheme of
joint power and time allocation outperforms the algorithms
which only optimize either time (e.g., proposed in [8} [9]]) or
power. Note that Fig. [2]is a special case of Fig. [3| where Py =
10 W, and confirms the secrecy capacities in Fig. [3} Moreover,
Fig. 3] shows that the secrecy rate is an increasing function of
the total transmitted power Pi.

V. CONCLUSION

In this paper, we have employed CKM to enhance PLS in
the presence of a passive Eve, without making any assumptions
about Eve’s location or CSI. The confidential message was
transmitted using the highly directional mmWave band and
was jointly encoded across multiple beams. We derived an
algorithm for time and power allocation among the beams
that maximizes the absolute secrecy rate under the worst-case
scenario for Eve’s location. The simulation results validate the
performance of our scheme compared to previous methods,
where either time or power is uniformly allocated, while the
other is optimized. Furthermore, our results show that the
secrecy capacity increases with the total transmitted power.
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