
VWAttacker: A Systematic Security Testing Framework
for Voice over WiFi User Equipments

Imtiaz Karim∗

The University of Texas at Dallas
imtiaz.karim@utdallas.edu

Hyunwoo Lee*
Korea Institute of Energy Technology

hwlee@kentech.ac.kr

Hassan Asghar
Korea Institute of Energy Technology

hassanasghar@kentech.ac.kr

Kazi Samin Mubasshir
Purdue University

kmubassh@purdue.edu

Seulgi Han
Korea Institute of Energy Technology

ab9938@kentech.ac.kr

Mashroor Hasan Bhuiyan
The University of Texas at Dallas
mashroorhasan.bhuiyan@utdallas.

edu

Elisa Bertino
Purdue University

bertino@purdue.edu

ABSTRACT

We present VWAttacker, the first systematic testing framework
for analyzing the security of Voice over WiFi (VoWiFi) User Equip-
ment (UE) implementations. VWAttacker includes a complete
VoWiFi network testbed that communicates with Commercial-Off-
The-Shelf (COTS) UEs based on a simple interface to test the behav-
ior of diverse VoWiFi UE implementations; uses property-guided
adversarial testing to uncover security issues in different UEs sys-
tematically. To reduce manual effort in extracting and testing prop-
erties, we introduce an LLM-based, semi-automatic, and scalable ap-
proach for property extraction and testcase (TC) generation. These
TCs are systematically mutated by two domain-specific transfor-
mations. Furthermore, we introduce two deterministic oracles to
detect property violations automatically. Coupled with these tech-
niques, VWAttacker extracts 63 properties from 11 specifications,
evaluates 1,116 testcases, and detects 13 issues in 21 UEs. The issues
range from enforcing a DH shared secret to 0 to supporting weak
algorithms. These issues result in attacks that expose the victim
UE’s identity or establish weak channels, thus severely hamper-
ing the security of cellular networks. We responsibly disclose the
findings to all the related vendors. At the time of writing, one of
the vulnerabilities has been acknowledged by MediaTek with high
severity.

1 INTRODUCTION

Voice over WiFi (VoWiFi) is a mobile call service that aims to extend
network coverage by utilizing WiFi in areas where a cellular net-
work is unavailable or the cellular signal is weak. Poor signal is not a
new issue because typically areas within buildings or underground
areas are not covered by conventional mobile networks [12, 13].
Furthermore, around 80% of all calls are usually made indoors, ac-
cording to one survey [14]. Due to these limitations of the current
cellular network infrastructure, VoWiFi usage is increasing with
the large number of WiFi networks deployed in homes/offices and
the growth of public WiFi [17]. The VoWiFi market is estimated
to reach USD 21.99 billion in 2030 from USD 9.59 billion expected
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in 2025 with an annual growth rate of more than 18% [2]. Such
widespread use of VoWiFi requires robust security guarantees.
Prior research and scope. Although previous works have ana-
lyzed the security of the VoWiFi protocol specifications [10, 40, 44,
54, 60], VoLTE specifications and implementations [38, 43], and
cellular network implementations in general [22, 28, 39, 50, 57],
there is no systematic framework for analyzing VoWiFi implemen-
tations with a complete open-source VoWiFi commercial UE testbed
(see Table 1). Furthermore, the main body of work [10, 44, 60] on
VoWiFi looks at scattered parts of the protocol, and the approaches
are ad hoc and manual. Lee et al. [40] verify the complete proto-
col based on formal verification, but their analysis focuses only
on the specifications. Concerning the security analysis of VoW-
iFi implementations, our only reference is the conformance test
suites [6] provided by 3GPP. The conformance test suites aim to
ensure that VoWiFi implementations meet the minimum require-
ments. However, these testcases (TCs) have limitations. They (i)
focus on functional requirements rather than security, and (ii) do
not evaluate the behaviors of VoWiFi implementations in adversar-
ial scenarios. Although there has been a broad body of work on
cellular implementation testing [22, 39, 50], those frameworks are
built on top of different open-source cellular network implementa-
tions and are not general enough to include VoWiFi testing.

Motivated by this significant gap in the testing of VoWiFi im-
plementations, we developed the first systematic security testing
framework–VWAttacker to evaluate the security of VoWiFi UE
implementations. At a high level, VWAttacker is an adversarial
property-guided testing framework. However, we include signifi-
cant innovations to reduce manual effort and substantially increase
the scope of testing.
Challenges. The first challenge for the adversarial testing on COTS
UEs is that there is no open-source VoWiFi testbed that controls and
synchronizes themany entities involved in VoWiFi communications
(e.g., UEs, the ePDG, and the IMS). The second challenge is related
to the scalability of property-guided adversarial testing. In this
broader challenge, we face two subchallenges. First, such a testing
technique requires significant manual effort to extract properties
from the specifications, and this limits comprehensive security test-
ing [39, 50]. Second, it is difficult to detect when a property violation
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Implementation
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Complete

VoWiFi UE

Testbed

Scalable

Property

Extrac-

tion

Wi-Not-Calling [10] ✓
Xie et al. [60] ✓
Lu et al. [44] ✓
Shi et al. [54] ✓
Gegenhuber et al. [23] ✓
VWAnalyzer [40] ✓
Li et al. [43] ✓
Kim et al. [38] ✓
DIKEUE [28] ✓ ✓
5GBaseChecker [57] ✓ ✓
LTEFuzz [39] ✓ ✓
DoLTEst [50] ✓ ✓
VWAttacker ✓ ✓ ✓ ✓

Table 1: Comparison of VWAttacker with other analyses

on cellular networks, VoWiFi, and VoLTE

has occurredwithout anymanual intervention. As the specifications
are written in natural language and contain multiple underspecifi-
cations [40], it is not always possible to infer the correct behavior.
Approach. To address the first challenge and bridge the gap for
testing VoWiFi UE implementations, VWAttacker includes a com-
plete VoWiFi network testbed that we built based on open-source
software (StrongSwan [55] for ePDG, Kamailio [33] for IMS, and
FHoSS [26] for Home Subscriber Server (HSS)). The testbed is cur-
rently developed for 4G LTE because, with regards to VoWiFi, 4G
LTE is still the most dominant technology [25]. To control VoWiFi
entities, we design a command-report protocol based on a central-
peripheral paradigm, where a central controller manages communi-
cation between all entities. We also implement a simple JSON-based
interface that allows testers to describe any sequence of messages
containing specific attribute values, enabling us to conduct efficient
adversarial testing.

In a recent independent and concurrent project, Osmocom has
developed an open-source osmo-ePDG for VoWiFi UE connectiv-
ity [49]. Such an effort not only attests to the importance of the prob-
lem but also motivates its urgency. Though promising, osmo-ePDG
has several key differences from our testbed. First, osmo-ePDG is a
testbed just for VoWiFi UE connectivity and not for security testing.
In contrast, our testbed is designed for security testing, featuring
a JSON-based testing format for describing adversarial and out-of-
order messages to be sent to UEs, as well as a separate control archi-
tecture for facilitating easier testing. Second, osmo-ePDG is a mod-
ule extending the osmocommobile network, while ours is dedicated
to the VoWiFi security analysis with minimal additional functions.

To address the second challenge and enhance property-guided
testing, we design TestGen that adopts a scalable and semi-
automatic Large Language Model (LLM)-based property extraction
approach to extract diverse properties. We leverage the in-context
learning capability of the LLMs to learn from the VoWiFi specifica-
tions and generate properties using Retrieval Augmented Genera-
tion (RAG) [42]. With just a few example properties and the VoWiFi
specifications as context, an LLM can accurately generate additional
properties and encode them as Primary Test Cases (PTCs), elim-
inating costly manual property extraction. These PTCs are then
mutated using the two transformations, creating Adversarial Test
Cases (ATCs) and sent to the testbed. As messages that contain
attributes are exchanged in the VoWiFi protocol, we design two
types of transformations: (i) message-level transformation inserts,
replaces, drops, or replays a target message; and (ii) attribute-level
transformation inserts, updates, or drops an attribute in a target
message. To automatically detect property violations, we design

Figure 1: VoWiFi architecture.

two different oracles-function and liveness oracles, where the former
detects invalid functions of UEs, and the latter identifies deadlock
states of UEs.
Results.With VWAttacker, we evaluate 21 UEs from 14 different
UE vendors and 5 baseband vendors with Android versions ranging
from 7 to 14. For the property testing, TestGen extracts 63 PTCs
from 11 VoWiFi-related specifications. After applying two types
of transformations, we get 1,116 ATCs. We report 13 unique issues.
Notable among them are issues where implementations: (i) support
and accept weak/deprecated algorithms (e.g., DES or MD5); and
(ii) accept packets without a nonce or a DH key that can be used
to bypass the DH key security to expose the devices’ IMSI; The
impact of these attacks ranges from privacy leaks to establishing
weak channels with weak encryption and integrity algorithms,
severely hampering the security of the implementation.
Open-source. We have open-sourced VWAttacker, including
the complete VoWiFi network testbed, the LLM-based property
extraction technique, and the oracles to foster research in this area
and help vendors test their UEs ∗.
Responsible Disclosure. As our findings can result in the real-
world attacks, we have responsibly disclosed the findings of our
work to all the related vendors (i.e., baseband vendors and UE
vendors) and are actively cooperating with them for mitigation.
At the point of the writeup one issue has been acknowledged by
MediaTek with high-severity.
Contributions.We summarize our contributions as follows:
• We propose VWAttacker, the framework for analyzing the

security of VoWiFi implementations. VWAttacker includes a
complete VoWiFi network testbed for COTS UEs. To the best of
our knowledge, VWAttacker is the first systematic security
framework to test VoWiFi UE implementations.

• To reduce manual labor and increase the scalability of property-
guided testing, we design TestGen, an LLM-based semi-
automatic property extraction technique based on in-context
learning and RAG. Using this approach, VWAttacker extracts
63 properties from the 11 specifications, which results in 1,116
ATCs after applying two types of transformations.

• We test a total of 21 COTSUEs from 14 vendors. Our deterministic
oracles uncover 13 issues. Based on vulnerabilities, we reveal 3
new attacks.

2 VOICE OVERWIFI

This section provides an overview of the VoWiFi protocol. We first
present the VoWiFi architecture (see Figure 1) followed by the
important subprotocols during the procedure of the UE registra-
tion (see Figure 2). They are the Internet Key Exchange version 2
(IKEv2) [34], the Extensible Authentication Protocol Method for 3rd
Generation Authentication and the Key Agreement (EAP-AKA) [9],
and the Session Initiation Protocol (SIP) [53].

∗https://github.com/hw5773/vowifi-ue-testing-framework
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VoWiFi Architecture. VoWiFi is a Voice over IP (VoIP) service run
by a mobile network. To use the service, the User Equipment (UE)
sets up a Virtual Private Network (VPN) with the mobile network
after it attaches to a WiFi access point (AP). The VPN peer that
communicates with the UE on the mobile network side is called
an evolved Packet Data Gateway (ePDG). It is a connection point
between the Internet and the mobile network. Once the VPN is
established, the UE starts communicating with the IP Multimedia
Subsystem (IMS), the main components of which are the Proxy
Call Session Control Function (P-CSCF), the Interrogating Call Ses-
sion Control Function (I-CSCF), and the Service Call Session Control
Function (S-CSCF). The P-CSCF is an endpoint that directly commu-
nicates with the UE by exchanging the SIP messages. It forwards a
request from the UE to the I-CSCF that is responsible for selecting
the S-CSCF to be assigned for the session. The S-CSCF is mainly re-
sponsible for registration. We refer to the participants in the VoWiFi
architecture (i.e., UE, ePDG, and IMS) as VoWiFi entities (or entities).
These entities execute the IKE protocol, the EAP-AKA protocol,
and the SIP protocol, respectively.
IKEv2 [34]. It is the subprotocol used to establish the VPN between
the UE and an ePDG. The VPN is set up with a common security
association, including cryptographic algorithms and keys. IKEv2
proceeds with several exchanges; each such exchange consists of a
request message and a response message. In other words, a request
message sent by one entity is always followed by a response mes-
sage from the other entity. In the VoWiFi scenario, the UE always
initiates IKEv2 by sending the IKE_SA_INIT request message to the
ePDG, which responds with the IKE_SA_INIT response message. The
IKE_SA_INIT exchange is responsible for establishing the IKE security
association (SA) that contains cryptographic keys and algorithms.
Then, the protocol is followed by several IKE_AUTH exchanges that
are responsible for authenticating each other through EAP-AKA
and establishing a child SA. Note that these exchanges are secured
with the IKE_SA.
EAP-AKA [9]. It is the subprotocol used for mutual authentica-
tion between the UE and the ePDG, utilizing a challenge-response
mechanism and symmetric cryptography. The UE and the ePDG
exchange AKA messages encapsulated with the IKE_AUTH exchanges.
In the VoWiFi protocol, EAP-AKA is initiated after the ePDG re-
ceives the first IKE_AUTH request message from the UE, which in-
cludes its identifier (i.e., International Mobile Subscriber Identity,
IMSI) and the intended peer’s identifier (i.e., ims). The ePDG fetches
the key materials through the UE’s IMSI and responds with the
EAP-Request/AKA-Challenge message that contains a random number
(i.e., AT_RAND), an authentication token (i.e., AT_AUTN), and a message
authentication code (i.e., AT_MAC). The UE verifies both AT_AUTN and
AT_MAC and sends AKA-Client-Error if any of them is invalid. Other-
wise, the UE encrypts the random number with its unique key and
sends the encrypted message (i.e., AT_RES) with a message authenti-
cation code (i.e., AT_MAC) in the EAP-Response/AKA-Challenge message.
If the ePDG successfully validates AT_RES, which means that the UE
is authenticated, the ePDG sends the AKA-Success message to the
UE, and the IKE channel is finally established between the UE and
the ePDG.
SIP [53]. It is the subprotocol used to register a UE with the IMS
or to make and receive a VoWiFi call. As we focus on the SIP

Figure 2: Flow of the VoWiFi protocol

registration in this paper, we only describe the registration flow
below, which is based on the challenge-response protocol. Once the
IKE channel is established, the UE sends the SIP REGISTER message
to the IMS server through the ePDG. IMS responds with the 401
Unauthorizedmessage that includes a nonce value. The UE generates
the authentication token with the nonce and responds with the
second SIP REGISTER message which contains the token. Finally,
the UE is authenticated and registered if the token is valid, and
IMS sends a confirmation message (i.e., 200 OK). Note that the SIP
messages are encrypted and integrity-protected with the child SA
established during the IKE protocol.

3 OVERVIEW OF VWATTACKER

This section provides an overview of the VWAttacker (see Fig-
ure 3) with its threat model, challenges, and requirements.

3.1 Threat Model

In adversarial testing, we assume a Dolev-Yao attacker [20]. The
attacker can eavesdrop, modify, or drop any message and inject new
messages. However, the attacker is computationally bounded; that
is, the attacker cannot break cryptographic assumptions. Therefore,
the attacker cannot decrypt an encrypted message unless they pos-
sess the decryption key. This is a realistic threat model to uncover
protocol-related issues and is heavily used by different protocol
testing frameworks [11, 16, 18, 27, 50, 59].

In the context of VoWiFi, we assume that the attacker resides on
the communication path between the VoWiFi UE and the VoWiFi
core network. This includes malicious WiFi access points, compro-
mised routers, or untrusted intermediaries that can intercept and
manipulate network traffic. For instance, the attacker can imper-
sonate a legitimate WiFi network (e.g., Evil Twin AP) to intercept
VoWiFi signaling and media traffic [7, 40, 41, 47, 51]. However,
the attacker does not compromise the UE itself and cannot access
protected memory or internal protocol state of the VoWiFi imple-
mentation.

3.2 Challenges and Requirements

The critical challenges in the design of VWAttacker are:
(C1) VoWiFi network testbed. As commercial VoWiFi UEs are
entirely black-box, designing a security testing framework requires
a complete UE testbed to interface with them. Unfortunately, no
open-source VoWiFi UE testbed is available for us to use. This
is a fundamental challenge that prevents VoWiFi implementation
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Figure 3: Overview of VWAttacker.

testing. Furthermore, the testbed should be fully customizable to im-
plement a systematic framework for adversarial testing and should
allow UEs to execute the complete VoWiFi procedures.
(C2) Scalability of property-guided testing. To comprehensively
analyze the VoWiFi implementations and improve the scalability of
property-guided testing, we need to tackle two sub-challenges:

• (C2.1) Scalable and accurate property extraction: Previous
works on property-based adversarial testing rely on manual
property extraction [39, 50], which is time-consuming, error-
prone, and limited in scope. Although recent work explores
LLM-assisted fuzzing [45] for other domains, these approaches
typically lack integration with wireless protocol semantics or
are optimized for application-layer protocols. Moreover, they do
not address the ambiguities or underspecifications common in
VoWiFi standards, which can lead to hallucinations. Hence, a
specialized approach is needed to extract low-level protocol prop-
erties from fragmented specifications (3GPP, RFCs, conformance
suites) while preserving contextual correctness and complete-
ness.

• (C2.2) Property-violation detection: Another crucial part of
property-guided testing is detecting when the property has been
violated. As the VoWiFi protocol does not include a formal canon-
ical model, it is impossible to directly compare the behavior with
a canonical model to detect deviations and property violations.
Therefore, we must design side-channel oracles that automati-
cally detect property violations.

3.3 Addressing the Challenges

To address (C1), we build a VoWiFi network testbed that provides
commercial UEs with VoWiFi service by integrating existing open-
source subprotocol implementations, such as StrongSwan and Ka-
mailio, together with a custom ISIM card, sysmoISIM-SJA2. In de-
ploying a completely VoWiFi-supporting testbed, we aim to support
diverse devices without requiring any modification on them (e.g.,
no rooting) and extra hardware. Due to these requirements, cus-
tomizing the VoWiFi network needs considerable engineering effort.
We detail how we develop the testbed in Section 4.

To address (C2.1), we design an LLM-based property extraction
and testcase generation framework, called TestGen, that extracts
diverse properties from the VoWiFi specifications and generates test-
cases in a semi-automated fashion. LLMs can learn from in-context

information and utilize this information to perform specific down-
stream tasks without requiring retraining or modifying the model
weights. With VoWiFi specifications as context and some manually
extracted properties as examples, we use an LLM to extract proper-
ties from VoWiFi specifications. Although modern LLMs are likely
pre-trained on many publicly available protocol specifications, re-
lying solely on their internal memory can lead to hallucinations or
overlook domain-specific details scattered across loosely connected
sections of the specifications. To tackle this challenge, we utilize
Retrieval Augmented Generation (RAG). By explicitly grounding
the model with relevant context at query time, RAG ensures that the
LLM does not have to rely on memorization from massive pretrain-
ing corpora, but instead focuses on interpreting the specification
fragments most relevant to the prompt. This makes the extraction
process both more targeted and transparent, especially in a domain
like VoWiFi where specifications are complex, modular, and often
underspecified [40]. After extracting the properties, an encoder con-
verts these extracted properties into the primary testcases (PTCs)
using the message flows of related protocols. Two transformation
techniques are then applied to these PTCs, resulting in adversarial
testcases (ATCs), which are used to test the security of UEs in the
customized VoWiFi testbed.

To address (C2.2) and automatically detect property violations,
we design two types of decision oracles that retrieve logs generated
from each test and raise alerts whenever they find issues. These are
used to detect semantic bugs or availability issues.

3.4 High-Level Overview of VWAttacker

At a high level, VWAttacker is divided into three modules (see
Figure 3): (i) testcase generation (TestGen); (2) adversarial testing
(AdvTest); and (3) result analysis.

TestGen generates testcases in two parts:

• (1) Property extraction using LLMs: Initially, some properties
are manually extracted and provided as examples to guide the
LLM in understanding the type of properties to look for in the
specifications. Using the provided context and examples, the
LLM processes the VoWiFi specifications to identify and extract
a comprehensive set of properties.

• (2) Property-to-testcase encoding: The properties extracted
by the LLM are fed into the property-to-test-case encoder, along
with the message flows of the VoWiFi protocol. The encoder
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translates the properties into PTCs, which are then used to auto-
matically test the VoWiFi system in a dedicated testbed, ensuring
comprehensive coverage and efficient validation.

The second step, AdvTest, has three main parts:

• (1) Testcase transformer: We mutate the PTCs using the
two transformations, creating ATCs. As messages containing
attributes are exchanged in the main subprotocols of VoWiFi,
namely IKEv2 and SIP, we design two types of transformations
with mutation targets at different levels. The message-level trans-
formation inserts, replaces, drops, or replays a target message,
while the attribute-level transformation inserts, updates, or drops
an attribute in a target message. After applying these transfor-
mations to PTCs, we get ATCs.

• (2) VoWiFi UE testing: ATCs are sent to the controller of the
VoWiFi testbed. The controller processes them, directs VoWiFi en-
tities to send messages according to ATCs, receives the responses
and outputs the logs.

• (3) Decision oracles: The decision oracles retrieve logs and
report “positives“ if they find UEs’ misbehavior due to adversarial
testing or their deadlock states.

In the final step, result analysis, we run scripts to summarize the
experiment logs into the test results. Then, we manually inspect
the test results and investigate the root causes of UEs’ misbehavior
or deadlock states.

4 VOWIFI NETWORK TESTBED

In this section, we describe the VoWiFi network testbed.

4.1 Requirements

To support a comprehensive black-box property-guided adversar-
ial testing framework for VoWiFi, the underlying testbed should
satisfy the following requirements: (R1) Device-diversity: The
testbed should be able to work with diverse UEs. Satisfying this
requirement is challenging, as VoWiFi implementations show quite
different behavior. For instance, some UEs always send the IKE_-
delete message before turning off the WiFi interface, while others
do not send the message. (R2) Plug-and-play: The testbed should
not require any change in UEs and should be plug-and-play. For
instance, if the testbed were to require rooting the UEs, it would en-
tail manual effort on the part of testers, and the usage of the testbed
would be minimal. (R3) Malleable testing system: Once we have
the VoWiFi network testbed, we can send any test input to VoWiFi
UEs. To evaluate the security of VoWiFi UEs in a wide range of
scenarios, the testbed should support testing any possible scenario
provided by the tester. This, in turn, requires generating a stateless
system from a highly stateful protocol. To make the testbed useful,
all VoWiFi entities should be directly controlled, and log messages
from these entities should be collected in a unified format.

4.2 High-level Design

To design the testbed, we integrate existing open-source subproto-
col implementations, such as StrongSwan and Kamailio, together
with a custom ISIM card, sysmoISIM-SJA2, and make 21 UEs from
14 different vendors runnable on the testbed satisfying R1. Our

Figure 4: The control architecture of the Testbed

testbed operates in a plug-and-play fashion, requiring no modifi-
cations to the devices or additional hardware, following R2. We
provide a simple, JSON-based interface for testers to describe how
they want to evaluate a target UE. We define a testcase (TC) as a
series of commands by which the tester can make VoWiFi entities
send specific messages (e.g., making ePDG send the second IKE_AUTH
response message with the value of the EAP failure in EAP-AKA)
according to the test UE’s messages. For creating the malleable
testbed following R3, we design it based on a control architecture
following the central-peripheral paradigm, where a controller di-
rects VoWiFi entities (i.e., UE, ePDG, and IMS) through a UE agent,
an ePDG agent, and an IMS agent, respectively. To achieve this, we
move all the logic away from the peripheral agents to the Controller
to create a stateless system.

4.3 Control architecture

Our control architecture (see Figure 4) consists of a Controller that
processes a TC and Agents (UEAgent, ePDGAgent, and IMSAgent) that
communicate with the Controller to control VoWiFi entities (i.e., UE,
ePDG, and IMS). Based on the Controller and Agents, VWAttacker
takes a TC described by a series of commands as input and outputs
a log, which is a series of reports from Agents. To direct VoWiFi
entities according to a TC, we use a command-report protocol be-
tween the Controller and the Agents. In detail, the Controller sends
a command to an agent to control the corresponding VoWiFi entity.
Then, the agent reports the result of the command (e.g., UE’s status
or responding messages from UE) for which the agent is responsible
to the Controller.
Testcase.A testcase (TC), shown in Figure 5, is an interface provided
for a tester to describe the scenario of their interest encoded in a
simple JSON format. In detail, a TC is a series of commands that
describe who is responsible for sending what message, with how
one inserts/modifies/drops a message or its attributes. Once the
Controller gets a TC, it directs the corresponding agents to execute a
sequence of commands described in the TC. The commands sent to
all agents and the reports they submit are saved for further analysis.
For a TC, we define 10 keywords as JSON keys in describing a
TC. The keywords are used to indicate a receiver of a command
(receiver), the name of a message to be altered and sent (name), an
operation to be applied to the message (op), and others. With the



Conference’17, July 2017, Washington, DC, USA Karim, Lee, Asghar, Mubasshir, Han, Bhuiyan, and Bertino

keywords, a tester, for instance, can describe a command to let the
ePDG send an IKE_SA_INIT message after modifying the encryption
algorithm to DES.
Controller. The Controller processes a TC while directing the
VoWiFi entities to do their tasks through the Agents. We design and
implement VWAttacker to take multiple TCs at once and process
all the TCs one by one without human intervention. To process
multiple TCs, it is required that all the states of the VoWiFi entities
should be initialized before processing the next TC. To this end,
VWAttacker refreshes all the VoWiFi entities before it runs the
next TC. While processing the TCs, the Controller communicates
with Agents to direct the corresponding VoWiFi entities to send
messages or report results according to the TCs.
UE agent. Once a UE is attached to VWAttacker (i.e., by connect-
ing the UE with our framework via the USB cable), the UEAgent
checks the model name of the UE and configures the VoWiFi setup
of the UE. This configuration is necessary because some UEs re-
quire toggling the WiFi call switch in the settings app to enable
the VoWiFi service. Then, the UEAgent becomes ready to process
commands from the Controller. The commands that UEAgent can
process are: ❶ turning on/off the WiFi interface and ❷ rebooting
the UE. The only report that UEAgent sends to the Controller is
the result of the reboot command. This report is required as the
Controller needs to know when a UE is ready to send a message so
that the Controller can send commands to the agent.
ePDG agent. The ePDGAgent can substitute a message, reply to
a message, insert an attribute-value pair, update the value of an
attribute, and drop an attribute at the appropriate points of the
original StrongSwan source code. The ePDGAgent can follow the
following commands: ❶ sending an IKE message; ❷ substituting
a message; ❸ replaying an IKE message; ❹ inserting an attribute-
value pair; ❺ updating the value of an attribute; ❻ dropping a
specific attribute. The ePDGAgent reports IKE messages, including
headers and payloads, that the ePDG sends to and receives from the
attached UE. These reported messages are logged into the output
log file of VWAttacker.
IMS agent. Like the ePDGAgent, IMSAgent modifies, replays, updates,
or drops a message according to the commands in TCs. The IMSAgent
accepts the following commands: ❶ sending a SIP message; ❷

modifying a value; ❸ deleting a specific attribute-value pair.

5 DETAILS OF VWATTACKER

This section describes how we design and implement VWAttacker
leveraging the VoWiFi testbed. Since the result analysis module is
trivial, in the following subsections, we present the details of Test-
Gen and AdvTest–which are the novel elements of VWAttacker..

5.1 TestGen: Testcase Generation

TestGen consists of two components: (1) the LLM-based property
extractor and (2) the property-to-testcase encoder. The former con-
tributes to extracting properties from specifications, while the latter
encodes the properties into PTCs.
LLM-based property extractor. To automatically extract security-
relevant properties from loosely structured VoWiFi specifications,
we build a Retrieval-Augmented Generation (RAG) framework tai-
lored for this domain. The framework begins by embedding 11

specification documents, including 3GPP technical reports, IETF
RFCs and conformance test specifications. These embedded chunks
are indexed for efficient semantic retrieval. We then use a retrieval
module to fetch specification fragments relevant to a given query.
Along with a small set of manually curated example properties
(created in approximately 1 hour by a domain expert), these re-
trieved documents are provided as context to a prompted large lan-
guage model (LLM). The model then generates candidate properties
grounded in the retrieved content. Although LLMs are likely pre-
trained on publicly available specifications, relying on their internal
knowledge can lead to inconsistent outputs, especially for rarely
cited clauses or ambiguous conditions. Using RAG avoids these
pitfalls by explicitly providing relevant specification fragments at
inference time, making the extraction more precise, consistent, and
explainable. Compared to fine-tuning or naive prompting, RAG
offers a flexible and modular solution. It improves performance
(see Section 7) without requiring retraining or labeled datasets,
and enables us to trace each generated property back to specific
specification fragments.
Property-to-testcase encoder. The encoder takes the generated
properties, the RAG-based model used for property extraction and
the protocol message flow as input and converts the properties
into PTCs. To achieve this, the encoder first identifies the message
name from the property and matches it to the protocol’s message
flow to determine the state required to execute the property. Then,
following this state, the encoder creates a series of commands by
appending messages with related VoWiFi entities one after another,
based on the protocol’s message flow. For eachmessage, the relevant
fields and values (if not specified in the property) are generated by
querying the RAG-based LLM model. A high-level overview of the
used protocol flow diagram is shown in Figure 6. Note that, not
all the properties include an explicit message name and refers to
message fields; in those cases, the message names are manually
provided to the encoder.

5.2 AdvTest: Adversarial Testing

AdvTest begins with the testcase transformer that converts PTCs
into ATCs. Then, ATCs are fed into the VoWiFi testbed for the
adversarial testing. Finally, the misbehavior of UEs is automatically
detected with the help of the decision oracles.
Testcase transformer. For generating the ATCs, we develop trans-
formations at two different levels: message-level and attribute-level.
A message-level transformation changes the final command of the
PTC to generate an adversarial message. There are two types of
message-level transformations: ❶ Message substitution: the final
command is set to send an error message (e.g., an invalid SPI) to see
how a UE reacts to unexpected error messages. ❷ Message replay:

We manipulate a final command to send one of the previous mes-
sages again to check how a UE behaves against the replay attack.

Next, an attribute-level transformation is to modify or remove one
specific attribute-value pair of the final command. There are two
types of attribute-level transformation, which are: ❶ Attribute

value update: we change the value of an attribute in the PTC.
The target attributes, for which the values are revised, include the
length of a message, the protocol version, algorithms to be used,
sequence numbers, and others. We also extract a set of possible



VWAttacker: A Systematic Security Testing Framework

for Voice over WiFi User Equipments Conference’17, July 2017, Washington, DC, USA

values for each attribute from the LLM and generate TCs based
on the set for each attribute. For example, we utilize the LLM to
make a possible set for the encryption algorithm in the IKE protocol
containing values [3–28] and -1 because the former is specified in
the specification, and the latter is an exception. ❷ Attribute drop:

we drop a specific attribute from the message. The attributes to
be dropped include all the attributes in the message, such as the
algorithms to be used or the protocol version. For example, we drop
the encryption algorithm field in the IKE_SA_INIT response message.
VoWiFi UE testing. The ATCs generated from the first step are
fed into the Controller to evaluate the security of the VoWiFi UE
implementations. The Controller takes a set of ATCs and processes
them one by one. According to each ATC, the Controller controls
Agents to send messages through the command-report protocol. The
logs are finally collected on the Controller.
Decision oracles. To automatically determine UE misbehavior, we
introduce two decision oracles that work over the collected logs
and analyze whether the UE’s behavior is far from what we expect.
These oracles are: ❶ Function oracle: it raises an alert if a UE re-
sponds to an adversarial message. Because of our highest emphasis
on security, we assume that if a UE receives an adversarial message,
it should not respond to them. There are three behaviors that a
UE can perform when the ATC is executed: (1) ignore the adver-
sarial message, (2) respond with the positive message, that is, the
message with which the UE usually replies to the non-adversarial
message, and (3) respond with the negative message, that is, the
message indicating an error. In case of (1), the oracle determines
that the UE behaves correctly; thus, it does not raise an alert. When
the UE responds with a positive message (the case (2)), the oracle
raises an alert as it means that the UE violates the tested property.
Finally, when the UE responds with a negative message (the case
(3)), the oracle also raises an alert because there is the possibility
of incorrect behavior. ❷ Liveness oracle: it checks whether a UE
can re-execute the VoWiFi protocol after it receives an adversarial
message and disconnects the corresponding session. We expect
that the adversarial message should not affect the other sessions.
Therefore, the oracle raises an alert if the UE does not send the
IKE_SA_INIT request message to an ePDG after the aborted session.

With the above two oracles, we design the testing for each test-
case as follows:

(1) Running an ATC: VWAttacker performs an adversarial test-
ing based on an ATC for a specific UE.

(2) Checking an anomalous message flow: The function oracle
checks the logs and raises an alert if it sees an unexpected
message from the UE.

(3) Running a normal registration: VWAttacker tries to run
the normal VoWiFi execution with the UE.

(4) Checking liveness: The liveness oracle checks if the UE exe-
cutes the VoWiFi protocol correctly.

To resolve any non-determinism due to over-the-air testing, this
process is repeated three times for each ATCs to get stable results.
Note that the execution of the normal registration with the liveness
oracle is necessary not only to simply check whether the UE is alive
but also to understand the result of the function oracle in more
detail. The reason is that we assume that a UE should not respond
to an adversarial message. However, we cannot determine whether

the lack of response by the UE is due to a crash of the UE, which
would represent a false negative of the function oracle. Therefore,
we use the liveness oracle to catch the case of the crash.

Finally, the logs on each ATC are labeled with the flags from
the decision oracles. We manually analyze the results to pinpoint
the issues and the root causes. We discuss the concrete issues in
different UEs in Section 7.

6 IMPLEMENTATION

This section describes howwe implement VWAttacker. The imple-
mentation contains several modules written in different languages
(see Table 7).
VoWiFi networking testbed.We implement the VoWiFi network-
ing testbed on one general purpose machine (e.g., a laptop). As the
VoWiFi protocol begins with the ePDG discovery leveraging the
DNS protocol after attaching a UE to a WiFi AP, we introduce our
controlled WiFi AP and DNS. In detail, we run hostapd to make our
machine a WiFi AP, and dnsmasq, a simple DHCP/DNS server, to
assign the private IP address to a UE and to generate a DNS reply
that contains the IP address of our ePDG. To this end, we insert
one DNS record that maps the name of the ePDG to our IP address
of the ePDG into the file that dnsmasq refers to. With this setting,
we can make a UE to connect to our ePDG since the UE receives a
DNS reply containing our ePDG’s IP address when a UE attaches to
the WiFi AP and sends a DNS query. For an ePDG, an IMS, and an
HSS, we use StrongSwan [55] version 5.4.5 for ePDG, Kamailio [33]
version 1.2.3 for IMS, and FHoSS [26] for HSS. The ePDG maintains
the mapping between the IMSI and key materials (i.e., a UE’s secret
key and an operator’s key) as well as the mapping between the IKE
configuration of the P-CSCF and the IP address of the P-CSCF. The
former mapping is used to authenticate a UE when establishing the
IKE channel, while the latter mapping is used to forward the SIP
messages from a UE to the IMS components. As IMS consists of
P-CSCF, I-CSCF, and S-CSCF, we run three Kamailio processes with
different settings. FHoSS maintains the mappings between IMSIs
and other keys.
Control architecture. We implement the Controller and Agents
over the VoWiFi networking testbed. The Controller implementa-
tion contains the configurator that sets up the parameters (e.g., the
logging directory) required to run the framework, the processor that
processes testcases, the logger that maintains logs, and the oracles
that label the logs. The UEAgent implementation includes the initial-
izer that recognizes an attached UE and makes a UE ready (e.g., con-
figuring VoWiFi) through adb. The ePDGAgent implementation con-
sists of the communicator that receives the commands and reports
the results and the processor that manipulates the IKE messages
according to the testcase. Similar to the ePDGAgent, the IMSAgent
implementation contains the communicator and the processor.
LLM-based property extractor.We iterate through all 11 spec-
ification documents including 3GPP documents [3–5], RFC docu-
ments [9, 29, 31, 32, 34, 36, 37, 48, 53], and the conformance test
suite [6], and split the documents into smaller chunks. Then, the
chunks are embedded usingHuggingFaceEmbeddings and indexed in
a FAISS [21] database for efficient retrieval. We configure a retriever
based on this database to search for documents similar to a given
query. It uses the FAISS index to find the most similar documents.
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Next, we create a text generation pipeline with HuggingFacePipeline
using an LLM and a tokenizer. We useMistral-7B-v0.1 [30], Llama-3-
8B-Instruct and Llama-3.1-8B-Instruct [8] as text generation models.
With a generative model, the framework handles text generation
based on the provided input. Finally, we create the RAG pipeline
using LangChain [15], where the retriever fetches relevant specifi-
cation documents from the vector database and the LLM generates
properties based on the retrieved specifications and the provided
instructions and example properties in the prompt. We implement
the property extractor over a Google Colab environment with an
NVIDIA L4 GPU with 22.5 GB of GPU RAM, 53 GB of system RAM,
and 200 GB of disk space. The models take around one compute
hour to generate all the properties. A subset of the LLM-generated
properties are listed in Table 2.
Property-to-testcase encoder. We write a script that takes the
LLM-generated properties and the protocol message flow as input,
and leverages the RAG-based LLM model to output the PTCs. We
build the protocol message flow based on the diagrams on page 35
of [5] for the UE authentication/authorization with the ePDG, and
page 5 of [31] for the UE registration on IMS, to determine the state
required to execute the property. Then, we abstract the diagrams
into a graph by using NetworkX [1]. For each property, the encoder
generates a series of commands by mapping the message name
to cause a UE to reach a specific state related to the property, as
outlined in the protocol message flow. In case the message name is
not in the property, it is taken as input. Then, the encoder appends
the message mentioned in the property as the message of the final
command in the sequence, thus completing the testcase. In each
step, the encoder utilizes the LLM to extract the field names and
values of the messages, if not specified in the property.
Testcase transformer.We implement the transformer as a Python
script, that performs two transformations. The transformer takes
PTCs, IKE/SIP error messages, and the list of target attributes and
their possible values. After running the script, we finally create
1,116 ATCs.

7 EVALUATION

To evaluate the performance of VWAttacker, we aim to answer
the following research questions:
• RQ1. How faithful and relevant are the properties generated by

TestGen?
• RQ2.How effective is VWAttacker in finding issues and attacks

on diverse VoWiFi UE implementations?
• RQ3. How effective is VWAttacker, compared to the previous

IKE or SIP implementation testing approaches, and the confor-
mance test suite from the VoWiFi standards [6]?

7.1 Performance Evaluation of TestGen

We evaluate TestGen in two dimensions – (1) generation perfor-
mance and (2) retrieval performance – and report the results (see
Table 3).
Generation Performance. The generation performance evalu-
ates the quality of properties that a model produces. To evaluate
generation performance, we use the metrics listed below: ① An-

swer relevancy (AR): it is used to assess whether the LLM returns
concise answers by determining the proportion of sentences in the

LLM output that are relevant to the input. ② Hallucination rate

(HR): it measures the proportion of hallucinated sentences in an
LLM output as this is critical when dealing with LLM-generated out-
puts. ③ Bilingual evaluation understudy (BLEU) score: it mea-
sures the overlap between the generated text and the reference text
(i.e., ground truth). ④ Recall-oriented understudy for gisting

evaluation (ROUGE) score: it measures the overlap of n-grams
between the generated text and the reference text. ⑤ Metric for

evaluation of translation with explicit ordering (METEOR)

score: it provides a more nuanced evaluation than BLEU when
considering synonyms and stemming.

Our results show that RAG effectively improves the generation
performance. Further, the advanced models demonstrate higher
scores in generation. Table 3 shows that Llama 3.1 performs best
in almost all the metrics discussed above, especially in reducing
the HR, which is very important for high-quality text generation.
We find adding context retrieved from the specification knowledge
base further improves the generation performance.
Retrieval Performance. As the property generation largely relies
on the retrieved context, we measure the retrieval performance
based on the following metrics: ① Contextual precision (CP):

it measures how accurately the retrieved context aligns with the
generated text. This metric is calculated as the ratio of relevant
information in the generated text to relevant information in the
retrieved context. ② Contextual recall (CR): it determines the
proportion of sentences in the expected output or ground truth that
can be attributed to the retrieved context.③Contextual relevancy

(CR): it is the proportion of sentences in the retrieved context
relevant to a given input. To understand generation performance
in detail, we measure retrieval performance on the models. We find
that the main difference between models in retrieval performance is
CP. Thus, our conclusion is that the higher generation performance
of the advanced models is mainly due to the higher CPs.
Choice of Models.We work exclusively with open-source models
to ensure transparency and flexibility. After performing basic san-
ity checks across various open-source LLMs, we select Mistral-7B-
v0.1, Llama-3-8B-Instruct, and Llama-3.1-8B-Instruct for in-depth
analysis due to their strong performance and alignment with our
requirements. These models demonstrate reliable outputs during
preliminary evaluations, making them suitable candidates for fur-
ther exploration within the RAG framework. As we leverage the
RAG approach, TestGen does not require fine-tuning the LLMs.

7.2 Result of Adversarial Testing

We generate 1,116 ATCs based on 63 security properties extracted
from TestGen. Examples of the properties are shown in Table 2.
We find the 13 issues discovered by AdvTest on 21 UEs (disclosed
issues in Table 4, and the lists of UEs per issues in Table 5).
Support of Weak Algorithms in IKE (Issues #1 – #5). In the
IKE_SA_INIT exchange, the deprecated algorithms MUST NOT or
SHOULD NOT be implemented [48]. We conduct adversarial testing
against the property, seeing if a UE establishes the IKE_SA with such
weak algorithms.
ATC and VWAttacker behavior. Our transformation generates
ATCs by setting the operation to update for the attribute security_-
association under the message IKE_SA_INIT response. The values for
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Mistral Llama 3 8B Llama 3.1 8B

With RAG Without RAG With RAG Without RAG With RAG Without RAG

The UE takes its own copy of
the MSK (Master Session Key)
as input to generate the AUTH
parameter to authenticate the
first IKE_SA_INIT message.

The UE takes its own copy of
the Master Session Key (MSK)
as input to generate the AUTH
parameter to authenticate the
first Internet Key Exchange Se-
curity Associations (IKE_SA_-
INIT) message in Vo-WiFi.

The UE takes its own copy of
the MSK as input to generate
the AUTH parameter to authen-
ticate the first IKE_SA_INIT
message.

The UE takes its own copy of
the MSK (Master Session Key)
as input to generate the AUTH
parameter to authenticate the
first IKE_SA_INIT message.

The UE takes its own copy of
the MSK (Master Session Key)
as input to generate the AUTH
parameter to authenticate the
first IKE_SA_INIT message.

The UE shall take its own copy
of the MSK as input to gen-
erate the AUTH parameter to
authenticate the first IKE_SA_-
INIT message.

The UE shall take its own copy
of theMSK (Master Session Key)
as input to generate the AUTH
parameter to authenticate the
first IKE_SA_INIT message.

The UE shall take its own copy
of theMaster Session Key (MSK)
as input to generate the AUTH
parameter to authenticate the
first IKE_SA_INIT message in
Vo-WIFI.

The UE shall take its own copy
of the MSK as input to gen-
erate the AUTH parameter to
authenticate the first IKE_SA_-
INIT message.

The UE shall take its own copy
of the MSK as input to gen-
erate the AUTH parameter to
authenticate the first IKE_SA_-
INIT message.

The UE shall take its own copy
of the MSK as input to gen-
erate the AUTH parameter to
authenticate the first IKE_SA_-
INIT message.

The UE shall take its own copy
of the MSK as input to gen-
erate the AUTH parameter to
authenticate the first IKE_SA_-
INIT message.

Table 2: Generated Properties

Model

Generation Performance Retrieval Performance

AR↑ HR↓ BLEU↑ METEOR↑ ROUGE-L↑
CP↑ CRec↑ CRel↑

R NR R NR R NR R NR
Precision Recall F1-score

R NR R NR R NR

Mistral-7B-v0.1 0.83 0.68 0.30 0.30 0.42 0.18 0.67 0.43 0.77 0.53 0.51 0.37 0.57 0.39 0.62 0.51 0.50
Llama-3-8B-Instruct 0.84 0.94 0.05 0.31 0.50 0.22 0.64 0.42 0.65 0.48 0.76 0.49 0.68 0.46 0.92 0.61 0.69

Llama-3.1-8B-Instruct 0.90 0.85 0.04 0.05 0.53 0.24 0.68 0.43 0.68 0.45 0.84 0.52 0.73 0.46 0.93 0.56 0.66
Table 3: Evaluation results of TestGen (CP: Contextual Precision, CRec: Contextual Recall, AR: Answer Relevancy, HR:

Hallucination Rate, R: RAG, NR: No RAG, ↑: higher is better, ↓: lower is better)

No. Testcase Result

Support of Weak Algorithms in IKE

1 Modify the value specifying the weak encryption algorithm in the IKE_-
SA_INIT response The IKE_SA is established with a weak encryption algorithm (e.g., DES)

2 Modify the value specifying the weak integrity algorithm in the IKE_SA_-
INIT response

The IKE_SA is established with a weak integrity algorithm (e.g., AUTH_-
HMAC_MD5_96)

3 Modify the value specifying the weak pseudorandom function in the IKE_-
SA_INIT response

The IKE_SA is established with a weak pseudorandom function (e.g., PRF_-
HMAC_MD5)

4 Modify the value specifying the weak DH group and key in the IKE_SA_-
INIT response

1) The weak DH key (e.g., 1024-bit MODP) is advertised from UE by default
and 2) the IKE_SA is established with the key

5 Substitute the INVALID_KE_PAYLOAD with a weak DH group for the IKE_SA_-
INIT response

The IKE_SA is established with a weak DH group (e.g., 1024-bit MODP
with 160-bit prime order)

Support of Weak Algorithms in SIP

6 Modify the SIP authentication algorithm in the 401_unauthorized message The weak SIP authentication algorithm is run (e.g., MD5)

7 Modify the encryption algorithm for the SIP messages in the 401_-
unauthorized message

The weak pair of the encryption/integrity algorithm is advertised from UE
and it is selected (e.g., DES/HMAC_MD5)

Zero DH Key with IKE_SA_INIT

8 Drop the key exchange payload from the IKE_SA_INIT response
The DH shared secret is set to 0, disclosing keys for an attacker to decrypt
the first two IKE_AUTH messages

Nonce Bypass with IKE_SA_INIT
9 Drop the nonce payload from the IKE_SA_INIT response The nonce value from the ePDG is set to 0 in a UE

DH Group Downgrade

10 Substitute the INVALID_KE_PAYLOAD with a weaker DH group than a UE-
advertised group for the IKE_SA_INIT response

The DH group is downgraded from the initially advertised one to the weaker
one (e.g., 2048-bit MODP → 1024-bit MODP)

Table 4: List of issues disclosed by VWAttacker

the algorithms are automatically extracted by TestGen referring to
the specifications. Finally, the ATC is sent to the attached UE. The
function oracle raises alerts when UE responds to the adversarial
message, which shows the IKE_SA is established with the algorithm.
Result and analysis. We analyze the logs to see if there is any
IKE_SA established with weak algorithms, which are DES, 3DES
(encryption algorithms), AUTH_HMAC_MD5_96 (an integrity al-
gorithm), PRF_HMAC_MD5 (a pseudorandom function), 1536-bit
MODP, 1024-bit MODP, 768-bit MODP, 1024-bit MODPwith 160-bit
prime order, 2048-bit MODP with 224-bit prime order, and 2048-bit
MODP with 256-bit prime order. Although 3DES is not officially
deprecated in the domain of IKEv2, we set it as a weak algorithm
since it is getting deprecated in another domain [32]. We find that
9– 15 UEs establish weak IKE_SAs. Note that the results show the

possibility of a weak channel that can be established with an incor-
rectly configured ePDG [23]. Also, the results report the UEs that
do not comply with the specifications.
Support of Weak Algorithms in SIP (Issues #6 – #7). In the
401_unauthorized message, the SIP authentication algorithms and
the encryption/integrity algorithms are negotiated. We conduct
adversarial testing to see if UE establishes an SIP session with
weak algorithms.
ATC and VWAttacker behavior. Our transformation gener-
ates ATCs by setting the operation to update the attributes under
WWW-Authenticate and Security-Server, respectively. The possible
values extracted from specifications are assigned to these attributes.
VWAttacker runs the ATCs and the function oracle raise an alert
if the algorithm is selected.
Result and analysis. We analyze the logs to see if any weak algo-
rithm is selected. The algorithms of our interest include MD5 (SIP



Conference’17, July 2017, Washington, DC, USA Karim, Lee, Asghar, Mubasshir, Han, Bhuiyan, and Bertino

authentication), a pair of DES (encryption algorithms), and HMAC_-
MD5_96 (an integrity algorithm). Although these algorithms are not
explicitly deprecated, they are controversial [35, 46] in using them
due to their weaknesses. There are 2 UEs responding with MD5
when they receive the 401_unauthorizedmessage with MD5. Among
them, we find only one UE supports MD5, while the other simply
copies the name of the algorithm from 401_unauthorized and sends
the response message that sets the algorithm name to be the copied
name. Interestingly, we find that all the UEs advertise the use of DES
as an encryption algorithm together with HMAC_MD5_96 as an
integrity algorithm. Note that this result demonstrates the impact
of a unified testbed. Without completing the IKEv2 protocol, the
implementation does not reach this state to trigger this SIP issue.
Zero DH Key with IKE_SA_INIT (Issue #8). In the initial exchange
(i.e., IKE_SA_INIT), The IKE_SA_INIT response message must contain
the key exchange payload that contains the responder’s DH key [34].
We check how a UE responds to the message against the property.
ATC and VWAttacker behavior.An ATC is generated by setting
the operation to drop for the attribute key_exchange under the mes-
sage IKE_SA_INIT response. When VWAttacker receives the ATC,
the ePDGAgent removes the key exchange payload from the gener-
ated IKE_SA_INIT response message and sends it to the attached UE.
Result and analysis. The function oracle raises alerts in the ex-
periment logs of 8 UEs as the UEs respond to this revised message
with the encrypted first IKE_AUTH request message, which should
not happen. We verify that we can decrypt the message with the 0s
of the DH shared secret.
Threat model and attack. The first IKE_AUTHmessage contains the
UE’s IMSI which can be used to track a specific UE, an attacker can
know the value by decrypting the message on-the-fly. To perform
this attack, an attacker needs to know the target’s SPI and forge
the IKE_SA_INIT response message without the key exchange pay-
load. The threat model is practical as IKE_SA_INIT has no integrity
protection. When an attacker successfully sends the IKE_SA_INIT
message without the key exchange payload, a UE sets a DH shared
secret to 0 and extracts encryption and integrity keys for the IKE
channel. Then, a UE sends the first IKE_AUTH message encrypted
with the keys. An attacker can know a UE’s IMSI by decrypting the
message. Although previous work reports that the VoWiFi protocol
is vulnerable to IMSI catching attack [10], our finding is a more
implementation-specific issue and makes the IMSI catching attack
easier without leveraging the DNS infrastructure. Through this
attack, in the affected implementations, it is possible for an attacker
to cause a DH key security bypass and steal devices’ IMSI.
Nonce Bypass with IKE_SA_INIT (Issue #9). In the initial ex-
change (i.e., IKE_SA_INIT), the IKE_SA_INIT response message must con-
tain the nonce payload [34] to establish the DH shared key and to
avoid the replay attack.
ATC and VWAttacker behavior. Our transformation generates
an ATC by setting the operation to drop for the attribute nonce un-
der ike_sa_init. The VWAttacker directs the ePDGAgent to remove
the nonce payload from the IKE_SA_INIT response message and to
send it to the UE.
Result and analysis. We find that the 8 UEs respond to this
revised message, caught by our function oracle. The UE accepts
IKE_SA_INIT and sets the nonce value to zero. Therefore, if a

man-in-the-middle attacker can send the message with the nonce
payload earlier than the sender, the attacker can successfully set
the nonce to zero, substantially reducing the entropy of the secure
channel, which is undesirable.
DH Group Downgrade (Issue #10). According to [34], the
INVALID_KE_PAYLOAD error message that contains a specific DH group
triggers that the initiator MUST retry the IKE_SA_INIT with the cor-
rected DH group. We test a UE if it resends a key on a weaker, thus
downgraded, DH group.
ATC and VWAttacker behavior. Our transformation gener-
ates an ATC by setting the operation to substitute for the mes-
sage IKE_SA_INIT response and update for the attribute dh_group of
the message. The VWAttacker directs the ePDGAgent to send the
INVALID_KE_PAYLOAD error response message with a downgraded DH
group to the UE.
Result and analysis.We find that the 1 – 7 UEs respond to this
error message, caught by our function oracle. We see the logs where
one UE responds with an arbitrary DH group even if it does not
advertise the group. For instance, we can let the UE to send the DH
key over the 768-bit MODP group.
Threat model and attack. Based on this issue, an attacker can let
a UE to establish the weaker IKE channel. To perform this attack, an
attacker needs to be the man-in-the-middle and send the adversarial
INVALID_KE_PAYLOAD specified with the weaker DH group to a UE.
Concurrently, this attack is also reported in [24] but on different
devices. After a weaker IKE channel is established with the affected
implementations, an attacker can decrypt the messages on the
downgraded channel using known attacks [24, 41]

7.3 Comparison with Previous Work

We compare the capability of VWAttacker in terms of 1) the ATC
generation and 2) the decision oracles in identifying issues with
those of other approaches [6, 19, 52, 56, 58] for IKE, SIP, or VoWiFi
implementations (see Table 1). As the conformance test suite [6]
only checks UE’s operational behavior, it cannot detect any issues.
Cui et al. [19] is unable to detect any of the issues detected by
VWAttacker. This is due to several reasons: first, since [19] only
focuses on the IKE protocol, it cannot generate any ATCs related to
SIP. Second, it cannot create ATCs #5 and #8 because it cannot re-
place one message with another. This shows why the message-level
transformation is useful. Because SECFUZZ [56] can only automat-
ically detect memory corruption in determining issues, it cannot
identify any of issues among our findings. NSFUZZ [52] can only
generate ATCs #6 and #7 as it evaluates open-source implementa-
tions, including Kamailio, by sending messages with random values
for specific attributes, but is not able to detect due to the lack of
automated detection using the oracles. Note that c07-sip [58] can-
not identify any issues because it only tests with specific attributes
that are not related to our findings.

8 RELATEDWORK

Baek et al. [10] show that a UE’s IMSI can be exposed to an attacker
by making a UE connected to a fake IPSec server through a DNS
spoofing attack. Also, they show that an attacker can make a UE
detaching from a WiFi AP through a WiFi deauthentication frame,
which makes WiFi calls unavailable. Xie et al. [60] show that there
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Issue # of UEs Affected UEs

1
9 (DES) HTC U11 life, LG Stylo 6, Moto e5 plus, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, UMIDIGI A13 Pro, ZTE

Stage 5G
15 (3DES) BlackCyber I14, BlackCyber I15, Blackview A55, HTC U11 life, LG Stylo 6, Moto e5 plus, Nokia G100, NUU B15, OnePlus

9R, OnePlus Nord 20, Pixel 4a, TCL 40XL, Ulefone Note 14, UMIDIGI A13 Pro, ZTE Stage 5G
2 15 (HMAC_MD5_96) BlackCyber I14, BlackCyber I15, Blackview A55, HTC U11 life, LG Stylo 6, Moto e5 plus, Nokia G100, NUU B15, OnePlus

9R, OnePlus Nord 20, Pixel 4a, TCL 40XL, Ulefone Note 14, UMIDIGI A13 Pro, ZTE Stage 5G
3 6 (PRF_HMAC_MD5) BlackCyber I14, BlackCyber I15, Blackview A55, NUU B15, TCL 40XL, Ulefone Note 14
4 12 (1024-bit MODP) BlackCyber I14, BlackCyber I15, Blackview A55, NUU B15, TCL 40XL, Ulefone Note 14

5

19 (1024-bit MODP) HTC U11 life, LG Stylo 6, Moto e5 plus, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, UMIDIGI A13 Pro, ZTE
Stage 5G

15 (1536-bit MODP) BlackCyber I14, BlackCyber I15, Blackview A55, HTC U11 life, LG Stylo 6, Moto e5 plus, Nokia G100, NUU B15, OnePlus
9R, OnePlus Nord 20, Pixel 4a, TCL 40XL, Ulefone Note 14, UMIDIGI A13 Pro, ZTE Stage 5G

6 (1024-bit MODP 160-bit prime order) BlackCyber I14, BlackCyber I15, Blackview A55, NUU B15, TCL 40XL, Ulefone Note 14
6 (2048-bit MODP 224-bit prime order) BlackCyber I14, BlackCyber I15, Blackview A55, NUU B15, TCL 40XL, Ulefone Note 14
6 (2048-bit MODP 256-bit prime order) BlackCyber I14, BlackCyber I15, Blackview A55, NUU B15, TCL 40XL, Ulefone Note 14

6 2 (MD5) LG Stylo 6, Pixel 6a

7 21 (DES/HMAC_MD5_96)
BlackCyber I14, BlackCyber I15, Blackview A55, HTC U11 life, LG Stylo 6, Moto e5 plus, Nokia G100, NUU B15, OnePlus
9R, OnePlus Nord 20, Pixel 4a, Pixel 6a, Samsung Galaxy A21s, Samsung Galaxy A34 5G, Samsung Galaxy A35 5G,
Samsung Galaxy S6, TCL 40XL, Ulefone Note 14, UMIDIGI A13 Pro, ZTE Stage 5G

8 8 (No key exchange payload) BlackCyber I14, HTC U11 life, Moto e5 plus, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, ZTE Stage 5G
9 8 (No nonce payload) BlackCyber I14, HTC U11 life, Moto e5 plus, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, ZTE Stage 5G

10

1 (2048-bit MODP→ 768-bit MODP ) LG Stylo 6
7 (2048-bit MODP→ 1024-bit MODP ) HTC U11 life, LG Stylo 6, Mote e5 plus, Nokia G100, OnePlus 9R, OnePlus Nord 20
7 (2048-bit MODP→ 1536-bit MODP ) LG Stylo 6
1 (2048-bit MODP→ 1024-bit MODP

160-bit prime order) LG Stylo 6
1 (2048-bit MODP→ 2048-bit MODP

224-bit prime order) LG Stylo 6
1 (2048-bit MODP→ 2048-bit MODP

256-bit prime order) LG Stylo 6

11 1 (reboot) LG Stylo 6
7 (WiFi reset) HTC U11 life, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, Samsung Galaxy S6, Ulefone Note 14

12 1 (reboot) LG Stylo 6
7 (WiFi reset) HTC U11 life, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, Samsung Galaxy S6, Ulefone Note 14

13 1 (reboot) LG Stylo 6
7 (WiFi reset) HTC U11 life, Nokia G100, OnePlus 9R, OnePlus Nord 20, Pixel 4a, Samsung Galaxy S6, Ulefone Note 14

Table 5: Mapping between the issues and the UEs
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(ATC no.)
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5
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1  - - - - -
2  - - - - -
3  - - - - -
4  - - - - -
5  - - - - -
6  - - - - -
7  - - - - -
8  - - - - -
9  - - - - -
10  - - - - -

Table 6: Comparison VWAttacker with other approaches

is no defense mechanism in the VoWiFi specification to prevent
a UE from associating with insecure networks through an ARP
spoofing attack. In addition, they demonstrate that an attacker can
get information about events between a UE and the ePDG through
traffic analysis. Lu et al. [44] demonstrate an availability attack
through the IMS messages. By sending fake IMS call messages
from a malicious UE, a target UE cannot make a call. Shi et al. [54]
demonstrate that UEs can be enforced to assign the IMS server’s
IP address on their interfaces. In addition, they show that there is
no restriction on the source of IMS signalling; thus, it can provide
fabricated SMS messages to block messages. Gegenhuber et al. [23]
show that some UEs are vulnerable to the DH downgrade attack
and also uncover that more than half of the ePDGs in practice
support weak DH groups. Lee et al. [40] formally verify the VoWiFi
standards. Compared with all these works, VWAttacker is the
only systematic and complete framework dealing with the analysis
of commercial VoWiFi implementations.

9 CONCLUSION

In this paper, we design and implement the systematic and auto-
mated framework called VWAttacker to analyze the security of
VoWiFi UEs. It consists of three parts – the LLM-based testcase
generation (TestGen), the adversarial testing (AdvTest), and the
result analysis. With VWAttacker, we uncover 13 issues on VoW-
iFi UE and show our better capabilities over other approaches in
generating ATCs and determining issues.
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A LIST OF UES

Below is a list of UEs that are analyzed by the adversarial testing
based on VWAttacker.

B LLM DETAILS

B.1 Prompt

To extract the properties from the specifications we carefully de-
sign the prompts for optimal performance. We follow the following
steps while designing the prompts. (1) Clarity and Specificity. To
achieve precise and relevant results, we craft prompts with clear
and specific instructions. (2) Incorporating Context. We include
relevant contextual information retrieved by the retrieval model
to enhance the LLM’s understanding of the task. (3) Assigning
Roles. To guide the LLM’s responses, we assign it a specific role of
a Vo-WiFi expert. This technique proves highly effective in aligning

Figure 6: High-level overview of the protocol flow used for

property-to-testcase encoder.

Module

Base Imple-

mentation

Language Lines-of-code

VoWiFi Testbed

Controller - Java 2783
UEAgent - Python 442

ePDGAgent StrongSwan C 1789
IMSAgent Kamailio C 1195

Testcase Generation (TestGen)

Extractor - Python 212
Encoder - Python 96

Adversarial Testing (AdvTest)

Transformer - Python 350
Oracles - Java 143

Result Analysis

Analysis - Python 135
Table 7: Implementation detail of VWAttacker

the outputs with the perspective or expertise we seek. (4) Pro-
viding Examples. We employ "few-shot prompting" by including
examples in our prompts. These examples serve as a reference point
for the desired format or style, enabling the LLM to better repli-
cate the structure and tone in its responses. (5) Structuring.We
carefully organize our prompt into distinct sections for instruc-
tions, context, and output format. This structured approach helps
the LLM parse the information more efficiently and produce well-
organized responses. (6) Refining Through Iteration. Analyzing
and refining prompts is a continuous process. We review the LLM’s
responses and adjust our prompts to improve clarity, add necessary
context, or rephrase instructions. This iterative approach consis-
tently enhances the quality of the results. (7) Experiment with

Techniques We experiment with different prompting techniques,

https://www.usenix.org/conference/usenixsecurity24/presentation/tu
https://www.usenix.org/conference/usenixsecurity24/presentation/tu
https://www.usenix.org/conference/woot20/presentation/wu
https://www.usenix.org/conference/woot20/presentation/wu
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No.

Device

Vendor

Device Model

Android

Version

Baseband

Vendor
Baseband Model

1 Blackcyber I14 Pro Max 13 Qualcomm Snapdragon 888
2 Blackcyber I15 Pro Max 13 Qualcomm Snapdragon 8 Gen2
3 Blackview A55 11 MediaTek Helio A22 (MT6761)
4 Google Pixel 4a 13 Qualcomm Snapdragon 765G
5 Google Pixel 6a 12 Google Tensor
6 HTC U11 life 8 Qualcomm Snapdragon 630
7 LG Stylo 6 (LM-Q730TM) 10 MediaTek Helio P35 (MT6765)
8 Motorola Moto 𝐸5 Plus 8 Qualcomm Snapdragon 430
9 Nokia G100 12 Qualcomm Snapdragon 665
10 NUU B15 (S6701L) 11 MediaTek Helio G80 (MT6768)
11 OnePlus Nord N20 (CPH2459) 12 Qualcomm Snapdragon 695
12 OnePlus 9R 11 Qualcomm Snapdragon 870
13 Samsung Galaxy S6 (G920T) 7 Samsung Exynos 7 Octa 7420
14 Samsung Galaxy A21s 12 Samsung Exynos 850
15 Samsung Galaxy A34 5G 14 MediaTek Dimensity 1080 (MT6877V/TTZA)
16 Samsung Galaxy A35 5G 14 Samsung Exynos 1380
17 Samsung Galaxy A04 14 MediaTek Helio P35 (MT6765V/CB)
18 TCL 40XL (T608M) 13 MediaTek Helio (MT6765V/CA)
19 Ulefone Note 14 12 MediaTek Helio A22
20 UMIDIGI A13 Pro (MP05) 11 Unisoc T610
21 ZTE Stage 5G (A2020N3) 9 Qualcomm Snapdragon 855

Table 8: List of UEs supported by VWAttacker (Ordered by device vendors).

such as zero-shot, one-shot, and chain-of-thought prompting, to de-
termine the most effective approach for each task. These trials help
us identify strategies that work best for specific applications. (8)
Defining Output Format.We explicitly state the desired output
format. By specifying the structure, we ensure the responses are or-
ganized in the most useful way for our needs. Below is an example
prompt we use to extract properties from the specifications.
<|system|>
% Role Declaration
You are a Vo-WiFi expert. Your task is to extract

properties of Vo-WiFi from the contexts given from
specifications.

Below you will find the basic structure of Properties in
a Vo-WiFi specification.

% Rules
Properties often
1. Use "shall", "must", or "should" to indicate mandatory

actions or strong recommendations.
2. Describe specific actions, such as taking input,

sending parameters , or generating output.
3. Include terms like Input, Output, Parameter etc.
4. Specify interactions between network components (e.g.,

UE, ePDG, AAA Server) and the data exchanged (e.g.,
AUTH parameter , Notify payload).

5. Describe steps in a process and the dependencies
between them, specify conditions or contexts for
actions to occur.

% Instructions
1. Be concise while generating; only give the extracted

properties as a response , and don't add anything on
your own.

% Example Properties
Some example properties are:
1. The UE shall take its own copy of the MSK as input to

generate the AUTH parameter to authenticate the
first IKE_SA_INIT message.

2. The AUTH parameter is sent to the ePDG. The UE
includes a Notify payload ANOTHER_AUTH_FOLLOWS
indicating to the ePDG that another authentication
and authorization round will follow.

3. The UE sends the identity in the private network in
IDi payload that is used for the next authentication
and authorization with the External AAA Server and
without an AUTH payload.

% Context Block
You will find the required information about vo-wifi

properties in the following context:

{context} % retrieved from the specifications

<|assistant|> % Assistant Output Section
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Sl Property

1 The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT
message.

2 The UE takes its own copy of the MSK (Master Session Key) as input to generate the AUTH parameter to authenticate the first
IKE_SA_INIT message.

3 The AUTH parameter is sent to the ePDG, and the UE includes a Notify payload ANOTHER_AUTH_FOLLOWS to indicate
that another authentication and authorization round will follow.

4 The UE sends its identity in the private network in the IDi payload for the next authentication and authorization with the
External AAA Server and without an AUTH payload.

5 The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT
message.

6 EAP-AKA, as specified in RFC 4187, within IKEv2, as specified in RFC 5996, shall be used to authenticate UEs, and certificates
used for authentication of the ePDG shall meet the certificate profiles given in TS 33.310.

7 The ePDG shall authenticate itself to the UE with an identity that is the same as the FQDN of the ePDG determined by the
ePDG selection procedures defined in TS 23.402, and this identity shall be contained in the IKEv2 ID_FQDN payload and shall
match a dNSName SubjectAltName component in the ePDG’s certificate.

8 The UE shall use the Configuration Payload of IKEv2 to obtain the Remote IP address.
9 Replay protection is provided in IKEv2 as the UE and ePDG generate nonces as input to derive the encryption and authentication

keys, preventing intermediate nodes from modifying or changing the user identity.
10 The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2.
11 When the UE requests with a CERTREQ payload, the ePDG responds by sending the certificates requested by the UE in the

CERT payload. To protect the previous message in the IKE_SA_INIT exchange, the ePDG includes an AUTH payload in the
response.

12 The UE checks the authentication parameters and responds to the authentication challenge, and the IKE_AUTH request
message includes the EAP message (EAP-Response/AKA-Challenge) containing the UE’s response to the authentication
challenge.

13 The UE takes its own copy of the MSK as input to generate the AUTH parameter, and the AUTH parameter is sent to the
ePDG.

14 The UE shall send X.509 certificate - Signature payloads with encoding value 4.
15 The UE shall not assume that any except the first IKEv2 CERT payload is ordered in any way.
16 The UE shall be able to support certificate paths containing up to four certificates, where the intermediate CA certificates and

the ePDG certificate are obtained from the IKEv2 CERT payload and the self-signed CA certificate is obtained from a UE local
store of trusted root certificates.

17 The UE shall be prepared to receive irrelevant certificates, or certificates it does not understand.
18 The UE shall be able to process certificates even if naming attributes are unknown.
19 The UE shall support both UTCTime and GeneralizedTime encoding for validity time.
20 The UE shall check the validity time, and reject certificates that are either not yet valid or are expired.
21 The UE shall support processing of the BasicConstraints, NameConstraints, and KeyUsage extensions.
22 Support for OCSP is mandatory in the UE.
23 The UE should send an OCSP request message to the OCSP server after the tunnel is established, and before user data is

transmitted, to check the certificate status of the ePDG.
24 The UE shall establish a new IPsec tunnel with the new ePDG as described in subclause 8.2.2.
25 The UE receives an IKE_AUTH Response message from the ePDG, containing its identity, a certificate, and the AUTH parameter

to protect the previous message it sent to the UE.
26 The UE shall re-establish the IPsec Tunnel for the corresponding PDN connection after its release.
27 The first certificate provided MUST contain the public key used to verify the AUTH field.
28 The responder might use some other IDr to finish the exchange.
29 If the initiator guesses the wrong Diffie-Hellman group during the IKE_SA_INIT, it must retry the IKE_SA_INIT with the

corrected Diffie-Hellman group, and it should again propose its full supported set of groups, while picking an element of the
selected group for its KE value.

30 The IKE SA is still created as usual, and the Notify message types that do not prevent an IKE SA from being set up include at
least NO_PROPOSAL_CHOSEN, TS_UNACCEPTABLE, SINGLE_PAIR_REQUIRED, INTERNAL_ADDRESS_FAILURE, and
FAILED_CP_REQUIRED.

31 If the failure is related to creating the IKE SA, the IKE SA is not created. The information needs to be treated with caution,
assuming the peer receiving the Notify error message has not yet authenticated the other end, or if the peer fails to authenticate
the other end for some reason.

32 The responder MUST reject the request and indicate its preferred Diffie-Hellman group in the response.
33 INFORMATIONAL exchanges MUST ONLY occur after the initial exchanges and are cryptographically protected with the

negotiated keys.
34 The IKE SA MUST be closed or rekeyed.
35 An endpoint MUST NOT conclude that the other endpoint has failed based on any routing information (e.g., ICMP messages) or

IKE messages that arrive without cryptographic protection (e.g., Notify messages complaining about unknown SPIs), because
these messages can be forged or sent by attackers.

Table 9: Properties extracted by LLM
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