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ABSTRACT
Maritime systems, including ships and ports, are critical compo-
nents of global infrastructure, essential for transporting over 80% of
the world’s goods and supporting internet connectivity. However,
these systems face growing cybersecurity threats, as highlighted
by recent attacks disrupting Maersk, one of the world’s largest
shipping companies, causing widespread impacts on international
trade and shipping. The unique challenges of the maritime environ-
ment—including diverse operational conditions, extensive physical
access points, fragmented regulatory frameworks, and its deeply
interconnected, international structure—require maritime-specific
cybersecurity research. Despite the sector’s critical importance,
maritime cybersecurity remains an underexplored area, leaving
significant gaps in our understanding of its challenges and risks.

To take an early step in addressing these gaps, we investigate
how operators of maritime systems perceive and navigate cyber-
security challenges within the complex maritime landscape. We
conducted a user study comprising surveys and semi-structured
interviews with 21 officer-level mariners. Participants reported di-
rect experiences with shipboard cyber-attacks, including offshore
GPS spoofing and logistics-disrupting ransomware, demonstrating
the real-world impact of these threats. Despite this, our findings
reveal systemic and human-centric issues, such as cybersecurity
training that is poorly designed to address the unique challenges
of maritime operations, insufficient detection and response solu-
tions, and severe gaps in mariners’ understanding of cybersecurity.
Our contributions include a detailed categorization of cyber threats
identified by mariners, as well as actionable recommendations for
improvingmaritime security, including enhancements to cybersecu-
rity training, attack response protocols, and regulatory frameworks.

This work is licensed under a Creative Commons Attribution Inter-
national 4.0 License.

CCS ’25, October 13–17, 2025, Taipei, Taiwan
© 2025 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-1525-9/2025/10.
https://doi.org/10.1145/3719027.3744816

These insights aim to guide future research and policy to bolster
the resilience of maritime systems against evolving cyber threats.
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1 INTRODUCTION
Maritime systems, including ships, ports, and their supporting net-
works, are vital components of our global infrastructure. They are
essential to the worldwide economy, with over 80% of the world’s
goods transported by sea [1]. In addition to shipping, maritime
operations play a crucial role in supporting global internet infras-
tructure through the construction and maintenance of undersea
cables, which are increasingly at risk from sabotage [2, 3]. Recent
incidents underscore the importance of these maritime systems and
their reliable operation. For example, in March 2024, a cargo ship
lost control of its propulsion system and collided with the Fran-
cis Scott Key Bridge in Maryland, United States, killing 6 people
and costing over 100 million dollars in damages [4, 5]. Similarly, in
March 2021, a cargo ship ran aground in the Suez Canal, blocking an
estimated 9 billion dollars in trade a day over a six-day period [6, 7].

While such catastrophic events can be due to benign failures,
they can also be induced by cybersecurity attacks on maritime sys-
tems. Such threats are not just hypothetical; they have happened
in reality. For example, in January 2023, a ransomware attack [8]
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on widely used maritime software disrupted major shipping com-
panies, including Maersk, significantly impacting global trade. In
response, international maritime organizations have recently im-
plemented cybersecurity standards that ships must comply with [9].
All these developments reflect changing winds in how this critical
infrastructure sector considers cybersecurity.

Despite the increasing focus on cybersecurity in the maritime
sector, there has been limited prior research on this topic, partic-
ularly when also considering the people who interface with and
operate maritime systems. The existing prior work only focuses
on specific systems, attacks, or defenses (e.g., security analysis of
Very Small Aperture Terminals (VSAT) [10], defenses against GPS
spoofing attacks [11]), leaving systemic and human-centric issues
unexplored. In contrast, the security of other cyber-physical sys-
tems (CPS) has received substantially more attention, including
aircraft [12–16] and automobiles [17–28].

Securing ships presents a distinct set of challenges compared
to other cyber-physical system domains like automobiles and air-
craft. Maritime environments are uniquely characterized by diverse
operational conditions, extensive physical access points, and in-
ternational and regional regulatory frameworks. Ships host signif-
icantly more individuals with legitimate physical access to criti-
cal systems, including third-party contractors and vendors, often
numbering in the hundreds on larger vessels [29, 30]. The vetting
processes for these individuals frequently lack the rigor necessary
to ensure security [31, 32], amplifying the risk of insider threats
or inadvertent system compromise. Additionally, the maritime sec-
tor contends with varied equipment configurations, diverse crews,
and port facilities with differing security standards. Mariners often
work under grueling conditions, including long hours and high
workloads, which can impair their ability to detect and respond to
cyber-attacks. These challenges are compounded by the industry’s
fragmented and inconsistent application of cybersecurity standards.

These issues are further reflected in the Department of Home-
land Security and United States Coast Guard’s 2024 call for public
input to update maritime security regulations, emphasizing the
urgent need to address these systemic vulnerabilities [33]. Such
complexities highlight the inadequacy of directly applying tradi-
tional CPS security frameworks to maritime systems. Instead, tar-
geted research that addresses the sector’s unique vulnerabilities,
operational realities, and critical infrastructure status is essential
for bolstering the resilience of maritime systems against modern
cybersecurity threats.

In addressing the unique challenges of securing ships, it is crucial
to establish a baseline understanding of the maritime industry’s
cybersecurity landscape. Unlike other domains, maritime operators
are not dedicated cybersecurity experts but are still expected to
manage and secure complex cyber-physical systems under diverse
and often challenging conditions. No prior research has systemati-
cally explored how mariners perceive and approach cybersecurity
or how factors like training and regulation shape their behaviors. By
focusing on these foundational topics, we aim to provide a ground-
work that future studies can build upon. This leads us to pose the
following research questions:
RQ1. What are mariners’ perceptions of cybersecurity?
RQ2. What are mariners’ cybersecurity practices, and what role
does training and regulation play in shaping these practices?

To address these research questions, we conducted a user study
comprising an online survey for participant recruitment followed
by semi-structured interviews. We interviewed 21 mariners holding
officer-level positions (e.g., Chief Engineer, First Mate, Captain) in
the shipping industry or their equivalents on military vessels. Our
study revealed several surprising insights, including a disconnect
between the perceived physical impact of cyber threats and their
actual consequences. Additionally, two participants offered valu-
able perspectives from their work in sub-sea cable construction,
shedding light on the cybersecurity challenges associated with
protecting this essential infrastructure, which underpins global
communications. These insights, alongside the broader findings,
highlight the need for focused research on domain-specific cyber
threats that concern mariners and the maritime industry as a whole.

Our contributions include a categorization of cyber threats
identified by mariners, offering valuable insights into the shipping
industry’s cybersecurity challenges. We also provide actionable rec-
ommendations to improve cybersecurity training, enhance cyber-
attack detection and response, and develop unified and effective
cybersecurity regulations. These findings aim to guide immedi-
ate improvements in maritime cybersecurity practices and inform
future research to address the unique challenges of this domain.

2 BACKGROUND
This section provides key context about the maritime domain, in-
cluding the types of ships mariners operate, the roles mariners
perform, the regulatory landscape they operate in, and the cy-
bersecurity risks they face. We draw from maritime industry re-
sources [34–77] to ground this overview, and enrich it with insights
from participant interviews. Additionally, we discuss prior research
on operator studies and maritime cybersecurity, situating this study
within the broader research landscape.

2.1 Marine Context
Ships and Mariners. Maritime vessels serve diverse roles within
global infrastructure, encompassing cargo ships, passenger ships,
and specialized vessels such as research ships, tugboats, and buoy
tenders. For the purposes of this study, ships are defined as pro-
fessionally operated vessels engaged in commercial, scientific, or
military operations, excluding recreational boats, yachts, and other
privately owned or non-industrial watercraft. These industrial ships
often blend civilian and military contexts; for example, the Military
Sealift Command (MSC) employs civilian mariners to transport mil-
itary cargo. The varied ship types and their operations highlight the
complexity of maritime activities and the cybersecurity challenges
they face. This study reflects this diversity by including participants
with experience across different ship types, showcasing the blended
civilian and military nature of the maritime industry.

We define mariners as credentialed professionals responsible for
the safe and effective operation of ships. Key roles include captains,
chief mates, and engineers, whose responsibilities extend to en-
suring cybersecurity. This study focuses on officer-level mariners
who oversee critical systems, offering valuable insights into cyber-
security practices in maritime operations. Further details on ship
classifications and mariner roles are provided in Appendix A.3.



A Sea of Cyber Threats: Maritime Cybersecurity from the Perspective of Mariners CCS ’25, October 13–17, 2025, Taipei, Taiwan

Regulatory Frameworks.Maritime operations are governed by
a multilayered regulatory framework. The International Maritime
Organization (IMO) establishes global conventions, while classifi-
cation societies (e.g., Lloyd’s Register, ABS) set technical standards.
National agencies like the U.S. Coast Guard enforce compliance,
and flag states oversee vessels registered under their jurisdiction.
This fragmented landscape creates overlapping and sometimes con-
flicting requirements, complicating efforts to address cybersecurity
risks comprehensively. Hence, there is a pressing need for unified
regulations tailored to modern maritime threats.
IT/OT Responsibilities. Cybersecurity in maritime operations
involves protecting both Information Technology (IT) and Opera-
tional Technology (OT) systems from threats that can compromise
vessel safety, cargo, crew, and environmental integrity. IT systems
manage data exchange and business functions, while OT systems
control physical processes such as engine operation, navigation,
and cargo handling. Unlike other critical infrastructure sectors
(e.g., energy), where IT and OT responsibilities are typically dis-
tributed across specialized teams, mariners are often responsible
for both domains [76, 78]. This includes managing Internet access
and administrative software (IT), as well as monitoring propulsion,
navigation, and cargo systems (OT), often without dedicated cyber-
security support or real-time assistance from shore-based teams.
Cybersecurity Risks. Based on IMO and BIMCO (Baltic and Inter-
national Maritime Council)-aligned frameworks [76, 77], maritime
cyber risks can be grouped into the following key categories:

• Bridge and navigation systems: Systems such as ECDIS (Elec-
tronic Chart Display and Information System), AIS (Automatic
Identification System), GPS (Global Positioning System), and
radar are vulnerable to tampering, GPS spoofing, malware infec-
tions, or outdated software, potentially impacting vessel routing
and situational awareness.

• Propulsion and power control: Digital systems managing en-
gines and power distribution are often integrated with shore-
based monitoring tools, exposing them to remote access risks or
accidental disruption via unsafe updates.

• Cargo handling systems: These interface with port terminals
and rely on data integrity for stowage plans and manifests, mak-
ing them targets for manipulation or denial-of-service attacks.

• Communication and administrative systems: Email servers,
VSAT links, and crew internet access points are entry vectors for
phishing, malware, and ransomware, especially when software
patching and access controls are inadequate.

• Access control and surveillance: Digital security systems in-
cluding CCTV, gangway monitors, and electronic “personnel-on-
board” logs may be compromised to mask unauthorized access
or disrupt safety protocols.

• Third-party and supply chain exposure: Risks may arise from
vendors, contractors, and even port officials who connect external
devices or use removable media onboard, often without strict
vetting. These entry points can be used to pivot laterally between
IT and OT environments if segmentation is weak.

• Human error and social engineering: Crew members may
unintentionally introduce risks through phishing, poor password
practices, or unsanctioned software use. Social engineering and
spear-phishing remain persistent threats.

These threats are exacerbated by maritime-specific challenges,
including long softwaremaintenance cycles, limited onboard IT sup-
port, legacy equipment, and fragmented regulatory oversight [77].
Unlike land-based critical infrastructure, mariners often operate
these systems in isolation while at sea, without real-time cyber-
security assistance. While these categories provide a useful start-
ing point, they primarily reflect top-down, risk management per-
spectives. Our study complements this view with a bottom-up
lens, drawing from mariners’ firsthand accounts. In Section 4.2, we
present an empirically grounded categorization of threats based
on participant experiences, which expands on these official cate-
gories by capturing howmariners perceive threat actors, vulnerable
moments, and operational impacts.

2.2 Related Work
Operator Studies. Prior research has explored the cybersecurity
practices and perceptions of various operators, such as web ad-
ministrators, malware analysts, and bug hunters. These studies use
qualitative methods like semi-structured interviews to gain detailed
insights into workflows, challenges, and decision-making models,
which align with our chosen methodology for this study [79–83].
More recent work has also investigated cross-domain collaboration
between cyber and OT experts in energy infrastructure, revealing
cultural and epistemic differences between domains and calling for
interdisciplinary approaches to impact assessment [84]. Similarly,
user studies in industrial control systems (ICS) contexts report sig-
nificant cybersecurity challenges, such as organizational barriers
to OT security culture [85], usability problems in PLC security fea-
tures [86], and calls for user-centered design of industrial security
solutions [87], with asset owners echoing many of these issues [88]
and mindset differences further shaping OT practitioners’ cyber-
security perceptions [89]. While these works inform the broader
understanding of operator perspectives, they largely focus on digital
or stationary critical infrastructure contexts. In contrast, our study
examines mariners as mobile CPS operators responsible for both IT
and OT systems in high-risk, high-autonomy environments. This
presents unique operational and environmental constraints that
shape mariner perceptions and behaviors related to cybersecurity.
Maritime Cybersecurity. Research on maritime cybersecurity
is largely underexplored, with most studies focusing on isolated
aspects of the field. For example, the vulnerabilities of Very Small
Aperture Terminals (VSATs), used for shipboard communication,
have been highlighted [10], along with defenses against GPS spoof-
ing attacks [11]. Theoretical explorations of potential maritime
attacks and preliminary analyses of navigation systems further
underscore the need for comprehensive research [90–93]. These
works primarily address technical vulnerabilities without examin-
ing how mariners engage with systems or perceive cybersecurity
risks. By providing empirical insights into mariners’ cybersecurity
practices and perceptions, this study connects technical findings to
the human factors critical for securing maritime operations.

3 METHOD
We interviewed 21 participants for our main study and 2 partici-
pants during a pilot study to explore the maritime cybersecurity
landscape and address our research questions. The study followed



CCS ’25, October 13–17, 2025, Taipei, Taiwan Anonymous

best practices, including obtaining approval from our organization’s
Institutional Review Board (IRB), conducting a pilot study to refine
our methods, ensuring saturation to determine the study’s comple-
tion, and calculating inter-coder agreement to ensure reliability.

3.1 Interview Design
The following section outlines our final interview design, refined
through pilot study insights, and justifies the selected questions.

3.1.1 InterviewQuestions. Each set of questions was designed to
address specific aspects of our research questions (RQs), ensuring a
comprehensive exploration of mariners’ perceptions of cybersecu-
rity (RQ1) and practices (RQ2). We also drew on Cyber-Informed
Engineering (CIE) principles [94] to inform the operational framing
of our questions.
General Security Questions. These questions aimed to establish
participants’ general perceptions of security and served as a foun-
dation for discussing more specific topics. They were designed to
align with RQ1 by encouraging participants to reflect on threats to
the ship and its operations, identify the types of threats that most
concerned them, and consider how security threats and practices
varied depending on location, personnel, or operational context.
Cybersecurity Practices and Incidents Questions. These ques-
tions directly addressed aspects of both RQ1 and RQ2. For RQ1, they
explored participants’ perceptions of cybersecurity, including their
understanding of cybersecurity concepts and concerns about cyber
threats. For RQ2, these questions examined mariners’ cybersecurity
practices and behaviors, including their confidence in managing
incidents and the adequacy of their training. This included establish-
ing participants’ baseline understanding of cybersecurity, exploring
their experiences with cyber-attacks, uncovering their primary con-
cerns regarding cybersecurity threats, and examining their training
and preparedness.
Comparative Cybersecurity Questions. These questions pro-
vided additional insights into RQ1 by bridging participants’ under-
standing of cybersecurity and traditional security (e.g., physical
threats such as piracy or unauthorized access). This comparative
approach assessed whether and how mariners’ perceptions of cy-
bersecurity differed from their views on traditional security threats.
These questions investigated participants’ perceptions of cyber-
security threats, identified the threats that most concerned them,
and compared these perspectives with their views on traditional
security threats.
Regulation and Standards Questions. These questions were
central to RQ2, focusing on how standards and regulations influ-
ence mariners’ cybersecurity practices. They examined participants’
views on existing safety and security standards and their percep-
tions of emerging cybersecurity regulations. The focus was on un-
derstanding participants’ assessment of current standards, whether
their perceptions of general safety and security standards differed
from those of cybersecurity standards, and how they viewed the
adequacy and implementation of these regulations.
The full set of interview questions can be found in Appendix A.2.

3.1.2 Pilot Study. Our pilot study, conducted in two rounds, refined
the interview question set to better capture mariners’ perceptions of
cybersecurity and practices. The first round added broader security

questions to address participants’ tendency to focus narrowly on
technical threats like malware and phishing, encouraging them to
consider non-digital threats such as physical access vulnerabilities.
The second round built on this by introducing mirrored cybersecu-
rity questions to align with the broader security topics, ensuring
balanced and comprehensive coverage of both perspectives. While
insights from the second pilot informed the final question set and
were included in the analysis, saturation calculations began with
Participant 1 in the main study. We describe this process in much
more detail in Appendix A.4.

3.2 Recruitment, Survey, and Interviews
Participants were recruited through multiple channels, including
LinkedIn (1 participant), Reddit (1 participant), gCaptain (8 par-
ticipants), and personal connections/snowballing (11 participants).
Among the online recruitment methods, gCaptain proved to be the
most effective in attracting participants. Recruitment in this field
presented unique challenges due to the demanding work schedules
of mariners, a general mistrust of unsolicited online contacts, and
limited internet access for many potential participants. These barri-
ers necessitated sustained and deliberate efforts to ensure sufficient
participants. Despite these challenges, we successfully recruited
participants by emphasizing the study’s relevance and importance.
Participants were not compensated for their participation in this
study; see Section 3.5 for rationale and further discussion.

To assess participant suitability for interviews, we utilized a
Microsoft Forms survey to collect background information (see Ap-
pendix A.1). Eligibility for participation required holding an officer
position in shipping. Of the 32 individuals who completed the sur-
vey, 30 met this criterion and were contacted for an interview.
Ultimately, 23 of these individuals scheduled interviews, with 2
participating in the pilot study and 21 contributing to the main
study. To expand the participant pool, we incorporated snowball
sampling after the first five interviews. The survey remained open
for three months.

The interviews were conducted via Zoom, an online video con-
ferencing platform, and recorded with participants’ consent. They
lasted 60 minutes on average, though some extended beyond this
due to participants having a lot to share, underscoring the depth
of engagement. This flexible approach ensured participants could
fully express their thoughts without time constraints.

3.3 Participant Demographics
Participant demographics are summarized in Table 1, providing
an overview of the individuals included in this study. Mariners
interviewed had varying levels of experience, ranging from 1 year
to 39 years on the job. The average crew size varied significantly
depending on the type of vessel, with research vessels hosting
the smallest crews and passenger vessels the largest. Additionally,
participants represented a wide age range, with 2 aged 20–29, 5
aged 30–39, 3 aged 40–49, 2 aged 50-59, 1 aged 60–69, and 1 aged
70–79; 9 participants did not share their age.

A diverse range of affiliations were also represented in the par-
ticipant pool. Nine participants indicated some level of military
affiliation, including reservist mariners working on civilian ships,
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⋄P,
△PP

•YiS Position ShipType(s) Goods
Transported

Crew
Size

PP1 9 2nd Eng. Tanker Containers,
LNG

25

PP2 22.5 2nd Mate Tanker Refined Petro
Products

8

P1 8 3rd Eng. Tanker Asphalt, HFO 15
P2 5 Chief Mate Tanker Refined Petro

Products
20

P3 2 3rd Eng. Tanker Containers,
LNG

22-35

P4 25 Captain Dry Cargo Personnel,
Equipment

21

P5 15 Chief Eng. Dry Cargo Containers 21
P6 28 Captain Cargo,

Tanker,
Research

Containers,
LNG, Bulk

7-240

P7 30 Captain Dry Cargo Containers 20
P8 2 ◦DWO Military - 50
P9 8 1st Mate Sub-sea

Construction
Fiber-optic
Cable

55

P10 35 Chief Mate Military Military 28
P11 37 Captain †MSC Military 150-200
P12 2 ◦DWO Military - 50
P13 3 ‡OO Military - 24
P14 26 Captain Research Personnel,

Equipment
16

P15 10 ×EO Passenger People 1,800-
2,200

P16 39 Captain †MSC Military 120
P17 5 Chief Mate Sub-sea

Construction
Fiber-optic
Cable

60

P18 1 3rd Mate Military Military 83
P19 18 Captain Dry Cargo Containers 24
P20 14 ∗PHO Passenger People 1,500
P21 15 Chief Mate Dry Cargo Containers,

Military
19-35

Table 1: Participant Information

⋄Participant; △Pilot Participant; •Years in Shipping ◦Deck Watch Officer;
†Military Sealift Command; ∗Public Health Officer; ‡Operations Officer;

×Environmental Officer;

mariners working exclusively in military roles, and civilians em-
ployed by the Military Sealift Command (MSC) transporting mili-
tary cargo. Participants reported sailing under a wide range of flag
states, spanning North America, Europe, Asia, Africa, and Oceania.
These included major flag states such as the United States, Panama,
Malta, and Liberia, as well as several others, reflecting the global
nature of the maritime industry. Flag states indicate the regulatory
environments under which participants were trained and operated,
serving as a kind of regulatory “home country.” Additional details
on participant flag states are provided in Appendix A.5.

The study included 18 male participants and 3 female partici-
pants. This is notable given that, according to the International
Maritime Organization (IMO), women made up only 1.2% of the
global seafarer workforce in 2021 [95]. With 14% of our participants

identifying as women, this study incorporates a higher proportion
of women than the industry average. This greater representation
enriches the study by capturing a broader range of experiences and
perspectives, which may otherwise be underrepresented in mar-
itime cybersecurity research. However, due to participant concerns
about anonymity and the low percentage of women in the maritime
industry, we refrain from identifying participants by gender in Ta-
ble 1. The diversity in the mariners’ experience, vessel affiliations,
and roles, combined with achieving saturation, underscores the
robustness of this study and the quality of its findings.

3.4 Data Collection and Analysis
All interviews were recorded, transcribed, and anonymized. Tran-
scriptions were securely stored and accessible only to researchers
approved by the Institutional Review Board (IRB). The primary
interviewer manually edited each transcript, cross-referencing the
audio recordings to validate the accuracy of the information and
highlight key interview questions.

We employed an iterative open coding methodology [96], refin-
ing the codebook as data was analyzed. Two coders independently
coded a transcript, then met to reconcile differences and update
the codebook. This process repeated until the final codebook was
established, which is hosted at an Open Science Framework (OSF)
repository along with associated definitions [97]. From the 30 inter-
view questions and subquestions, our analysis produced 448 codes
in total. Intercoder reliability was assessed using Cohen’s Kappa
[98], yielding a score of 0.837. This metric demonstrated excellent
reliability and confirmed consistent extraction of themes across
coders.

Saturation was used to determine when a sufficient number of
interviews had been conducted. Following Guest et al. [99], we con-
sidered saturation reached when new themes ceased to emerge and
the proportion of new codes fell below 10%, ultimately reaching 0%
in the final set of interviews. Given the extensive diversity within
the maritime domain—including variations in ship type, affiliations
(military and civilian), and onboard roles—we conducted an addi-
tional five interviews beyond saturation to ensure comprehensive
representation and confidence in the findings.

3.5 Ethics
This study followed standard ethical practices to ensure the rights,
privacy, and safety of participants were respected throughout the
research process. Institutional Review Board (IRB) approval was ob-
tained prior to initiating the study. Participant data was anonymized
and securely stored, with access restricted to IRB-approved re-
searchers involved in the project. Participant emails were stored
separately to maintain contact with participants and share study
findings; no identifiers were linked to research data. Consent proce-
dures were carefully implemented to ensure informed participation.
Participants provided explicit consent before completing the initial
survey. Before each interview, consent was reaffirmed verbally, and
participants were reminded of their right to skip any questions they
did not wish to answer.

Participants did not receive compensation, a decision approved
by our IRB and aligned with prior work involving professional
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operators, which similarly did not offer compensation [79, 100–
108]. Participation in our study did not pose financial burdens. In
such cases, compensation is not ethically mandatory, and in fact,
entails increased methodological risks (e.g., participation coercion,
biased participant motivations) [109]. These risks are especially
pronounced when working with high-income populations, where
compensation would need to be proportionally higher to be mean-
ingful, potentially increasing coercive pressure. We also note that
most participants were employed by organizations that prohibit
accepting external payments.

By adhering to established ethical guidelines, including informed
consent and secure data handling, this study ensured participant
confidentiality and upheld the principles of responsible research.

3.6 Limitations
As with any qualitative user study, this research has inherent limi-
tations that should be considered when interpreting the findings.
One limitation is the potential for social desirability bias, a common
challenge in qualitative research. This occurs when participants
provide responses they believe are expected or socially acceptable
rather than their genuine opinions. To mitigate this, we carefully
designed neutral interview questions and emphasized to partic-
ipants that there were no “right” answers. The interviewer also
encouraged honest and candid responses.

It is possible that for some participants, some of our prompts
may have been unintentionally leading or inaccurately assumed
baseline familiarity with cybersecurity concepts (e.g., Q10, Q16, and
Q19). We attempted to mitigate this concern through piloting our
questions and designing them to be open-ended and flexible, while
also allowing for clarifications through our semi-structured format.
However, it remains a core limitation of interview-based research
where question framing can influence responses.

While external validity is inherently limited in qualitative stud-
ies, we took steps to enhance the robustness of our findings. This
included collecting data from a diverse range of participants and
ensuring saturation. These measures provide a strong foundation
for understanding mariners’ perspectives and highlight critical in-
sights into cybersecurity practices and challenges. The goal of such
qualitative research is not to be fully comprehensive or generaliz-
able but to uncover rich, nuanced insights in a relatively unexplored
domain, offering a foundation for future studies in this space.

4 CYBERSECURITY PERCEPTIONS
This section presents findings related to RQ1:What are mariners’
perceptions of cybersecurity? Insights into mariners’ perceptions
were derived from responses to the general security, comparative
cybersecurity, and cybersecurity practices and incidents questions
described in our methodology (Section 3). While most results tie di-
rectly to these questions, certain emergent themes, such as concerns
about autonomous ships, arose unprompted during discussions on
cybersecurity. Each bolded subsection below (i.e., 4.x) outlines the
specific questions or themes that guided the findings. In the second
subsection, we present a categorization of cyber threats derived
from mariner interviews. In conjunction, these insights and the pro-
posed categorization give a holistic view of how participants view
maritime cybersecurity and the factors that shape their perceptions.

4.1 Investigating Mariner Cybersecurity
Perceptions

This subsection highlights insights into mariner perceptions of
cybersecurity. What do mariners perceive as security threats, and to
what extent do they include cybersecurity in this perception? How
do these views diverge from more conventional understandings of
security? Furthermore, we examine whether mariners’ experiences
with cyber incidents have influenced these perceptions.

The following bolded insights explore key themes derived from
participant responses to the general security, comparative cy-
bersecurity, and cybersecurity incident interview questions. We
first address foundational perceptions and misconceptions shap-
ing mariners’ perceptions before discussing specific threats and
emerging concerns raised during the interviews.
A Difference in Perceived Physical and Cyber Impacts. This
insight emerged from comparing responses to the general security
and comparative cybersecurity interview questions. Participants
were asked to reflect on the threats they associate with security
and whether those included cybersecurity. In many cases, mariners
described physical threats (e.g., piracy, terrorism) more readily than
cyber threats, possibly because they are less visible or tangible.

When discussing physical security, only three participants ex-
plicitly included cyber threats in their responses, although all 21
mariners mentioned risks such as piracy, terrorism, and physical
harm. Participants did not appear to associate threats like ran-
somware or system sabotage with the same level of urgency as
physical attacks. This likely reflects both limited familiarity with
digital threats and a practical focus on the immediate dangers of
maritime work. As a result, mariners may place less emphasis on
cybersecurity practices, such as verifying email authenticity or up-
dating navigation software, especially under demanding workloads.

These realities can be compounded by fatigue and extended work
shifts, which reduce overall vigilance. One participant noted, “A lot
of errors that are made, it’s due to fatigue” (P5). Another elaborated,
“If you’re working 12 hours a day for 90 days, you don’t have anything
left. . . After 30, 40 days, you’re not as alert and you just don’t care”
(P6). Under such conditions, cyber incidents may go unnoticed
for longer periods, aligning with concerns expressed by another
mariner: “If somebody was smart enough. . . They could bring the
maritime world to a crawl. . . it’s probably a matter of time” (P9).

While some participants did link physical and cyber threats–
citing spoofing of navigation equipment, for example–others fo-
cused on the immediate, tangible dangers of maritime operations.
One mariner recounted experiencing “three attempted piracies”
while onboard (P7), illustrating why physical threats remain top-
of-mind. Better integrating cybersecurity awareness and practi-
cal countermeasures into existing security frameworks could help
mariners see how digital attacks, too, can lead to monetary loss,
operational disruption, or risks to personnel safety.
B Military Perspectives on Cybersecurity. While the previous
insight highlights a broad difference, some mariners demonstrated
unique perspectives informed by military experience, including the
Military Sealift Command (MSC), a civilian branch of the U.S. Navy.
This theme also arose from the general security and comparative
cybersecurity interview questions.
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Seven out of the nine participants with MSC or Coast Guard ex-
perience exhibited a nuanced understanding of cyber-attacks, link-
ing them not only to computers but also to navigation equipment
and other critical systems. This perspective contrasts with other
participants who primarily associated cyber-attacks with Informa-
tion Technology (IT) systems, such as administrative networks or
email servers. However, even with this expanded awareness, these
mariners tended to emphasize day-to-day operational concerns
over the possible physical impacts of cyber threats.

One MSC-affiliated mariner explained their confidence in tradi-
tional navigation methods: “I’m very, very comfortable navigating
without anything other than a sextant, a stopwatch, a chronometer,
and a paper chart. Most MSC Officers are trained that way” (P11).
This reflects how military training shapes mariners’ perceptions,
emphasizing operational resilience and alternative navigation.
C Cyber-Attack Experience and Impact. Participant responses
further illustrate how direct experiences with cyber-attacks influ-
ence their perspective. These findings stemmed from the cyberse-
curity practices and incidents interview questions.

Participants recounted their cyber-attack experiences, particu-
larly GPS, AIS, and radar spoofing. In total, 10 mariners described
direct encounters with such incidents. For instance, one participant
reported being “cyber-attacked by Iran” with their ship moved into
Iranian waters, adding, “I’ve been viciously spoofed” (P2). Another
mariner recalled experiencing AIS spoofing near Taiwan: “It was
very unnerving. . . we operate so long on AIS that it becomes. . . a source
of truth. . . we had to convince ourselves that it wasn’t real, and it took
a concerted effort to do that” (P4). Despite these encounters, these
participants did not always describe connections between cyber-
attacks and potential physical consequences, suggesting these risks
may not be fully integrated into their broader view of security.
D High-Impact Cyber Threats. Building on mariners’ experi-
ences, we next examine key threats they identified, particularly
from phishing, physical access, and remotely monitored equipment.
These insights emerged from the cybersecurity practices and inci-
dents interview questions, where participants discussed what they
viewed as the most significant cybersecurity concerns and why.

Mariners are particularly vulnerable to phishing threats due
to their reliance on email for nearly all business communication,
including with companies and ports. Overall, 10 participants ex-
pressed this concern for email and phishing threats. One participant
observed, “You get an email every day from the office. . . hundreds of
emails a day” (P10). The high volume, coupled with long hours at
sea and infrequent access to personal devices, can lead to mistakes.
Another mariner shared, “It always seems to come in by email. . . You
clicked the wrong button and game on” (P6).

Ships are also at risk from physical access threats, as many third-
party contractors and technicians board the ship during port stays.
11 participants mentioned concerns over threats from third par-
ties like this. Mariners highlighted the difficulty in verifying these
individuals as well. One said, “During the port time. . . that’s when
strangers could easily access the ship” (P1), while another admitted,
“I’ve had contractors ask me to stick their USBs into printers. . . we
have to trust them” (P2).

Furthermore, 13 participants mentioned a growing concern in-
volving remotely monitored equipment, such as engines, which are

increasingly connected to shore-based systems. They expressed that
this connectivity creates vulnerabilities that they are not equipped
to address. One participant explained, “I think engine monitoring
equipment is our bigger threat. . . you’re putting that capability out
there into the world for it to be hacked” (P15). Another shared, “The
engines are controlled by a computer hooked up to the Internet. . .
someone could conceivably just completely run amok” (P16).
E Cyber Threat Misconceptions. Despite identifying key
threats, many mariners still hold misconceptions about system vul-
nerabilities. These misconceptions, uncovered through the cyberse-
curity practices and incidents questions, include limited familiarity
with data interchange and system connectivity risks.

Six mariners indicated limited recognition of how interconnected
systems can introduce vulnerabilities. For example, one participant
believed, “Our systems are pretty secure because we only use USBs
issued by the company” (P9). This reflects a common misunder-
standing, as reliance on trusted devices does not account for the
broader attack vectors introduced by system interconnectivity and
third-party vulnerabilities. However, other participants offered a
more nuanced view of these risks. As one mariner aptly observed,
“That constant interchange of data. . . every single time there’s an
interchange of data, there’s a potential for a threat to come on board”
(P7). This contrast underscores differences in mariners’ awareness
and the need for training to bridge that divide.

A sense of confidence in the open ocean also emerged as a com-
mon theme.While 13 mariners reported feeling safer at sea, viewing
it as a reprieve from physical security threats like piracy, this sense
of security often overlooks cyber risks. One participant described
the mindset: “That’s the time when we are actually relaxed. . . we can
focus on our work” (P1). However, another highlighted the vulnera-
bility of being far from assistance, stating, “At sea, maybe the attack
surface is less compared to shore. However, no one can help you” (P3).
Such confidence could leave ships underprepared for cyber-attacks,
particularly with emerging technologies like Starlink increasing
connectivity in remote areas.
F Emerging Concerns over Autonomous Ships. In addition to
the themes that explicitly surfaced from interview questions, partic-
ipants frequently raised concerns about future technologies, partic-
ularly autonomous ships. Six participants expressed concerns about
increased cybersecurity risks with the adoption of autonomous and
remotely operated vessels. As these vessels rely heavily on intercon-
nected systems, the potential for cyber threats increases drastically.
One participant remarked, “If you wanted an autonomous ship, you
would have to worry about everything because everything has to be
connected” (P2). This connectivity, while essential for automation,
creates multiple entry points for potential cyberattacks.

The shift toward remote operations underscores the urgency of
these concerns. A participant shared their experience: “The oper-
ation I’m at now, we’re actually driving our vessel remotely. . . if I
can operate the ship’s heading, the nav system, and the power plant
from a thousand miles away, so can somebody else” (P4). This insight
highlights how the very systems enabling remote control could also
be exploited by malicious actors. As automation becomes a reality
in the maritime industry, ensuring robust cybersecurity measures
is critical to safeguarding these advanced systems from potentially
catastrophic threats.
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Mariners often prioritize physical threats over cyber
risks, reflecting gaps in their perceptions of cybersecurity.
While some participants’ experiences with cyberattacks
shaped their awareness, misconceptions about system
vulnerabilities and misplaced confidence in open ocean
safety persist.

4.2 Categorization of Cyber Threats
This categorization of results, shown in Figure 1, summarizes the
threats described in participants’ responses to the cybersecurity
comparison, practice, and incident questions. It reflects mariners’
perceptions of cyber risks grounded in lived experience. As dis-
cussed in Section 2, prior frameworks from IMO and BIMCO or-
ganize risks by shipboard system (e.g., bridge, propulsion) [76, 77].
In contrast, our categorization groups threats by type, entry point,
timing, and impact—dimensions that reflect how mariners actually
experience cyber risk. This structure surfaces scenarios like crew
changeover or remote equipment monitoring, which cut across
multiple technical systems but are rarely emphasized in official
frameworks. This bottom-up view is not intended to be comprehen-
sive but offers a practical complement to top-down frameworks by
centering the operational realities and concerns of frontline person-
nel. It can help guide future research, regulatory development, and
training to better align with mariner needs. Additionally, please
note that some participants reported experiences across multiple
categories, so totals may exceed the number of interviewees.

Threat Types. This category outlines cyber threats participants ei-
ther experienced or feared could impact their ship.
Malware. Malware and particularly ransomware were mentioned
as cyber threats by eight participants. They were concerned these
types of cyber threats could take down ship and port systems,
like payroll and regulatory programs. Four participants mentioned
experiencing this class of cyber-attack on ship.
Phishing. Phishing and particularly spear phishing (more targeted
phishing attacks) were mentioned as cyber threats by 10 partici-
pants. The largest shipping company in the world, Maersk, experi-
enced a cyber-attack via spear phishing [8], and some participants
were on ship at the time of the attack. For those participants, such
incidents highlighted the tangible risks posed by cyber threats. Two
participants mentioned experiencing this class of attack on ship.
Interference with Navigation Equipment. Furthermore, 10 par-
ticipants experienced all ranges of cyber-attacks due to interference
with navigation equipment. This included untargeted GPS spoofing
(2 participants), targeted GPS spoofing (2 participants), GPS jam-
ming (3 participants), AIS spoofing (3 participants), radar spoofing
(1 participant), and radar jamming (1 participant). Two participants
also mentioned "unknown interference" with navigation equipment
where they thought a cyber-attack occurred but could not verify it.

Threat Vectors. This category details actors and mechanisms that
could be exploited to infiltrate systems and cause threats.
Actors. Overall, 18 participants expressed concern about actors
contributing directly or indirectly to cyber threats. These included
remote attackers targeting off-ship equipment (13 participants),
negligent crew lacking or disregarding cyber hygiene practices

(4 participants), and third-party technicians with unfettered ship
access requiring inherent but unverifiable trust (5 participants).
Infiltration Points. 16 participants mentioned concern over phys-
ical and digital pathways that enable attackers to exploit systems.
Three participants worried about software vulnerabilities leading to
cyber threats on ship. With the highly publicized phishing attacks
on shipping systems and cybersecurity training focus, they also
worried about email as an infiltration point (10 participants). Addi-
tionally, 11 participants mentioned physically accessible equipment
as a vector for introducing cyber threats. This could be due to open
USB ports on equipment like their ECDIS or being unable to secure
on-ship computers from third parties that enter the ship. Finally,
five participants mentioned supply chain vulnerabilities leading to
ship equipment with malicious alterations integrated during man-
ufacturing (e.g., navigation equipment or ship computers). They
worried that with the diversity of equipment types, vendors, and
manufacturers, someone could target their equipment before instal-
lation. This worry was compounded by the fact that many ships
regularly purchase new electronic parts to replace old ones and
send orders via email, which they also believed to be insecure.

Vulnerabilities. This category covers scenarios, systems, and devices
identified as vulnerable to threats.
Vulnerable Times. From 11 participants, we heard of three dis-
tinct vulnerable scenarios when on ship. The first was at sea, very
far from civilization, because they could not get immediate support
from shoreside staff and law enforcement (5 participants). The sec-
ond scenario was at port because so many third parties had physical
access to equipment (7 participants). The final scenario was during
crew change because the new crew could be unfamiliar with the
ship, leading to poor cybersecurity practices and the exploitation
of vulnerabilities by attackers (1 participant). Although these sce-
narios span most operational periods, each has distinct sources of
vulnerability that require specific mitigation strategies.
Vulnerable Systems and Devices. In total, 16 participants men-
tioned concerns over vulnerabilities in three types of systems and
devices. The first was navigation equipment, including GPS, AIS,
Radar, and ECDIS (8 participants). The second was communication
systems, including mail servers, satellite phones, and VHF radios (3
participants). The third were OT and IT systems, including remotely
monitored devices (e.g., engines), ship computers, maintenance sys-
tems, personal devices, and password repositories (11 participants).

Consequences and Impacts. This category describes the impacts on
assets and the broader consequences of cyber threats.
Impacted Assets. We heard concerns from 11 participants over
two types of assets that could be impacted by cyber threats. The
first asset was critical equipment, including propulsion and steering
systems, power systems, and navigation equipment (9 participants).
The second asset was information and regulatory equipment, in-
cluding regulatory software, personal identifiable information (PII)
storage, and payroll systems (3 participants).
Consequences. We had 12 participants mention two categories
of consequences to the aforementioned cyber threats. The first
category was operational and financial, including system lockout,
cargo delays, financial loss, and information theft (3 participants).
The second category was safety, including becoming stranded at
sea, damage to equipment, collisions with other ships or structures,
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Threat Types Threat Vectors Vulnerable Times

Malware 
→ Ransomware

Sea
→ Lack of support

Port
→ Physical Access

Crew Change
→ Unfamiliarity with Ship

Infiltration Points
→ Software Vulnerabilities
→ Email
→ Physically Accessible
Equipment
→ Supply Chain

Phishing 
→ Spear Phishing

Interference with
Navigation Equipment
→ Untargeted GPS Spoofing
→ Targeted GPS Spoofing
→ GPS Jamming
→ AIS Spoofing
→ Radar Spoofing
→ Radar Jamming
→ Unknown Interference

Actors
→ Remote Attacker
→ 3rd Party Technician
→ Negligent Crew

Vulnerable Systems
and Devices

Navigation Equipment
→ GPS       → AIS
→ Radar     → ECDIS

Communication Systems
→ Mail Servers
→ SAT Phones
→ VHF Radios

Safety 
→ Stranded at Sea
→ Equipment Damage 
→ Collisions
→ Grounding
→ Explosions

Impacted Assets

Critical Systems
→ Propulsion and Steering
→ Power Systems
→ Navigation and Steering

Information and Regulatory
Systems
→ Personal Identifiable
Information (PII)
→ Regulatory Software
→ Payroll

Consequences

Operational and Financial
→ System Lockout
→ Cargo Delays
→ Financial Loss
→ Information Theft

OT/IT Systems 
→ Remotely Monitored
Devices
→ Ship Computers
→ Maintenance Systems
→ Personal Devices
→ Password Repositories

Figure 1: Categorization of Cyber Threats

grounding, and even explosions due to carrying hazardousmaterials
on ship (e.g., liquified natural gas), which included 10 participants.

5 SHAPING PRACTICE: TRAINING AND
REGULATION

This section presents the findings addressing RQ2: What are
mariners’ cybersecurity practices, and what role do training and reg-
ulations play in shaping these practices? Insights are drawn from
participants’ responses to questions specifically addressing their
experiences with cybersecurity, cyber incidents, and regulations.
The analysis aims to highlight the practical challenges mariners
face and the systemic gaps that affect their cybersecurity practices.

The findings are structured into two subsections. The first ex-
plores mariners’ training, behaviors, and practices, giving insight
into how training content translates—or fails to translate—into
effective preventative and reactive cybersecurity measures. The sec-
ond examines mariners’ experiences with maritime cybersecurity
regulations, identifying areas of alignment and disconnect between
regulatory frameworks and practical shipboard operations.

5.1 Mariner Cybersecurity Training, Practices,
and Behaviors

This subsection addresses mariners’ cybersecurity practices, fo-
cusing on how training influences their preventative and reactive
behaviors. Insights were derived from participants’ responses to
questions about their cybersecurity training, their experiences with
cyber incidents, and their daily cybersecurity practices. Addition-
ally, emergent themes, such as themanagement of new technologies
like Starlink, arose organically during discussions.
A Basic Cybersecurity Training. Participants were asked about
the cybersecurity training they received to assess its scope and
effectiveness. All 21 mariners described their cybersecurity training
as primarily focused on email and USB threats. This perspective
was consistent across participants from both industry and military
sectors. The training was perceived as generic, with little adapta-
tion to the unique challenges faced by mariners. As one participant
noted, “I’ve been in this industry for a long time, and I know a lot
of folks. That cyber security section for most companies. . . is just
boilerplate. . . we’ve met the requirement by speaking to it” (P4). This

approach may not fully prepare mariners for the range of possible
cybersecurity scenarios, leaving mariners under-equipped to ad-
dress modern maritime cyber threats.
B Cybersecurity Training: Limited IT and OT Integration.
While participants were not directly asked about the relationship be-
tween IT and OT security, the gap between these domains emerged
when participants described their training content. On ships, these
systems are increasingly interconnected, with IT networks often
serving as entry points for attacks targeting OT systems.

Some mariners explicitly noted the omission of OT-related risks
in training. One participant highlighted this gap: “They typically
focus on . . . IT security. However, if we talk about . . . maritime, we
should also consider . . . OT security. The seafarers, or the office staff,
are typically not even aware of the cyber risk of OT components, and
in such an attack of course they cannot know what [to] do” (P3).
Without clearly linking IT and OT systems in training, crews may
face additional operational risks, as a breach in IT systems could
cascade into OT disruptions, potentially jeopardizing vessel safety
and functionality. This finding underscores the need to bridge the
IT-OT divide in cybersecurity training, as modern ships operate
within interconnected systems that span both domains.
C Preparedness for Real-World Cyber-Attacks. Participants
were asked whether their cybersecurity training adequately pre-
pared them for real-world incidents. The responses indicated no-
table gaps. As one participant observed, “[The training] didn’t even
really say how to identify a cyber-attack; it talks a lot about flash
drives” (P9). Mariners reported learning about these attacks through
direct experiences rather than structured training. Another partici-
pant underscored the importance of traditional navigation skills in
mitigating these gaps: “I’ve been trained in celestial navigation and
charting. I know why it matters. It’s good seamanship. That’s what
we rely on” (P18). Enhancing training to include both cyber-specific
threats and their operational consequences could better prepare
mariners to identify and respond to such incidents.
D Challenges in Prevention Practices. In response to ques-
tions about their day-to-day cybersecurity practices, participants
highlighted challenges in balancing operational efficiency with ad-
herence to cybersecurity protocols. Eight participants cited issues
with practices like password changes, which interfere with task



CCS ’25, October 13–17, 2025, Taipei, Taiwan Anonymous

performance. Mariners frequently switch ships and spend long pe-
riods at home between assignments, leading to the use of insecure
practices such as storing passwords on notes near computers. “You
have to have logins to your computers. . . new guys are coming on
board and all that. So a lot of times people will print it out, tape it to
the bottom of the keyboard. . . ” (P5).

Additional responses revealed that some crewmembers bypassed
security measures like locking USB ports due to a lack of under-
standing. “We were told to lock USB ports on computers, but some
crew still found ways to bypass it because they didn’t fully understand
the importance of this” (P19). These findings underscore the need
for practical, comprehensible protocols tailored to the realities of
maritime operations.
E Management of High-Bandwidth Satellite Internet. The
management of high-bandwidth satellite internet systems (e.g., Star-
link) frequently emerged during discussions of shipboard cyber-
security and new technologies. The introduction of these systems
aboard ships has provided faster internet access but has also in-
troduced potential cybersecurity concerns due to decentralized
management practices. Nine mariners described this decentralized
management as a significant concern. “It’s the Wild West mostly.
Every company is different. It’s not unified. And I gotta say probably
most companies aren’t watching [the system] very closely” (P4). A par-
ticipant further highlighted these risks by referencing a case where
a Navy Chief was demoted for improperly installing a Starlink sys-
tem, illustrating how unregulated practices can lead to significant
consequences [110]. The frequent mention of this issue suggests a
pressing need for standardized policies governing emerging tech-
nologies like high-bandwidth satellite internet aboard ships.
F Practices of Younger vs. Older Mariners. In discussions
of their confidence in handling cyber-attacks and critical equip-
ment malfunctions, generational differences in navigation practices
emerged. Five participants highlighted that younger mariners heav-
ily rely on electronic systems such as ECDIS and GPS, often at the
expense of traditional navigation skills. This dependence raises con-
cerns about their ability to handle situations where all navigation
electronics are compromised. One participant stated, “You just turn
it off. Keep going. But, that’s also the old school. The new school guys
don’t know how to drive boats without computers” (P6). Another
participant noted, “The younger generation relies entirely on GPS
and ECDIS. They don’t know traditional navigation methods” (P18).

This reliance is exacerbated by the maritime industry’s transition
to fully electronic navigation, with paper charts becoming obsolete.
Four participants expressed concerns about losing paper charts,
emphasizing the challenges of relying solely on electronic systems.
As P13 explained, “A lot of ships are transitioning to paperless nav-
igation. . . A big concern. . . is how redundant and resilient are the
electronic systems on board.” Ironically, while younger mariners
might be expected to excel in cyber-awareness (e.g., identifying
phishing emails), their reliance on electronic systems creates signif-
icant gaps in their ability to respond to equipment malfunctions or
cyber-attacks. With many ships no longer allowed to carry paper
charts, this shift underscores a growing vulnerability in maritime
operations increasingly reliant on electronic systems alone.
G Education Impact on Cybersecurity Practices. When asked
about their ability to respond to cyber-attacks, participants often

reflected on how their educational backgrounds influenced their
practices. The maritime industry allows individuals with diverse
educational backgrounds to ascend to high-ranking positions, in-
cluding captain, creating variability in cybersecurity awareness and
response capabilities. As one participant noted, “You can make it
all the way to captain in this industry, quarter million dollars a year,
and have never graduated high school” (P5). This variability can
result in inconsistent handling of cyber events. Another participant
highlighted gaps in basic technical understanding, stating, “I’d get
woken up at like 8 P.M. because alarms are going off, and no one
knows what the alarm is. Now you add on cyber security. They’re
not being paid to know that” (P2). This disparity underscores the
need for standardized, accessible cybersecurity education tailored
to mariners’ diverse backgrounds.
H Limited Cyber-Attack Response Plans. Participants were
asked whether their vessels had specific cyber-attack response
plans. In total, 14 participants reported the absence of response
plans for handling cyber-attacks, with many relying on vague in-
structions to “call IT.” As one mariner stated, “There’s no response
plan or anything. . . If I’m asleep, there’s no plan, and 12 hours a day
I’m not available” (P2). This lack of preparedness often leaves crew
members isolated during cyber incidents. Another participant high-
lighted the broader issue, explaining, “The crew on board is alone
in case of a cyber-attack. . . IT guys are also not aware of the cyber
threats because they don’t know the actual vessels. . . they are only
familiar with the business network of the ship” (P3). Some mariners
resorted to makeshift responses, such as disconnecting Ethernet
cords to contain potential threats, which one participant described
as “a very rudimentary way of handling that, but quick” (P9). These
findings emphasize the need for comprehensive, vessel-specific
cyber-attack response plans that address IT and OT challenges.
I Cyber-Attack Response Confidence. Participants were asked
about their confidence in dealing with cyber-attacks on ship.
Mariners with real-world experience of cyber-attacks often ex-
pressed lower confidence in their ability to manage such incidents
compared to those without firsthand experience. Among the 10 par-
ticipants who had experienced cyber-attacks, 8 admitted to lacking
confidence in handling these situations. For instance, one partici-
pant noted, “The ECDIS we have, you can’t even put in the position
manually to fix what it’s saying after spoofing. It says I’m by Sicily,
but I’m all the way by Cyprus” (P18), reflecting a deep understanding
of the limitations of their systems. Conversely, of the 11 participants
who felt confident or unconcerned about handling cyber-attacks,
only 2 had faced one in real life. This overconfidence often stemmed
from misconceptions about the robustness of their systems, such as
assuming that critical shipboard systems were inherently protected
from external threats. These findings underscore the importance of
targeted training to align mariners’ perceived and actual prepared-
ness for managing cyber-attacks.

Basic cybersecurity training, which overlooks IT-OT in-
terplay, coupled with a lack of vessel-specific response
plans, may not fully equipmariners for real-world threats
like GPS spoofing and ransomware, contributing to incon-
sistencies in practices and, in some cases, overconfidence.
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5.2 Mariner Experiences with Regulation
This subsection explores mariners’ perspectives on maritime cyber-
security regulations, contrasting their views on traditional safety
standards with the emerging cybersecurity requirements. By exam-
ining both general and cybersecurity-specific regulations, we aim
to highlight differences in mariners’ perceptions and identify areas
for improvement. Insights for this subsection were derived from
the regulation and standards questions, which asked participants
about their perceptions of current safety and security regulations,
their thoughts on emerging cybersecurity standards, and how these
frameworks impact their ability to maintain security on board.
J Perceived Importance of Safety and Security Regulation.
To understand how mariners perceive the role of regulations in
their work, we asked participants about their views on safety and
security standards. This line of questioning aimed to assess whether
mariners value such regulations and to identify any potential gaps
or challenges in their implementation. Mariners generally viewed
safety and security standards as essential and protective, with 15
participants mentioning this specifically. One participant empha-
sized this perspective, stating, “Most of the standards, regulations
that we have in the maritime industry. . . are written in blood and
oil. Mariners pay for it with their blood, sweat, and tears” (P7). This
sentiment reflects the deeply personal stakes mariners associate
with regulatory frameworks designed to safeguard their well-being.
K Drawbacks of Safety and Security Regulation. We asked
participants to describe their experiences with safety and security
standards and whether they’ve experienced any challenges or draw-
backs when following them. Responses to this question revealed
several challenges, with 7 participants indicating that regulations
often function as “catch-alls” and fail to account for ship-specific
contexts or operational realities. One mariner explained, “A lot of
retired Navy guys. . . they’re writing the regulation. But they’re writ-
ing it based off the Navy way of doing stuff with a 5,000 person crew
on [an] aircraft carrier versus a 20 or 12 person crew” (P6). Another
noted, “I really think you have to tailor security to your operation,
and I don’t think the regulations do that very well” (P14).

Furthermore, 11 participants also expressed frustration with
the burden these regulations impose, particularly as automation
increases and crew sizes decrease. One mariner remarked, “As the
engine room and other things become more automated, shipping
companies are pushing for less mariners on board, but increasing the
regulatory burden” (P4). This additional workload can strain crews
and impact compliance.

Mariners further noted that in certain situations, adhering to
regulations might even be unsafe. For example, one participant
shared, “There are times we have to bend the rules a little bit for
security reasons. If you’re transiting off of Africa, don’t turn your
lights on. . . So you’re not a target” (P6). Others echoed this sentiment,
emphasizing that strict adherence is not always practical or safe.

Finally, mariners criticized the reactive nature of the maritime
industry regarding regulations. As one mariner put it, “The mar-
itime industry is a very reactive industry. . . the standards get updated
after [disasters] to cover new topics” (P15). This reactive approach
often leaves crews unprepared for emerging challenges and risks.
L Challenges in Cybersecurity Rules and Regulation. Partic-
ipants were asked about their familiarity with and perceptions of

emerging cybersecurity regulations, such as those from the Inter-
national Maritime Organization (IMO). The IMO is a specialized
United Nations agency responsible for global maritime safety and
security standards, making its regulations particularly relevant for
mariners. These questions aimed to uncover how mariners view
the adequacy and implementation of cybersecurity standards. Of
the 21 participants, only 10 were aware of the IMO’s cybersecu-
rity standards, and those who were aware often criticized them
as impractical and unhelpful. Beyond the IMO, participants also
expressed frustrations with general cybersecurity requirements and
practices. For example, one mariner stated, “Password management
is the bane of my existence” (P4), reflecting the widespread challenge
of implementing effective password policies across the maritime
industry. Another participant noted impractical training materials,
“There’s one PowerPoint we all go through, and it’s like don’t put
flash drives on company computers. . . But then we order flash drives
because there’s a lot of computers, a lot of things gotta get done” (P9).

Six participants expressed frustration at being held responsible
for cybersecurity without proper training. As one put it, “I already
have to deal with so much. I don’t want to be liable for something I’m
not trained to do” (P2). This lack of expertise led four participants
to advocate for the inclusion of a dedicated cybersecurity profes-
sional on board. One participant explained, “We’re at the point with
networking where you need somebody with more knowledge than
what we currently have on board” (P7). Another added, “You need
a full-time cybersecurity person on board for an operation like us. . .
especially with MSC, these bigger crews” (P9).

The absence of cybersecurity standards for older vessels was
also a point of contention. One mariner noted, “IAX standards also
should improve the cyber security standards of the shipping industry.
Currently, they publish 2 guidelines. . . for new constructed ships, not
old vessels” (P3). IAX refers to specific IMO guidelines aimed at
enhancing cybersecurity on ships.

Five participants further expressed concerns about the loss of
paper navigation charts due to new regulations, which they felt
could increase vulnerability. One mariner explained, “If you get
an EMP pulse and it fries all [your navigation equipment], I don’t
know how the ship would ever go to sea without a paper chart” (P10).
Another commented, “If you don’t have charts and you’re being
spoofed, you’re a little screwed” (P18). These perspectives highlight
the need for more practical and inclusive cybersecurity standards
that address the realities of modern maritime operations.

Mariners recognize the importance of safety and secu-
rity regulations but find them burdensome and poorly
aligned with operational realities. Cybersecurity rules,
in particular, are seen as reactive, impractical, and insuf-
ficiently tailored to address training gaps, older vessels,
and emerging threats.

6 CONCLUDING DISCUSSION
This work highlights critical gaps in maritime cybersecurity, em-
phasizing the need for tailored solutions to address the unique chal-
lenges faced by mariners and ship systems. From the disconnect
between cybersecurity training and real-world threats, to the prac-
tical limitations of current regulations, our findings underscore the
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importance of industry-wide improvements. Mariners’ experiences
and perspectives reveal the pressing need for enhanced training,
robust security frameworks, and better integration of technology
with practical operations. These results not only identify areas for
immediate action but also lay the groundwork for future research.
The following subsections provide actionable recommendations to
enhance training, improve detection and response capabilities, and
refine regulatory frameworks, along with outlining open research
directions to address emerging challenges in this critical domain.

6.1 Recommendations
Here, we first present actionable recommendations grounded in
the insights from mariner interviews. As illustrated in Figure 2,
the recommendations align with key findings from the results sec-
tions, with each insight tied to specific recommendations to ensure
relevance. This serves as a holistic guide to understanding the
connections between the results and the proposed improvements.
Grounded in mariners’ experiences and identified gaps in training,
practices, and regulations, these recommendations address critical
challenges in maritime cybersecurity.

6.1.1 Enhancing Cybersecurity Training. Improving mariner cyber-
security preparedness starts with addressing the gaps in training
identified during the study. Effective training must provide role-
specific and operationally relevant content that translates into prac-
tical, onboard skills. ICS research has shown that training often fails
when not designed around end-user roles and workflows [87, 88].

The diversity of mariners’ educational and experiential back-
grounds adds unique challenges to designing effective cybersecu-
rity training. Mariners range from high school graduates advancing
through the ranks to maritime academy degree holders. Their ex-
posure to ship types also varies; some gain broad experience across
vessels, while others remain on a single type, limiting their op-
erational knowledge (Section 5.1 — G). Unlike aviation or power

generation, where standardized training is the norm, this diversity
demands flexible cybersecurity training tailored to varied back-
grounds, ensuring all mariners can navigate the unique challenges
of maritime cybersecurity. This aligns with research showing that
OT personnel’s mindsets, shaped by operational demands and safety
culture, benefit most from practical, context-specific security train-
ing tailored to their real-world tasks [89].

To compound these challenges, the results revealed significant
gaps in mariner cybersecurity training, with participants describ-
ing it as overly simplistic and disconnected from operational reali-
ties (Section 5.1 — A). Similarly, a recent study of phishing training
in high-risk sectors found that generic modules were often ignored
or rushed through, limiting their practical value [111]. These find-
ings underscore the need to move away from impersonal meth-
ods such as PowerPoints or computer modules. Instead, training
should be delivered through in-person, hands-on approaches that
actively engage mariners. This tailored approach should address
ship-specific contexts and mariners’ unique responsibilities on-
board, making training more relevant and practical (Section 5.1 —
C). For example, the disconnect between IT and OT systems must be
addressed by incorporating content that highlights how the cyber-
security of a ship’s computing assets directly impacts its physical
operational safety (Section 5.1 — B).

The findings also highlight insufficient education on the inte-
gration of control engineering and cybersecurity, as well as a mis-
understanding of the dynamic interconnection between cyber and
physical systems. Mariners often do not associate cyber risks with
their potential physical consequences, such as financial loss, op-
erational disruption, or endangerment of lives (Section 4.1 — A).
Training programs must explicitly bridge this gap by illustrating
how cyberattacks, such as ransomware or system sabotage, can
have direct, tangible impacts on maritime operations. For example,
emphasizing scenarios where a compromised GPS could lead to
collisions or grounding would make the connection between cy-
bersecurity and physical security more explicit. Addressing this
disconnect through domain-specific educational initiatives would
reduce risky behaviors, such as poor password management or
bypassing USB restrictions, while encouraging mariners to adopt
better cybersecurity practices onboard (Section 5.1 — D). Sustain-
ing such improvements also requires reinforcing secure actions
through feasible, habit-building routines [112].

Training content should be customized based on the mariners’
roles onboard. For instance, officers responsible for navigation
would benefit from training that emphasizes detecting and respond-
ing to GPS or AIS spoofing, while engineers managing OT systems
should focus on identifying vulnerabilities in remotely monitored
systems and mitigating their exploitation. Similarly, crew mem-
bers working with communication systems might require a deeper
understanding of email phishing and network vulnerabilities (Sec-
tion 4.1 — D). By aligning the curriculum with the distinct oper-
ational roles on a ship, each mariner can develop the specialized
competencies needed to effectively mitigate cybersecurity risks,
thereby enhancing the overall security posture of maritime oper-
ations. However, it is equally important to recognize that adding
new training duties can be burdensome for mariners already han-
dling demanding workloads, especially in smaller companies with
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fewer resources for specialized staff or frequent drills. Larger orga-
nizations may be able to offset this through onboard cybersecurity
specialists or dedicated trainers, while smaller companies might
require cost-effective support, such as remote consultants or shared
training resources. Recent work in OT settings shows that external
consultants can support training efforts, but their impact depends
on whether internal teams can sustain the changes [85]. Comple-
mentary improvements in usability and system design can help
embed these changes into daily practice.

6.1.2 Improving Cyber-Attack Detection and Response. Bridging
the gap between knowledge and operational readiness is key to
enhancing mariners’ ability to respond to cyber-attacks. These
recommendations focus on equipping mariners with practical, ac-
tionable measures for detecting and mitigating real-time threats.

A significant gap identified in this study is the absence of ro-
bust, actionable cyber-attack response plans (Section 5.1 – H, I). To
address this gap, response plans must extend beyond the current
“call IT” standard, incorporating onboard protocols accessible to
mariners in critical situations. For example, common cyber threats
such as GPS spoofing, AIS jamming, and radar manipulation should
be central to training and response protocols (Section 4.1 – C). This
is consistent with a recent usability study, which shows that giv-
ing operators clear, step-by-step guidance for security features can
boost confidence in responding to critical threats [86]. Some of this
burden could be reduced through automation or remote assistance
from shore-based IT teams, though connectivity, bandwidth, and
resource limitations may hinder their reliability in practice.

Furthermore, hands-on response training can prepare mariners
to detect attacks more effectively. For instance, correcting miscon-
ceptions about system vulnerabilities and teaching the intercon-
nected nature of OT and IT systems would enhance awareness (Sec-
tion 4.1 — E). The importance of network segregation, especially
regarding user-installed systems like Starlink, must also be empha-
sized (Section 5.1 — E). One participant recounted the story of a
Navy Chief being demoted for improper Starlink installation (Sec-
tion 5.1 — E), which starkly contrasts with the informal practices
observed in the industry and underscores the need for clear policies
and training [110].

Adopting practices from theMSC, such asMCON drills that build
confidence in navigating without electronic systems (Section 4.1
– B; Section 5.1 — F), could serve as a model for broader industry
adoption. Mariners trained in these methods consistently reported
higher confidence and readiness in handling cyber-attack scenarios.

6.1.3 Toward Domain-Specific Cybersecurity Standards. Adapting
industry regulations to align with the realities of maritime opera-
tions is crucial. As highlighted in the findings, existing regulations
often fail to account for ship-specific contexts and operational
constraints, leaving mariners frustrated and compliance challeng-
ing (Section 5.2 — J, K). For example, participants described safety
and security regulations as overly generic, designed for large-scale
operations but poorly adapted to smaller crews and merchant ves-
sels. Addressing these gaps requires collaboration with mariners to
identify and amend impractical or overly burdensome rules. This
mirrors findings from the energy sector, where interdisciplinary
collaboration between cybersecurity and OT personnel has been

shown to improve adoption of standards by aligning them with
practical, operational constraints [84].

Emerging technologies, including Starlink and remotely moni-
tored equipment, introduce additional complexities. Many partici-
pants expressed concerns over the decentralized management of
these systems and the lack of standardized oversight, emphasizing
the need for mandatory penetration testing and secure integra-
tion (Section 5.1 — E). Similarly, the shift toward autonomous and
remotely operated ships increases reliance on interconnected sys-
tems, amplifying cybersecurity risks (Section 4.1 — F). The findings
reveal the maritime industry’s reactive regulatory culture, where
standards are developed post-incident rather than proactively ad-
dressing emerging threats (Section 5.2 — K). Participants noted
that the transition to fully electronic navigation without sufficient
redundancy exacerbates vulnerabilities, highlighting the need for
practical, ship-specific regulations that reflect operational realities.

Finally, the secretive nature of the industry around cyber-attack
disclosures hinders progress. Establishing anonymous reporting
mechanisms for cyber incidents could provide regulators with criti-
cal insights to develop more effective policies (Section 5.2 — L). Pro-
grams like bug bounties for ship equipment could also incentivize
innovation and accountability while improving system security.

6.1.4 Unified Cybersecurity Regulation for the Maritime Sector.
The maritime sector’s resilience against cyber threats depends on
a globally unified regulatory framework for maritime cybersecu-
rity (Section 5.2 – L). The Department of Homeland Security (DHS)
identifies 16 critical infrastructure sectors vital to the nation’s se-
curity, economy, and public health, including the Maritime Trans-
portation System (MTS) within the Transportation Systems Sector
[113]. Despite its critical role, the maritime sector’s cybersecurity
regulations are fragmented compared to robust frameworks like
the NERC Critical Infrastructure Protection (NERC CIP) standards
applied in the Energy Sector [114]. NERC CIP mandates detailed,
enforceable requirements across all critical energy operators, en-
suring consistency and security in addressing cyber threats. These
include specific controls for access management, incident reporting,
and system resilience. In contrast, maritime cybersecurity regula-
tions, such as IMO Resolution MSC.428(98) and BIMCO Guidelines,
focus on high-level risk management and lack the specificity and
enforceability seen in NERC CIP [77, 115].

To address these gaps, maritime cybersecurity regulations should
adopt a unified framework inspired by NERC CIP, which includes:
• Standardizing Practices Globally: Creating detailed, enforce-
able requirements applicable across maritime operators, regard-
less of size or geography.

• Enhancing Specificity: Moving beyond high-level risk assess-
ments to include prescriptive technical controls, such as network
segmentation, encryption, and access management.

• Mandating Incident Reporting: Introducing mandatory,
anonymous incident disclosure mechanisms to improve the in-
dustry’s understanding of threats and vulnerabilities.

• Addressing Emerging Technologies: Developing regulations
specific to new systems like Starlink, remotelymonitored engines,
and other Internet-connected shipboard equipment.
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• Incentivizing Compliance: Providing financial or operational
incentives for operators to meet these enhanced standards, simi-
lar to the energy sector’s approach.
By aligning maritime cybersecurity regulations with the rigor

of frameworks like NERC CIP, the maritime sector can strengthen
its resilience against cyber threats. A unified, enforceable approach
would simplify compliance for operators while ensuring best prac-
tices are consistently applied across the global supply chain.

6.2 Future Research Directions
This study has uncovered significant gaps in maritime cybersecu-
rity, which can inform future research efforts. Below are potential
directions for future work, each addressing critical issues revealed
in the user study results.
Real-Time Detection for Maritime Cyber-Physical Systems.
Developing real-time intrusion detection systems (IDS) for mar-
itime cyber-physical systems is essential for enhancing security.
Drawing parallels with automotive security, these systems must
be tailored to ship-specific protocols like NMEA 2000 to address
unique vulnerabilities and better protect shipboard networks. Fu-
ture work could focus on lightweight, real-time solutions optimized
for maritime-specific challenges, such as remote locations and satel-
lite internet connectivity. This approach would empower crews to
respond effectively, minimizing disruptions to maritime operations.
Proactive Risk Assessment of Shipboard Systems. Comprehen-
sive security risk assessments of maritime cyber-physical systems
are essential to identifying and mitigating vulnerabilities in IT and
OT components. Unlike real-time detection systems, this approach
emphasizes proactive measures to strengthen defenses and prevent
attacks. Research could explore risks in interconnected systems like
navigation, engine monitoring, and onboard communication net-
works, leading to targeted hardening techniques and best practices.
Qualitative Research in Maritime Cybersecurity. Future quali-
tative research could focus on specific maritime groups identified
in this study for their unique perspectives. Two participants in-
volved in deep-sea operations and nine military-affiliated mariners
offered distinct insights into cybersecurity challenges. Deep-sea
operators manage critical infrastructure like subsea cables, vital for
global internet connectivity and highly vulnerable to cyber threats.
Military-affiliated mariners bring specialized training and proto-
cols, such as those informed by MSC practices, which could serve
as benchmarks for broader industry improvements. Researching
these groups further could reveal valuable strategies for managing
cybersecurity in diverse and critical operational contexts.
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A APPENDIX
A.1 Survey Questions

(1) What is (or was) your official role (job title) on the ship?
(2) Are you currently employed in this shipping position? If not,

please write when you retired from this position.
(3) How long have you worked aboard ships (if less than 1 year,

put answer in months)?
(4) Have you served in any other positions on ships (other than

the role selected above)? If so, what and for how long?
(5) How large is (or was) the ship you serve on?
(6) What is (or was) the primary function of the ship?
(7) If your ship transports goods or cargo, please list the kind(s)

of goods or cargo it transports.
(8) How many crew members (including yourself) serve(d) on

your ship? If you don’t know the exact number, please try
to estimate a range or value.

(9) What organizational standards does your ship follow, specif-
ically for safety and security? Select all that apply. For any
that are not covered by the options available, please list them
under the "Other" option.

(10) **Asked by email after the interview to gather more demo-
graphic data** Please select your age from the following
ranges or select "I do not wish to share this information":

(a) Under 20 years old
(b) 20-29 years old
(c) 30-39 years old
(d) 40-49 years old
(e) 50-59 years old
(f) 60-69 years old
(g) 70-79 years old
(h) 80-89 years old
(i) 90 years or older
(j) I do not wish to share this information

A.2 Interview Questions
Below is our list of interview questions and the statements the
interviewer gave prior to the start of each section of the interview.
Each interview was conducted using the same questions and asked
by the same person for consistency.

A.2.1 Beginning Statement. Before we begin with the questioning,
I want to remind you that everything you say will be completely
anonymous. I will record our voices during this conversation to
remind myself later of specific details. That recording will be stored
on an encrypted hard drive, anonymized, and destroyed after I
perform an analysis of it. To confirm, is it ok if I begin the audio
recording over Zoom?

In this study, we have a set number of questions that have to
be asked to everyone in the same way and same order. At some
point in the interview, you may feel that I am asking a question you
have already answered because sometimes people naturally answer
questions I haven not asked yet. I apologize for that in advance,
but I still have to ask the question to confirm your answer and to

ensure everyone receives the same interview. This helps us limit
bias as researchers.

If you are confused about a question, feel free to ask for additional
information. Do you have any questions before we begin?

A.2.2 Background. First, I would like to know a little more about
you and your position.

(1) What are your main responsibilities in your role as X on the
ship?

A.2.3 General Security Questions. Now, I am going to ask general
questions about security on the ship.

(2) When you are working on a ship, what do you think are the
most significant threats to ship security and operations?

(3) Are there any times during shipping trips that you feel more
vulnerable to threats? Why do you feel this way?

(4) Who is responsible for the general security of the ship?
(5) Are there any measures you take as a crew to help protect

against threats to the ship?
(6) Are there times during ship operations when people board

your ship that are not part of your crew?
(a) IF YES TO ABOVE: Are there any specific protection mea-

sures you take when third parties like this board the ship?
(7) Are there any specific protection measures you take when

approaching a port? Are these measures different depending
on the port you are approaching?

(8) Are there any specific protection measures you take when
in the open ocean, far from civilization?

(9) Are there any specific protection measures you take when
in a crowded waterway, near lots of other vessels?

A.2.4 Cybersecurity Practices and Incidents Questions. Now, I am
going to ask about devices and how you handle issues on ship.
(10) What devices or equipment on the ship are you most afraid

of malfunctioning or becoming unavailable?
(11) Of the devices you just mentioned, do you know what to do

if they malfunction?
(12) If you had to take all your navigation devices offline during

an emergency, do you feel confident that the crew has the
necessary training and skills to continue to move the ship
from point A to point B?

Now, I am going to ask some cybersecurity and cyberattack-
specific questions.
(13) When you hear the phrase ’cybersecurity for ships’, what

comes to mind?
(14) Have you experienced any cybersecurity issues or incidents

aboard a marine vessel? If so, what happened and how was
it handled?

(15) Do you feel confident in your ability to handle cyber-attacks?
(a) IF CONFIDENT: Is there a specific response plan in place

on board for dealing with cyber-attacks or events? If so,
can you describe what that plan involves?

(b) IF NOT CONFIDENT: What makes you feel less confident
in handling cyber-attacks?

(16) Are there any devices that you worry could be affected by a
cyber-attack?

https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/Resolution%20MSC.428(98).pdf
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The next questions involve cybersecurity training you may have
received.
(17) Have you ever received cybersecurity training for your job

on the ship?
(a) IF YES TO ABOVE: Can you describe the cybersecurity

training you received for your role on the ship? What did
it involve and what did you learn?

(b) IF YES TO ABOVE: Do you feel the cybersecurity train-
ing you received was useful in preparing you? Is there
anything that you feel was missing or that you still feel
unprepared for?

A.2.5 Comparative Cybersecurity Questions. These next questions
are very similar to the general security threat questions but focused
on cybersecurity instead.
(18) When you are working on a ship, what do you think are the

most significant cybersecurity threats?
(19) Are there any times during shipping trips that you feel more

vulnerable to cybersecurity threats? Why do you feel this
way?

(20) Who is responsible for the cybersecurity of the ship?
(21) Are there any measures you take as a crew to help protect

against cybersecurity threats to the ship?
(22) Think about times when people other than your crew come

aboard the ship. Are there any specific cybersecurity protec-
tion measures you take when third parties like this board
the ship?

(23) Are there any specific cybersecurity protectionmeasures you
take when approaching a port? Are these measures different
depending on the port you are approaching?

(24) Are there any specific cybersecurity protection measures
you take when in the open ocean, far from civilization?

(25) Are there any specific cybersecurity protection measures
you take when in a crowded waterway, near lots of other
vessels?

A.2.6 Regulation and Standards Questions. If you recall, I had you
select some of the organizations and standards you follow on the
ship for safety and security, like SOLAS, ISM, and ISPS. Now, I am
going to ask some questions about the standards and regulations
you follow.
(26) You mentioned following Flag State safety regulations. What

nations have you followed standards for in your position?
(27) You mentioned using X, Y, and Z standards for safety and

security. What do you believe are the main benefits of fol-
lowing these standards on your ship?

(28) Are there any challenges or drawbacks you’ve experienced
with these safety and security standards

(29) In your opinion, how could these safety and security stan-
dards be improved to better support your work?

Now, I am going to ask questions more specifically about cyber-
security standards for ships.
(30) As part of many safety and security standards for ships, there

are now also cybersecurity recommendations and require-
ments. Are you familiar with cybersecurity standards for
ships?

(a) IF YES TO ABOVE: What do you believe are the main
benefits of following cybersecurity standards on ship?

(b) Are there any challenges or drawbacks you’ve experienced
with cybersecurity standards?

(c) In your opinion, how could these cybersecurity standards
be improved to better support your work?

(a) IF NO TO ABOVE: Hypothetically, what do you believe
are the main benefits of following cybersecurity standards
on ship?

(b) Are there any challenges or drawbacks you’ve experienced
when following any cybersecurity rules on ship?

(c) In your opinion, how could these cybersecurity rules be
improved to better support your work?

A.2.7 Final Statement. That is the end of our questions. Thank you
so much for giving us your time. We will compile all participant
responses and write a paper with our analysis. If you want, I can
send you a copy of the paper when it is published. Additionally, we
are still looking for more participants, so if you have any friends
or colleagues that you think may fit our needs, we would love to
include them. If you have them fill out the survey, that would be
extremely helpful. I can resend the survey link to you if you have
people to distribute it to.

A.3 Extended Background Information
Ships and Their Classifications. Cargo ships transport goods,
ranging from dry cargo (e.g., containers, grains) to liquid cargo (e.g.,
crude oil, LNG). Passenger ships, such as ferries and cruise liners,
serve travel and tourism needs. Special-purpose vessels, including
research ships, offshore supply vessels, cable ships, tugboats, and
buoy tenders, support distinct maritime operations. A subset of
these special-purpose vessels, Workboats, such as tugboats and
buoy tenders, play critical roles in supporting larger vessels and
maintaining maritime infrastructure. By including these specialized
vessels, our study highlights the diverse operations within the
maritime sector.
Mariners and Their Roles.Mariners are responsible for ensuring
ship safety, operational efficiency, and compliance with regulations.
Key roles include Captains (Masters), who hold ultimate responsibil-
ity for the ship’s operations; Chief Mates, who oversee deck opera-
tions; and Chief Engineers, who manage propulsion and machinery.
Supporting officers and crew contribute specialized expertise in
navigation, maintenance, and safety. Crew composition varies by
vessel type, with larger ships requiring more personnel to manage
their increased complexity.

This study focuses on mariners responsible for ship security
and cybersecurity, capturing insights from officer-level positions
such as Captains, Chief Mates, and Engineers, as well as their mil-
itary equivalents (e.g., Deck Watch Officer in the Coast Guard).
Their oversight of critical systems highlights the importance of
understanding cybersecurity challenges in maritime operations.

A.4 Pilot Study
Our pilot study consisted of two rounds, with changes to the in-
terview question set implemented after each round. Demographic
information for the pilot participants, Pilot Participant 1 (PP1) and
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Participant Flag States

PP1 Bahamas, Liberia, Panama, Singapore
PP2 Canada, United States
P1 Canada
P2 Panama, United States
P3 Malta, Marshall Islands, United Kingdom
P4 United States
P5 Belgium, United States
P6 Angola, Chile, Germany, Japan, Netherlands, New Zealand,

South Africa, South Korea, United Kingdom, United States
P7 United States
P8 United States
P9 Marshall Islands
P10 United States
P11 United States
P12 United States
P13 United States
P14 Cook Islands, United States
P15 Bahamas, Greece, Liberia, Norway, United States
P16 United Kingdom, United States
P17 Marshall Islands, United States
P18 United States
P19 Singapore
P20 United States
P21 United States

Table 2: Flags under which participants have worked/trained

*Participants are labeled as PP1 and PP2 for pilot participants, and P1–P21
for study participants.*

Pilot Participant 2 (PP2), is summarized in the first two rows of Ta-
ble 1. Insights gained from the pilot study informed the refinement
of our final interview design introduced in the previous subsection.

A.4.1 Round 1: In the first round, one participant was interviewed
using a question set focused solely on cybersecurity and cyber-
attack topics. While these questions aimed to provide insights
into the participant’s understanding of cybersecurity threats, they
proved too narrow in scope. Specifically, the participant, who had
limited cybersecurity knowledge, interpreted “cybersecurity” as pri-
marily involving “computers, malware, or phishing.” This restricted
the depth of responses and overlooked other critical aspects of cy-
bersecurity, such as physical access threats. For instance, during our
background research with industry professionals, physical access
was identified as a significant threat. This critical context would
have been missed if interviewees framed cybersecurity solely in
terms of technical vulnerabilities. The limitations of this approach
led to significant revisions in the question set. Due to the substan-
tial changes made and the limited usefulness of the responses, this
interview was not coded or included in the final results.

A.4.2 Round 2: The second round involved one participant and
included a revised question set that removed several cybersecurity
threat questions. However, this omission led to insufficient coverage
of cybersecurity threats, particularly in comparison to physical
threats. As a result, additional “mirrored” cybersecurity questions
were developed after this round to ensure meaningful responses
could be gathered from participants with varying levels of expertise.
Although this interview was similar enough to the final question
set to be coded and included in the final results, it was not used to
determine saturation. Instead, its purpose was to gather insights
that informed the refinement of the final question set. Saturation
calculations began with Participant 1 in the main study.

A.5 Additional Demographics Data
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