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ABSTRACT

This paper presents a robust image encryption and key distribution framework that integrates an en-
hanced AES-128 algorithm with chaos theory and advanced steganographic techniques for dual-layer
security. The encryption engine features a dynamic ShiftRows operation controlled by a logistic
map, variable S-boxes generated from a two-dimensional Hénon map for substitution and key ex-
pansion, and feedback chaining with post-encryption XOR diffusion to improve confusion, diffusion,
and key sensitivity. To address secure key delivery, the scheme introduces dual-key distribution via
steganographically modified QR codes. A static key and an AES-encrypted dynamic session key are
embedded with a covert hint message using least significant bit (LSB) steganography. This design
ensures the dynamic key can only be decrypted after reconstructing the static key from the hidden
message, offering multi-factor protection against interception. Experimental results demonstrate the
framework outperforms existing chaos-based and hybrid AES methods, achieving near-ideal entropy
(7.997), minimal pixel correlation, and strong differential resistance with NPCR (>99.6%) and UACI
(50.1%). Encrypted images show uniform histograms and robustness against noise and data loss. The
framework offers a scalable, secure solution for sensitive image transmission in applications such as
surveillance, medical imaging, and digital forensics, bridging the gap between cryptographic strength
and safe key distribution.

1. Introduction

With the rapid advancement of digital technologies and
the exponential growth of image-centric data in sectors such
as healthcare, surveillance, smart environments, and the In-
ternet of Things (IoT), ensuring the confidentiality and in-
tegrity of visual information has become a critical concern
for modern cybersecurity research [2, 1]. Unlike textual data,
images possess high redundancy, strong spatial correlation
among neighboring pixels, and large file sizes—all of which
render conventional text-oriented encryption schemes, such
as the Advanced Encryption Standard (AES) [46], less ef-
fective in their direct form. Although AES offers strong
cryptographic protection, when applied to images using its
standard configuration (static S-box and fixed block modes),
it often leaves behind detectable patterns in the encrypted
output. These residual patterns pose significant risks, po-
tentially exposing the data to cryptanalytic attacks, such as
differential and statistical analyses.

To mitigate these shortcomings and bolster the security
of image transmission over open or untrusted networks, this
paper introduces a comprehensive and innovative image en-
cryption scheme. The proposed framework enhances the
AES algorithm [46] with chaos theory and introduces an ef-
ficient and visually meaningful secure transmission method
for encryption keys. The system is designed around two core
components: a chaos-augmented AES encryption model and
a secure dual-key sharing mechanism using customized QR
code transformation.
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In the first phase of encryption, the image is encrypted
using a dynamically generated key, providing high random-
ness and uniqueness per session. This dynamic key is then
securely encrypted using a static key, creating a second layer
of protection. To facilitate safe transmission of both keys to
the receiver without exposing them directly, a QR code is
generated, embedding three critical elements: (1) the en-
crypted dynamic key, (2) a slightly altered version of the
static key, and (3) an encoded message that conveys how
the static key was modified. The encoded message is cre-
ated using a custom encoder and is essential for key restora-
tion. This QR code is then visually customized—for exam-
ple, rendered into an all-white image or modified in such a
way that it disguises its true nature—allowing it to travel in-
conspicuously over open channels alongside the encrypted
image.

Atthe core of the encryption process, a significantly mod-
ified AES algorithm is employed, incorporating a range of
novel cryptographic enhancements. One of the central im-
provements is the use of a variable S-box, dynamically gen-
erated through a fast chaotic map. Unlike the fixed S-box [14]
in conventional AES, this evolving S-box changes at each en-
cryption round, adding substantial key sensitivity and non-
linearity. This dynamic behavior ensures that the same plain-
text image, encrypted under slightly different conditions, yields
entirely different cipher outputs, thereby neutralizing vari-
ous forms of attack, including differential and linear crypt-
analysis.

To further obscure pixel-level correlations, the image is
first masked using a logistic map-based XOR operation, which
introduces confusion before encryption. Subsequently, the
image pixels are reshaped and permuted using chaotic se-
quences to disrupt their spatial coherence, thereby achieving
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strong diffusion. The AES encryption process [46] itself is
enhanced through block shuffling and shifting mechanisms,
and integrates both 1D and 2D S-box configurations—a sig-
nificant structural deviation from standard AES [46]. Addi-
tionally, a descending harmony chaotic map is introduced to
generate more unpredictable values for cipher components.

Another noteworthy feature is the implementation of a
hybrid block cipher mode, merging the Cipher Block Chain-
ing (CBC) [5] and Electronic Codebook (ECB) [5] modes
using XOR operations, but excluding the use of an initial-
ization vector (IV). This hybrid mode benefits from the error
propagation strengths of CBC and the speed of ECB, while
minimizing their respective drawbacks.

The receiver-side decryption process precisely mirrors
each of the encryption stages. Upon receiving the encrypted
image and the visually disguised QR code, the receiver re-
stores the original QR code, decodes the embedded message
to reconstruct the static key, decrypts the dynamic key, and
finally uses it to decrypt the image. Each stage is reversed
systematically, ensuring accurate image recovery.

Extensive simulations and experiments validate the ef-
ficacy of the proposed method. To assess the fidelity and
visual quality of decrypted images, widely accepted evalua-
tion metrics such as Peak Signal-to-Noise Ratio (PSNR) and

Structural Similarity Index Measure (SSIM) are employed [21].

Additionally, information entropy analysis, pixel correlation
measurements, and histogram uniformity evaluations are uti-
lized to verify the proposed encryption scheme’s robustness
against common cryptanalytic attacks [42, 10]. The system
also demonstrates resilience to post-encryption operations
such as pixel shuffling, provided the correct decryption pa-
rameters are preserved.

In summary, the proposed image encryption framework
offers a multi-layered and resilient security architecture by
combining dynamic cryptographic components, chaotic sys-
tems, and advanced key transmission strategies. The fusion
of visual obfuscation techniques with chaos-enhanced AES
encryption provides a powerful solution for image security
in modern digital communication environments, especially
where data privacy is paramount.

2. Related Works

Numerous techniques have been developed to strengthen
image encryption, particularly to address vulnerabilities in
traditional cryptographic models like AES when applied to
large and high-correlation image data. These approaches
broadly fall into categories such as chaos-enhanced AES mod-
els, hybrid encryption frameworks, algorithmic performance

evaluations, and lightweight or transform-based schemes. This

section presents a detailed comparative review of representa-
tive works within each category, along with their limitations,
future scope, and reported results.

2.1. Techniques for Image Encryption Based on
Chaos
Recent advancements in image encryption have increas-
ingly leveraged chaos theory due to its fundamental prop-

Table 1
Nomenclature: Abbreviations and their definitions.

Abbreviation  Definition

AES Advanced Encryption Standard
S-Box Substitution Box

loT Internet of Things

CBC Cipher Block Chaining

ECB Electronic Code Book

QR Quick Response

PSNR Peak Signal-to-Noise Ratio

SSIM Structural Similarity Index Measure
NPCR Number of Pixel Change Rate
UACI Unified Average Changing Intensity
ECC Elliptic Curve Cryptography

RSA Rivest, Shamir, Adleman

CTR Counter mode

CCM Counter with CBC-MAC

GCM Galois/Counter Mode

MAES Modified AES

\% Initialization Vector

erties for example, susceptibility to beginning conditions,
pseudo-randomness, and ergodicity. These characteristics
allow chaotic systems to attain significant degrees of diffu-
sion and confusion, making them excellent candidates for
protecting digital images from statistical and differential at-
tacks.

A notable example of standalone chaos-based encryp-
tion is presented by Yang et al. [54], who proposed a bio-
inspired approach combining a simplified fractional-order
Lorenz chaotic system [13] with DNA coding [53]. The
encryption process utilizes chaotic dynamics for pixel per-
mutation and DNA-based substitution to enhance resistance
against cryptanalytic attacks. Experimental results on the
Peppers image demonstrated high performance, with an NPCR
of 99.60% and a UACI of 33.62%, reflecting excellent sen-
sitivity and randomness.

Similarly, Neamah [34] introduced a two-stage encryp-
tion scheme based on a 7D hyperchaotic system. The design
applies chaotic permutation followed by diffusion through a
Pascal matrix [8], effectively spreading pixel intensity varia-
tions and strengthening the cipher’s robustness. This model
also reported strong security metrics on the Peppers image,
achieving a UACI of 33.42% and an NPCR of 99.58%.

While these chaos-only models offer strong performance,
other research has explored integrating chaotic systems with
traditional symmetric encryption standards such as AES [46]
to further enhance security. For instance, Hadj Brahim et
al. [19] proposed a chaos-enhanced AES variant that dy-
namically generates S-boxes using a hyperchaotic system.
Each 128-bit image block is encrypted with a uniquely gen-
erated S-box derived from ascending sequences, where the
output of one sequence serves as the seed for the next. The
model showed excellent diffusion performance, achieving a
UACI of 33.44% and an NPCR of 99.59% when tested on
the widely used Lena image—indicating a high level of sen-
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sitivity to pixel changes and strong resistance to differential
attacks.

Ali et al. [4] proposed another variation—a lightweight
AES model optimized for real-time performance using Lorenz
chaotic functions for dynamic key generation. This approach
replaces the standard MixColumns transformation with bit-
level circular permutation and integrates dynamic S-boxes to
increase complexity. The model achieved rapid encryption
and decryption times of 0.20558 and 0.28773 seconds, re-
spectively. However, the S-box generation process remained
relatively time-consuming, requiring approximately 1.5555
seconds. Despite these efficiencies, the scheme retained a
static key across encryption rounds, which may reduce re-
silience if the key is compromised.

Despite their promising results, these chaos-based and
hybrid models present some limitations. The static-key de-
pendency in Ali et al.’s model [4] poses a vulnerability in
scenarios where key exposure is possible. Additionally, Hadj
Brahim et al.’s dynamic S-box approach [19] exhibited lim-
ited resistance to partial data loss due to insufficient pixel
dispersion [37]. Moreover, most of these encryption schemes
have not yet been rigorously validated on resource-constrained
platforms, such as those used in IoT or embedded environ-
ments.

Future studies ought to focus on filling in these gaps by

incorporating round-wise key evolution, optimizing pixel scram-

bling strategies for better data loss resilience, and ensuring
real-time feasibility on lightweight hardware. Furthermore,
hybrid frameworks that fuse chaos theory with cryptographic
standards like AES could offer a balanced trade-off between
complexity, performance, and security in practical deploy-
ments.

2.2. Hybrid Cryptographic Frameworks (AES +
ECC/RSA)

A number of recent hybrid encryption models have ex-
plored the integration of traditional cryptographic algorithms
with modern lightweight techniques to address security and
performance challenges in image encryption. Benssalah et
al. [7] proposed one such approach combines AES with El-
liptic Curve Cryptography (ECC) [47], specifically tailored
for medical imaging applications. This model enhances effi-
ciency by removing the AES MixColumns step and replac-
ing it with simpler column shifts, while ECC [47] opera-
tions are offloaded to dedicated hardware for improved per-
formance. Experimental results show that this approach [7]
achieves a Unified Average Changing Intensity (UACI)[51]
of 30.3842% on Lena image data, demonstrating good en-
cryption strength and randomness.

Gafsietal. [17] proposed another study introducing a hy-
brid system that combines RSA encryption [56] with chaos-
based confusion and diffusion. In this framework, RSA han-
dles the confusion phase—ensuring key security
maps are employed for the diffusion phase, enhancing pixel-
level randomness in the encrypted image. These methods
emphasize security through complexity and unpredictabil-
ity. However, despite their theoretical robustness, practical

while chaotic

implementation reveals several limitations. Hardware de-
pendence restricts portability, and high computational over-
head hampers real-time applicability, especially in resource-
constrained environments. Moreover, the lack of a secure
and user-friendly key-sharing mechanism limits their deploy-
ment potential.

Lightweight cryptographic alternatives to ECC [47] and
RSA [56] can improve performance on constrained devices.
Visual key-sharing methods, such as QR code encoding, of-
fer a more secure and user-friendly approach to key distri-
bution. Asynchronous hybrid models with multi-platform
compatibility enable broader and more practical deployment.

2.3. Performance Evaluation of AES and Other
Symmetric Algorithms

A comparison of symmetric encryption methods algo-
rithms— encryption/decryption speed and throughput across
various image types. Aladdin et al. [3] perform a com-
parative analysis of AES [46], Blowfish [43], Twofish [20],
Salsa20 [32], and ChaCha20 [6] for image encryption. Among
these, ChaCha20 [6] demonstrated superior performance, with
average encryption and decryption times of 0.0116 ms and

0.0194 ms, respectively, highlighting its efficiency for lightweight

and fast image encryption tasks. These findings underscore
ChaCha20’s suitability for applications demanding low la-
tency and high throughput.

Another study proposed by Chen et al. [9] explored the
impact of different AES modes, including ECB [5], CBC [5],
CTR [29], CCM [38], and GCM [38]—on encryption per-
formance. The evaluation employed a novel Gini impurity-
based metric to assess the randomness and distribution of en-
crypted data. AES-128 in ECB and CBC modes [5] reported
encryption times of 2.60609 ms and 2.72313 ms, respec-
tively. While the study provided insights into operational
efficiency, its primary focus remained on computational as-
pects rather than comprehensive security evaluations.

Although these works demonstrate performance bene-
fits, they often overlook critical visual security parameters
such as entropy, correlation, and differential attack resistance
(e.g., NPCR and UACI). Additionally, the effectiveness of
encryption may vary significantly with image content, re-
ducing the generalizability of the results. Incorporating ro-
bust visual security metrics and evaluating ciphers under dy-
namic conditions like real-time streaming and frame-wise
encryption could offer a more holistic assessment of their
applicability in practical scenarios.

2.4. Efficient Image Encryption with Transform
and Substitution Techniques

Rehman et al. [40] present the KSP-DWT-IET method
[40], which integrates key substitution with the Discrete Wavelet
Transform (DWT) to achieve low-latency image encryption
in a single round, leveraging frequency-domain compression
and novel weighted key schemes. Experimental results on
the Lena image demonstrate strong statistical performance,
with UACI [51] values of 33.6487% (R), 33.6145% (G), and

33.6554% (B), and NPCR [51] values of 33.6474% (R), 33.6512%
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Table 2
An overview of significant contributions to image encryption
Reference Type of Analysis Model Technique Image Performance
Hadj Brahim et al. Chaos-enhanced AES with variable Hyperchaotic system Lena NPCR: 99.5911%,
[19] AES S-box generates round-wise UACI: 33.4417%
S-box using ascending
sequences
Ali et al. [4] Lightweight AES Chaotic AES with Dynamic key generation, Not specified Enc: 0.20558s,

variant

Lorenz function

circular bit permutation,
dual S-boxes

Dec: 0.28773s,
S-box Gen:
1.5555s

Benssalah et al. [7]

Hybrid (AES +
ECC)

AES + ECC

co-design

Column-shifted AES +
hardware-accelerated
ECC

Lena

UACI: 30.3842%

Gafsi et al. [17]

Hybrid (RSA +

RSA + Chaotic

RSA for confusion;

Not specified

Theoretical

Chaos) Diffusion chaotic maps for pixel strengths; high
diffusion overhead; limited
portability
Aladdin et al. [3] Algorithm AES, Blowfish, Performance analysis Various images ChaCha20: Enc
Evaluation Twofish, Salsa20, across ciphers 0.0116ms, Dec
ChaCha20 0.0194ms
Chen et al. [9] AES Mode AES-128 ECB, CBC, Gini impurity-based Not specified ECB: 2.60609ms,
Comparison etc. evaluation of encryption CBC: 2.72313ms
modes
Rehman et al. [40]  Transform-based KSP-DWT-IET Key substitution with Lena UACI: 33.6%,
AES DWT, single-round NPCR: 33.6%
encryption (RGB channels)
Yang et al. [54] Chaos + Simplified Lorenz Fractional Lorenz chaos Peppers UACI: 33.62%,
Bio-Inspired System + DNA with DNA-based NPCR: 99.60%
Coding encryption (Avg.)
Neamah [34] Chaos-based 7D Hyperchaotic Two-stage encryption via Peppers UACI: 33.42%,
Image Encryption System permutation and Pascal NPCR: 99.58%

matrix diffusion

(G), and 33.6651% (B). However, the algorithm has not been
evaluated for high-resolution images or multimedia content
such as video, and its resilience against advanced cryptana-
lytic techniques over time remains unexamined. Future re-
search should focus on extending this approach to multi-
frame video encryption, incorporating chaotic DWT filters
[49] or hybrid transforms to enhance diffusion properties,
and assessing its viability in live surveillance systems are
examples of real-time applications.

To address the challenges identified in prior work, this
paper presents a comprehensive image encryption framework
with the following key contributions:

e Dual-Key secure transmission framework: A static key
securely transmits a dynamic key used for modified
AES image encryption.

e Steganographic QR code embedding with visual cus-
tomization: Embeds a modified static key, encrypted
dynamic key, and an unscannable key-alteration mes-
sage for secure and covert transmission..

e Adaptive key retrieval via encoded message: Decoder
reconstructs the original static key from the altered
version using encoded message.

e Chaos-enhanced AES with dynamic S-box substitu-
tion: Replaces standard AES S-box with round-varying
ones from a fast chaotic map to enhance nonlinearity
and security.

e Pre-AES chaotic pixel masking and permutation: Pix-
els are XOR-masked and permuted via logistic map
before AES encryption to increase entropy.

e Post-encryption pixel shuffling for enhanced robust-
ness: Additional pixel rearrangement after AES strength-
ens resistance to tampering while preserving decrypt-
ability.

3. Methodology

3.1. Preliminaries
3.1.1. Asymmetric cryptosystem

Figure 1 shows the fundamental workflow of asymmet-
ric cryptography. It illustrates how encryption is performed
using a public key, while the corresponding decryption is
carried out using the associated private key, ensuring that
only the intended recipient can access the original data. The
plaintext is transformed into ciphertext via the public key,
ensuring confidentiality. Because only the entity possessing
the corresponding private key can transform the ciphertext

Bayesh et al.: Preprint submitted to Journal of Information Security and Applications

Page 4 of 24



A Dual-Layer Image Encryption Framework Using Chaotic AES with Dynamic S-Boxes and Steganographic QR Codes

back into its original plaintext, this exemplifies the funda-
mental principle of public-key encryption in secure commu-

nications.
Plain Text Plain Text

Decryption

Private Key

A2 Cipher Text
Encryption

Public Key

% %_

Figure 1: Assymetric Cryptosystem.

3.1.2. ElGamal Encryption Scheme

Based on the discrete logarithm problem’s difficulty, the
ElGamal encryption scheme [15] is a public-key cryptosys-
tem. Operating with a generator g, the scheme functions
within a finite cyclic group G of prime order p, which forms
the mathematical foundation for its security. After choosing
a private key x € Z;’ the recipient calculates the matching
public key:

y =g modp )]

To encrypt a message m € Z;, the sender selects a random
ephemeral key k € Z; and computes the ciphertext as:

¢ = g mod p 2

¢, =m-y* mod p 3)

The ciphertext is the pair (cy,c,). To decrypt, the receiver
computes:

m=c,-(c})” mod p “

Since ci‘ = gk = yk decryption correctly recovers the
plaintext. The use of a random k makes ElGamal proba-
bilistic, ensuring semantic security under chosen plaintext

attacks.

3.1.3. Least Significant Bit (LSB) steganography

By gently altering its binary representation without no-
ticeably compromising visual quality, the least significant
bit (LSB) steganography technology embeds hidden infor-
mation into the least significant bits of digital data, such as
image pixels. One of the first formal analyses of LSB em-
bedding was given by Fridrich et al. [16], who modeled the

effects of inserting payload data into the LSB plane of color
or grayscale images on the cover medium’s statistical char-
acteristics. By substituting its least significant bit, the LSB
technique embeds a message bit b € {0, 1} into a cover pixel
value p:

P=@A~1)Vb 5)

where p’ is the modified pixel, and A, V, and ~ denote the
bitwise AND, OR, and NOT operations, respectively. This
minimal change ensures imperceptibility, making LSB steganog-
raphy a foundational technique in image-based covert com-
munication.

3.1.4. 2D Chaotic System: Hénon Map

The Hénon map [28], a classical two-dimensional discrete-
time dynamical system, is well known for its strong nonlin-
ear characteristics and chaotic behavior under specific pa-
rameter values. It is mathematically defined as:

2
Xpp1 = L —ax; + y,,

Yn+1 = bxn’

(6

where a € [1.0,1.4], b € (0, 1), and the initial conditions
(x0» ¥o) € (0, 11%. For appropriate choices of @ and b—typically
a = 14, b = 0.3—the system exhibits chaotic dynamics,
including high sensitivity to initial values, ergodicity, and
bifurcations [30].

The chaotic sequence {x,, y,} produced by the map can
be normalized to generate pseudo-random values using:

S, = |x,| mod 1,

which can then be applied in cryptographic contexts for gen-
erating substitution boxes (S-boxes), permutation vectors, or
masking keys [48].

Bifurcation Diagram of the 2D Henon Map

1.00 105 110 115 120 125 130 135 1.40
Parameter a

Figure 2: Bifurcation diagram of the 2D Hénon chaotic system.

As illustrated in Fig. 2, the Hénon map yields a rich and
unpredictable spectrum of x,, values in the range [—1.2, 1.2].
This diverse behavior, coupled with its two-dimensional struc-
ture, allows it to outperform 1D chaotic maps in terms of
diffusion strength, making it highly suitable for secure im-
age encryption applications.
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3.1.5. Classical AES Algorithin

The Advanced Encryption Standard (AES), formalized
by the National Institute of Standards and Technology (NIST)
in 2001 [44], is one of the most widely utilized symmetric
block ciphers. It operates on 128-bit data blocks and sup-
ports key lengths of 128, 192, or 256 bits. The encryption
process consists of a series of transformation rounds—10 for
128-bit keys, 12 for 192-bit keys, and 14 for 256-bit keys.
Figure 3 illustrates the core cryptographic operations per-

formed during each round.
Key (128
bits)

K1
1: h 4
| ‘ Key expansion ‘
'
o
o
c
5
(-9
[
i K2
'
i
)
;
i
K3
Add round
key
K11

Cipher block

Figure 3: Classic AES algorithm.

Substitution

The substitution step in AES uses a lookup table known
as the S-box to transform each of the 16 input bytes into new
values. This process introduces non-linearity into the cipher,
making it significantly more resistant to linear and differen-
tial cryptanalysis. Each byte in the 4 X 4 state matrix is in-
dependently replaced using this fixed 256-entry substitution
table [11].

Shift rows

In the ShiftRows step of AES, the input is treated as a
4 % 4 byte matrix. The first row remains unchanged, while
the second, third, and fourth rows are cyclically shifted to the
left by one, two, and three positions, respectively. This sim-
ple yet effective transformation increases diffusion by rear-
ranging the byte positions across columns, helping to break
any predictable structure in the plaintext [11].

Mix columns

In the MixColumns step of AES, each column of the 4 x4
state matrix is treated as a polynomial over the finite field
GF(2%). This step mixes the data within each column to in-
crease diffusion across the state. Each column is multiplied
by a fixed polynomial:

a(x) = {03}x3 + {01}x% + {01}x + {02} @)

modulo x* + 1, where the constants are represented in hex-
adecimal.
The transformation can be expressed in matrix form as:

!
0, 02 03 o1 o1||Sy,
) ’
Le | = o1 02 03 o1|lS), ®)
Sz,c o1 o1 02 03|S,,
é 03 o1 o1 02]|Ss,
sC ?

Multiplication by @2 is equivalent to a left shift operation
followed by a modular reduction with the primitive polyno-
mial:

Px)=x3+x*+x3+x+1 )

Multiplication by @1 leaves the byte unchanged, while multi-
plication by @3 can be implemented by combining a 02 mul-
tiplication and an XOR with the original byte. These opera-
tions help ensure that even small changes in input propagate
throughout the state, enhancing the cipher’s resistance to dif-
ferential attacks [11].

Add round key

In this step, the round key—generated through the key
expansion process—is combined with the state matrix using
a bitwise XOR operation, effectively integrating the encryp-
tion key into the data [11].

Key expansion
In the word-oriented AES key schedule, each word repre-
sents 32 bits. The expanded key schedule is stored in an array
denoted by W, which consists of several words depending on
the original key length. Although the AES key sizes—128,
192, and 256 bits—are structurally similar, each variant fol-
lows a slightly different key expansion procedure. Figure 4
illustrates the key expansion process specifically for 128-bit
keys [19].

The first word of each round key, denoted as W[4i], is
computed using:

WI[4i] = W[4(@ — 1)] + g(W[4i = 1]), (10)
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K, K, K, KK, K, K, K, |[K, Ko KoK KK KK

1 1
round key 0 wio) 2/ w3/

2]

round key 1 WI6)

round key 10 W40] Wr42) W43]

Figure 4: AES key scheduling for keys with a size of 128 bits

where g(-) is a nonlinear transformation that includes a byte
rotation, S-box substitution, and round constant addition. The
next three words in the round key are derived as:

W[4i+j] = W[4i+j—-1]+W[4G-D+/j], j=1,2,3, (11)

and this process is repeated fori = 1, ..., 10 in AES-128.

3.2. Proposed Image Encryption Scheme

There are two main parts to the suggested framework.
The first ensures secure key transmission by embedding a
subtly modified static key and an encrypted dynamic key
within a QR code. This QR code is further encoded with
a hidden message and transmitted using a steganographic
method to enhance confidentiality and resistance to inter-
ception. The second component utilizes the received key
in a high-performance, modified AES encryption algorithm
for image protection. This enhanced AES incorporates a dy-
namic S-box derived from a two-dimensional Hénon chaotic
map, a shift rows operation guided by a logistic map, and a
post-encryption shuffling process to improve diffusion and

strengthen resistance against cryptographic attacks. An overview

of the complete image encryption framework is presented in
Figure 7, highlighting the key components and their interac-
tions.

3.2.1. Key Transmission Methodology in the Proposed
Scheme

The Least Significant Bit (LSB) steganographic approach
is used in this methodology to incorporate a concealed mes-
sage in a QR code without affecting the code’s normal read-
ability. In addition to the hidden message, a subtly modi-
fied static key and an encrypted dynamic key are encoded
into the QR code structure. This approach ensures secure
key transmission while preserving the QR code’s scannabil-
ity and visual integrity. The combined use of steganogra-
phy and cryptographic encoding forms a dual-layer protec-
tion mechanism for robust and covert communication. The
complete procedure is outlined in the following steps.

[ Input Plaintext H Padding to Block Chaotic Pixel Chaotic XOR
Image Size Permutation Masking with
(Logistic Map- Feedback
based) Diffusion

Initializing Cipher

Block Chaining
For Each Block (CBC mode) with
v

-

Split Data into
128-bit (16-byte)
Blocks

|

Generate Deterministic
Chaotic Shift Pattern
(1D Logistic Map)

I

Reshape and Save
Cipher Image

Post-Encryption XOR
Diffusion across
Cipher Blocks.
(Feedback Chaining)

Generate Variable S-
Box Dynamically (2D :
Henon Chaotic Map) '

L

Chaotic S-Box-based
Key Expansion

9 Round:

ShiftRows using
Chaotic Pattern

E SubBytes using :
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Static Key Initialization: A 128-bit static key is gen-
erated and designated for encrypting a dynamic ses-
sion key (will be used for image encrption using mod-
ified AES). Additionally, the static key serves as the
foundation for establishing secure communication be-
tween the sender and the recipient.

Dynamic Key Generation and Encryption: A ran-
domly generated 128-bit dynamic key is utilized sub-
sequently for image encryption. This key is encrypted
in ECB mode using the static key and the traditional
AES technique.

Static Key Bit-Flipping and Trace Encoding: Prior
to embedding, the static key is modified by randomly
flipping a single bit, creating a controlled variant. The
position of the flipped bit (within the 0—127 range) is
recorded.

Hidden Message Construction: A short plaintext mes-
sage is generated such that the sum of its ASCII char-
acter values modulo 128 equals the flipped bit posi-
tion. This modulated message serves as a reversible
hint for key recovery.

ElGamal Encryption of the Modulated Message:
The modulated message is encrypted using the ElGa-
mal encryption scheme and the recipient’s public key,
ensuring that only the intended recipient—who pos-
sesses the corresponding private key—can decrypt and
access the hidden information.

QR Code Payload Construction: A structured JSON
payload is constructed that contains the flipped static
key (in ASCII), the AES-encrypted dynamic key (in
base64), and optionally any metadata. This payload is
used to generate a visually scannable QR code.

Steganographic Embedding of the Hidden Message:
The ElGamal-encrypted modulated message is embed-
ded into the QR code image using Least Significant

Bit (LSB) steganography. This technique ensures that

the hidden message can be extracted through LSB de-

coding, while remaining undetectable to standard QR

scanners.

QR Code Transmission: The QR code, now carrying
both visibly scannable (static and dynamic keys) and
hidden (ElGamal-encrypted message) layers, is trans-
mitted to the receiver over a public or semi-trusted
channel.

Receiver-Side QR Decoding and Key Recovery: Upon

receiving the QR code, the receiver extracts the visibly
embedded modified static key and the AES-encrypted
dynamic key using a standard QR decoder. However,
the hidden ElGamal-encrypted message remains un-
detected at this stage.

Steganographic Extraction and ElGamal Decryp-
tion: The receiver applies an LSB decoding algorithm

on the QR code to extract the hidden encrypted mes-
sage. Using their private ElGamal key, they decrypt
the message to obtain the modulated hint.

¢ Bit-Flip Position Recovery and Static Key Restora-
tion: The receiver computes the ASCII sum of the
recovered message and applies modulo 128 to retrieve
the flipped bit position. By flipping the corresponding
bit in the received static key, the original static key is
recovered.

e Dynamic Key Decryption and Image Recovery: The
dynamic key that was previously extracted is decrypted
using the recovered static key. Finally, the modified
AES encryption algorithm is applied to decrypt the
protected image using the recovered dynamic key.

This framework presents a secure and covert key trans-
mission mechanism by combining ElIGamal encryption, LSB-
based steganography, and QR code encoding. By enabling
reliable recovery of the original static key through an em-
bedded modulated message, the system ensures robust pro-
tection of the encryption process and secure image decryp-
tion.

3.3. Modified AES in the Proposed Scheme

The proposed methodology enhances the classical AES-
128 encryption algorithm by integrating chaotic systems to
improve confusion, diffusion, and performance. A key mod-
ification involves the use of dynamic S-boxes generated from
the 2D Henon map [27], replacing the fixed AES S-box to
introduce key-dependent variability in the SubBytes and key
expansion steps. Additionally, the standard ShiftRows oper-
ation is replaced with a dynamic shift pattern derived from a
logistic map, varying per block to further increase complex-
ity. To strengthen diffusion, chaotic pre- and post-processing
steps are applied: plaintext is scrambled using chaotic pixel
permutation and XOR diffusion before encryption, and ci-
phertext blocks undergo an additional XOR chaining pro-
cess after encryption. With an initialization vector (IV) and
a post-cipher XOR diffusion that further distributes block
dependencies, the cipher functions in Cipher Block Chain-
ing (CBC) mode. To maintain high efficiency despite the
added complexity, the implementation leverages just-in-time
(JIT) compilation via Numba for the generation of chaotic se-
quences. This optimized approach achieves enhanced secu-
rity features while maintaining performance levels compa-
rable to standard AES implementations.

The next section provides a comprehensive breakdown
of each component in the proposed methodology, detailing
the algorithmic steps, their underlying rationale, and how
they collectively contribute to improved security and per-
formance. Key equations describing the chaotic transforma-
tions and AES modifications are included, along with pseu-
docode illustrating the overall encryption process. Algo-
rithm 3 presents a pseudo-code of the proposed modified
AES.
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Table 3

Examples of Hidden Message and Bit Flipped Position

Secret ASCII Values Calculation of Finding Flipped
Message Flipped Position Position
HI H=72, I=73 (72+73) % 128 17

HEY H=72, E=69, Y=89 (72469+89) % 128 102

GO G=71, O=79 (71+79) % 128 22

SHE S=83, H=72, E=69 (83+72+69) % 128 96

CAT C=67, A=65, T=84 (674+65+84) % 128 88
HELLO H=72, E=69, L=76, L=76, O=79 (724+69+764+76+79) % 128 116
GOOD G=71, 0=79, 0O=79, D=68 (71479+79+68) % 128 41

Algorithm 1: Variable S-box Generation from 2D
Hénon Map

Input: x, yg, size (default = 256)
Output: S Box of length size
Set Hénon parameters a < 1.4, b < 0.3
Initialize empty sequence
fori < 1to2 Xxsizedo
Xpew <—1—a-x§+y0
Ynew < b- X0
Append fractional part of x,,, to sequence
X0 < Xnew> Y0 < Vnew
end
Normalize sequence to range [0, size — 1]
Remove duplicates, preserving order
S Box « first size unique values from sequence
return S Box

Algorithm 2: Deterministic Shift Pattern Genera-
tion Using Logistic Map

1
2
3

4
5
6
7
8
9

10
11

12
13

Input: seed, 7, block_index

Output: pattern of 4 shift values

X « (seed + block_index - small_constant) mod 1

Initialize empty pattern

fori < 1to4do

x<r-x-(1-x)

shift_value « |x-4| mod 4

if shift_value € pattern then
‘ Append shift_value to pattern

end

end

if length(pattern) < 4 then

Fill with remaining values from
{0,1,2,3} \ pattern

end
return pattern

3.3.1. Chaotic Sequence Generators

Chaotic sequence generators—such as the Logistic Map,

Hénon Map, and the hybrid Logistic-Tent Map—are em-
ployed to introduce deterministic randomness into the en-
cryption process, thereby enhancing security through im-
proved confusion and diffusion. These chaotic systems are
favored for their sensitivity to initial conditions, ergodicity,

and ability to produce complex and unpredictable sequences [ 10,
36]. The following sections describe the specific role of each
map and justify their integration into the proposed encryp-
tion framework.

Algorithm 3: Proposed Image Encryption and De-
cryption Scheme

-

N-TE-LHEEN A

11
12

13

14
15

16
17
18

19
20
21

Input : Plaintext image, AES key
Output: Encrypted image / Decrypted image

— Encryption —
Convert image to grayscale and pad to 16-byte
boundary
Apply chaotic pixel permutation (logistic map)
Apply chaotic XOR mask with feedback (logistic
map)
Initialize CBC mode with IV
foreach 16-byte block do
Generate variable S-box (2D Hénon map)
CBC pre-XOR with previous ciphertext block
Generate shift pattern (logistic map)
AES encrypt using dynamic S-box and shift
pattern
end
Apply post-encryption XOR chaining across
ciphertext blocks
Output: Encrypted image

— Decryption —
Load encrypted image and undo post-encryption
XOR chaining
foreach ciphertext block do
Generate variable S-box and shift pattern
AES decrypt using dynamic S-box and shift
pattern
CBC post-XOR with previous ciphertext block
end
Inverse chaotic XOR mask and pixel permutation
Output: Decrypted image

Logistic Map (1D)

The Logistic Map is employed to generate pseudoran-

dom sequences that drive key operations such as pixel per-
mutation, XOR-based diffusion, and dynamic ShiftRows trans-
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formations. It is mathematically defined as:

Xpp1 =F X, - (1=x,), withr=3.99 (12)

To ensure diversity across encryption blocks, the initial seed
is slightly perturbed for each block:

x{) = (seed +0.0001 - i) mod 1 (13)
The resulting values are scaled to the byte range as:
ki = [256 - x,] (14)

These generated sequences are used to determine the indices
for permutation, construct keystreams for XOR diffusion,
and dynamically configure ShiftRows operations [36].

Hénon Map (2D)
The Hénon map dynamically generates the AES substi-
tution box (S-box) using the following equations:

(15)
(16)

_ 2
Xppp =1 —ax, +y,,

Yn+1 = bxn’ a= 1'4’ b=03

As described in Equations (15) and (16), the map evolves
based on nonlinear recurrence [10, 50]. Fractional parts pro-
duce a sorted permutation z:

s, =|x,/ mod 1, S(b)=m, 17)
As shown in Equation (17), this allows for a dynamic S-box
generation process. Chaotic seeds update deterministically
per block, ensuring each S-box remains unique and invert-

ible.

Logistic-Tent Hybrid Map

The Logistic—Tent hybrid map accelerates chaotic sequence

generation:

{4x,,(1 —x,),
Xpy1 =
ﬂ(] - |2xn - ll),
Optimized for fast execution, this hybrid map combines the
behaviors of the logistic and tent maps, making it well-suited
for high-performance cryptographic applications [26, 45].
The integration of 1D and 2D chaotic maps enables the
generation of dynamic, deterministic, and key-sensitive se-
quences essential for secure encryption. Each map contributes
to specific cryptographic functions—permutation, substitu-
tion, and diffusion—ensuring variability across blocks. This
multi-map strategy enhances overall complexity while main-
taining efficient implementation.

if x, < 0.5

18
if x, > 0.5 .

3.3.2. Chaotic Preprocessing

Prior to encryption, the plaintext (such as an image array)
is subjected to two preprocessing steps that utilize logistic-
map-based chaos to effectively obscure underlying patterns.

Chaotic Pixel Permutation

The plaintext bytes undergo permutation guided by lo-
gistic map-generated sequences. Iterating the logistic map
times produces a chaotic sequence , sorted to form a permu-
tation such that:

Xp1y S Xpay S o0 S Xy (19)

Each byte at position is relocated to position , introducing
key-dependent byte shuffling and ensuring lossless decryp-
tion via stored permutation indices.

Chaotic XOR Mask with Feedback

The permuted plaintext is XOR-masked using a keystream
generated by the logistic map, incorporating a feedback dif-
fusion mechanism:

i=0
I1<i<N-1
(20)

iy = { PLOT® K10,
PIi1® K[i1 & M[i - 1],

This feedback structure significantly enhances diffusion, en-
suring that even a single-bit change in the plaintext prop-
agates throughout the ciphertext. The decryption process
applies the inverse operations accordingly. Such feedback-
based diffusion schemes are widely used in chaos-based en-
cryption to improve resistance against differential attacks [52].

The proposed preprocessing steps—logistic-map-based
permutation and feedback XOR diffusion—transform the plain-
text into a highly randomized, noise-like form prior to AES
encryption. By disrupting spatial and statistical patterns be-
fore the first encryption round, these methods ensure that the
data entering the AES core lacks any recognizable structure.
This pre-encryption chaos significantly raises the entropy of
both the intermediate and final ciphertext outputs. More-
over, because the chaotic sequences are key- and session-
dependent, encrypting identical plaintexts with different seeds
results in entirely different intermediate states and cipher-
texts. This layered approach to confusion and diffusion strength-
ens the cipher’s resistance to cryptanalytic attacks and en-
hances overall security.

3.3.3. Dynamic ShiftRows Pattern via Logistic Map

To implement a dynamic ShiftRows operation, the logis-
tic map is utilized to generate a unique shift pattern for each
encryption block. The logistic map iterations are defined as:

Xpp1 =7 -x,- (1 =x,) 21
with initialization parameters:
r=399, x=(seed+0.0001 -)mod1  (22)

For each encryption block, four successive iterations pro-
duce cyclic shift values as follows:

shift_pattern, = |4 - x,] mod 4, r=0,1,2,3 (23)
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Each row of the AES state matrix is cyclically shifted based
on the corresponding value in the generated shift pattern,
enabling a dynamic and block-specific transformation. This
enhances diffusion and thwarts pattern-based attacks. The
pseudo-code for this process is presented in Algorithm 2.
Such adaptive ShiftRows mechanisms have been shown to
improve security in chaos-enhanced AES variants [26].

3.3.4. Dynamic S-Box Generation via Henon Map

The dynamic S-box generation utilizes the chaotic Hénon
map to produce a substitution box that varies with each en-
cryption block. This block dependency enhances security
by preventing the reuse of a fixed substitution pattern. The
Hénon map is defined by the following iterative equations:

(24)
(25)

2
Xpp1 = 1 —ax;, + y,,

Yn+1 = bxn

where typical parameters are @ = 1.4 and b = 0.3. Due to its
strong sensitivity to initial conditions and nonlinear behav-
ior, the Hénon map is well-suited for cryptographic applica-
tions such as S-box construction [10, 50].

with parameters:

a=14, =03, x0=01, »y 0=0.1 (26)

The fractional parts of the generated sequence {x,} are ex-
tracted and sorted to form a permutation z, mapping each
byte value to a unique substituted value:
S() =n(b), Vbekls (27)

After generating each S-box, the chaotic map seeds x, y,
are deterministically updated per block to maintain the unique-
ness and unpredictability of substitution boxes throughout
the encryption process. Algorithm | presents a pseudo-code
of discription.

3.3.5. Modified AES

The proposed algorithm’s modified AES employs logis-
tic map-based permutations to include new diffusion mecha-
nisms and dynamically created chaotic S-boxes formed from
a two-dimensional Hénon map in place of the traditional S-
box. The following are how the modified AES functions:

e Instead of using the fixed pattern used in traditional
AES, the shift rows operation employs a dynamic shift
pattern produced by a logistic map.

e The mix columns algorithm functions similarly to the
traditional AES algorithm.

e Ten sub-keys are created for the encryption rounds by
the key expansion operation using a chaotic S-box that
is created from a 2D Hénon map.

e The substitution operation replaces each byte with a
corresponding value from the dynamic S-box, which
changes per block or round.

e The current state and the round key obtained from the
chaotic key schedule are subjected to XOR in the add
round key operation.

e The post-encryption diffusion operation performs an
additional XOR between each ciphertext block and its
previous block to strengthen ciphertext randomness.

e The feedback chaining mechanism introduces inter-
block dependency by propagating changes from one
ciphertext block to the next, increasing resistance to
differential and statistical attacks.

The integration of multiple chaotic maps—including the
Logistic, Hénon, and Logistic-Tent maps—facilitates dynamic

S-box generation, key-dependent pixel permutation, and feedback-

based diffusion, thereby significantly enhancing the cryp-
tographic strength of the AES framework. These chaotic
components introduce high entropy, exhibit strong sensitiv-
ity to initial conditions, and substantially improve resistance
to statistical and differential attacks. Both Figure 5 and Fig-
ure 6 show the full encryption and decryption pipelines putting
these mechanisms into practice.

4. Results and Analysis

4.1. Simulation Setup and Parameter
Configuration

The simulations created with Python on a 64-bit machine
running Microsoft Windows 10 and equipped with an Intel
Core 15-7300HQ Processor (6M Cache, 2.50 GHz up to 3.50
GHz), 8 GB DDR4 RAM, 1TB SATA HDD, and NVIDIA
GeForce GTX 1050 (4GB) are shown in this part. The sug-
gested chaotic AES-based encryption algorithm’s performance
is assessed using normal grayscale images with a 256 X 256
pixel size.

The modified AES-128 algorithm employs the follow-
ing parameters and beginning conditions: initial seeds xq =
0.5 for XOR masking, x, = 0.75 for pre-encryption pixel
permutation, and x, = 0.7 for dynamic ShiftRows pattern
generation, with logistic map parameter » = 3.99. A two-
dimensional Hénon chaotic map with parameters a = 1.4,
b = 0.3, and initial seeds x, = 0.1, y, = 0.1 is used to
dynamically build the substitution box. In order to main-
tain unpredictability, the Initialization Vector (IV) is usually
created at random while the encryption is in Cipher Block
Chaining (CBC) mode. However, a fixed 16-byte IV is em-
ployed in this investigation to preserve result reproducibility:

IV = (23,145, 67, 89, 12, 200, 34, 222,
57,104,18,73,94, 161, 205, 19)

Although the AES key is generally intended to be dy-
namically generated for each encryption session to enhance
security, a static 128-bit AES key is used in this simulation
to ensure consistency of experimental results:

Key = (43,40, 171,9, 126, 174,247,207,
21,210,21,79,22, 166, 136, 60)
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Figure 7: Overall scheme of the proposed framework.

The proposed encryption framework incorporates multi-
ple layers of chaos-enhanced operations, including pre-AES
permutation, XOR masking with feedback diffusion, block-
wise variable S-box substitution, and dynamic ShiftRows. A
post-encryption logistic permutation step further obfuscates
spatial information in the ciphertext image.

The results of encryption and decryption are illustrated

in Figure 8. The encrypted outputs appear visually indis-
tinguishable from noise and reveal no discernible structure
of the original images. Conversely, the decrypted images
perfectly match their respective plaintext versions, confirm-
ing the algorithm’s effectiveness in maintaining high secu-
rity while preserving lossless recovery.
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Table 4
Correlation Comparison (Before and After

Pixel Shuffling)

Images Before Shuffling After Shuffling
Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Lena -0.0001 0.0040 -0.0009 -0.0004 0.0040 0.0002
Papers 0.0020 0.0027 0.0010 0.0022 0.0029 -0.0011
Brain -0.0068 -0.0085 -0.0007 0.0034 -0.0027 0.0048
FingerPrints 0.0059 0.0021 0.0004 0.0045 0.0059 -0.0019
Lung -0.0036 -0.0021 0.0019 0.0022 0.0053 0.0104
Survalance 0.0002 0.0045 0.0018 0.0073 -0.0015 -0.0036
Monalisa -0.0025 0.0062 -0.0026 -0.0013 -0.0049 0.0110
Plane -0.0011 -0.0101 -0.0053 0.0028 -0.0033 0.0002
Cameraman 0.0018 0.0009 -0.0017 -0.0029 0.0003 -0.0056
Baboon 0.0021 -0.0061 -0.0064 -0.0008 0.0023 -0.0058
Table 5 Table 7
Security Analysis: Original vs. Encrypted Image NPCR and UACI Results under Differential Attack
Image Entropy (bits) NPCR (%) UACI (%) Image NPCR (%) UACI (%)
Lena 7.9976 99.62 28.89 Lena 99.62 49.91
Peppers 7.9973 99.61 43.06 Peppers 99.62 49.94
Brain 7.9973 99.60 33.56 Brain 99.59 49.87
FingerPrints 7.9975 99.61 46.32 FingerPrints 99.60 49.96
Lung 7.9972 99.59 29.74 Lung 99.07 49.73
Surveillance 7.9975 99.63 28.33 Surveillance 99.62 50.01
Monalisa 7.9968 99.62 36.41 Monalisa 99.67 50.08
Plane 7.9976 99.62 30.57 Plane 99.64 50.14
Cameraman 7.9971 99.62 32.04 Cameraman 99.62 49.91
Baboon 7.9968 99.65 27.33 Baboon 99.58 49.98
Table 6 Table 8
SSIM with 1-Byte Changed AES Key (Key Sensitivity Test) SSIM after Salt-and-Pepper Noise Attack (Plain vs. Decrypted
Noise Image)
Image SSIM
Image SSIM
Lena 0.01105
Peppers 0.00856 Lena 0.171394
Brain 0.01008 Peppers 0.196000
FingerPrints  0.00278 Brain 0.087789
Lung 0.00870 FingerPrints  0.163718
Surveillance  0.00697 Lung 0.072885
Monalisa 0.00650 Surveillance  0.322000
Plane 0.01065 Monalisa 0.099400
Cameraman  0.00904 Plane 0.108100
Baboon 0.01054 Cameraman  0.163800
Baboon 0.229311

4.2. QR Code Robustness

To assess the resilience of the proposed QR code-based
key distribution method under practical transmission condi-
tions, we conducted a series of distortion experiments in-
volving JPEG compression (at quality levels 90, 70, 50, and
30), Gaussian noise injection (¢ = 20), and Gaussian blur
(5%5 kernel). In each case, the visually scannable QR code
containing the modified static key and the AES-encrypted
dynamic key was successfully decoded without any data loss
or corruption. The recovered payload remained identical
across all distortions, confirming that the QR code retained
full integrity even under significant degradation. This ro-

bustness is attributed to the use of error correction level H
in QR generation, which enables reliable decoding despite
visual noise or compression artifacts. These results vali-
date the practicality of the proposed dual-key transmission
scheme in real-world scenarios, such as messaging platforms
or low-quality image scans, and address a critical gap in prior
works that did not evaluate QR stability under such condi-
tions. A summary of decoding success under each distortion
type is presented in Table 21, which confirms 100% recov-
ery accuracy across all test cases.
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Figure 8: Encryption and Decryption Results: (a;) plain images, (b;) cipher images, and

(¢;) decrypted images.

4.3. Histogram Analysis

Animage’s histogram, which represents the picture’s struc-

tural features, is one of the best ways to depict the distribu-
tion of pixel intensities in the image [18]. A basic image’s
histogram usually shows an uneven pattern that is specific
to that image. Consequently, a robust encryption algorithm
should transform this distribution such that the pixel values
in the encrypted image are uniformly spread, minimizing
any detectable patterns [33].

The histograms of the original (plain) photographs, their

matching encrypted (cipher) images, and the decrypted im-
ages using the suggested modified AES-128 technique are
shown in Figure 9. Effective diffusion is indicated by the
virtually uniform distribution of the encrypted images’ his-
tograms. Additionally, lossless recovery is confirmed by the
decrypted images’ histograms closely resembling the origi-
nal plain images’ histograms. These findings show that the
modified AES-128 algorithm offers robust defense against
attacks based on histograms.
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Figure 9: Histogram of: (a;) plain images, (b;) cipher images, (c;) decrypted images

4.4. Correlation Coefficients Analysis

In natural images, neighboring pixels typically exhibit
strong correlations, which can unintentionally reveal patterns
or structures. To ensure confidentiality, an effective image
encryption scheme must minimize these correlations as much
as possible. The correlation between two adjacent pixels x
and y is measured using the correlation coefficient r, ,, given

in Equation (28) [52]:

Cov(x, y)
VvV D(x)\/D(y)

Here, the covariance Cov(x, y), mean E(x), and variance
D(x) are computed using the following expressions:

(28)

'y
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Table 9
SSIM and PSNR after Gaussian Noise Attack (Plain vs. De-
crypted Noise Image)

Image SSIM PSNR (dB)
Lena 0.008192 9.12
Peppers 0.010420 8.65
Brain 0.004456 8.03
FingerPrints  0.001034 5.27
Lung 0.008695 8.87
Surveillance  0.009900 9.34
Monalisa 0.005621 7.06
Plane 0.009164 8.51
Cameraman  0.007580 8.21
Baboon 0.008900 9.74

Table 10
Average SSIM and PSNR under 20% Data Loss (10 lterations)

Image SSIM (mean + SD) PSNR (dB + SD)
Lena 0.1024 + 0.0013 12.21 + 0.01
Peppers 0.1081 + 0.0049 11.59 + 0.14
Brain 0.1359 + 0.0095 11.16 + 0.24
FingerPrints 0.0848 + 0.0045 8.26 £ 0.15
Lung 0.0375 + 0.0019 11.89 + 0.13
Surveillance 0.1807 + 0.0090 12.43 + 0.14
Monalisa 0.0499 + 0.0040 10.04 + 0.20
Plane 0.0675 + 0.0049 11.66 + 0.25
Cameraman 0.0925 + 0.0042 11.17 + 0.17
Baboon 0.1113 + 0.0080 1256 4+ 0.16
Table 11

Homogeneity Analysis of Encrypted Images.

Image Homogeneity
Lena 0.3901
Peppers 0.3887
Baboon 0.3903
Brain 0.3881
Fingerprint 0.3908
Lung 0.3894
Surveillance 0.3889
Monalisa 0.3885
Plane 0.3891
Cameraman 0.3898
N
1
Cov(x,y) = ~ Z(x,- — EX)(y; — E() 29)
i=1
] N
E(x)=— : 30
()= ; X, (30)
: N
D) = — X (x; = EQ))? 31)
i=1

Table 12
Energy Analysis in Encrypted and Plain Images.

Image Plain Image Encrypted Im-
age
Lena 0.0458 0.0039
Peppers 0.0414 0.0039
Baboon 0.0363 0.0039
Brain 0.0638 0.0039
Fingerprint 0.6305 0.0039
Lung 0.0677 0.0039
Surveillance 0.0238 0.0039
Monalisa 0.1025 0.0039
Plane 0.0532 0.0039
Cameraman 0.0941 0.0039

The correlation coefficient ranges from —1 to 1, where
values close to 1 or —1 indicate strong positive or negative
correlation, respectively, while values near zero suggest weak
or no correlation. In encrypted images, low correlation val-
ues are desirable, as they imply effective decorrelation and
higher security.

To assess the effectiveness of the proposed scheme, 5,000
pairs of adjacent pixels were randomly sampled in horizon-
tal, vertical, and diagonal directions from both the original
and encrypted images. As shown in Figure 10, the scatter
plots reveal a significant reduction in correlation after en-
cryption. Table 4 further supports this observation by quan-
tifying the correlation values before and after the chaotic per-
mutation stage, highlighting its ability to disrupt spatial re-
dundancy and enhance security.

As seen in the results, the modified AES-128 algorithm
significantly reduces the correlation in the encrypted images,
confirming its ability to destroy the inherent spatial redun-
dancy.

Additionally, Table 13 presents a comparison of the cor-
relation performance with the suggested encryption method
and recent encryption methods. The suggested algorithm
outperforms the techniques outlined in [57, 39, 12, 35, 55],
achieving the lowest correlation values for the images in hor-
izontal, vertical, and diagonal directions.

4.5. Entropy Analysis

Analyzing the distribution of pixel intensities is a widely
used method to evaluate the randomness of encrypted im-
ages. Information entropy, in particular, serves as a key met-
ric for quantifying this randomness. For an ideally encrypted
8-bit grayscale image, the entropy value should approach 8,
indicating uniformly distributed pixel values. Lower values
suggest the presence of patterns or predictability that could
be exploited in statistical attacks [41, 52].

In this study, we computed the information entropy for
several standard test images using Equation (32):

255
Entropy(I) = — )" P(I)log, P(I,) (32)
5s=0

Here, I, denotes the grayscale intensity level, and P([)
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Table 13
Correlation Analysis of Different Encryption Schemes.
Plaintext Direction Hua & Zhu et al. Ping et al. Diab [12] Pak & Ye & Proposed
Image Zhou [24]  [57] [39] Huang Huang
[35] [55]
Horizontal 0.0060 0.0015 0.0018 0.0021 0.0015 0.0032 —0.0029
Cameraman \Vertical 0.0040 0.0035 0.0038 0.0021 0.0035 0.0032 0.0003
Diagonal 0.0060 0.0025 0.0038 0.0021 0.0035 0.0032 —0.0056
Horizontal 0.0039 0.0031 —0.0221 —0.0046 0.00321 0.0022 —0.0004
Lenna Vertical 0.0015 —0.0021 —0.0035 0.0021 —0.0035 —0.0020 0.0040
Diagonal 0.0016 —0.0035 —0.0023 —0.0033 0.0042 0.0031 0.0002
Horizontal 0.0029 0.0031 —0.0326 -0.0076 0.00167 0.0036 —0.0008
Baboon Vertical 0.0015 —0.0021 —0.0035 0.0021 —0.0035 —0.0020 0.0023
Diagonal 0.0016 —0.0035 —0.0023 —0.0033 0.0042 0.0031 —0.0058
Horizontal 0.0039 0.0031 —0.0221 —0.0046 0.00321 0.0022 0.0028
Aeroplane Vertical 0.0036 —0.0065 —0.0040 0.0031 —0.0041 —0.0031 —0.0033
Diagonal 0.0019 —0.0039 —0.0030 —0.0040 0.0040 0.0039 0.0002
Table 14
Entropy Analysis of Encrypted Images using Different Schemes.
Plaintext Hua & Zhou Zhu et al. Ping et al. Diab [12] Pak & Ye & Huang Proposed
Image [24] [57] [39] Huang [35] [55]
Cameraman 7.9671 7.9753 7.9720 7.9735 7.9881 7.9860 7.9971
Lenna 7.9965 7.9963 7.9865 7.9981 7.9986 7.9971 7.9976
Baboon 7.9796 7.9880 7.9983 7.9983 7.9975 7.9986 7.9968
Aeroplane 7.9899 7.9732 7.9734 7.9878 7.9860 7.9856 7.9976
Table 15
NPCR Analysis.
Plaintext Images ~ Neamah [34] Hua et al. Wu et al. Luoetal [31] Hosny et al. Proposed
[25] [50] [23]
Aeroplane 0.9961 0.9962 0.9963 0.9953 0.9960 0.9964
Baboon 0.9958 0.9961 0.9959 0.9954 0.9957 0.9958
Peppers 0.9958 0.9960 0.9960 0.9960 0.9942 0.9962
Table 16
UACI Analysis.
Plaintext Hua & Zhou Zhu et al. Ping et al. Diab [12] Pak & Ye & Huang Proposed
Image [24] [57] [39] Huang [35] [55]
Lenna 33.5123 33.3965 33.1965 33.4036 33.4027 33.4013 49.91
Cameraman 33.4136 33.3021 33.3687 33.6031 33.6001 33.6012 49.91
Peppers 33.4961 33.3024 33.3964 33.4031 33.4012 33.6033 49.98
Aeroplane 33.4856 33.4021 33.4954 33.4012 33.4035 33.4011 50.14
Table 17
Homogeneity Analysis.
Plaintext Hua & Zhou Zhu et al. Ping et al. Diab [12] Pak & Ye & Huang Proposed
Image [24] [57] [39] Huang [35] [55]
Cameraman 0.5036 0.5078 0.4706 0.6098 0.4779 0.4878 0.3898
Lenna 0.5033 0.5077 0.4216 0.5099 0.4799 0.4998 0.3901
Baboon 0.5099 0.5096 0.4763 0.5096 0.4797 0.4888 0.3903
Aeroplane 0.4966 0.4996 0.4768 0.5086 0.4896 0.4961 0.3891
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Table 18

Energy Analysis.
Plaintext Hua & Zhou Zhu et al. Ping et al. Diab [12] Pak & Ye & Huang Proposed
Image [24] [57] [39] Huang [35] [55]
Cameraman 0.0160 0.0159 0.0169 0.0168 0.0165 0.0165 0.0039
Lenna 0.0163 0.0162 0.0160 0.0165 0.0160 0.0161 0.0039
Baboon 0.0160 0.0161 0.0162 0.0162 0.0163 0.0162 0.0039
Aeroplane  0.0160 0.0159 0.0160 0.0162 0.0164 0.0163 0.0039

Table 19

MSE Analysis.
Plaintext Hua & Zhou Zhu et al. Ping et al. Diab [12] Pak & Ye & Huang Proposed
Image [24] [57] [39] Huang [35] [55]
Cameraman 5.88 8.31 6.16 5.13 3.68 6.74 0
Lenna 6.43 9.54 5.32 3.80 4.15 3.39 0
Baboon 3.32 8.18 4.06 3.39 3.71 4.91 0
Aeroplane 7.39 6.05 9.95 8.19 3.38 4.96 0

is the probability of occurrence of that level in the image.
The summation spans all 256 possible gray values.

Table 5 shows the entropy values achieved by the pro-
posed encryption scheme on multiple benchmark images,
consistently approaching the theoretical maximum of 8.0.
This reflects a high degree of randomness and confirms the
effectiveness of the proposed method in concealing statisti-
cal features of the original image. Furthermore, Table 14
compares our results with other contemporary encryption
methods. The comparison highlights the superior perfor-
mance of our scheme in maintaining entropy, reinforcing its
robustness against entropy-based statistical attacks. These
findings demonstrate that the proposed algorithm generates

ciphertexts nearly indistinguishable from purely random data,
ensuring strong protection against information leakage through

statistical means.

4.6. Homogeneity Analysis
To assess the texture randomness and internal spatial cor-

relation within the encrypted image, a gray-level co-occurrence

matrix (GLCM) [58]-based homogeneity analysis was per-
formed. The GLCM captures the frequency of pixel inten-
sity pairs occurring at a defined spatial offset, providing in-
sight into the local texture structure of an image.

For this experiment, the encrypted image was first quan-
tized to 8 gray levels to improve statistical stability. A hor-

izontal pixel offset (dx = 1,dy = 0) was used to construct
the GLCM [58], focusing on the correlation between neigh-
boring pixel intensities. The homogeneity metric, defined in
Eq. 33, was computed from the normalized GLCM:

L-1L-1 P(AB)

Homogeneity = Z z T+ A= B] 33)

where L is the number of quantization levels and P(A, B)
is the likelihood that gray levels A and B in the image will
co-occur. More efficient encryption is indicated by a lower
homogeneity measure. The results shown in Table 17 in-
dicate that the suggested encryption system is more effec-
tive than current techniques, especially when it comes to sta-
tistical security metrics and cryptographic robustness. Fur-
thermore, the homogeneity values of many encrypted pic-
tures processed with the suggested scheme are reported in
Table 11. The scheme’s ability to get rid of unnecessary
patterns and strengthen defenses against statistical attacks is
further supported by the low homogeneity values, which val-
idate the disruption of local pixel similarity.

4.7. Energy Analysis
An image’s energy level corresponds to how much in-
formation it contains; images with more information have

Table 20

PSNR Analysis.
Plaintext Hua & Zhou Zhu et al. Ping et al. Diab [12] Pak & Ye & Huang Proposed
Image [24] [57] [39] Huang [35] [55]
Cameraman 202.36 209.38 189.30 198.65 192.30 216.10 00
Lenna 216.35 218.81 196.31 207.30 209.95 207.37 ©
Baboon 207.98 239.16 207.90 219.16 207.37 213.16 o
Aeroplane 228.73 216.38 215.97 205.19 215.76 207.20 0o
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Figure 10: Correlation of different plaintext and their corresponding ciphertext images.

higher energy levels. For image encryption to be highly se-
cure, the encryption technique must create ciphertext images

. . . . . . . . 255 255
with as lltFle v151l?le 1nf’ormat10n as possible. According to Energy = Z z [c(A, B2 (34)
mathematics, an image’s energy is equal to the sum of the hryr

squared components of its Gray-Level Co-occurrence Ma-
trix (GLCM): where c(A, B) indicates the encrypted image’s GLCM

[58]. The energy values of plaintext photos, a current en-
cryption system, and the suggested encryption scheme are
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Table 21
QR Code Decoding Success Under Various Distortions
Distortion Type Successfully
Decoded

JPEG Compression (Q = 90)

JPEG Compression (Q = 70)

JPEG Compression (Q = 50)

JPEG Compression (Q = 30)
Gaussian Noise (¢ = 20)

Gaussian Blur (5x5)

Salt & Pepper Noise (Density = 0.05)

AN N N NN

compared in Table 18. According to the results, the sug-
gested approach produces encrypted images with lower en-
ergy values, indicating a higher level of unpredictability and
enhanced encryption efficacy. Furthermore, the energy val-
ues calculated for a number of encrypted images produced
exclusively by the suggested technique are shown in Table 12,
confirming its capacity to reduce pixel intensity regularity
and hide structural features.

4.8. Lossless Analysis
The effectiveness of the proposed image encryption scheme
is assessed using two widely accepted statistical metrics: Mean

Squared Error (MSE) and Peak Signal-to-Noise Ratio (PSNR) [22].

These metrics are traditionally used to quantify distortion
between two images and are adapted here to measure how
effectively the encryption process obscures the original con-
tent.

PSNR calculates the ratio between the maximum possi-
ble power of a signal and the power of corrupting noise that
affects its representation. In image encryption, a low PSNR
value is desirable, as it indicates a significant difference be-
tween the plaintext and the ciphertext images. Conversely,
MSE evaluates the average squared intensity difference be-
tween corresponding pixels of the original and encrypted im-
ages. A higher MSE value corresponds to greater distortion,
which is favorable for encryption strength.

The formulas for these metrics are defined as follows:

A—1 B—
1 .. .12
MSE = —— ;) Z, [P(i,j) — EG, )] (35)
M2
PSNR = 101logy, Mgag (36)

where A X B represents the image size, P(i, j) and E(i, j)
denote the pixel values of the original and encrypted images,
respectively, and M, is the maximum possible pixel inten-
sity (typically 255 for 8-bit grayscale images).

In our experiments, the proposed encryption scheme con-
sistently produced low PSNR values and high MSE values
across several benchmark images. This confirms the algo-
rithm’s capability to significantly alter the original image
content, thereby enhancing its resistance to visual and statis-

tical attacks. These findings support the scheme’s suitability

for confidentiality-critical applications where data privacy is
paramount.

4.9. Avalanche Effect Analysis

The avalanche effect illustrates how a minor alteration to
the input, like changing a single bit in the key, results in con-
siderable modifications to the ciphertext. Under such pertur-
bations, a strong encryption method should ideally provide
an output bit difference of 50%. We evaluated the bit changes
in the ciphertext of a 256256 grayscale image after flipping
a single bit in different locations of the 128-bit AES key in
order to assess this property. Each key byte was tested four
times at five different byte locations. The flipped bit percent-
ages stay closely concentrated around 50%, with changes of
less than 0.1%, as seen in Figure 11. This strengthens our
scheme’s defense against differential and brute-force attacks
by confirming its great diffusion and key sensitivity.

Avalanche Effect Across Key Bit-Flips (Real AES Key)

—e— Byte 0
5010 Byte 1
o Byte

- Byte3
—o— Byted
o 5005 Ideal 50%
g
g A

T 49.95

9

Flipped Bit P

49.90

Figure 11: Avalanche effect across multiple key bit-flips.

4.10. Differential Analysis

Differential analysis is a critical technique for evaluating
the robustness of image encryption algorithms. It assesses
how sensitive the encryption scheme is to minor changes in
the input image, such as altering a single pixel. Two widely
recognized metrics for this purpose are the Number of Pix-
els Change Rate (NPCR) and the Unified Average Chang-
ing Intensity (UACI) [51]. These metrics help determine the
algorithm’s resistance to differential attacks by quantifying
the extent to which ciphertexts change when plaintexts are
slightly altered.

NPCR measures the percentage of pixels that differ be-
tween two encrypted images—one generated from the orig-
inal image and the other from a slightly modified version
(e.g., with a single pixel changed). It is defined as:

NPCR =

i DG, J)
Z;;—B x 100% (37)

where
0, ifE\(i,j)=E,@,j
DA, j) = B 7) = B0, ))
1, if E\(,)) # Ey(i, j)

UACI, on the other hand, calculates the average intensity
difference between two cipher images and is given by:
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(lEl(laJ) - E2(ls.])|

e >x100% (38)

1
UACI =
AxBIZj:

In these equations, E;| and E, denote the two ciphertext
images, and A X B is the image resolution.

As shown in Table 15 and Table 16, the proposed encryp-
tion scheme demonstrates superior NPCR and UACT values
compared to existing approaches. High NPCR values indi-
cate that the ciphertext undergoes significant changes even
with minimal alterations in the plaintext, while high UACI
values suggest strong diffusion of intensity changes. Ta-
ble 7 further confirms the scheme’s effectiveness by pre-
senting consistent NPCR and UACI results across multiple
encrypted test images. These outcomes validate the pro-
posed algorithm’s robustness against differential attacks and
its ability to maintain high security standards.

4.11. Key Space

An image encryption algorithm’s key space should be re-
sistant to multiple attacks. particularly brute-force attacks.
According to cryptographic standards, a secure encryption
system should have a key space larger than 2128 [4]. The pro-
posed encryption algorithm integrates AES-128 with several
key-dependent chaotic parameters. Specifically, it utilizes
logistic map parameters x, and r, each with a computational
precision of 10~1>, Hénon map initial values x and y,, each
with a precision of 1071, a 128-bit initialization vector (IV)
and a conventional 128-bit AES key. With this configura-
tion, the chaotic parameters’ contribution to the key space is
computed as follows:

1019 x 105 x 101 x 101 = 109 ~ 21992

Including the AES key and IV, the total key space becomes:

2199.2 X 2128 X 2128 — 2455‘2

Thus, the effective key length of the proposed system is ap-
proximately 455 bits, which significantly exceeds the key
space of classical AES-128 (2'28) and AES-256 (22°9), mak-
ing the proposed system highly resistant to brute-force at-
tacks.

4.12. Key Sensitivity Analysis

An essential characteristic of a robust encryption scheme
is its sensitivity to the secret key. A highly secure system
must ensure that even a minor change in the encryption key,
such as altering a single byte—produces a drastically differ-
ent ciphertext. To evaluate this property, a key sensitivity
experiment was conducted. Specifically, a 128-bit AES key
was modified by just one byte, and the resulting ciphertext
was decrypted using this incorrect key.

To quantify the structural differences between the cor-
rectly and incorrectly decrypted images, the Structural Sim-
ilarity Index (SSIM) was employed. As shown in Table 6,
the SSIM values for all test images were extremely low, rang-
ing from 0.0012 for the FingerPrint image to 0.0115 for the

Surveillance image. These values indicate minimal struc-
tural resemblance between the original and incorrectly de-
crypted outputs.

The results confirm that the proposed encryption scheme
exhibits high key sensitivity: even a one-byte key variation
leads to complete decryption failure. This behavior signifi-
cantly strengthens the system’s resilience against brute-force
and key-related differential attacks, ensuring that unautho-
rized access is effectively thwarted.

4.13. Cropping Attack Analysis

A cropping attack scenario was simulated in order to as-
sess the integrity and resilience of the suggested encryption
system against localized ciphertext modification or leakage.
A 50 x 50 region was extracted from the encrypted image
in Figure12 and independently decrypted. As shown in Fig-
urel?2, the decrypted image — with the cropped region rein-
serted — does not yield any perceptible visual information.
Despite applying the correct decryption key and parameters,
the localized decryption of cropped ciphertext produces only
randomized noise. This confirms that the proposed encryp-
tion framework, due to its block chaining, dynamic S-box
substitution, and feedback diffusion mechanisms, resists par-
tial decryption and offers strong protection against cropping-
based attacks.

Original Image

Figure 12: Cropping attack analysis.

4.14. Data Loss Resilience Analysis

An experiment with block-wise data corruption was car-
ried out to evaluate the durability of the suggested encryp-
tion technique against partial ciphertext loss. Specifically,
a 20% data loss was simulated by replacing randomly se-
lected 16 X 16 blocks in the encrypted image with zero-
valued blocks. The corrupted ciphertext was then decrypted
using the correct key and configuration. As shown in Fig-
ure 13, the resulting decrypted image exhibits severe visual
distortion and random artifacts, effectively preventing any
meaningful reconstruction of the original content. This con-
firms the scheme’s high sensitivity to ciphertext integrity,
making it resistant to partial decryption and data loss-based
attacks. Quantitative evaluation over 10 iterations, as pre-
sented in Table 10, further supports these findings, where
the average SSIM and PSNR values remain extremely low,
highlighting the encryption system’s strong dependence on
complete ciphertext integrity for successful decryption.

4.15. Noise Attack Analysis
In order to assess the suggested encryption scheme’s re-
silience in noisy settings, multiple noise attacks were simu-
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Original Image

Encrypted Image Encrypted with Data Loss Decrypted Image

Figure 13: Data Loss attack analysis.

lated on the ciphertext. First, a uniform XOR-based pertur-
bation was applied by masking each ciphertext byte with a
fixed binary pattern (00001110), mimicking low-level tam-
pering or transmission errors. As illustrated in Figure 14,
the decrypted image remained visually close to the origi-
nal, with only minor distortions, indicating strong fault tol-
erance under bit-level corruption. In addition, more realistic
noise models were tested. Salt-and-pepper noise and Gaus-
sian noise were injected into the ciphertext image to simu-
late impulsive and continuous random interference, respec-
tively. The decrypted outputs maintained acceptable percep-
tual quality despite the presence of noise. Quantitative re-
sults for Salt-and-pepper noise and Gaussian noise are pre-
sented in Table 8 and Table 9 confirm this observation, with
structural similarity (SSIM) and peak signal-to-noise ratio
(PSNR) values demonstrating that the proposed scheme main-
tains visual coherence and encryption integrity under prac-
tical noise conditions.

Original Image

Decrypted from Noisy Cipher

Figure 14: XOR-based noise attack analysis.

5. Conclusion

This paper introduced a chaos-enhanced AES image en-
cryption scheme with a secure QR-based dual-key distribu-
tion method. Addressing the limitations of classical AES
and the lack of practical key-sharing solutions, our approach
integrates dynamic S-boxes from a 2D Hénon map, logis-
tic map-guided permutation, and feedback XOR diffusion to
strengthen confusion and diffusion. Keys are covertly shared
using a steganographically modified QR code, ensuring se-
cure transmission. According to experimental data, the sug-
gested system works better than current techniques, reach-
ing near-ideal entropy (~7.997), high NPCR (~99.6%), and
UACI (~50.1%), together with strong key sensitivity and
minimal pixel correlation. These metrics confirm enhanced
resistance to statistical and differential attacks. Overall, the
method ensures robust, covert, and efficient image protec-
tion, making it suitable for sensitive domains like surveil-
lance and medical imaging. The current implementation is
restricted to grayscale images of fixed size (256 X 256 pix-
els). RGB images and images of varying dimensions were
not evaluated in this study. Additionally, while the QR-based

key distribution scheme proved effective under controlled
conditions, its resilience to image compression, distortion,
or loss during transmission was not assessed. These con-
straints limit the method’s direct applicability in dynamic,
real-world environments. We plan to extend the proposed
system to support color (RGB) images and arbitrary resolu-
tions. Another direction includes developing adaptive pre-
processing steps for high-resolution or streaming data. Fi-
nally, integrating quantum-resistant public-key algorithms
and optimizing performance for real-time encryption and de-
cryption will be critical for deployment in emerging post-
quantum security contexts.

Declaration of Funding

This paper was not funded.

Author Contributions

Md Rishadul Bayesh: Conceptualization, Methodol-
ogy, Formal analysis, Visualization, Writing — original draft.
Dabbrata Das: Conceptualization, Formal analysis, Writ-
ing — original draft & review, Project administration. Md
Ahadullah: Formal analysis, Investigation and Review.

Ethical Approval
Not required.

Declaration of Competing Interest

The authors declare no competing interests.

Acknowledgements
This work is supported in part by the Uttara University.

References

[1] Ahmed, E., Yaqoob, 1., Hashem, I.A.T., Gani, A., Mokhtar, S., Im-
ran, M., Guizani, M., 2020. Iot security: A survey of recent devel-
opments and future directions. Future Generation Computer Systems
108, 165-190.

[2] Al-Janabi, S., Al-Shourbaji, I., Shojafar, M., Shamshirband, S.,
2021. A survey on lightweight cryptographic techniques for iot-based
healthcare applications. IEEE Access 9, 14646-14673.

[3] Aladdin, A., Khalid, R., Aziz, R., Hassan, A., Sayda, S., Rashid, T.,
Hassan, B., 2024. Comparative analysis of aes, blowfish, twofish,
salsa20, and chacha20 for image encryption. Kurdistan Journal of
Applied Research 9, 52—65. doi:10.24017/science.2024.1.5.

[4] Ali, A.H., Gbashi, EK., Alaskar, H., Hussain, AJ., 2024. A
lightweight image encryption algorithm based on secure key gen-
eration. IEEE Access 12, 95871-95883. do0i:10.1109/ACCESS.2024.
3414334,

[5] Alimzhanova, Z., Nazarbayev, D., Ayashova, A., Kaliyeva, A., 2022.
Analysis of ciphertext behaviour using the example of the aes block
cipher in ecb, cbc, ofb and cfb modes of operation, using multiple
encryption, in: Cyber Security and Computer Science: Proceedings
of ICONCS 2022, pp. 621-629. doi:10.1007/978-3-031-21967-2_50.

[6] Alyas, H., Abdullah, A.,2021. Enhancement the chacha20 encryption
algorithm based on chaotic maps, in: Proceedings of the International
Conference on Cybersecurity and Cybercrime (IC3 2020). Springer,
pp- 91-107. doi:10.1007/978-981-16-0666-3_10.

Bayesh et al.: Preprint submitted to Journal of Information Security and Applications

Page 22 of 24


http://dx.doi.org/10.24017/science.2024.1.5
http://dx.doi.org/10.1109/ACCESS.2024.3414334
http://dx.doi.org/10.1109/ACCESS.2024.3414334
http://dx.doi.org/10.1007/978-3-031-21967-2_50
http://dx.doi.org/10.1007/978-981-16-0666-3_10

[7]

[8]

[9]

(10]

(11]

[12]

[13]

[14]

[15]

(16]

[17]

[18]

(19]

[20]

[21]

(22]

[23]

(24]

(25]

[26]

(27]

A Dual-Layer Image Encryption Framework Using Chaotic AES with Dynamic S-Boxes and Steganographic QR Codes

Benssalah, M., Rhaskali, Y., Drouiche, K., 2021. An efficient image
encryption scheme for tmis based on elliptic curve integrated encryp-
tion and linear cryptography. Multimedia Tools and Applications 80,
1-27. doi:10.1007/511042-020-09775-9.

Casper, W.R., Zurrian, 1., 2024. The pascal matrix, commuting tridi-
agonal operators and fourier algebras. URL: https://arxiv.org/abs/
2407.21680, arXiv:2407.21680.

Chen, A.C.H., 2024. Evaluation of advanced encryption standard al-
gorithms for image encryption, in: 2024 International Conference on
Smart Systems for applications in Electrical Sciences (ICSSES), pp.
1-6. doi:10.1109/ICSSES62373.2024.10561385.

Chen, G., Mao, Y., Chui, C.K., 2005. A new chaotic key-based design
for image encryption and decryption. Circuits, Systems and Signal
Processing 24, 471-494.

Daemen, J., Rijmen, V., 2002. The Design of Rijndael: AES - The
Advanced Encryption Standard. Springer.

Diab, H., 2018. An efficient chaotic image cryptosystem based on
simultaneous permutation and diffusion operations. IEEE Access 6,
42227-42244. doi:10.1109/ACCESS. 2018.2858839.

Dinu, A., Frunzete, M., 2021. The lorenz chaotic system, statistical
independence and sampling frequency, in: 2021 International Sym-
posium on Signals, Circuits and Systems (ISSCS), pp. 1-4. doi:10.
1109/1SSCS52333.2021.9497431.

El Batouty, A.S., Farag, H.H., Mokhtar, M.A.A., El-Badawy,
E.S.A.M., 2019. New hybrid aes static s-box algorithm using chaotic
maps, in: 2019 International Conference on Information Technolo-
gies (InfoTech), pp. 1-5. doi:10.1109/InfoTech.2019.8860892.
ElGamal, T., 1985. A public key cryptosystem and a signature scheme
based on discrete logarithms. IEEE transactions on information the-
ory 31, 469-472.

Fridrich, J., Goljan, M., Du, R., 2000. Modeling steganographic con-
tent using Isb embedding, in: Security and Watermarking of Multi-
media Contents II, SPIE. pp. 56-67. doi:10.1117/12.383697.

Gafsi, M., Amdouni, R., Mohamed Ali, H., Malek, J., Abdellatif, M.,
2022. Improved chaos-rsa-based hybrid cryptosystem for image en-
cryption and authentication. Concurrency and Computation: Practice
and Experience 34. doi:10.1002/cpe.7187.

Gutub, A., Al-Shaarani, F., 2020. Efficient implementation of multi-
image secret hiding based on Isb and dwt steganography comparisons.
Arabian Journal for Science and Engineering 45, 2631-2644.

Hadj Brahim, A., Ali Pacha, A., Hadj Said, N., 2024. An image en-
cryption scheme based on a modified aes algorithm by using a variable
s-box. Journal of Optics 53, 1170-1185.

Hagq, T.U., Shah, T., Siddiqui, G.F., Igbal, M.Z., Hameed, I.A., Jamil,
H., 2021. Improved twofish algorithm: A digital image enciphering
application. IEEE Access 9, 76518-76530. doi:10.1109/ACCESS. 2021.
3081792.

Hore, A., Ziou, D., 2010. Image quality assessment: From error visi-
bility to structural similarity. IEEE Transactions on Image Processing
20, 2375-2386.

Horé, A., Ziou, D., 2010. Image quality metrics: Psnr vs. ssim,
in: 2010 20th International Conference on Pattern Recognition, pp.
2366-2369. doi:10.1109/ICPR.2010.579.

Hosny, K.M., Kamal, S.T., Darwish, M.M., Papakostas, G.A., 2021.
New image encryption algorithm using hyperchaotic system and fi-
bonacci g-matrix. Electronics 10, 1066.

Hua, Z., Zhou, Y., 2016. Image encryption using 2d logistic-
adjusted-sine map. Information Sciences 339, 237-253. URL: https:
//www.sciencedirect.com/science/article/pii/S0020025516000281,
doi:https://doi.org/10.1016/3.ins.2016.01.017.

Hua, Z., Zhou, Y., Huang, H., 2019a. Cosine-transform-based chaotic
system for image encryption. Information Sciences 480, 403-419.
Hua, Z., Zhou, Y., Huang, H., 2019b. A novel image encryption algo-
rithm based on logistic-tent mapping. IEEE Access 7, 10374-10385.
Hussein, W.A., Al-Saidi, N.M.G., Natiq, H., 2018. A new 2d hénon-
logistic map for producing hyperchaotic behavior, in: 2018 Third Sci-
entific Conference of Electrical Engineering (SCEE), pp. 265-269.
doi:10.1109/SCEE. 2018.8684083.

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

Hénon, M., 1976. A two-dimensional mapping with a strange attrac-
tor. Communications in Mathematical Physics 50, 69-77.

Ketata, R., Kriaa, L., Saidane, L.A., Chalhoub, G., 2016. Detailed
analysis of the aes ctr mode parallel execution using openmp, in: 2016
International Conference on Performance Evaluation and Modeling
in Wired and Wireless Networks (PEMWN), pp. 1-9. doi:10.1109/
PEMWN.2016.7842901.

Li, C,, et al., 2003. Henon map-based chaos and its application in
image encryption. Chaos, Solitons & Fractals 16, 491-497.

Luo, Y., Tang, S., Liu, J., Cao, L., Qiu, S., 2020. Image encryption
scheme by combining the hyper-chaotic system with quantum coding.
Optics and Lasers in Engineering 124, 105836.

Mazumdar, B., Subidh Ali, S., Sinanoglu, O., 2016. A compact im-
plementation of salsa20 and its power analysis vulnerabilities. ACM
Transactions on Design Automation of Electronic Systems 22, 1-26.
doi:10.1145/2934677.

Naim, M., Pacha, A.A., Serief, C., 2021. A novel satellite image en-
cryption algorithm based on hyperchaotic systems and josephus prob-
lem. Advances in Space Research 67, 2077-2103.

Neamah, A.A., 2023. An image encryption scheme based on a
seven-dimensional hyperchaotic system and pascal’s matrix. Jour-
nal of King Saud University - Computer and Information Sciences
35,238-248. URL: https://www.sciencedirect.com/science/article/
pii/S1319157823000514, doi:https://doi.org/10.1016/].jksuci.2023.
02.014.

Pak, C., Huang, L., 2017. A new color image encryption us-
ing combination of the 1d chaotic map. Signal Processing 138,
129-137. URL: https://www.sciencedirect.com/science/article/
pii/S@165168417300932, doi:https://doi.org/10.1016/3.sigpro.2017.
03.011.

Pareek, N.K., Patidar, V., Sud, K.K., 2006. Image encryption using
chaotic logistic map. Image and Vision Computing 24, 926-934.
Peng, J., Liao, X., Zhang, D., 2012. A novel approach for designing
dynamical s-boxes using hyperchaotic system. International Journal
of Cognitive Informatics and Natural Intelligence 6, 100-119. doi:1e.
4018/3jcini.2012010105.

de la Piedra, A., Touhafi, A., Braeken, A., 2013. Compact implemen-
tation of ccm and gecm modes of aes using dsp blocks, in: 2013 23rd
International Conference on Field programmable Logic and Applica-
tions, pp. 1-4. doi:10.1109/FPL.2013.6645572.

Ping, P, Fan, J., Mao, Y., Xu, F., Gao, J., 2018. A chaos based image
encryption scheme using digit-level permutation and block diffusion.
IEEE Access 6, 67581-67593. doi:10.1109/ACCESS.2018.2879565.
Rehman, M.U., Shafique, A., Khan, K.H., Hazzazi, M.M., 2023.
Efficient and secure image encryption using key substitution pro-
cess with discrete wavelet transform. J. King Saud Univ. Comput.
Inf. Sci. 35. URL: https://doi.org/10.1016/3. jksuci.2023.101613,
d0i:10.1016/3. jksuci.2023.101613.

Shannon, C.E., 1948. A mathematical theory of communication. Bell
System Technical Journal 27, 379-423.

Shannon, C.E., 1949. Communication theory of secrecy systems. Bell
System Technical Journal 28, 656-715.

Sharma, S., Patel, K.N., Siddhath Jha, A., 2021. Cryptography us-
ing blowfish algorithm, in: 2021 3rd International Conference on
Advances in Computing, Communication Control and Networking
(ICAC3N), pp. 1375-1377. doi:10.1109/ICAC3N53548.2021.9725661.
Smid, M., 2021. Development of the advanced encryption standard.
Journal of Research of the National Institute of Standards and Tech-
nology 126. doi:10.6028/jres.126.024.

Song, T., Wang, Z., Bao, F., Wang, Y., 2017. A novel image encryp-
tion scheme based on a linear chaotic system and wavelet transform.
Multimedia Tools and Applications 76, 16053—-16076.

Sousi, A.L., Yehya, D., Joudi, M., 2020. Aes encryption: Study &
evaluation, in: Proceedings of ..., p. ...

Verma, S., Ojha, B., 2012. A discussion on elliptic curve cryptogra-
phy and its applications. International Journal of Computer Science
Issues 9.

Wang, K., Liao, X., Yang, J., 2018. Image encryption using 2d henon-

Bayesh et al.: Preprint submitted to Journal of Information Security and Applications

Page 23 of 24


http://dx.doi.org/10.1007/s11042-020-09775-9
https://arxiv.org/abs/2407.21680
https://arxiv.org/abs/2407.21680
http://arxiv.org/abs/2407.21680
http://dx.doi.org/10.1109/ICSSES62373.2024.10561385
http://dx.doi.org/10.1109/ACCESS.2018.2858839
http://dx.doi.org/10.1109/ISSCS52333.2021.9497431
http://dx.doi.org/10.1109/ISSCS52333.2021.9497431
http://dx.doi.org/10.1109/InfoTech.2019.8860892
http://dx.doi.org/10.1117/12.383697
http://dx.doi.org/10.1002/cpe.7187
http://dx.doi.org/10.1109/ACCESS.2021.3081792
http://dx.doi.org/10.1109/ACCESS.2021.3081792
http://dx.doi.org/10.1109/ICPR.2010.579
https://www.sciencedirect.com/science/article/pii/S0020025516000281
https://www.sciencedirect.com/science/article/pii/S0020025516000281
http://dx.doi.org/https://doi.org/10.1016/j.ins.2016.01.017
http://dx.doi.org/10.1109/SCEE.2018.8684083
http://dx.doi.org/10.1109/PEMWN.2016.7842901
http://dx.doi.org/10.1109/PEMWN.2016.7842901
http://dx.doi.org/10.1145/2934677
https://www.sciencedirect.com/science/article/pii/S1319157823000514
https://www.sciencedirect.com/science/article/pii/S1319157823000514
http://dx.doi.org/https://doi.org/10.1016/j.jksuci.2023.02.014
http://dx.doi.org/https://doi.org/10.1016/j.jksuci.2023.02.014
https://www.sciencedirect.com/science/article/pii/S0165168417300932
https://www.sciencedirect.com/science/article/pii/S0165168417300932
http://dx.doi.org/https://doi.org/10.1016/j.sigpro.2017.03.011
http://dx.doi.org/https://doi.org/10.1016/j.sigpro.2017.03.011
http://dx.doi.org/10.4018/jcini.2012010105
http://dx.doi.org/10.4018/jcini.2012010105
http://dx.doi.org/10.1109/FPL.2013.6645572
http://dx.doi.org/10.1109/ACCESS.2018.2879565
https://doi.org/10.1016/j.jksuci.2023.101613
http://dx.doi.org/10.1016/j.jksuci.2023.101613
http://dx.doi.org/10.1109/ICAC3N53548.2021.9725661
http://dx.doi.org/10.6028/jres.126.024

(49]

[50]
(51]
(52]

(53]

[54]

[55]

[56]

[57]

[58]

A Dual-Layer Image Encryption Framework Using Chaotic AES with Dynamic S-Boxes and Steganographic QR Codes

sine map and dna approach. Signal Processing 144, 133-144.

Wang, Q., Ding, Q., Zhang, Z., Ding, L., 2008. Digital image encryp-
tion research based on dwt and chaos, in: 2008 Fourth International
Conference on Natural Computation, pp. 494-498. doi:10.1109/ICNC.
2008.105.

Wu, J., Liao, X., Yang, B., 2018. Image encryption using 2d hénon-
sine map and dna approach. Signal processing 153, 11-23.

Wu, Y., 2011. Npcr and uaci randomness tests for image encryption.
Cyber Journals: Journal of Selected Areas in Telecommunications .
Wu, Y., Noonan, J.P.,, Agaian, S., 2011. Image encryption using a
nonlinear chaotic algorithm. Journal of Multimedia 6, 350-358.

Xu, J., Liu, W., Zhang, K., Zhu, E., 2025. Dna coding theory and al-
gorithms. Artificial Intelligence Review 58, 178. URL: https://doi.
org/10.1007/s10462-025-11132-x, d0i:10.1007/510462-025-11132-x.
Yang, D., Liu, X., Gao, Y., 2022. Image encryption and decryption
algorithm based on fractional order simplified lorenz chaotic system
and dna coding, in: 2022 3rd International Conference on Electronics,
Communications and Information Technology (CECIT), pp. 25-34.
doi:10.1109/CECIT58139.2022.00013.

Ye, G., Huang, X., 2017. An efficient symmetric image encryption
algorithm based on an intertwining logistic map. Neurocomputing
251, 45-53. URL: https://www.sciencedirect.com/science/article/
pii/S0925231217306860, doi:https://doi.org/10.1016/3.neucom.2017.
04.016.

Zhou, X., Tang, X., 2011. Research and implementation of rsa
algorithm for encryption and decryption, in: Proceedings of 2011
6th International Forum on Strategic Technology, pp. 1118-1121.
doi:10.1109/IF0ST.2011.6021216.

Zhu, H., Zhao, Y., Song, Y., 2019. 2d logistic-modulated-sine-
coupling-logistic chaotic map for image encryption. IEEE Access 7,
14081-14098. doi:10.1109/ACCESS.2019.2893538.

Zubair, A.R., Alo, O., 2019. Grey level co-occurrence matrix (glcm)
based second order statistics for image texture analysis. IEEE Trans-
actions on Image Processing , 93.

Bayesh et al.: Preprint submitted to Journal of Information Security and Applications

Page 24 of 24


http://dx.doi.org/10.1109/ICNC.2008.105
http://dx.doi.org/10.1109/ICNC.2008.105
https://doi.org/10.1007/s10462-025-11132-x
https://doi.org/10.1007/s10462-025-11132-x
http://dx.doi.org/10.1007/s10462-025-11132-x
http://dx.doi.org/10.1109/CECIT58139.2022.00013
https://www.sciencedirect.com/science/article/pii/S0925231217306860
https://www.sciencedirect.com/science/article/pii/S0925231217306860
http://dx.doi.org/https://doi.org/10.1016/j.neucom.2017.04.016
http://dx.doi.org/https://doi.org/10.1016/j.neucom.2017.04.016
http://dx.doi.org/10.1109/IFOST.2011.6021216
http://dx.doi.org/10.1109/ACCESS.2019.2893538

	Introduction
	Related Works
	Techniques for Image Encryption Based on Chaos
	Hybrid Cryptographic Frameworks (AES + ECC/RSA)
	Performance Evaluation of AES and Other Symmetric Algorithms
	Efficient Image Encryption with Transform and Substitution Techniques

	Methodology
	Preliminaries
	Asymmetric cryptosystem
	ElGamal Encryption Scheme
	Least Significant Bit (LSB) steganography 
	2D Chaotic System: Hénon Map
	 Classical AES Algorithm

	Proposed Image Encryption Scheme 
	Key Transmission Methodology in the Proposed Scheme

	Modified AES in the Proposed Scheme
	Chaotic Sequence Generators
	Chaotic Preprocessing
	Dynamic ShiftRows Pattern via Logistic Map
	Dynamic S-Box Generation via Henon Map
	Modified AES


	 Results and Analysis
	Simulation Setup and Parameter Configuration
	QR Code Robustness
	 Histogram Analysis
	 Correlation Coefficients Analysis
	 Entropy Analysis
	Homogeneity Analysis
	Energy Analysis
	Lossless Analysis
	Avalanche Effect Analysis
	Differential Analysis
	 Key Space
	Key Sensitivity Analysis
	Cropping Attack Analysis
	Data Loss Resilience Analysis
	Noise Attack Analysis

	Conclusion

