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Differentially Private Bilevel Optimization: Efficient
Algorithms with Near-Optimal Rates
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Abstract

Bilevel optimization, in which one optimization problem is nested inside another,
underlies many machine learning applications with a hierarchical structure—such
as meta-learning and hyperparameter optimization. Such applications often in-
volve sensitive training data, raising pressing concerns about individual privacy.
Motivated by this, we study differentially private bilevel optimization. We first
focus on settings where the outer-level objective is convex, and provide novel upper
and lower bounds on the excess risk for both pure and approximate differential
privacy, covering both empirical and population-level loss. These bounds are nearly
tight and essentially match the optimal rates for standard single-level differentially
private ERM and stochastic convex optimization (SCO), up to additional terms
that capture the intrinsic complexity of the nested bilevel structure. The bounds
are achieved in polynomial time via efficient implementations of the exponential
and regularized exponential mechanisms. A key technical contribution is a new
method and analysis of log-concave sampling under inexact function evaluations,
which may be of independent interest. In the non-convex setting, we develop novel
algorithms with state-of-the-art rates for privately finding approximate stationary
points. Notably, our bounds do not depend on the dimension of the inner problem.

1 Introduction

Bilevel optimization has emerged as a key tool for solving hierarchical learning and decision-making
problems across machine learning and beyond. In a bilevel optimization problem, one task (the
upper-level problem) is constrained by the solution to another optimization problem (the lower-level
problem). This nested structure arises naturally in a variety of settings, including meta-learning [40],
hyperparameter optimization and model selection [19} [26], reinforcement learning [24]], adversarial
training [435]], and game theory [43], where the solution to one problem depends implicitly on the
outcome of another. Formally, a bilevel problem can be written as:

zeX

min {@(x) = F(x, y*(x))} (H
s.t. y*(x) € argmin, cga, G(2,9),

where  and y are the upper- and lower-level variables respectively, F’ is the upper-level objective, G
is the lower-level objective, X C R% is a domain. Solving (T) is challenging due to the dependency
of y*(x) on z. The study of algorithms and complexities for solving (T has received a lot of attention
from the optimization and ML communities in recent years [21}, 127, [10, [14} 18] 136} 28} 30, 31} [12].

In many applications where bilevel optimization can be useful, data privacy is of critical importance.
Machine learning models can leak sensitive training data [42, |11} 39]. Differential privacy (DP) [16]]
mitigates this by ensuring negligible dependence on any single data point.
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While differentially private optimization has been extensively studied in a variety of settings [9 6] |4,
8l 120, 132], the community’s understanding of DP BLO is limited. Indeed, we are only aware of two
prior works on DP BLO [[13}25]]. The work of [[13]] considers local DP [23]] and does not provide
guarantees in the important privacy regime ¢ = O(1). On the other hand, [23] provides guarantees
for central DP nonconvex BLO with any € > 0, which we improve over in this work.

In this work, we provide DP algorithms and error bounds for two fundamental BLO problems.
The first BLO problem we study is bilevel empirical risk minimization (ERM) w.r.t. data set Z =
(#1,...,2n) € 2™

~ S 1 o N .
?éiﬁ} {(I)Z(SC) = Fy(x,yy(x)) = - Z flz, g% (x), zl)} (Bilevel ERM)

~k . ~ 1 - ~
s.t. yZ('r) = argmin, cpady {Gz(l‘,y) = g Zg(m,yz(x),zl)} )

i=1

where f: X x R% x Z - Rand g : X x R% x Z — R are smooth upper- and lower-level loss
functions. Second, we consider bilevel stochastic optimization (SO):

mi{xyl {CD(;U) = F(z,y"(2)) = E.~p[f(z,y" (x), z)]} (Bilevel SO)
e

sty (x) = argming cga, {G(2,y) = E.xplg(e,y,2)]}-
We assume, as is standard, that g(z, -, z) is strongly convex, so Vx there are unique y% (z) and y* ().

A fundamental open problem in DP BLO is to determine the minimax optimal error rates for solving
problems[Bilevel ERM|and [Bilevel SO} A natural first step is to consider the convex case:

Question 1. What are the optimal error rates for solving

problems IBilevel ERMI and IBilevel SOI with DP when & z
and @ are convex?

Contribution 1. We give a (nearly) complete answer to Question 1 for both pure e-DP and
approximate (e, §)-DP, by providing nearly tight upper and lower bounds : see Section 3| Our results
show that if the smoothness, Lipschitz, and strong convexity parameters are constants, then it is
possible to achieve the same rates as standard single-level convex DP-ERM [9]] and DP-SO [6],
despite the more challenging bilevel setting (e.g., O(d,;/en) for e-DP bilevel ERM). On the other
hand, our lower bound establishes a novel separation between standard single-level DP optimization
and DP BLO, showing that the error of any algorithm for DP BLO must necessarily depend on the
complexity parameters of the lower-level problem (e.g. the Lipschitz parameter of g(z, -, z)). Our
algorithms are built on the exponential mechanism [37] for e-DP and the regularized exponential
mechanism [22]] for (g, §)-DP. We provide efficient (i.e. polynomial-time) implementations of these
mechanisms for DP BLO and a novel analysis of how function evaluation errors affect log-concave
sampling algorithms.

DP Nonconvex BLO. The recent work of [25] provided an (g, §)-DP algorithm A capable of
finding approximate stationary points of nonconvex ® such that

1/2 1/3
EA|[V(A(2))] < O (“CT) +<ﬁ> . @

En EN

If d,, is large, bound (2)) suffers: e.g., if d,, > d, then the bound is 2 ( /dy/en)l/S. This leads us to:

Question 2. Can we improve over the state-of-the-art bound

in (2) for DP stationary points in nonconvex

Contribution 2: We give a positive answer to Question 2 in Section 4| developing novel DP
algorithms that improve over the bound in (2). Our first algorithm A; is a simple and efficient




second-order DP BLO method that achieves an improved d,-independent bound of

1/2
E|V® (A (2))]| < O ((ﬁ) ) |

ENn

L

Second, we provide an (inefficient) algorithm A5 that uses the exponential mechanism to “warm start
A; using the framework of [34]] to obtain a further improved bound in the parameter regime d, < ne:

IV (4x(2)] <0 (45 ).

= (en)3/4

As detailed in Appendix [C.3] our results imply a new state-of-the-art upper bound for DP non-convex
bilevel finite-sum optimization:

AN—A1
en (en)3/% " en
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EIIV@z(ADP(Z))||<@<<\/@> AVl dy )

1.1 Technical overview

We develop and utilize several novel algorithmic and analytic techniques to obtain our results.

Techniques for convex DP BLO: Our algorithms are built on the exponential and regularized
exponential mechanisms [37, 22]. A key challenge is to implement these algorithms efficiently in
BLO, where one lacks access to §3;(x) and hence cannot directly query ®z(x). To overcome this
challenge, we provide a novel analysis of log-concave sampling with inexact function evaluations,
building on the grid-walk algorithm of [3]] and the approach of [9]]. To do so, we prove a bound on
the conductance of the perturbed Markov chain arising from the grid-walk with perturbed/inexact
function evaluation, as well as a bound on the relative distance between the original and perturbed
stationary distributions. We believe these techniques and analyses may be of independent interest,
since there are many problems beyond BLO where access to exact function evaluations is unavailable.

To prove our lower bounds, we construct a novel bilevel hard instance with linear upper-level f and
quadratic lower-level g. This allows us to chain together the = and y variables, control % (), and
reduce BLO to mean estimation. By carefully scaling our hard instance, we obtain our lower bound.

Techniques for nonconvex DP BLO: In the nonconvex setting, our algorithm uses a second-
order approximation VFy (Te,yes1) = W z(2¢) in order to approximate gradient descent run on
Dy A key insight is that we can obtain a better bound by getting a high-accuracy non-private
approximate solution y;+1 ~ ¥} (x;) and then noising vﬁz(xh Y++1), rather than privatizing s 1.
To prove such an approach can be made DP, we require a careful sensitivity analysis that leverages
perturbation inequalities from numerical analysis. Further, we build a two-step algorithm on our
novel second-order algorithm by leveraging the warm-start framework of [35].

2 Preliminaries

Notation and assumptions. Let f : X x R% x Z — Rand g : X x R% x Z — R be loss
functions, with X C R% being a closed convex set of {y-diameter D, € [0, cc]. The data universe
Z can be any set. P denotes any data distribution on X. Let || - || denote the ¢ norm when
applied to vectors. When applied to matrix A, ||A|| := Smax(A) = v/ Amax(AAT) denotes the
{5 operator norm, which is the largest singular value of A. Function h : X — R is L-Lipschitz
if |h(z) — h(2’)| < L||x — 2’| for all z,2’ € X. Function h : X — R is p-strongly convex if
haz+(1—a)r') < ah(x)+ (1 —a)h(z") — MHJ) —a||*forall € [0,1] and all z, 2’ € X.
If p = 0, we say h is convex. The excess (population) risk of a randomized algorithm .4 with
output z = A(Z) on loss function h(z, z) is E4 z[H(Z)] — H*, where H(z) = E...p[h(z, 2)]
and H* := inf, H(x). If ﬁz(x) = LS~  h(z, ) is an empirical loss function w.r.t. data set Z,

n

then the excess empirical risk of Ais E4[H(z)] — H*. Denote a A b := min(a, b). For functions
o and v of input parameters 0, we write ¢ < 1) if there is an absolute constant C' > 0 such that



©(0) < C(0) for all permissible values of §. We use O to hide logarithmic factors. Denote by
VJ(z,y(x),2) = ViJ(z,y(x),2) + Vy(x)TV,J(z,y(x), 2) the gradient of function J w.r.t. z.

We assume, as is standard in DP optimization, that the loss functions are Lipschitz continuous, and
that g(x, -, z) is strongly convex—a standard assumption in the BLO literature:

Assumption 2.1. 1. f(-,y,z) is Ly y-Lipschitz in x for all y, z.
2. f(z,-,z)is Ly, -Lipschitz in y for all x, z.
3. g(x,-, 2) is pg-strongly convex in y.

4. There exists a compact set Y C R with {§3(2)}vex C Y for ERM or {y*(z)}zex C Y
for SO such that g(x, -, z) is L, ,-Lipschitz on Y.

Note that diam(}) < Lljy by Assumption Some of our algorithms additionally require:
g

Assumption 2.2. Forall z,x'y,y’, z we have:

L[Vyf(z,y,2) — yf(x7y’72)|\ < Braylly = Il
z) —
’

3. gv fh(l’ Y2 | Vo f(x,y', 2|l < Braylly — 'l and |V f(2,y,2) = Vi f(2',y,2)|| <
faylll — T

4. IImeg(w Y 2| < By and V35, 9(x,y, 2)|| < Bo,ay-

6. |V2,9(z, y, ) yg(x’ Y, 2)|| < My aylle — 2|, | V3,9(x,y,2) = Vig(z',y, 2)|| <
My oyllz — V2, 9(x,y,2) = V2, g(x' y, 2)|| < Myy,lle—2'|].

7. IImeg(w vz ) V2,9, Y, 2)|l < Cgaylly — yII IV2,9(x,y,2) — Vi, g(z,y, 2)| <
209(x,y,2) = V2 g(x,y, 2)|| < Cgyylly — 'l

Assumption [2.2]is standard for second-order optimization methods and is essentially the same as the
[25) Assumptions 2.5 and 2.6], but we define the different smoothness parameters at a more granular
level to get more precise bounds. As discussed in [21], these assumptions are satisfied in important
applications of BLO, such as model selection and hyperparameter tuning with logistic loss (or another
loss with bounded gradient and Hessian) and some Stackelberg game models.

Differential Privacy. Differential privacy prevents any adversary from inferring much more about
any individual’s data than if that data had not been used for training.

Definition 2.3 (Differential Privacy). Lete > 0, ¢ € [0,1). Randomized algorithm A : Z™ — W is
(e, 6)-differentially private (DP) if for any two datasets Z = (z1,...,2,) and Z' = (2],..., z}) that
differ in one data point (i.e. 2; # 2;, z; = 2] for j # i) and any measurable set S C X, we have

P(A(Z) € S) < e“P(A(Z)) € S) + 6.

Algorithmic preliminaries on DP are given in Appendix [A]

3 Private convex bilevel optimization

In this section, we characterize the optimal excess risk bounds for DP convex bilevel ERM and SCO:

Theorem 3.1 (Convex DP BLO - Informal). Let &, and ® be convex (VZ € Z") and grant
Assumption 2.1} Then, there is an efficient -DP algorithm with output T such that

Edy(Z) — 0 <O (d )

EN



If Assumption 2.2 parts 3-4 hold, then there is an efficient (e, 0)-DP algorithm with output T s.t.

~ _ d, log(1/3
Ed,(7) — % < O (Og(/)> , and

En

R

Moreover, all of the above upper bounds are tight (optimal) up to logarithmic factors.

The following subsections contain formal statements capturing the precise dependence on the problem
parameters given in Assumptions [2.1]and [2.2]and runtime bounds.

3.1 Conceptual algorithms and excess risk upper bounds

This section contains our conceptual algorithms (ignoring efficiency considerations) and precise
excess risk upper bounds.

Pure e-DP. Consider the following sampler for DP bilevel ERM, which is an instantiation of the
exponential mechanism [37]: Given Z € Z™, sample & = z(Z) € X with probability

X exp (—;@Z(i)) , where 4
s
2 4Ly, L
5= = [LyaDq + Ly, Dy] + —L2=22,
n g

Theorem 3.2. Grant Assumptionand suppose o z is convex. The Algorithm in (@) is e-DP and

~

~ = dy Ly L
E[$4(7) - ®3] <O ( [Lf,IDZ LD+ MD |
En Ihg

We defer the proof to Appendix |B|and describe the efficient implementation in Section If®is
not convex, then privacy still holds and the same excess risk holds up to logarithmic factors. The

key step in the privacy proof is to upper bound the sensitivity of the score function ) z(x) by s, by
leveraging Assumption [2.1]and the fact that [|7}, () — %, (x)|| < 2Lg,,/pgn for adjacent Z ~ Z'.

Approximate (¢, 6)-DP. Consider the following instantiation of the regularized exponential mecha-
nism [22]]: Given Z, sample Z = Z(Z) from probability density function

o exp(—k(Pz (@) + p|Z]%)), where (5)
2.2
. un<e
=0 (o)
G = Lf@ + Lf,yﬂgwy + Ly,yﬁﬁwy7
Hg Hg

where p is an algorithmic parameter that we will assign (not to be confused with fi4).

Theorem 3.3. Grant Assumptionand parts 3 and 4 of Assumption Assume ® and ® are
convex for all Z € Z™. There exists a choice of j and k such that Algorithm @) is (g,6)-DP and
achieves excess empirical risk

Ed,(3) — ®L <O (L s
) Z < f g g on

Ly yBg,zy + Lg,yﬁf,my> D.Vv dy 10g(1/5)> .

Further, if Z ~ P™ are independent samples, the excess population risk with a different choice of
k,uis

E®(Z) — d* < O <(Lf,x n LyyBg.ay " Lgyyﬁf,my) D, (daflog(l/& + 1>> .

Hg Hg en Vn



The main idea of the privacy proof (in Appendix [B) is to show that > z— d z 18 2(% + Lewboay |

HgT

m)-upschitz and then compare the privacy curve [5] between the distributions @ and Q’

Nnig

(corresponding to (3 with data Z and Z’ respectively) to the privacy curve between two Gaussians,
by leveraging [22, Theorem 4.1].
Remark 3.4 (Near-optimality). The bounds in Theorem 3.2]and [3.3|nearly match the optimal bounds
for standard single-level DP ERM and SCO [91[6], e.g. ©(L D, +/d, log(1/d)/en) for (e, )-DP
ERM [9,44], except for the addition of two terms capturing the complexity of the bilevel problem:
For e-DP ERM, the additional terms are O(L , D,d,/en) and O((Ly Ly, /1tg)ds/en). Our lower
bound in Theorem [3.9)shows that the first additional term is necessary. We conjecture that the second
additional term is also necessary and that our upper bound is tight up to an absolute constant. This
conjecture is clearly true in the parameter regime L /1ty = D,,. For (¢, 0)-DP, the additional terms
scale with O((Ly yBg.5y/thg + Lg.yBf.5y/thg)Ds). Our lower bound in Theorem |3.9| shows that
dependence on Ly, is necessary and that the Ly, 34 2,/ 1g term is tight in the parameter regime
Dy ~ Dy g ay/ g If also Dyfy 4/ S L.y, then the bounds in Theorem [3.3are tight up to an
absolute constant factor.

3.2 Efficient implementation of conceptual algorithms

In many practical applications of optimization and sampling algorithms, we face unavoidable approx-
imation errors when evaluating functions. Given any x, we may not get the exact ¥ () in solving
the low-level optimization, which means we may introduce a small error each time we compute the
function value of f(z, ¥y} (x), z). This section analyzes how such small function evaluation errors
affect log-concave sampling algorithms. We establish bounds on the impact of errors bounded by ¢
on the conductance, mixing time, and distributional accuracy of Markov chains used for sampling.
We then develop an efficient implementation based on the [9] approach that maintains polynomial
time complexity while providing formal guarantees on sampling accuracy in the presence of function
evaluation errors. As a corollary of our developments, we obtain Theorem [3.1]

Our approach builds on the classic Grid-Walk algorithm of [3]] for sampling from log-concave
distributions. Let F'(-) be a real positive-valued function defined on a cube A = [a, b]? in R%. Let
f(0) = —log F(0) and suppose there exist real numbers «, 5 such that:

)

fQz+ (1 =Ny) = Af(2)+ (1 =N f(y) -5,

forall z,y € A and X € [0, 1]. The algorithm of [3], detailed in Appendix for completeness,
samples from a distribution v on the continuous domain A such that forall § € A, [v(8)—cF(6)| < ¢,
where c is a normalization constant and ¢ > 0. The algorithm defines a random walk (which is a
Markov Chain) on the centers of small subcubes that partition A and form the state space ) C A.
The final output of the algorithm is a point = € A, returned with probability close to F'(z).

@) = ] < o (s o )

Next, we briefly outline our analysis how the Grid-Walk algorithm behaves when the function F’' can
only be evaluated with some bounded error, resulting in a “perturbed”” Markov chain.

Conductance bound with function evaluation errors. For a Markov chain with state space (2,
transition matrix P and stationary distribution g, its conductance ¢ measures how well the chain
mixes, i.e. how quickly it converges to its stationary distribution:
. ZmES,yEQ\S q(x) Pyy
Y= min .
SCQ:0<q(S)<1/2 q(S)

We analyze how function evaluation errors affect Grid-Walk conductance:

Lemma 3.5 (Conductance with Function Evaluation Errors). Let P be the transition matrix of the
original Markov chain in the grid-walk algorithm of Section[B.3.1|based on function f, with state
space §) and conductance . Let P’ be the transition matrix of the perturbed chain based on f' where
11(0) = £(0) + €(0) with |¢(0)| < C for all 0 € Q, where ((-) is a bounded error function. Then the

conductance ' of the perturbed chain satisfies:

99/ > 676<<p.



Relative distance bound between F' and F’. We now analyze how function evaluation errors
affect the distributional distance between the original and perturbed stationary distributions.

Lemma 3.6 (Distance Between F and F'). Let F(0) = e~ /®) and F'(0) = e~ 1" where f'(0) =
£(8) +¢(0) with |((0)| < ( forall @ € A. Then,
F'(6)
F(0)
Furthermore, if we define the distributions w(0) x F(0) and ' (6) < F'(0), then:

e ¢ < < eg, Vo € A.

Disteo (7', ) := sup
0cA

log :((g)) ‘ < 2¢.

Mixing time analysis. For a Markov chain with state space (2, transition matrix P, and stationary
distribution 7, the mixing time tyix(€) with respect to the L..-distance is defined as:

tis(€) := mint 2 0 : max Distoo (P'(a, ), 7(1) < ¢}, ©)

for any € > 0. We determine the number of steps required for L., convergence with perturbed F':

!/
mix

Lemma 3.7 (Impact on Mixing Time). The mixing time t
Loo-distance e to its stationary distribution satisfies:

2.2 72
th . (e) <el* .0 (a 7'2d e max{dlog arvd ar}) )
€

)
€

(€) of the perturbed chain to achieve

Efficient implementation. Leveraging our analysis of how function evaluation errors affect conduc-
tance, mixing time, and distributional distance, we develop an efficient algorithm for sampling from
log-concave distributions in the presence of such errors. Our approach builds upon the framework
developed by [9]], extending it to handle approximation errors.
Theorem 3.8 (Log-Concave Sampling with Function Evaluation Error). Let C C R? be a convex
setand f : C' — R be a convex, L-Lipschitz function. Suppose we have access to an approximate
function evaluator that returns f'(0) = f(0) + ((6) where |((0)| < {forall 0 € C, and { = O(1)
is a constant independent of dimension. There exists an efficient algorithm that outputs a sample
0 € C from a distribution p' such that:

Distoo (p',m) < 2¢+§ )

where 7(6) oc e~ (©) is the target log-concave distribution and & > 0 is an arbitrarily small constant.
This algorithm runs in time O(e'?¢ - d? - poly(L, ||C||2, 1/€)).

The efficiency claims in Theorem [3.1]follow as corollaries of Theorem 3.8} see Appendix [B.3]

3.3 Excess risk lower bounds

If the problem parameters (e.g., Lipschitz, smoothness) are constants, then the upper bounds in
Theorems and [3.3|are tight and match known lower bounds for standard single-level DP ERM
and SCO [9}16]. In this section, we go a step further and provide novel lower bounds illustrating
that the dependence of our bounds on Ly, D, (or a quantity larger than this) is necessary, thereby
establishing a novel separation between single-level DP optimization and DP BLO:

Theorem 3.9 (Excess risk lower bounds for DP ERM). 1. Let A be e-DP. Then, there exists
a data set Z € Z™ and a convex bilevel ERM problem instance satisfying Assumptions[2.1|
and2.2\with g = ©(Lg,,/D,) such that

Ed,(A(Z)) — d3 =Q ((Lf,xDz + Ly, D,)min {1, ZZ}) .

2. Let A be (¢,06)-DP with 20 < § < 1/n1+9(1). Then, there exists a data set Z € Z™
and a convex bilevel ERM problem instance satisfying Assumptions[2.1|and 2.2)with j1, =
©(Lg,y/Dy) such that

Ed(A(2)) — 85 = Q (@MDI + Ly, D) min {1, dlZf(l/é)}) |



By comparing the lower bounds in Theorem [3.9 with the bounds in [9], one sees that the DP bilevel
ERM is harder (in terms of minimax error) than standard single-level DP ERM if Ly D, > Ly . D,.

See Appendix [B.4]for the proof. A key challenge is in constructing the right f and g to chain together
the x and y variables and obtain the desired L , D, scaling term.

Remark 3.10 (Bilevel SO lower bounds). One can obtain lower bounds on the excess population risk
that are larger than the excess empirical risk bounds in Theoremby an additive Ly, Dy (1/y/n),
via the reduction in [7]. This implies the near-optimality of our scheme in (5) for DP bilevel convex
SO (c.f. Theorem 3.3).

4 Private non-convex bilevel optimization

In this section, we provide novel algorithms with state-of-the-art guarantees for privately finding
approximate stationary points of non-convex @z (see (3)).

4.1 An iterative second-order method

Assume for simplicity that X = R% so that the optimization problem is unconstrained A natural
approach to solving|Bilevel ERM]is to use a gradient descent scheme, where we iterate

Tiy1 = Ty — nV@Z(xt). ®)
By the implicit function theorem, we have (c.f. [21]):
Vs (x) = VaFz (.55 () = V3, Ca(e, 55 ())[V5, Gz (2,35 (2)] 'V Fz (2,75 ().

Define the following approximation to V® 4 (z) at (z, ):

VFz(w,y) == VoFz(z,y) — V2,Gz(z,y)[V2,Cz(z,y)] "'V Fz(z,y). ©)
Note that VEy (z,y) = VO (x) if y = 5 (z).
Then to approximate (non-privately), we can iterate (c.f. [21]):

Y1 = Yz (1)

Tip1 = Ty — ﬁvﬁz(ﬂ%,ytﬂ) (10)

A naive approach to privatizing the iterations (I0) is to solve y;4+1 ~ y5(x¢) = argminy@ z(x4,9)
privately at each step (e.g., by running DP-SGD), and then add noise to VFy (¢, yr+1) before taking
a step of noisy GD. (This is similar to how [25] privatized the penalty-based bilevel optimization
algorithm of [27]].) However, this approach results in a bound E||V®2(2)| < O(\/d, + d,/en)'/?

that depends on d,, due to the bias IV Fy (2, ye1) — VO ()| that results from using private gy 1.
To mitigate this issue and obtain state-of-the-art utility independent of d,,, we propose an alternative

approach in Algorithm we find an approximate minimizer of G z(x¢, ) non-privately in line 3.

Since G z (x4, -) is a smooth, strongly convex ERM function, we can implement line 3 efficiently
using a non-private algorithm such as SGD or Katyusha [2].

Denote L := Ly, + ﬂf’”;ﬁ which is an upper bound on ||V f(x, §} (), z)||, and
g9
x Cyz C I
C = Bray + Br.yyPo.xy + Ly, ( 92y g,yyf% y) , (11)
Kg Hg Hg

which satisfies |V®(z) — VFz(z,y)| < C|ly% (x) — y|| for any z, y by [21, Lemma 2.2]. Let

K =2 Bf,wng’y + 9oL + Bg,myﬁf,yyl’g’y + Lf,ycgyfrng,y + Lf,yﬂgyxng,ng,yy + Lf,yﬁg,yy/jg,xy
o 1 12 12 I 12

g g g g g

(12

30ur approach and results readily extend to constrained X' by incorporating proximal steps and measuring
utility in terms of the norm of the proximal gradient mapping.



Algorithm 1: A Second-Order DP Bilevel Optimization Algorithm

1 Input: Dataset D = (Z3, ..., Z,), noise scale o, initial points 2o, yo € X x ), parameter «;
2 fort:=0,...,7 —1do
3 Find y;+1 = ¥ (z¢) such that ||y;+1 — 75 (x1)| < « (e.g., via SGD or Katyusha [2]);

T4l = T¢ — 1N (ﬁﬁZ(xhyt+l) + Ut)7 where u; ~ N(O, UQIdm)-

4 end
5 Output: 77 ~ Unif({z;}1 ).

Lemma 4.1 (Sensitivity Bound for Algorithm . For any fixed x;, define the query q, : Z™ — R,

@(Z) = vﬁz(ﬂﬂta Ye+1),
where yir1 = Yer1(Z) is given in Algorithm If a < % where C' and K are defined in
Equations (T1) and (12), then the {5-sensitivity of q is upper bounded by %.
The proof of this lemma—in Appendix [C}—is long. It uses the operator norm perturbation inequality
[M~' =N~ < [[M~[[INH[[|M — N|| to bound the sensitivity of [V Gz (x, yy11)] " in @).
Now we can state the main result of this subsection:
Theorem 4.2 (Guarantees of Algorithm [I]for Non-Convex Bilevel ERM - Informal). Grant Assump-

tions nand Set 0 = 32K /T log(1/6)/ne. Denote the smoothness parameter of d 4 by Bo,

given in Lemma|C.2| There are choices of o, 1 s.t. Algorithm is (¢,0)-DP and has output satisfying

K\/((/I\)Z@;'O) - ‘f’*z) 5¢\/Clmlog(1/®1 - -

E|V®,(z27)| <
[VOz(Zr)| S -

The privacy proof leverages Lemma[4.T} Utility is analyzed through the lens of gradient descent with
biased, noisy gradient oracle. We choose small « so the bias is negligible and use smoothness of ® .

4.2 “Warm starting” Algorithm |1| with the exponential mechanism

This subsection provides an algorithm that enables an improvement over the utility bound given in
Theorem4.2]in the parameter regime d,, < ne. Our algorithm is built on the “warm start” framework
of [34]: first, we run the exponential mechanism (@) with privacy parameter /2 to obtain x; then,
we run (g£/2, §)-DP Algorithm [1| with “warm” initial point 2. See Algorithm [2|in Appendix

Theorem 4.3 (Guarantees of Algorithm [2|for Non-Convex Bilevel ERM). Grant Assumptions
and Assume that there is a compact set X C R% of diameter D,, containing an approximate

global minimizer % such that  ;(T) — 3, < UL where W := Ly ,Dy+ Ly Dy + % Then,

g

there exists an (e, §)-DP instantiation of Algorithm [Z] with output satisfying

1/2
~ ~ 1/2 dm 1 1 5
E” VO (xpriv)” <O |:I< \111/25';/2} (Og(/)>

(ne)3/?

In Appendix we explain how to deduce the upper bound in (B) by combining Theorems[#.2]and
with the exponential mechanism using cost function ||V®z(z)||.

5 Conclusion and discussion

We provided novel algorithms and lower bounds for differentially private bilevel optimization, with
near-optimal rates for the convex setting and state-of-the-art rates for the nonconvex setting. There
are some interesting open problems for future work to explore: (1a) What are the optimal rates for
DP nonconvex bilevel ERM and SO? Since the optimal rates for standard single-level DP nonconvex
ERM and SO are still unknown, a first step would be to answer: (1b) Can we match the SOTA rate
for single-level non-convex ERM [35|] in BLO? Incorporating variance-reduction in DP BLO seems
challenging. (2) This work was focused on fundamental theoretical questions about DP BLO, but
another important direction is to provide practical implementations and experimental evaluations.
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Appendix

A More privacy preliminaries

Definition A.1 (Sensitivity). Given a function g : Z™ — R” the ly-sensitivity of q is defined as
sup [|q(Z) — a(Z')]l,
Z~Z!

where the supremum is taken over all pairs of datasets that differ in one data point.

Definition A.2 (Gaussian Mechanism). Lete > 0, § € (0, 1). Given a function ¢ : 2" — R¥ with
{y-sensitivity A, the Gaussian Mechanism M is defined by

M(Z) = q(Z) +v
where v ~ N, (07021k) and 02 = %.
Lemma A.3 (Privacy of Gaussian Mechanism [17]). The Gaussian Mechanism is (¢, 6)-DP.
If we adaptively query a data set " times, then the privacy guarantees of the T-th query is still DP
and the privacy parameters degrade gracefully:

Lemma A.4 (Advanced Composition Theorem [17]). Lete > 0,4,6" € [0,1). Assume Ay,--- , Ar,
with Ay : 2" x X — X, are each (¢,6)-DP ¥t = 1,--- ,T. Then, the adaptive composition
.A(Z) = .AT(Z, AT_l(Z, .AT_Q(X, s ))) is (5/, T + (5’)-DPf0r

= /2T In(1/0")e + Te(e® — 1).
B Proofs for Section 3.1]

B.1 Conceptual algorithms and excess risk upper bounds
Pure c-DP. We restate and prove the guarantees of the e-DP exponential mechanism for BLO

below:

Theorem B.1 (Re-statement of Theorem . Grant Assumption 2.1 and suppose ® 5 is convex. The
Algorithm inld|is e-DP and achieves excess empirical risk

o~

E[®2(7) - ]<0(d {Lf, Dot Ls,D, *LLD
Hg

Proof. Privacy: First, notice that the distribution induced by the exponential weight function in []is
the same if we use exp (*i (@4 (x) — @Z(xg)}) for some arbitrary point xy € X'. To establish the

privacy guarantee, it suffices to show that the sensitivity of o z(x) — d z(x0) is upper bounded by s
for any x. Now, let Z ~ Z' be any adjacent data sets differing in z; # 2] and let x € X. Then the
sensitivity of 7 (z) — @z (xz¢) is upper bounded by
[B2(2) = B2(w0) ~ Bz () + B2 (w0)|
1 ~k % sk A~k
< E |f(l', yZ(x)a zl) - f(-l?o, yZ(x0)7 Zl) - f(xv Yz (x)7 Zi) + f(xoa yZ’(m0)7 Zi)'

S B (@), 20) — £ G ), 0]

z>1
S 1o, Ty (o), %) — Fao T (o), 20)
i>1
< 2 (LgaDy o+ Ly Dyl + 5 SO 05(0),20) — £ G (2),20)
2>1
S 1o, B w0),20) — £, T (a0), 20
i>1
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Now, for any x, we have
2Lg,y

fgn

by [41l 33]. Together with Ly ,-Lipschitz continuity of f(z, -, z), we can then obtain the desired
sensitivity bound.

197 (2) = vz ()| <

Excess risk: This is immediate from Lemma|[B.2](stated below) in the convex case. For nonconvex
® 4, the same excess risk bound holds up to logarithmic factors by [37].

O

Lemma B.2 (Utility Guarantee, [[15] Corollary 1]). Suppose k > 0 and F is a convex function over
the convex set K C R%. If we sample = according to distribution v whose density is proportional to
exp(—kF(x)), then we have

E, [F(2)] < min F(z) +

ENIESH

Next, we turn to the (e, §)-DP case.

Approximate (¢,6)-DP. We define the privacy curve first:

Definition B.3 (Privacy Curve). Given two random variables X, Y supported on some set {2, define
the privacy curve §(X||Y) : R>g — [0,1] as:

(X|Y)(e) = Slé% Pr[Y € S] —e“Pr[X € 5].

We have the following theorem from [22]:

Theorem B.4 (Regularized Exponential Mechanism, [22]). Given convex set K C R? and p-strongly
convex functions F, F' over K. Let P,(Q) be distributions over K such that P(zx) x e F@) and
Q(x) x e~ @) If ' — F is G-Lipschitz over K, then for all z € [0,1],

(P Qe <5(A0. | N D).

It suffices to bound the Lipschitz constant of ® z(x) — oy (z). We have the following technical
lemma:

Lemma B.5. Let 3, (x) = argminyeyéz(a:, y) where Gz (z,y) = * S 9(,y,z). If gz, -, 2)

n

is f1g-strongly convex in y and ||Vyéz(a:, y) — Vyéz(a:’, Y)|| < Bgayllz — 2’| for all z,y, z, then

~ - B,
2@ - (") < 2222 o — o).
9

Proof. Since y3, () is the minimizer of Gz(z,y). the first-order optimality condition gives:

~

VyGz(x,yz(x)) =0
Similarly for z:

V,Gz (e, 7y (a') =0
By f14-strong convexity of G z(a', ) and the first-order optimality condition, we have:
WGz (@ T3 (@) = VG (2, 55 (2), Tz () — G5 (2"))
vG 22,75 (2) = VyGz(2,75(2)), 7% (x) — ¥z (=)
<IVyGz(@', 5z (x) = VyGz(@, gz ()| - [9z(x) — 52 ()]

1gll9z (x) = Gz (=) <
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<Byaylle’ — | - |77 (x) — Gz ().
Therefore:

~x . B,
197 (x) — gz ()| < %Hx — ||

g9

O

Lemma B.6. Grant Assumptionnand additionally assume |V, f(x,y,2z) — Vo f(z,y,2)|| <
Braylly—y'| and |V, Gz (2, y) =V, Gz (@', y)|| < Byuyllz— 1"||f0mll$ sy, /', z Then, for any

datasets Z,Z' € Z™ differing in one element, ® ; — ®/ is 2( L4 szﬂfl wy 4 Lo, y’gf ”’) -Lipschitz.

Proof. Suppose without loss of generality that Z and Z’ differ only at the first element z; # 21.
Then:

®y(x) — By(r)) — Dyi(w) + By (a')

— @G (w),20) = £ T @), 2] + LT (0),2) = 1T (@) 4)
o DT )20 = ST 20 = 3 DU ), 2) = 05,20

For i = 1, we have

[f (@, 97 (2), 21) — (2", Gz (2"), 21)]
< |f($,@\*z(3?), Zl) - f(m/7 /y\*Z(x)v Zl‘ + |f(£L‘/, :/U\*Z(x)v Zl) - f(‘r/’ ?2(95/),21”
L @
<Lpalle — ')+ Z3Pam ),
Hg
where the last inequality follows from Lemma The same argument works for z7.

For each i > 2 (where z; is the same in both datasets), recalling that |75 () — 7 ()] < 2222, we
have

[f (@, Uz (), i) = f(@, Uz (), 23)] = [f (2, G2 (2"), i) = f(@', G50 (2), 20)]

1
= [ Vaftta+ (1= 02 Tyt + (1= 0),2)dt - - o)
0
1
— / Vef(te+ (1 =)', gy (tx + (1 — t)a'), z;)dt - (x — 2')
0
Using the smoothness of V, f with respect to y:

1
< [ BrallByte + (1= ) = Tyt + (1= )2
0

1 ;
< / By 2Lg,y dt — 2Lg,y6f7ry'
0 Tptg

Nflg

/0 Vof(te + (1 —t)2', g5 (te + (1 — t)2'), z;) — Vaf(tx + (1 — t)2', g%, (tx + (1 — t)2’), zi)]dtH

Therefore,

T3 0), 2) — £, T (@) 2] — [ G5 0'),20) — 1 (), 2]
< onltayy, g
Nty
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A similar analysis applies to the term involving z; and 2}, with an additional constant accounting for
the difference between functions.

Therefore,

& N S 3 Iy L T L z
Dy(x) — Dy(z') — y(z) + @Z/(x/)‘ <2 ( fo g fBa.y + .51, y) |z — 2|,
n g Nflg

as desired. O

B.2 Generalization error of the regularized exponential mechanism for bilevel SCO

Another advantage of Regularized Exponential Mechanism is that it can have a good generalization
error.

Lemma B.7 ([22]). If we sample the solution from density 7z (z) o exp(—k(®z(z) + ul|z|2/2),
the excess population loss is bounded as

o G? d,
Einny zapn[®(2) — 7] < n + .
Theorem B.8 (Re-statement of Theorem [3.3). Grant Assumption[2.1|and parts 3 and 4 of Assump-
tion Assume ® 7 and ® are convex for all Z. Sampling T from a distribution proportional to
exp(— k(B (@) + pullz]|2/2)) with k = O (it sy ) and G = (L, + Eealoz o Baabron i

G?log(1/6 Hg
(e,0)-DP. Moreover,

G+/dg log(1/3)

* setting L = , we achieve excess risk

nDge
~ = L © L © \/dzlog(1/6
E®z(7) -0, <O (Lf,z + fyPg.ey n 9,551, u) D, og(1/9) )
Hg Hg ne
* setting | = < d; lljoge(l/é) +5 S NG the population loss has the following guarantee:

Hg Hg n Vin

Proof. The privacy guarantee follows from the privacy curve of Gaussian variables and Lemma 6.3
in [22].

When setting p = G/ dlos(1/9) M’ Lemma gives us that

nD,e
% % D? ?log(1 D2 dy log(1/6
BB, (3) — &y, < Go 4 #DE _ d:G?log(1/0)  uDE (o V/daloa(1/0) )
k 2 pn*e? 2 ne

As for the population loss, with the setting of i and &k, by Lemma|B.7} we have

~ d, G? d.G?log(1/§ G? D?
E@(x)_®*§;+7+upi:w+i+u10 GD,(
kE  un un2e? n 2
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B.3 Efficient implementation of conceptual algorithms

In many practical applications of optimization and sampling algorithms, we face unavoidable approx-
imation errors when evaluating functions. Given any x, we may not get the exact ¥ () in solving
the low-level optimization, which means we may introduce a small error each time we compute the
function value of f(z, ¥y} (x), z). This section analyzes how such small function evaluation errors
affect log-concave sampling algorithms. We establish bounds on the impact of errors bounded by ¢
on the conductance, mixing time, and distributional accuracy of Markov chains used for sampling.
We then develop an efficient implementation based on the [9] approach that maintains polynomial
time complexity while providing formal guarantees on sampling accuracy in the presence of function
evaluation errors.

B.3.1 Original Grid-Walk Algorithm for Log-Concave Sampling

We first state the classic Grid-Walk algorithm from Applegate and Kannan [3]] on sampling from
log-concave distributions.

Let F'(-) be a real positive-valued function defined on a cube A = [a,b]? in RY, where [a, b]?
represents a hypercube with side length « := b — a. Let f(0) = — log F'(6) and suppose there exist
real numbers «, § such that:

) = 7)1 < o pmog b= ).

fAz+ (1 =Ny) = Af(2) + (1= A)f(y) - B,
forall z,y € Aand X € [0,1].

Let v < 1/(2«) be a discretization parameter. The following algorithm samples from a distribution v
on the continuous domain A such that for all § € A, |v(0) — c¢F(0)| < €, where c is a normalization
constant:

1. Divide the cube A into small cubes {C, } of side length -y, with centers {z}. Let 2 be the
set of all such centers.

2. If Kk < 1/a, then pick a point 6 uniformly from A and output § with probability
F(0)/(emax,e4 F(x)); otherwise restart.

3. For k > 1/a, proceed as follows:

(a) Choose a starting point xg € € arbitrarily.
(b) Define a random walk on the centers of the small cubes as follows:

i. At a state (cube center) z, stay at = with probability 1/2.

ii. Otherwise (with probability 1/2), choose a direction u € {£ey,---,+eq} uni-
formly at random (each chosen with probability 1/2d), where e; is the standard
basis vector in the ¢-th coordinate.

iii. If the adjacent cube in that direction is not in A, stay at x.

iv. Otherwise, move to the center y of that adjacent cube with probability
min{1, F(y)/F(z)}; with probability 1 — min{1, F(y)/F(x)}, remain at z.

(c) Run this random walk for 7" steps. Let = be the final state.
(d) Pick a point 6 uniformly from the cube C',.

(e) Output 8 with probability F'(0)/(eF(x)); otherwise, restart from step 3(a) with a new
recursive call.

For implementation details, we refer to the original paper [3]]. In the subsections that follow, we
analyze how this algorithm behaves when the function F' can only be evaluated with some bounded
error, a common scenario in practical applications.

B.3.2 Conductance Bound with Function Evaluation Errors

The conductance of a Markov chain measures how well the chain mixes, specifically how quickly it
converges to its stationary distribution. For a Markov chain with state space {2, transition matrix P
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and stationary distribution ¢, the conductance ¢ is defined as:

: erS,yeQ\S q(z)PTy
P = min )
SC:0<q(5)<1/2 q(S)

Higher conductance implies faster mixing, while lower conductance suggests the presence of bottle-

necks in the state space.

We now analyze how small errors in function evaluation affect the conductance of the Markov chain
used in log-concave sampling, described in Section[B.3.1] This analysis is central to understanding

the robustness of sampling algorithms in the presence of approximation errors.

Lemma B.9 (Re-statement of Lemma[3.3). Let P be the transition matrix of the original Markov
chain in the grid-walk algorithm of Section based on function f, with state space 2 and
conductance . Let P’ be the transition matrix of the perturbed chain based on [’ where f'(0) =
£(8) + €(0) with |C(0)] < ¢ forall 0 € Q, where ((-) is an arbitrary bounded error function and
¢ > 0 is an upper bound on its magnitude. Then the conductance ' of the perturbed chain satisfies:

(pl > 676C<,0.

Proof. Fix any subset S of the state space. The conductance of .S in the original chain is:

_ Yeesygs 4@)Pry
¥s min{}", g (), X ,es (7))}

where ¢ is the stationary distribution and P, are the transition probabilities.

In the grid-walk algorithm, we know P,, = 0 if « # y are not adjacent; for adjacent points = and y:

1 . F(y) 1 .
P. = —min< 1 — — min{1. e~ (F@)—f(=)
Ty \d 1 { ) F(l’)} 1d 1 { ) € }a

and remarkably P,, =1 — %" 2y Pry-
For the perturbed chain with adjacent x, y:

A Frl|_ 1. ~(f' ()~ (2))
Pmy74dm1n 1’F’(a:) *4dm1n{17€ }-

Since f'(y) — f'(z) = f(y) = f(x) + (C(y) — ¢(x)) and [¢(y) — ()] < 2(, we have:
e~ FW—F@)=20 < o~ W)~F'@) < =) —F@)+20),

This implies:

e~ min{1, e @Y < minf1, e @=F DY < 2 ping1, e F@—F@)y,

Therefore:

€ X Pyy < P, < € Pyy.

The stationary distributions ¢ and ¢’ satisfy:

F(z) ) F'(x)
() = =—%— and ¢(2)= =—=—.
ZZEQ F(Z) ZZEQ F/(Z)
Since F/(l') = eff/(m) = e*(f(l’)JrC(@) = eff(m)efcwj) = F(x)67C(I)’ we have:
F F
e . q(z) - Zzeﬂ /(2) < q’(:c) < S q(z) - ZzeQ /(Z) .
ZzeQF (2) ZZEQF (2)
The normalization ratio satisfies:
¢ < ZzEQ F'(z) < €
N zEQN F(Z) N



Therefore:

e % q(x) < ¢'(z) < € - q(a).

Using the bounds on transition probabilities and stationary distributions:

Y d@Py, e Y g(a)Py,

z€S,y¢S z€S,y¢S
And:
win{ 5050 <o {00
z€S z¢S zes xS
Therefore:

P ers,ygés q’(I)P;.y
min{}- cs @' (%), X, ¢ 7 (2)}
S et > wes,ygs 1(T) Poy
T emin{}C g q(x), Yopgs a(x)}

s

=€

Since ¢ = ming ¢g and ¢’ = ming @', we have:

o' > e %,

B.3.3 Relative Distance Bound Between I’ and I

We now analyze how function evaluation errors affect the distributional distance between the original
and perturbed stationary distributions.

For distributions, we define the L, distance (or log-ratio distance) between distributions x and v on
A as:

log ,u(é))‘ . (13)

Distoo (1, ) = sup o(0)

A

Lemma B.10 (Re-statement of Lemma [3.6). Let F(0) = ¢=/© and F'(6) = ¢~ I'®) where
11(0) = £(6) + €(0) with |C(0)] < (forall @ € A. Then the relative distance between F and F' is
bounded by:

vl € A.

Furthermore, if we define the distributions 7(0) < F(0) and ©'(0) < F’(0), then the infinity-distance
between them is bounded by:

™' (0)
()

Distoo (7', ) = sup
0cA

log

EE3

Proof. For any 6 € A, we have:
F'(§) = e=1'0) — o= (F(O)+C(0)) _ —F(0) o —C(0) — F(g)e—i(ﬂ).

Since [(0)| < ¢, we have:

e ¢ < e—S(0) < S,
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Therefore:

e SF(h) < F'(0) < e F(9).

For the normalized distributions, we have:

o FO
) fA F(z)dz’
oy = 2O F)e
JAF'(z)dz [, F(z)e=¢G)dz’
This gives:
() F(0)e=<®) . J4 F(z)dz _ <) . M
() J4 F(z)e=¢=)dz Fo) [, F(z)e=¢@dz

Since e ¢ < ¢7¢(2) < ¢C forall z € A, we have:
e_c/ F(z2)dz < / F(2)e ¢®dz < eC/ F(z)dz.
A A A

Therefore:
7' (0

~—

e~ <

Disto, (7, 1) = sup
0cA

0 ‘ < 2.

B.3.4 Mixing Time Analysis and Implementation Details

For a Markov chain with state space €2, transition matrix P, and stationary distribution 7, the mixing
time ¢myix (€) with respect to the Lo,-distance is defined as:

tmix(€) = min{t > 0 : maé(Distoo(Pt(:c, ), 7(+)) <€}y (14)
re
for any € > 0. For efficient implementation of the grid-walk algorithm, we utilize the results of [9].

Following their approach, we can determine the number of steps required for L., convergence using:

Lemma B.11 (Mixing time for relative L., convergence [38]). Let P be a lazy, time-reversible
Markov chain over a finite state space I with stationary distribution . Then, the mixing time of P

w.rt. Lo distance is at most
4/e 4d
o<t [ (s)
ane TP (T)
where p(z) = inf{pgs : 7(S) < z}, pg denotes the conductance of the set S C T, and 7, =
minger 7(z) is the minimum probability assigned by the stationary distribution.

We now provide a bound on how function evaluation errors affect the mixing time.

Lemma B.12 (Re-statement of Lemma(3.7). The mixing time t,,,;.(¢) of the perturbed chain to achieve
Loo-distance e to its stationary distribution satisfies:

2,272
t . (e) <e'? .0 (a 7'2d e max{dlog oTVd cw}) :

)
€ €
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Proof. For a log-concave function F(z) = e~/(*) where f is a-Lipschitz, we set the grid spacing

parameter v = 2;\/3' Using the conductance bound from previous analysis [9]], we can derive the

lower bound on conductance:

o(z) > —— .
S8ard3/2ec

By Lemma|[3.5the conductance ' for the perturbed chain F” satisfies
e ¢
/
> .
v(@) = Sard3/2ec
By the Lipschitz assumption, we have that

F’(u) e—ar—Z(

S @) © )

7' (u) =

Hence, by the lower bounds of conductance and minimum probability in the state space and
Lemma [B.T1] we complete the proof.

O

Building upon our analysis of how function evaluation errors affect conductance, mixing time,
and distributional distance, we now develop an efficient algorithm for sampling from log-concave
distributions in the presence of such errors. Our approach builds upon the framework developed by
Bassily, Smith, and Thakurta [9]], extending it to handle approximation errors with formal guarantees.

Theorem B.13 (BST14-Based Implementation). Let C C R? be a convex set and f : C —
R be a convex, L-Lipschitz function. There exists an efficient algorithm that, when given exact
function evaluations, outputs a sample 0 € C from a distribution u such that the relative distance
between p and the target log-concave distribution w(0) o e~ 1) can be made arbitrarily small, i.e.,
Distoo (1, ™) < € for any desired & > 0. This algorithm runs in time O(d® - poly(L, ||C||2,1/€)),
which is polynomial in the dimension d, the diameter of C, the Lipschitz constant L, and the accuracy
parameter 1/€.

The key techniques in this implementation include:

1. Extending the function f beyond the convex set C' to a surrounding cube A
2. Using a gauge penalty function to reduce the probability of sampling outside C

3. Implementing an efficient grid-walk algorithm to sample from the resulting distribution

We now formally incorporate the effect of function evaluation errors into this framework:

Theorem B.14 (Re-statement of Theorem [3.8). Ler C' C R? be a convex set and f : C' — R be a
convex, L-Lipschitz function. Suppose we have access to an approximate function evaluator that
returns f'(0) = f(0)+((0) where |C(0)| <  forall @ € C, and { = O(1) is a constant independent
of dimension. There exists an efficient algorithm that outputs a sample 6 € C from a distribution 1/
such that:

Distoo (1, ) < 2¢ +¢ (16)

where 7(6) e~ 1) is the target log-concave distribution and § > 0 is an arbitrarily small constant.

This algorithm runs in time O(e'?¢ - d® - poly(L, ||C||2,1/€)). When ¢ = O(1) is a constant, this
remains O(d® - poly(L, ||C||2,1/€)) with the same asymptotic complexity as the exact evaluation
algorithm, differing only by a constant factor €'2¢ in the running time.

Proof. We follow the approach of [9] with appropriate modifications to account for function evalua-
tion errors:

1. Enclose the convex set C' in an isotropic cube A with edge length 7 = ||C| .
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2. Construct a convex Lipschitz extension f of the function f over A using:
f(z) =min (f(y) + Lllz - yl2)
yeC
This extension preserves the Lipschitz constant L and the convexity of f.
3. Define a gauge penalty function using the Minkowski functional of C"

¥o(0) = a - max{0,v(0) — 1}

where () := inf{r > 0 : 6 € rC} is the Minkowski norm of # with respect to C, and «
is a parameter set to ensure correct sampling properties.

4. Define the target sampling distribution:

7(0) o e /O=%a(0) g ¢ A

5. In the presence of function evaluation errors, for § € A, the algorithm samples from:

7 (0) x e~ O)=va(6)

— _
where f () = f(60) + ((6) and [C(0)] < ¢.
6. By Lemma 3.6 on the relative distance between distributions, we have:
Distoo (n/,7) < 2.
7. For the sampling algorithm’s computational efficiency, we note that by Corollary the

mixing time increases by a factor of ¢'?¢. and the modified algorithm’s running time
becomes O(e!2¢ - d® - poly(L, ||C||2, 1/£)).

If ( is a constant, then the factor e!2¢ is also a constant. Therefore, the algorithm maintains the
same asymptotic polynomial complexity in d as the exact evaluation algorithm, with only the leading
constant factor affected by the approximation error. O

Theorem B.15 (Exponential Mechanism Implementation). Under Assumptions2.1] for any constants
e = O(1), there is an efficient sampler to solve DP-bilevel ERM with the following guarantees:

o The scheme is (¢,0)-DP;

« The expected loss is bounded by O (% [Lf,xDx + LysyDy + %} );
g9

* The running time is O (dﬁn -poly(L, D,,1/e, log(dL%y/,ug)) Ad*n - Lﬁ’ -poly(L, D,, 1/5)).

Proof. Privacy: Let Z and Z' be adjacent data sets. Consider the exponential mechanism and the
probability density 7z proportional to exp(—%@ z(z)). We set ¢ = £ = £'/6. Let the 7/, be the
probability density of the final output of the sampler. Then by Theorem B.14] we know

Disteo (1, 77) < €'/2.
By Theorem [3.2] we have

Distoo (7, m2/) < €.
Hence we know

Distoo (7, /) < 2€/,

and setting £/ = /2 completes the proof of the privacy guarantee.

Excess risk: The excess risk bound follows from Theorem and the assumption that e = O(1).
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Time complexity: Given a function value query of d z(x), we need to return a value of error at
most . By the Lipschitz of f(x, -, z), it suffices to find a point y such that

ly = vz @)l < /Ly

By the strong convexity of g¢(z,-,z), there are multiple ways to find the qualified y. In
our case, we can simply apply the cutting plane method [29], which can be implemented in

O(d*npoly(log(dL? , /Cpy)). Alternatively, we could apply the subgradient method to Gz(z,),
which can be implemented in O(dn( Lo, e )). Combining the query complexity in Theorem gives
the total running time complexity. O

With Theorem and a similar argument on the implementation, we can get the following result of
the Regularized Exponential Mechanism.

Theorem B.16 (Regularized Exponential Mechanism Implementation). Grant Assumptions [2.1]
and additionally assume ||V, f(z,y,2) — Vi f(z, ¥, 2)|| < Braylly — ¥l and |V,Gz(x,y) —

Vyaz(x’,y)ﬂ < Bgaylle — 2’| forall z, 2’ y,y’, z. Given e = O(1) and 0 < 6 < 1/10, there is
an efficient sampler to implement the Regularized Exponential Mechanism and solve DP-bilevel ERM
with the following guarantees:

* The scheme is (¢,0)-DP

Mg g n

* The expected empirical loss is bounded by O <(Lf,m + LiwBowy 4 LowBy. zy) D, Vda log(1/6)> )

* The running time is O (d6n -poly(L, Dy, 1/e, log(dL?’y/ug)) Adin - =22 . poly(L, Dy, 1/5))

With a  different  parameter  setting, we can get the (g,0)-DP  sampler
with the same running time and achieve the expected population loss as

O ((Lf’z Ly yBg,zy + Lg,yB;, zy) DT (\/dmlog(l/ts) + \/lﬁ)) .

g g n

B.4 Excess risk lower bounds

Theorem B.17 (Re-statement of Theorem [3.9). 1. Let A be £-DP. Then, there exists a data
set Z € Z" and a convex bilevel ERM problem instance satisfying Assumptions[2.1)and2.2]
with pg = ©(Lg ,/D,) such that

Ed,(A(Z)) — ®} =Q ((Lme + Ly,D,)min {1, Zz}) .

2. Let A be (£,8)-DP with 2= < § < 1/n'*W). Then, there exists a data set Z € Z"
and a convex bilevel ERM problem instance satisfying Assumptions 2. 1|and[2.2|with jq =
©(Lg,y/Dy) such that

i o d, log(1/0
E@z(A(Z)) - 07 = <(Lf,$D;E + Ly, D,) min {1, ;Zf(/)}> )
Proof. Case 1: Suppose L¢,Dy S LyyD,. Then we will show @Z( A(Z)) —
Q ((Ly,yDy) min {1, -2 }) with probability at least 1/2 for pure e-DP A and & (A(Z)) —

Q ((Lf,yDy) min {1 vd }) with probability at least 1/3 for (e, §)-DP \A.

’ ne

Let f(x,y, z) = —(y, z), which is convex and 1-Lipschitz in z and y if X = ) = B are unit balls in
Re, d =d, = dy, and Z = {£1/Vd}%. Let g(z,y,z) = ||y — (z||? for ¢ > 0 to be chosen later.
Note Fy(z,y) = —(y,Z), where Z = L7 2, §5(2) = Cz, and ®5(z) = Fy(z,75(x)) =

(2, Z) = 7°(2) = argminzexffz(x) = ﬁ Therefore, for any x € X, we have

B () — B7(3°(2)) = —C <Z,m - ||§||>
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= ¢[IZ0 (1 - (3 (2))]
> & (17l - #(2)17), (17

since ||z]|, |Z*(Z)]| < 1. Now, recall the following result, which is due to [9, Lemma 5.1] and [44],
Theorem 1.1]:

Lemma B.18 (Lower bounds for 1-way marginals). Let n,d > 1, > 0,272 < § < 1/p! 90,
1. e-DP algorithms: There is a number M = Q(min(n,d/e)) such that for every e-DP A,

there is a data set Z = (21, ..., 2,) C {£1/Vd}? with |Z|| € [(M —1)/n, (M +1)/n]
such that, with probability at least 1/2 over the algorithm random coins, we have

IA(Z) - Z| = © (min <1, i)) .

2. (e,0)-DP algorithms: There is a number M = Q(min(n, \/dlog(1/0)/e)) such that

for every (£,0)-DP A, there is a data set Z = (21, ce zn) C {£1/Vd}y* with || Z|| €
[(M —1)/n, (M +1)/n] such that, with probability at least 1/3 over the algorithm random

coins, we have
IA(Z) - Z| = Q (min (1, Clk’jf”‘”)) .

We claim there exists Z € Z" with || Z|| € [(M — 1)/n, (M + 1)/n] such that

(18)
po-lx

with probability at least 1/2. Suppose for the sake of contradiction that VZ € Z" with || Z]| €
[(M —1)/n,(M + 1)/n], we have

-zl <

with probability at least 1/2. Let ¢ € [~1/n, 1/n] such that | Z|| = M/n + c. Then for the e-DP
algorithm A(Z) := 2 A(Z), we have

14(2) - 7| = -7

Fan (03

- fﬂw—”i”}H“HZH

M M+1
<<—+CS e

which implies [ A(Z) — Z|| < 1 A & . contradicting Lemma 8| By combining the claim (I8)
with inequality (T7), we conclude that If z = .A(Z ) is e-DP, then

by(r) — By > 5 [IIZIIIva -7(2)|?]

ZCM~1ZCmin{l,d}.
n ne

Next, we scale our hard instance to obtain the e-DP lower bound. Define the scaled parameter
domains X = D,B,Y = D,B, Z = Z = {+1/y/d}?, and denote # = D,z,j = D,y for any
T,YyeX XY= ]B%QDeﬁnef X xY xZ—Rby

f(l’,yvz) = _Lf,y<?j75>7
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which is convex and L ,-Lipschitz in y for any permissible Z, Z. Define g : XxYxZ—-R by

e o~ ~ Hg  ~ ~
g(a?,y,z)z 7q||y—§“xH2,

where
¢:=Dy/D,.
Then g is p4-strongly convex in y and 2L, ,-Lipschitz, since L, , > 1y D,. Now,
S T - =
FZ(.’IJ,y) :E f(.%'7y,zl):_Lf,y<y,Z>,
i=1
s~ . 5 iy Mg s S
73(@) = argmingcpa, |Gz (#,9) = 52115 - Gall?] = ¢i e D,
and ~ }
(&) := Fz(2,53(2)) = —Ly,y((F, 2)
Also, o
5 . = 2 e Z
T(Z) = argming 5 P(Z) = =D, = D7 (Z) = Dy =
1Z|l 1]

Thus, for any -DP A, there exists a dataset Z = Z such that the following holds with probability at
least 1/2, where we denote & = A(Z):

(&) = B(3(2)) = ~Ly, [((7.2) = (33, 2)]

d
d

The argument for the (£, §)-DP case is identical to the above, except we invoke part 2 of Lemma|B.18
instead of part 1.

Finally, it is easy to verify that Assumptions and are satisfied, with 3y 5, < “E—?y, Cyoy =
Coyy = Mgy = Mgy = 0= Bfaa = Bray = Bryy-

Case2: Ly, D, < Ly, D,. In this case, the desired lower bounds follow from a trivial reduction
to the single-level DP ERM lower bounds of [9, Theorems 5.2 and 5.3]: take ) = {yo} for some

yo € R with ||lyo|| < Dy, X = D,B, Z = {+1/Vd}%, and let f(x,y,2) = —Ly,{(z,z) and
g(z,y,2) = 52]ly|[®. Then f and g satisfy Assumption Uy (x) = yo, Fz(z) = Oy(x) =
—Ly . {x, Z). Thus, the lower bounds on the excess risk Fy (x)— F > for DP 2 given in [9, Theorems
5.2 and 5.3] apply verbatim to the excess risk ® z(x) — &)*Z This completes the proof. O

C Proofs for Section

C.1 An iterative second-order method

We have the following key lemma, which will be needed for proving Theorem 2]
Lemma C.1 (Re-statement of Lemma . For any fixed x;, define the query q; : Z™ — R,

@(2) = Vﬁz(xtaytﬂ),
where yi11 = yi41(Z) is given in Algorithm If a < % where C' and K are defined in
Equations (T1) and (12)), then the (y-sensitivity of q; is upper bounded by %.
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Proof. We will need the following bound due to [21, Lemma 2.2]: for any =,y € X x ),

IV (z) — VEz(a,y)|| < Cl75(x) —yll (19)
for 5 5 o o 5
C — /Bf,ﬂcy + fyyPg,xy +Lf,y < g9,y + 979929@9) .
Hg Hg Hyg

Now, denoting 411 = y+1(Z) and y;_ | = y,+1(Z’), the sensitivity of the the query ¢, is bounded
by

sup [|¢:(Z) — a:(Z)||
zZ~Z'

= ZSUIZJI IVEz (24, y141) — VFz (@, y,41) |

< sup IV F2 (2 gee1) = V8 (@) | + V8 2(21) = Vo2 (@) + IV 8 (20) = VEyr (e, i)

< Clyerr = Gz @) + IV z(21) = VOz ()l + Cliyiyr — Uz (o)
S 2C« + HV@Z(Q:,:) — V(DZ/(.I‘t)”
2K ~ ~
<+ VBs() — Vo (),
where we used the bound (]'115[) and our choice of a, for K defined in the theorem statement. Next, we
claim
2K
o
This will follow from a rather long calculation that uses Assumption[2.2]repeatedly, along with the
perturbation inequality ||[M ~! — N 71| < ||[M~Y||||M — N||||IN~!|| which holds for any invertible
matrices M and N. Let us now prove the bound (20). In what follows, the notation V denote the

derivative of the function w.r.t. z (accounting for the dependence of the function on 43, () via the
chain rule) and denote

IV®z(2:) — VO (a)|| < (20)

Mz(l',y) = Viyéz(m,y)[V?]y@Z(m,y)]_l
Then,
IV®2(x:) = VO (1)

1 1
<- + =
n n

Z Vf(],‘, @\}(x)’ Zl) - Vf(xv @\*Z'(x)v Zi)
=1

D Vi@ gz (@), z) = V(@G (), 2)
=1

< LSV, G @), 2) — Ve G (2, 2]
=1
S M o T () Vi 0, (), 20) — M, T 2)) Vo f ), 20
i=1

o I S2 VA G ), 2) — VA ), 2)
i=1

1 — . .
<= Zﬁf,xy 197 (x) — ¥z ()]
=1

+ %Z Mz (2,57 (€))Vy f (2,57 (), 21) = Mz(2,y7(2))Vy f (2,57 (2), z) |
i=1

V(G (), 1) — VG B (), )

where we assumed WLOG that z; # 2] and used the smoothness assumption in the last inequality

above. Now, recall that
2L
197 (2) = Tz (2)]] < =22
A A L
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and note that

~ o~k T L s »T
||Vf(xayz’($>7zl) - vf(xayz’<x)7zi)“ S 2L =2 (Lf’w + fi/fqy> ’
g

by the chain rule and (5 4,/ 114 )-Lipschitz continuity of 7}, (see [21] for a proof of this result). Thus,

2Lg7y
HgTt

n

~ ~ 1
1982 (0) = Vo (@)l <= 3" Bray

i=1

+ % Y MMz (2, G5 () f (2. 55 (2), ) = Mz (2, 55(2)Vy f (2, 5z(x), )|
i=1
2L

n
Next, we bound

1Mz (2, Y7/ (2)Vy f (2, Y7/ (2), 20) = Mz (2, 57(2))Vy f (2,57 (), 2) |
< sup 1Mz (@, 57z (@) IIVy f (2,7 (2), 2:) = Vo f (2,57 (), z) |

+sup [I[Vy f (@, 7 (2), 2) 1| M2 (@, 7 () = Mz (2, 5z (z)

B%T«y ﬂf 2L9
Lhg Yy I

It remains to bound
| Mz, 55 (2)) = Mz, 55 (2))]
< 92, G20, 52 (0) V2, G (0,52 (2) 7 = V2,8 (0,72 (@) V2, Gl (@)

+||72,G2 (0,55 (@) V2, G, Ty @) = V2,G (e, (@) V2, G (0, (2) 7|

< L Ly | Mz (2,55 (%) — Mz (2, Gy (2))]].

gn

_|_
+

V2, G (.5 () V3, Gt (0. () ™ = V2, Gt (@3 () V3, Gt (o, T )
Couosll7 (@) ~ T (@)]

Hg
2, Gz, G5 @) ™! = V3, G, T (@)

V2G5 (@) - V2,Ga(a, @)

)

V2, (.55 (@) V3, G . 5 (@) = V2, G (0,55 (@) V5, G, T ()|
)
(

<

+/Bg,xy

+ Bg,:vy

20g,4
+ Bg, Yy
HgTt
< 209902&
pgn
+ By || V2, G0, 55(@) ! = V2, Gz (e, ()7

92,G o (2, (@) ™" = V2, Gl T ()

+ Bg7£vy

+ QBg,zy
HgTt
< 2Cg7wng7y

>~ Hgn
1 g, CowlVz(@) = Uz (@)
9,y ‘ug

26971}1}
pgn

+ Bg7£vy
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4 2Bg.ay
HgTt
< 209790221[’9711
g
2Cg’nyg1y
pgn
2/89 vy
pign
+ 2597wy7
HgT

+ Bgvl’y

+Bg:ry

where in the second-to-last inequality we used the operator norm inequality
M7= NTH < [MTH|M — NJ[INTH,
which holds for any invertible matrices M/ and N of compatible shape.

Combining the above pieces completes the proof. [

We have the following refinement of [21, Lemma 2.2c], in which we correctly describe the precise
dependence on the smoothness, Lipschitz, and strong convexity parameters of f and g:

Lemma C.2 (Smoothness of ® ). Grant Assumptionsand Then, for any x1, xa,

IV®2(21) = V5 ()| < Bollz1 — o],

where

Bo = Bf.rat f.ayPy, v g y fyy+ fyPg,zy My, + 9.yy5g,zy + fy“~g.xzyPg, Y4 fyPgay

thg me ma ma Ig

21

Hg

Proof. Recall that

~

VO (x) = VoFz(z,55(x) — M(2,55(2))Vy Fz(z,53(2)),

where . N
M(z,y) == V2,Gz(x,y)[V,Gz(z,y)] "

Also, @} is ﬁiﬂ-Lipschitz (c.f. [21, Lemma 2.2b]). Therefore,
g

V@2 (1) = VOz(22)|| < |V Fz (w1, 55(21)) — Va®z(x2, Ty (22))]
| M (21, 5 (21)Vy Fz (21, 55 (1)) — M (22,55 (22))Vy Fz (22, T (22))|
< Braallwr — vl + BrayllTy (21) — T (22)l]
+ M (21, Gy @) IV Fz (a1, 55 (21)) = Fz (@, G5 (@) | + 1V Fz (@, G (@2)) | M (21, 5% (1)) — M (22, G (22))]

~

6 T ﬁ , T 6 , T - ~ ~
< <5f,m + zolaey Z L2 ) [y — o + 72 LIV Fz (21,75 (1)) — Fz(22,77(22))||
g g

~ ~ —1 ~ —1
Ly [V, Grton By || [72, Gt Bz 0] - [93,Gton Tiea)]

+ Lf}y

[V2,G(s, T (2)] —1H |V2,G2 (01,55 (21)) = V2, G2, G5 )|

By, Bg,x By,
S L R e O jjynzl ol + Brayllar — 2l

g g g
L
H f,u

+ LBy ||V2,Crlon, 55 (20) 7 = Grlan, 5 V2G5 (o)) - V2,C (w2, 73 (w2))
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28,0y 8
< (pw + LrmPoms | Domran ) o
,Ug :ug

Lf,y
g

I Lfyﬂg zy ’

‘V Gz(@1, Ty (@) = Vi, G2, T3 (22)) (Coayllyz(21) = Yz (22)ll + My ayllz1 — z2]))

28f0uBosy | PryP
< | Bpao + EPory | Comv T g
/-Lg :ug

Lﬁyﬁg,ﬂﬂy
2

g9

+

A~k LfA 6 \T
(Mg yyllz1 — 22|l + Cgyy |97 (21) — Yz (w2)[]] + u'y (Cg,wy Z Lwy — x| + My aylla: —$2||> :
g g

where we used the operator norm inequality
M7 = N7 < MM = NN,

which holds for any invertible matrices M and N of compatible shape. Using the Lipschitz continuity
of ¥, one last time completes the proof. O

Theorem C.3 (Precise version of Theorem [{.2). Grant Assumptions 2.1] and 2.2) Set o =

32K\/7W/n5 and
1/2
o = min K1 [K\/(iz(xo) - f/IS*Z) ﬁq,\/d"”bg(l/a)]

nC’ C en

for C defined in Equation (T1) in Algorithm[I} where

K =29 {ﬁﬁryl’g,y + 9L + 5gymyﬂf72nyg7y + LyyCouyly + LyyBowylyyCoyy + Lf,yﬂgwyﬂg,zy] )

g (2 (2 w3 p2
Then, Algorithm is (e,0)-DP. Further, choosing n = 1/2B6 and T =
ne VBa (Bz(x0)—P3) . . .

I 105(1/5) e —‘ for Bo defined in Equation 1), the output of Algarlthm

satisfies
Vi log1/5)]
~ ~ ~ o)
E[[Vez(@r)| < [K\/(‘I)Z(l”o) - ‘I’*z> 5@651

Proof. Privacy: By Lemma the ¢-sensitivity of VEy, (¢, yr+1) is upper bounded by 4K /n.
Thus, by the privacy guarantee of the gaussian mechanism and the advanced composition theorem,
our prescribed choice of o ensures that all 7" iterations of Algorithm satisfy (e, 9)-DP. Hence T is
(e,9)-DP by post-processing.

Utility: We will need the following descent lemma for gradient descent with biased, noisy gradient
oracle:

Lemma Cd4. [I| Lemma 2] Let H be 3-smooth, x,11 = x; — n@H(a:t), where @H(mt) =
VH(x) + b + Ny is a biased, noisy gradient such that E[Ni|z;] = 0, |E[bi|x¢]|| < B, and
E [||N¢]|?|2¢] < 2. Then for any stepsize n < % we have

2
BlH (i) ~ Hz)le] <~ LIVHG|? + 282+ 2052 22)

We will apply Lemma to H = <I>Z which is B¢ smooth by Lemma @H(xt) =
VFZ (T4, Yt41) + ug with blas by = VFZ(xt, Y1) — Vq)z(xt) and noise Ny = uy:

S 3 Niea 2, M p2 n*Bo 2
E[®z(wi41) — Pz(we)|7e] < —§||V‘I’Z(93t)|| +o B
- 9 -
= E|VOz(zy)|]> < ZE[@z(2:) — Pz (w441)|ze] + B® + nBeX”

Ui

29



-

T 2
-~ 1 ~
— E||V®z(Zr)|* = T > E[VEz(z,)|* < (
t=1

forany n < 5 ﬁq)
Now, [21, Lemma 2.2a] tells us that

IVEz (@t yr41) — VOz (@) || < Clgg () — yesall;
for C defined in Equation (TI). Therefore,

NG 1og<1/6>1 i
VA Tog(1/3)

EN

= [Efpel]|| < Car < [W (®2(x0) ~¥3) 8

by our choice of «. Further,

10244, K2T10g(1/5)

2 = E [[luc|?a] = dyo? = ik

Plugging these values into (23) and choosing = 1/(284 ), we obtain

P (c@z(mo) - EIB*Z)

=2
E|V®z(Z7)|| T

IN

+ B? + nfBpX?

4B (@z(xo Vd, log( 1/5) 1024d,, K2Tlog(1/5)
< + K (I)Z (x0) )
T en n2e?

Plugging in the prescribed 7" from the theorem statement and then using Jensen’s inequality completes
the proof.

O

C.2 “Warm starting” Algorithm [I] with the exponential mechanism

Algorithm 2: Warm-Start Meta-Algorithm for Bilevel ERM

Input: Data Z € 2™, loss functions f and g, privacy parameters (¢, ¢), warm-start DP-ERM
algorithm A, DP-ERM stationary point finder B;

Run (¢/2,0/2)-DP A on @Z() to obtain x¢;

Run (¢/2,6/2)-DP B on 4 (-) with initialization ¢ to obtain Tpriv

Return: .

We instantiate this framework by choosing A as the exponential mechanism (@) and B as Algorithm [I]
to obtain the following result:

Theorem C.5 (Re-statement of Theorem[@.3). Grant Assumptions2.1|and 2.2 Assume that there is
a compact set X C R of diameter D, containing an approximate global minimizer T such that

fIJZ( ) — <I>*Z < \Ilm, where
L¢,L
Vi=1Lf.Dy+ LyyDy + %-
g

Then, there exists an (g, 0)-DP instantiation of Algorithm z 2| with output satisfying

~ ~ 1/2 [ d,\/log(1/
EHV(I)Z(xpriv)H S O |:K\Ill/2ﬁl/2:| ( g / )

(ne)3/2

Proof. Privacy: This is immediate from basic composition, since A is £/2-DP and B is (¢/2,/2)-
DP.
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Utility:  First, note that the output z( of the exponential mechanism in (@) satisfies

~

Dy (x0) — q>2<0( {Lme + Ly, D, +LfyL”D

Hg

with probability > 1 —  for any ¢ > 0 that is polynomial in all problem parameters, by [[17, Theorem
3.11]. Let us say zg is good if the above excess risk bound holds. Now, by Theorem[4.2] the output
of Algorithm[T]satisfies

1/2
E|V®,(@r)| < [K\/($Z(xo) _ @*Z) B@M]

ENn

Therefore,

En

o , - d, L;,L 4, 10g(1/3
E[IIV®2(@r) |0 is good] < O [K\/<ﬁ {Lf,xpx 4+ L;,D, + waD By Y e log(1/9)

g

1/2
~0 [K, | oW (iz) Vda108(1/9) t)f(l/é)

Now, since o z(x) — </15} < LD, for any x € X, the law of total expectation implies

[||V<I>Z )l <E [Hv<1>z F)|||zo is good} Y ID.C

~ Vdylog(1/6 -
<0 K,/ﬁ@\lf 0g(1/9) ] + LD,
v/ dglog(1/6)
<0 |x, /B<1>\If &l ] ,
where the final inequality follows by choosing ¢ sufficiently small. O

C.3 Deducing the upper bound in (3).

We prove in Lemmathat SUPz 7 o HV(/Isz(l‘) — Vo, (z)| < 2G , where G is defined in @)

Thus, by similar arguments used to prove the results in Section one can show that sampling 7
proportional to the following density is e-DP:

xexp (— 5= VB2 (@]

Moreover, the output of this sampler satisfies

dy
IE||V<I>Z( N <O (G > . (24)
en

Further, outputting arbitrary zo € X’ trivially achieves || V® ,(zo)| < L #,2 With 0-DP. By combining
these upper bounds with our results in Theorems 4.2]and[4.3] we deduce the novel state-of-the-art
upper bound in (3) for DP nonconvex bilevel ERM (with constant problem parameters).

D Limitations

While our work provides near-optimal rates and efficient algorithms for differentially private bilevel
optimization (DP BLO), several limitations remain that should be considered when interpreting our
theoretical and practical contributions.
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Assumptions on Problem Structure. Our results rely on several assumptions that may not hold in
all practical settings. For convex DP BLO, we assume that the lower-level problem is strongly convex
and that the loss functions are Lipschitz continuous with bounded gradients (and, for some of our
algorithms, bounded and/or Lipschitz Hessians). These structural assumptions are standard in bilevel
optimization theory but may not accurately capture real-world scenarios where lower-level problems
are ill-conditioned, non-convex, or lack smoothness. Violations of these assumptions could degrade
both utility and privacy guarantees, as our sensitivity and excess risk bounds depend critically on
these properties.

Scalability and Computational Efficiency. Although most of our algorithms are polynomial-
time, they may still incur significant computational costs, especially in high-dimensional settings.
Our efficient implementations rely on sampling techniques (e.g., grid-walk) whose runtime scales
polynomially with the dimension. This may limit practicality on large-scale or high-dimensional
problems. Additionally, the warm-start algorithm for nonconvex DP BLO is inefficient. We leave it
for future work to develop algorithms with improved computational complexity guarantees.

Lack of Empirical Validation. This paper focuses on theoretical analysis and does not include
experimental results. While our theoretical rates are nearly optimal, empirical performance can depend
on implementation details, constant factors, and practical optimization challenges not captured in
our analysis. We defer empirical validation, including runtime measurements and real-data utility
evaluation, to future work.

E Broader Impacts

This work advances algorithms for protecting the privacy of individuals whose data is used in
bilevel learning applications, such as meta-learning and hyperparameter tuning. Privacy protection is
widely regarded as a societal good and is enshrined as a fundamental right in many legal systems.
By improving our theoretical understanding of privacy-preserving bilevel optimization, this work
contributes to the development of machine learning methods that respect individual privacy.

However, there are trade-offs inherent in the use of differentially private (DP) methods. Privacy guar-
antees typically come at the cost of reduced model utility, which may lead to less accurate predictions
or suboptimal decisions. For example, if a differentially private bilevel model is deployed in a sensi-
tive application—such as medical treatment planning or environmental risk assessment—reduced
accuracy could lead to unintended negative outcomes. While these risks are not unique to bilevel
learning, they highlight the importance of transparency when communicating the limitations of DP
models to stakeholders and decision-makers.

We also note that the performance of bilevel optimization algorithms depends on problem-specific
factors such as the conditioning of the lower-level problem, the smoothness of the loss functions, and
the dimensionality of the parameter spaces. Practitioners should carefully evaluate these factors when
applying our methods in practice.

Finally, while this work focuses on theoretical developments and does not include empirical evaluation
or deployment, we believe that the dissemination of privacy-preserving algorithms—alongside clear
communication of their trade-offs—ultimately serves the public interest by empowering researchers
and practitioners to build more responsible and privacy-aware machine learning systems.
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