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Abstract—The increasing complexity of cyberphysical power
systems leads to larger attack surfaces to be exploited by mali-
cious actors and a higher risk of faults through misconfiguration.
We propose to meet those risks with a declarative approach
to describe cyberphysical power systems and to automatically
evaluate security and safety controls. We leverage Semantic
Web technologies as a well-standardized framework, providing
languages to specify ontologies, rules and shape constraints.
We model infrastructure through an ontology which combines
external ontologies, architecture and data models for sufficient
expressivity and interoperability with external systems. The
ontology can enrich itself through rules defined in SPARQL,
allowing for the inference of knowledge that is not explicitly
stated. Through the evaluation of SHACL shape constraints
we can then validate the data and verify safety and security
constraints. We demonstrate this concept with two use cases
and illustrate how this solution can be developed further in a
community-driven fashion.

Index Terms—cyber-physical systems, semantic web, deductive
reasoning, cybersecurity.

I. INTRODUCTION

A. Motivation

As energy grids increasingly rely on communication infras-
tructure for their operation, they exhibit an larger attack surface
towards malicious actors. Therefore, cybersecurity plays an
ever increasing role in the daily business of power system
operators. Furthermore, risk of faults through misconfiguration
increases in more complex cyberphysical power systems, po-
tentially compromising the (fail) safety of the infrastructure.
Incidents such as the attack on the Ukranian power grid in
2016 [1], as well as the significant frequency deviation in the
continental transmission grid in 2022 [2] are first examples of
those risks. The transition to a smart grid will only increase the
likelihood of such incidents, if effective countermeasures are
not put in place. Modern risk management is still dominated
by manual audits checking security controls, we strive to
complement this practice with more rigorous and automated
reasoning, reducing the risk of human error.

B. Related Work

In this paper we present a declarative approach to safety and
security testing of cyberphysical power systems that utilizes
technologies from the Semantic Web group of standards.
Similar approaches have been presented in past work, how-
ever none covers all aspects of our proposed approach. The
centerpiece of our application is a semantically rich data

model and may be considered to be a knowledge graph.
Using knowledge graphs to manage cybersecurity information
has been attempted by many projects. [3] provides a broad
literature review of cybersecurity knowledge graphs and [4]
contains a systematic mapping study of ontologies considering
safety, security and operation aspects in operational technology
(OT) in cyber-physical systems. The latter survey identifies the
need for more holistic modeling for effective risk management.
The project Unified Cybersecurity Ontology (UCO) [5] is a
notable effort to model cybersecurity concepts in an ontology.
It provides an open-source ontology of useful cybersecurity
terminology and is led by the MITRE corporation. At it current
state however it lacks detail and capacity for reasoning. An
integration of this ontology in our application may be consid-
ered in the future. Also in the power systems domain, many
interesting modeling efforts are ongoing. [6] provides a useful
overview regarding recent approaches. Most similar to our ef-
fort, by the combination of multiple models of varying degree
of abstraction is [7]. The focus of this work however is more
on dynamic analysis (system-of-systems co-simulation) in-
stead of static rules-based analysis. More dynamic approaches
to safety and security testing are often connected with the
concept of Digital Twins, e.g. [8] or [9]. This usually implies
simulation or emulation of the physical system. This approach
has the merit of finding potential dynamic vulnerabilities that
could not have foreseen. In our work, we focus on static
analysis of architecture. Two initiatives very close to ours are
the Semantic Inference Model for Security in Cyber-Physical
Systems using Ontologies (SIMON) [10] and the Ontology-
driven approach for Cyber-Physical Security Requirements
meta-modelling and reasoning (Onto-CARMEN) [11]. Both
initiatives provide security testing through deductive reasoning
on semantic models of cyber-physical systems. However, while
SIMON includes knowledge from third parties, the system
itself is not open and can therefore not be extended externally.
Neither is Onto-CARMEN, for which the decision was made
to design an ontology from scratch. While the technologies
chosen for SIMON are not known, Onto-Carmen too chooses
Semantic Web technologies. However, they are yet to adopt
SHACL to validate security constraints. [12] developed a
similar approach to validate semantic data against constraints.
The authors identify the application of their approach to the
security domain as potential future work.

https://arxiv.org/abs/2506.12466v1


C. Contribution and Structure

We propose to extend and combine existing data models
for cyber-physical power systems, building on the approach
presented in [13]. We pair a declarative reasoning system
with the model, so that through the application of well-
defined rules, known risks can be eliminated. We leverage
standards from the semantic web, namely RDF(S) , SPARQL
and SHACL. We demonstrate two use cases for this approach,
which indicate that the two incidents mentioned above could
have been prevented with our proposed application. This
approach is providing an additional use case to the model
described in [13] and it is reasonable to assume that there
are more. We work on enabling open contribution by a
larger community from academia and industry to this model.
Through implementing their own use cases using the model,
the community will have an incentive to extend the model
further. This paper presents our vision in six sections. In the
remainder of this section we present the context of our work in
published literature. The following three sections describe our
approach in technical detail, beginning with an architectural
view and then focusing on modelling and reasoning. Section V
shows two use cases in each of which we implemented a test
for a security or safety control as prototypes for the proposed
application. We conclude summarizing our key points and
illustrate potential paths forward for the development of an
implementation applicable to testing real infrastructure.

II. TARGET APPLICATION ARCHITECTURE

Figure 1 gives an overview of the architecture of our
application. It primarily consists of a comprehensive data
model, drawing from our own ontology and external ontologies
describing foundational concepts relevant to the domain of
cyberphysical power systems. The data model defines the
behavior of the application entirely, following a declarative
programming style. We utillize technologies from the Se-
mantic Web set of standards for the sake of interoperability.
The accessibility of these standards has led to a good vari-
ety of implementations of the standardized technologies and
we will also work towards enabling third parties to extend
the application. Furthermore, some relevant data is already
available in RDF, such as the Common Information Model
for electrical networks. The ontologies define and describe
concepts (classes and properties), using RDFS to provide a
class hierarchy and SPARQL and SHACL to provide further
semantics to the model. We describe in section III how we
structure concepts used in our ontology. As indicated in figure
1, the model contains terminological (T Box) knowledge
and assertional (A Box) knowledge. Assertional knowledge
is that of concrete scenarios that can be tested using the
terminological knowledge provided by or own and external
ontologies. Besides stating the concepts, the T Box contains
rules to derive additional knowledge from A Box statements.
A simple reasoning mechanism using SPARQL is described
in section IV. Further, the T Box also containts two types of
shape constraints: to test the completeness of the assertional
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knowledge (class constraints) and to test the adherence to
security or safety controls (security constraints).

A. Further Use Cases

This abstract architecture is not specific to the safety and
security testing of cyberphysical power systems. We strive
to provide a general framework for static analysis (through
the reasoning over the data model through rule based ex-
tension and shape validation) of cyberphysical power system
infrastructure, across abstraction levels and automation zones.
Apart from security and safety applications as shown in this
work, this approach may also underpin planning and economic
analysis. The data model underpinning this approach may
also be transformed into configuration for simulations or real
hardware, allowing for dynamic analysis. [13] has used a pre-
vious iteration of this system for a simulative impact analysis
of cyberattacks on behind-the-meter infrastructure. Practically
any use case of or simulative analysis can theoretically be
supported through this architecture. We will in future works
explore which use cases this architecture suit more and which
less. We will also work towards opening the framework to
the wider research community, to facilitate the exploration of
a variety of use cases. This will hopefully create synergies,
especially through a more complete data model.
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III. MODELING APPROACH

As described in the previous section, our modelling effort
is not only aimed at supporting the use case presented in
this paper, but to provide a resource for other analysis of
cyperphysical power systems as well. The concepts of our
model are placed in a RDFS ontology, which allows for
extension of the data model. SHACL shape constraints provide
means to check data consistency.

The model underpinning our approach combines concepts
from other models and creates relationships between them.
We extend the approach for dynamic resilience assessment
described in [13] and subdivide the concepts along layers of
abstraction. We include existing data models through import
in case those are already available in a RDF-based format or
manually transferring concepts from other formats.

A. Integration of Existing Models

A wide variety of data models exist in the domain of
cyberphysical power systems. We distinguish between ar-
chitectural models, which describe architectures on different
levels of abstractions and instance level models, which provide
languages to describe concrete realisations of cyberphysical
infrastructure. One example for an architectural model is
SGAM, which currently is the architectural model we use
to map infrastructure into an abstract 3D space spanned by
the domain dimension (from bulk generation to behind-the-
meter consumption and generation), automation zones (from
physical equipment to market operations) and interoperability
layers (from physical electrical connections to business inter-
actions). Instance level models can be found in communication
protocols and other standards for data exchange (e.g. SGMES)
or configuration for simulations or equipment. We specifically
modelled electrical equipment according to the data model of
the simulation environment pandapower.

B. Auxiliary Layers for Interoperability and Analysis

To relate concepts from different layers of abstractions,
we define some auxiliary concepts in an intermediate layer
between instance level and architectural models. Further, for
specific analysis and tests, concepts are useful that are not
explicitly stated in an existing model. We define those in
an additional auxiliary layer. We abstractly modelled the
configuration of firewalls, IP networks and communication
flows for the use cases presented here. Since these abstract
concepts are not part of any concrete specification, they are
placed in such auxiliary layers.

IV. AUTOMATED REASONING

The analysis we perform on our data model as first use
cases are safety and security testing. To perform tests, we
perform two kinds of reasoning on the A box knowledge in
our model which we present in more detail in the following
two subsections. Shape validation with SHACL allows us on
the one hand to verify the completeness of the assertional
knowledge and on the other hand we formulate security and
safety tests as shape constraints on the data graph. The other
kind of reasoning is making implicit assertional knowledge
explicit through the evaluation of rules that add new statements
to the knowledge base. While our data model is openly
extensible, following the paradigm of the semantic web, we
reason under the closed world assumption, to be able to make
definitive statements about the safety and security of particular
instances of infrastructure.

A. Augmentation Reasoning

To keep validation rules at a reasonable level of complexity,
we augment data present in the A box through the evaluation
of rules. In our prototypical implementation of our approach,
we use SPARQL INSERT statements. Below is a simple rule,
inserting the statement ”a is of type b” if ”a is of type c”.

INSERT{
? a r d f : t y p e ex : b .

}
WHERE{

? a r d f : t y p e ex : c .
}

Semantically, these statements are Horn clauses and we will
use a prolog-style notation for these rules going forwards for
compactness:

i sB ( a ) : − i sC ( a )

We evaluate these rules naively. That means we continu-
ously apply rules until no new statements are generated. We
will replace this mechanism by a more stable reasoning regime
in future work.

B. Shape Validation

We use SHACL to make two kinds of statements of the data
in our model: consistency and compliance to safety or security
controls. To be able to reason accurately about assertional



knowledge, we need to validate about the consistency of it.
Under the closed world assumption, we deem all statements
which are not included in our knowledge base to be false.
Therefore we need to be sure that all required knowledge
is explicitly stated. Once this is validated, we can run the
validation of the security and safety controls, which are stated
in the same framework as the consistency constraints. SHACL
defines shapes that concepts in the knowledge base need to
conform to. A simple example is the necessity for a parent
to have a child. A conforming database in RDF turtle syntax
may look like this:

ex : p a ex : P a r e n t .
ex : p ex : h a s C h i l d ex : c .

The corresponding shape reads as follows:

ex : p a r e n t S h a p e a sh : NodeShape ;
sh : t a r g e t C l a s s ex : P a r e n t ;
sh : p r o p e r t y : [

sh : p a t h ex : h a s C h i l d ;
]

.

sh being a shorthand for the SHACL namespace,
sh:targetClass defining that all instances of the class
ex:Parent will be matched against the shape and the
sh:property expression defining that each such instance
must have a path with the predicate ex:hasChild.

We will again use a more compact prolog-style notation for
the examples, which is a headless statement:

: − i s P a r e n t ( x ) , c h i l d O f ( x , y )

V. CASE STUDIES

In this section we present two use cases for the proposed ap-
plication. The scenarios are deliberately simple and abstracted
from the data that would be available in the field to illustrate
the approach as clearly as possible. Nonetheless, the use cases
are inspired by real world incidents and thus point to the
opportunity this approach might be.

For the prototypical implementation we use python imple-
mentations of the Semantic Web technologies introduced in the
previous two sections; rdflib [14](for in-memory processing of
RDF graphs and execution of SPARQL queries) and pyshacl
[15] (for SHACL shape validation). Rules and data are kept
in plain text files. We use turtle as serialization for RDF data.

A. Network Separation

Separating communication networks into zones with differ-
ent levels of criticality (illustrated in figure 3) is a standard
aspect of the security posture of cyberphysical power systems.
Networks are typically separated by firewalls which route
traffic between zones based on rules. A misconfiguration
of such a rule allowed malicious actors access to control
infrastructure in the 2015 attacks on the Ukrainian power
system [1].

Simplistically speaking, firewall rules designate source and
destination address ranges between which traffic is permitted.
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Fig. 3. Simplified version of the defence-in-depth architecture example from
[16]

For the illustrative implementation, we abstract away from
explicit network addresses and instead define firewall rules as
a binary relation between subnets (destination) and hosts or
other subnets (source). This is a validation shape of a firewall
rule:

: − isFWRule ( x ) ,
s o u r c e ( x , y ) ,
d e s t i n a t i o n ( x , z ) ,
i s S u b n e t ( y ) ,
( i s S u b n e t ( z ) ; i s H o s t ( z ) )

We also model the notion of two hosts being connected
through a binary relation, which can be inferred by two hosts
being connected to the same subnet or connected through a
firewall. As an example, this is the augmentation rule that
connects two hosts which are connected through a firewall.

c o n n e c t e d ( x , y ) : − s o u r c e ( fw , sn1 ) ,
d e s t i n a t i o n ( fw , sn2 ) ,
h o s t I n S u b n e t ( x , sn1 ) ,
h o s t I n S u b n e t ( y , sn2 )

After all augmentation rules are evaluated so often that
no new knowledge is generated, we can validate the security
control that states ”Office Level hosts may not be connected
to operational level hosts”, which is formulated as such:

: − o p e r a t i o n a l H o s t ( x ) ,
n o t c o n n e c t e d ( x , y ) ,
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B. Redundant Critical Communication

In January 2019, continental Europe experienced a signif-
icant frequency deviation in its electrical transmission grid,
leading to the disconnection of approximately 1.7 GW of
load through the Industrial Interruptible Service by the French
operator RTE. The frequency deviation was caused by a load
frequency controller that was provided faulty measurements
through channels that were thought to be redundant and hence
fail-save. However, as illustrated in figure 4, two of the three
measurements were forwarded through the same substation
and a drop of a telecommunication line between the source of
the measurements and that substation led to the measurements
to appear frozen at the load frequency controller [2].

This misconfiguration could have been found if the infras-
tructure was modelled appropriately and the fail-safety was
validated. For the illustrative implementation of this use cases,
we only consider the architectural level of this scenario. We
strive to link a closer representation of the physically deployed
infrastructure to the architectural layer in a more mature itera-
tion of our application. We model the scenario using concepts
from SGAM: stations through which the measurements are
routed are modeled as functional blocks, the measurements
are modeled as payloads of information object flows. We can
then derive which function blocks forward measurements:

f o r w a r d s ( f ,m) : − p a y l o a d ( i o f 1 , m) ,
s o u r c e ( i o f 1 , f ) ,
p a y l o a d ( i o f 2 , m) ,
d e s t i n a t i o n ( i o f 2 , f )

We can then infer the independence, i.e. fail safety of
measurements by the abscence of function blocks forward-
ing both measurements through their incoming and outgoing
information object flows:

i n d e p e n d e n t (m1 , m2) : − f o r w a r d s ( f1 , m1 ) ,
n o t f o r w a r d s ( f1 , m2 ) ,
f o r w a r d s ( f2 , m2 ) ,
n o t f o r w a r d s ( f2 , m1)

This allows us to test the safety control that was violated in
this scenario - that measurements feeding the load frequency
controller should be independent:

: − l o a d F r e q u e n c y C o n t r o l l e r ( l f r ) ,
i npu tMeasu remen t ( l f r , m1 ) ,
i npu tMeasu remen t ( l f r , m2 ) ,
i npu tMeasu remen t ( l f r , m3 ) ,
i n d e p e n d e n t (m1 , m2 ) ,
i n d e p e n d e n t (m1 , m3 ) ,
i n d e p e n d e n t (m2 , m3)

VI. CONCLUSION AND FUTURE WORK

In this work we present an approach to security and safety
testing of cyber-physical power systems grounded in formal
logic and thorough modelling. We presented some first il-
lustrative use cases, which were based on real incidents and
underscore the potential of our approach. That is to automate
the assessments that can be cleanly deduced from data avail-
able to operators and auditors and therefore improving the
security and safety posture of the industry. However practical
applicability of the approach hinges on a rich data model and
strong semantics through rules and shapes. We aim to make
our work openly and freely available to gain applicability
at scale, aiding in our effort to extend the model through
additional external data models. At a sufficient scale, we will
hopefully be able to conduct a thorough evaluation of the
applicability of this approach to the real wold. We will also
expand the system to serve more use cases, apart from the
resilience use case described in [13] and the safety and security
use case described here. In the security realm we may proceed
from testing individual security controls to automated threat
modeling and attack graph generation. Apart from this domain,
we see also potential in the planning of infrastructure and as a
configuration mechanism for complex testing environments for
cyber-physical power systems. To serve those advanced aims,
our system will potentially require a more mature reasoning
system, to guarantee bounds on efficiency and termination.
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