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Abstract—We explore covert entanglement generation over
the lossy thermal-noise bosonic channel, which is a quantum-
mechanical model of many practical settings, including optical,
microwave, and radio-frequency (RF) channels. Covert com-
munication ensures that an adversary is unable to detect the
presence of transmissions, which are concealed in channel noise.
We show that a square root law (SRL) for covert entanglement
generation similar to that for classical: Lrg+/n entangled bits
(ebits) can be generated covertly and reliably over n uses of a
bosonic channel. We report a single-letter expression for optimal
Lrc as well as an achievable method. We additionally analyze
the performance of covert entanglement generation using single-
and dual-rail photonic qubits, which may be more practical for
physical implementation.

I. INTRODUCTION

Standard communication security protects the transmission
content from unauthorized access using cryptography [3] or
information-theoretic secrecy [4]. On the other hand, covert,
or low probability of detection/intercept (LPD/LPI), signaling
prevents detection of the transmission in the first place. Over
the last decade, the fundamental limits of covert communica-
tion were explored for classical [5]-[8] and classical-quantum
channels [9]-[13]. Covert communication over these channels
is governed by the square root law (SRL): L.\/n covert bits
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are reliably transmissible over n channel uses for a channel-
dependent constant L. > 0 called covert classical channel
capacity. A tutorial [14] and a detailed survey [15] overview
these results and their developments.

To date, most of the covert communication effort focused
on classical data, i.e., transmission of bits. Motivated by
recent advances in quantum communication [16], [17], in this
paper we explore covert quantum communication. Specifi-
cally, we investigate covert entanglement generation over the
lossy thermal-noise bosonic channels, which we call “bosonic
channels” for brevity and formally define in Section III-A.
They describe quantum-mechanically optical-fiber, free-space-
optical (FSO), microwave, and radio-frequency (RF) commu-
nication channels. Notably, unlike standard qubits, which are
finite-dimensional, the quantum states of light on which these
channels act reside in infinite-dimensional Hilbert spaces.

We report an SRL similar to classical communication for
covert entanglement generation over the bosonic channels:
Lgg+/n covert entangled bits (ebits) can be generated over n
channel uses for a channel-dependent constant Ly > 0 called
covert entanglement-generation capacity. We characterize the
optimal value by providing 1) an upper bound on Lgg,
and 2) a method to generate Lgg+/n ebits covertly using a
classical secret key that is pre-shared between communicating
parties. Our approach adapts the covert entanglement gen-
eration method for finite-dimensional channels from [18] to
infinite-dimensional bosonic channels. This non-trivial deriva-
tion builds on the results in [10], [11], [19], [20]. In fact,
the covert entanglement generation capacity Lgg = Lnoga,
the unassisted covert classical capacity derived in [11], which
agrees with the finite-dimensional result in [18]. In the process,
we also obtain the optimal scheme for ensuring information-
theory secrecy of covert classical communication. This pre-
vents leakage of information contained in the transmission in
the rare event that it is detected.

Remarkably, our formula Lgg has a single-letter form,
while only the bounds for the non-covert quantum capacity
of a lossy thermal-noise bosonic channel are currently known
[21]-[24]. However, we note that the non-covert entanglement
generation capacity equals the quantum capacity because
entanglement enables teleportation of quantum states with
assistance of a classical communication channel. In a covert
quantum communication system, classical channel uses must
also be covert, necessitating careful analysis that we defer to
future work.

We also analyze the performance of sub-optimal but more
practical covert entanglement generation methods using single-
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and dual-rail photonic qubits. Unfortunately, the complexity
of our optimal entanglement-generation scheme makes its
realization using known components extremely challenging.
Thus, we explore alternatives using single- and dual-rail
photonic qubit modulation. These qubit encodings are used in
many quantum information processing tasks, including cluster-
state generation [25], entanglement distribution in quantum
networks [26]-[31], and quantum key distribution (QKD) [32],
[33]. We derive the achievable entanglement generation rates
by adapting our covert classical-quantum channel analysis [9]-
[13] and report a significant gap from the optimal, motivating
future investigation.

The rest of this paper is organized as follows: next we
discuss the prior work, and in Section III we state the
mathematical preliminaries as well as the system and channel
models. In Section IV we provide the ultimate limits of covert
entanglement generation. In Section V, we explore using
single- and dual-rail photonic qubit encodings. In Section VI
we compare performance of our methods. We conclude in
Section VII by discussing the implications of our results and
areas of future research.

II. RELATIONSHIP TO PRIOR WORK

Initial studies of covert quantum communication focus on
covert quantum key distribution (QKD) [34]-[37]. Thus, they
do not provide the fundamental limits of covert entangle-
ment generation studied here. Indeed, they do not investigate
quantum communication between parties that already possess
covert classical resources such as a pre-shared classical secret
and a covert classical channel. Our initial work, presented
in conferences [1], [2], takes a direct approach in exploring
the achievability of quantum covert communication. In [1]
we also provide a very loose converse result (which this
paper substantially improves by the virtue of equivalence of
quantum communication and the combination of entanglement
and classical communication). Exploration of covert quantum
and classical communication over finite-dimensional quantum
channels in [2], [12], [13] inspired the derivation of the fun-
damental limits for entanglement generation in [18]. Adapting
it to infinite-dimensional bosonic channel is not trivial, as
illustrated in Section IV.

III. PRELIMINARIES
A. System and Channel Model

Consider the covert communication setting described in
Fig. 1. Alice wishes to transmit a quantum state p4» to Bob
over n uses of the lossy thermal-noise bosonic channel without
being detected by an adversarial warden Willie. For covert
secret communication, Alice encodes a message m into the
A™ subsystems through classical modulation, and seeks to
keep this secret from Willie while allowing Bob to decode
the message reliably. For covert entanglement generation,
she instead creates local entanglement and maps half of the
entangled state to the A™ subsystems. Alice seeks to ensure
Bob can reliably obtain half of an entangled state, where the
other half is maintained locally by her.

The lossy thermal-noise bosonic channel, EZ’iBBW shown
in Figure 2a, is described by a beamsplitter with transmittance
n € [0, 1], two input modes (Alice and the environment with
thermal-state input), and two output modes (Bob and Willie).

The thermal state has a photon number basis representation
=k
pu(iB) = Y pep (H;#\k)(ld For her input state pan,

Bob and Willie receive pgn = tryn» (Eg"jgz,?"(ﬁmz))

and pyn = trpe (Eg"jg‘)g "( Affn)) , respectively.
We equivalently represent the bosonic channel via
its  Stinespring dilation V"%, . shown in Figure
2b, where ppr = tryege Véﬁ’?&fg (pan )) and
pwrn = trnpe (Vﬁg@gg{?g(ﬁfln)). We assume that

Alice and Bob pre-share a classical secret, as is standard in
covert communications [6]—[14].

B. Hypothesis Testing and Covertness

We assume that Willie has complete knowledge of the
system in Fig. 1, except for Alice and Bob’s pre-shared secret.
Willie must determine from his channel output whether Alice
is using the channel (hypothesis H1) or not (hypothesis Hy).

Let o0, = trp (Sg"jg)v%”ﬂm <O|§")) be the state Willie
observes when Alice is quiet, where |0) (0], is a vacuum
state and is the “innocent” input, similarly, we denote pAml,)n
as the state Willie receives when Alice transmits. ®z§ls vacuum

A (0) (40))

Pwn = | Pw where

is input when Alice is quiet,

;35,3) = pm(nfip) is an attenuated thermal state [38].

Willie desires to determine if Alice and Bob are com-
municating. Therefore, over n channel uses, he attempts to
distinguish between ﬁ%l,)n and p“g,([)/)n. The null and alternate
hypotheses Hy and H; correspond to Alice being quiet and
transmitting, respectively. Willie uses arbitrary quantum re-
sources to discriminate between Hy and H1, including fault-
tolerant quantum computers, perfect quantum measurement,
and ideal quantum memories. We additionally allow Willie to
collect any photons that do not reach Bob.

Assuming equal priors, i.e., P(Hy) = P(Hp) = 3, Willie’s
probability of error is P\ = FatPw with probability of
false alarm Pgs = P(choose H;|Hj true) and probability of
missed detection Pyp = P(choose Hy|H; true). P‘Es) < % is
the trivial upper bound Willie can achieve by using a random
decision device. Thus, Alice and Bob try to ensure that Willie’s
minimum probability of error is close to that of this ineffective
device. Formally, they seek P‘E;) > 1 — 4, where § > 0
quantifies the desired level of covertness. Willie’s minimum
probability of error is bounded by trace distance between

his output states under each hypothesis as [16, Sec. 9.1.4]:

> ~ ~(0
Pé;) > % -1 Han 7pg,v)"’

norm. The trace distance is often mathematically unwieldy.
Conveniently, the quantum relative entropy (QRE) D (5]|6) =
tr (plog p — plog &) is additive over product states, and upper
bounds the trace distance via the quantum Pinsker’s inequality

[16, Th. 11.9.1]; inWH_,aggL < \/;D (ﬁWn ﬁ(v‘;)n).

We use QRE as our covertness criterion, as is standard in both

, where || - ||; is the trace
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Fig. 1. System model for covert secrecy and covert entanglement generation. Alice either has an input and transmits, or she is quiet. When she has an
input, she encodes and modulates a state of system A™ before transmitting it over n uses of the lossy thermal-noise bosonic channel SZ’ZBBW depicted
in Fig. 2a. Bob demodulates and decodes to estimate the input. Warden Willie has to decide between hypotheses Ho and Hi corresponding to a quiet
or transmitting Alice. For covert secrecy, Alice uses position-based coding with a pre-shared secret key k£ unknown to Willie to encode message m in a
QPSK-modulated coherent-state codeword. Bob employs sequential decoding with the pre-shared secret k to estimate m. For entanglement generation, Alice
prepares a maximally-entangled state |®) (®|,,. She encodes the state of system M as a superposition of the codewords from the aforementioned secrecy
codebook in system A™. Bob constructs a coherent version of the sequential decoding scheme used in the secrecy construction to recover a state entangled

with the reference system R.
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Fig. 2. Bosonic channel model. a) is the lossy thermal-noise bosonic channel
EZ’Z%W, with input. subsystem at AAlice A ar.ld output subsystems B and
W at Bob and Willie respectively. py,(7ig) is a thermal state. b) is the
Stinespring dilation VXLL%W g of the bosonic channel, with an ancillary

output subsystem E. TMS is two-mode squeezer with gain G = 1 4+ npg.

classical [7], [8] and quantum [10]-[13] analyses. Formally,
we call a communication scheme covert if, for 6¢ > 0,

D (ﬁWn ﬁ%,g)n) <dc.

C. Secrecy

Secrecy in communication imposes a bound on the amount
of information an adversary gains based on their intercepted
state. Given a message m € M, Alice prepares a quantum
state ﬁfﬂ) and transmits it through n uses of a quantum chan-

nel Ns_, pw. Willie recovers p\r) = trpn (NE” 40 (55)).
We call a system secret if there exists a constant state pyyn
that does not depend on Alice’s original message, such that the

leakage distance is dg small: max,,¢c ¢ ||ﬁ$;,"2 - pCWn I < ds.

D. Decoding Reliability

For transmission of classical information, we must ensure
that Bob is able to decode reliably. A coding scheme C is
reliable if, for any €. > 0, P.(C) < e., where P.(C) denotes
the average probability of error over the message and key.
We call entanglement generation scheme G reliable if, for any

g >0, F (éRM,%(gl) > 1— ¢,, where &gy is the initial

RM
maximally-entangled state at Alice and 721(5\24
state Bob recovers. /

is the entangled

IV. FUNDAMENTAL LIMITS ON COVERT SECRECY AND
ENTANGLEMENT GENERATION

Recall that traditional secrecy rates are defined in bits per

channel use, expressed as R = longiMl for a message set M
and n channel uses. In the covert setting, however, log |[M| =
O(y/n) yielding a zero-capacity result as n — co. Hence, we
define a covert secrecy rate as Rgec = %.
Definition IV.1. (Achievable covert secrecy rate). A covert
secret rate is achievable, if for large enough uses of the channel
n, and for every ¢ € (0,1),0s > 0,0c > 0, there exists a
(eRsecm,n,e,(Ss,éc) code for secret and covert classical
communication.

Definition IV.2. (Covert secrecy capacity). The covert secrecy
capacity Ly is the supremum over all achievable covert secret
rates.

Theorem 1. The covert secrecy capacity over a lossy thermal-

noise bosonic channel £78) is L. (5("’ﬁ3)) = CeovCrel
where
2nng (1 n
Cecov = nnB( i nnB) (1)
1—n
] (1+ 1 > )
crel = nlo —_— .
1T (1—n)ns

Proof: Achievability: Construction: Alice employs posi-
tion based coding [39] by generating public shared randomness
(x™)®MIKT ang distributes copies to Bob and Willie, where
X is a uniform random variable over {1,...,4} and X"
is an independent and identically-distributed (i.i.d.) random
vector. Alice and Bob pre-share a key k£ € K that is kept
secret from Willie. Based on message m, Alice subselects
codeword X™(m, k) indexed by (m,k) and encodes it as
a product of quadrature phase-shift keyed (QPSK) coher-
ent states: | (X"(m, k) v = |VRse™X1/2), @ @
|V/fise?™n/2) | where i, is the mean photon number per
mode and 7X,,/2 denotes the phase. She transmits the state
over n lossy thermal-noise bosonic channel uses. Bob obtains
output systems B”™ and employs the sequential decoding
POVM {Qg’i’k)} [39] based on his knowledge of k. The
following lemma yields that this construction is reliable, covert
and secret on average for appropriate choice of (M, K):



i : .78 —
Lemma 1 Consider the bosonic channel £377%, =

trp [V s k] defined in terms of its Stinespring dilation

and a partial trace over ancillary system E. Let p“?,” =
with

trpn Vil pwe((pa)®")] and p W = tren [chE

pa = Trx[pxa]. There exists a random coding scheme
defined on QPSK coherent-state codeword input states with
mean photon number per mode i and P e € o(1)Nw(1/y/n)
such that, for 75 € o(1) and for n large enough, such that

10g |M| > (]- - gn)crelﬁsn 3)
log [K| < (1 +6,) (9(mmp) + g(np) —29(v — 1/2))n (4)

and
Ec [P.C)] <™V (5)
- D ®”||p 2]
max Ep [prnm - }
(1) ) o

where ¢, 6, sn € o(1)Nw(1/y/n), g(z) = (1+2)log(1+
z) — zlog(z) and v = 1/1+ 20,(1 — ).

e vn (6)

IA

¢ [[PGw- 155

e Vm (7)

| /\

To prove Lemma 1, we adapt the position-based coding
and sequential decoding strategy from [19, Lem. V.1], [39]
to ensure secrecy at the cost of a larger key requirement
(Lemma 7 in Appendix IV). Applying it to QPSK coherent-
state codewords transmitted over n uses of lossy thermal
noise bosonic channel yields a random coding scheme that
is reliable, covert, and secret on average (Lemma 1). The full
proof of Lemma 1 is in Appendix L.

Next, we show that a deterministic coding scheme exists that
satisfies the average decoding reliability, covertness, and mes-
sage average secrecy requirements. We then use the standard
expurgation argument to construct bounds on the maximum
probability of decoding error and achieve semantic secrecy.

Lemma 2. [18, Lem. 10] There exists a sequence of de-
terministic coding schemes C = {a™(m, k)} such that, for n
large enough,

log M| = (1 = 6)cre1fisn ®)

log K| = (1 + <) (9(nmw) + g(1p) — 29(v — 1/2))n (9)
where

max P (C) < eIV (10)

D I55) — DA <=2V

max 3 g — i <V a2)

The proof of Lemma 2 is in Appendix II.

Now, we show that the message rate achieved for de-
terministic coding scheme in Lemma 2 converges to the
capacity while maintaining covertness: log |M| > (1 —
6 )0 log (1+ﬁ) fign. Note that (10) implies de-
coding reliability, (12) implies secrecy, and (11) implies
Dgﬁww ) < nD (bwlpl) + eV, where pu
is Willie’s output from single-mode QPSK coherent state
constellation input with mean photon number per mode i,

and ¢\? € w(1/+/m). Thus, choosing fis = Ceoy % and [13,
Th. 2] implies the scheme is covert in the limit n — co. Now,
using Definition IV.2, we have

; . log |M|
Lge (5(7”"‘3)) > lim
¢ T n—ooo £\/dan
Converse: The converse is given by the non-secret covert
converse argument provided in [11, Th. 1]. |

13)

= CcovCrel-

Remark 1. The key size requirements in (4) and (9) are O(n)
instead of O(y/n), as in [18, Th. 2]. These can be strengthened
back to O(y/n) if we relax the secrecy requirement to not
include the ancillary systems E™. However, in the achievability
proof for entanglement generation (Theorem 2) that follows,
we use the the larger key in (12). We believe that using the
sparse coding (see Section V) may reduce the key size scaling,
but leave the analysis to future work.

Similar to that of the covert secrecy rate, entanglement
generation rate is defined as R = M in qubit
pairs generated per channel use, where dim(H ) is the
dimension of entangled state. However, the square root law
also governs entanglement generation, and we define the covert

entanglement generation rate as Rpg = %

Definition IV.3. (Achievable covert entanglement-generation
rate). A covert entanglement-generation rate is achievable,
if for large enough uses of the channel n, and for every

€ (0,1),6c > 0, there exists a (ef¥V79¢ p ¢ ) code
for covert entanglement-generation.

Definition IV.4. (Covert entanglement-generation capacity).
The covert entanglement generation capacity Lgg is the supre-
mum over all achievable covert entanglement generation rates.

Theorem 2. Covert entanglement-generation capacity
of a lossy thermal-noise bosonic channel E£(7B) g
Lig (EM78)) = ceoycrel, Where crel and Ceoy are defined in

(2) and (1), respectively.

Proof: Achievability: The achievability proof adapts [18,
Thm. 2] by using the classical code construction in the proof
of Theorem 1, and converting it to a quantum one.

Code conversion: As in [18, Thm. 2], we convert the
classical code from the proof of Theorem 1 into an en-
tanglement generation code. Consider the QPSK codebook
{z"(m, k)}m i used for the result in Lemma 2, where single-
mode input state at Alice is a coherent state |y/fge?™*/2) for
xz € 1,...,4. Therefore, a single classical codeword given
(m,k) is a product of coherent states: |z, (m,k)) . =
Visel™1/2) | @@ |/Rged™n/2) , | Alice converts this
to a quantum codebook {lpm) an :m € "M} with |Pm) an =
\/‘% S R g (m,k)) 4., where f(m,k) is defined
later. Alice prepares her encoding by generating a maximally
entangled state: |®),, = \/ﬁzm Im)p ® |m),,, where
subsystems I? and M are the resource and message, respec-
tively. She generates a copy of the M subsystem using a
CNOT gate as in [18, Eq. (108)] to obtain |7) ;- Alice
applies an isometry Uy, an that takes |m) ;0 — |dm) 4n as

IT) Raran = (j ®I® UM’%A") IT) ot (14)



FZW R ® M)y @ [bm) g - (15)
m

She transmits A" systems over n copies of V. ..
We1 represent the global state as |7)pagnywngn =
WZW, m)pg @ Im)y  ®  |ém)prwngs  With
|Om) grwngn = VX_,”’J’BVI}E(MWLM”) being the channel
output given input |¢n,),. and VB being the

Stinespring representation of the bosonic channel £’™ .
Recall that Lemma 2 implies that there is a decoding POVM
{Qgﬁ k)} such that given any value of pre-shared key k the
classical code achieves tr {Qgﬁ’k)ﬁ%ﬁ’m >1-— efcfll)\/ﬁ, for
all m, k. We construct a coherent version of this POVM [16,

Sec. 5418 Dy, poiiic = Som i \V Qo @ |m) 1y @) &

which, after its use, yields the glbbal state:

IT) RntBrwn B bt &

= (jRM & DBn*)Bn]\;[f( & IAW"E'”’) |T>RAjBanEn (16)

We now show that this conversion yields an entanglement
generation scheme that is reliable and covert.
Lemma 3. Consider covert entanglement generation via lossy
thermal noise bosonic channel £3"";,,, with Stinespring di-
lation V"%, . For any ¢, € o(1) Nw(1/y/n) there exists

(1), e o(1) Nw(1/4/n) such that for n sufficiently large

logdar > (1 — 6p)Crelisn (17)
log |K| < (14 <) (9(nnp) + g(7e) — 2g(v — 1/2))n (18)

while
F(®par, ) > 1= eV (19)
D (b= |[oi0n) = D (S [oi) | < e 20

where dy; = dim(H ), 0} ry 1s the maximally entangled
state, %R 7 is Bob’s decoded state and pyy» is Willie’s received
state from the covert entanglement generation scheme.

The proof of Lemma 3 is adapted from [18] and key
steps are provided in Appendix III. The challenge in the
present model is to ensure that state approximation holds
for non-orthogonal coherent state codewords and to carefully
decouple Bob’s state from both Willie’s subsystems W™ and
the ancillary subsystems E™. Further, showing that covertness
is maintained requires use of continuity of entropy results for
bosonic systems [40].

We now show that this scheme with rate given by (17)
achieves the capacity in the limit n — oo while remaining
covert. Note that (19) ensures reliability and (20) implies

D (169 ) < 1D (w62 + eV, where (¥ e

w(1/+/n). Thus, choosing Ay = ccoyy/2 implies the scheme
is covert in the limit n — co. Now, _using Definition IV.2, we
have LEG (g(n’nB)) 2 hmn%oo W = CcovCrel-

Converse: The converse is given by the standard classical

covert communication converse argument in [11, Th. 1]. ®

V. TOWARDS PRACTICAL COVERT ENTANGLEMENT
GENERATION

While the covert entanglement-generation capacity of the
lossy thermal-noise bosonic channel is achievable per The-
orem 2, it is unclear how to construct Alice’s state in (15)
physically. Hence, we investigate entanglement generation
using single- and dual-rail photonic qubit encodings.

We require some additional definitions: denote by [a]T =
max(a,0), and the Shannon entropy associated with proba-
bility vector p'by H(p) = —3_, c5piloga(pi). A single-
rail photonic qubit is encoded in a single mode of a photon
represented by [¢)) = «|0) + 8|1). The dual-rail photonic
qubit qubit uses a single photon across two modes: [¢)) =
a |01)+3]10). We additionally use the x2-divergence between

two states p and & given by D, (p6) = tr[p?6 1] — 1.

Lemma 4. Using a single-rail photonic qubit, for n large
enough and arbitrary ¥ > 0, M (n) > (1 —19)v/nv/2ccoy RVdc
qubit pairs can be generated reliably and covertly over n
uses of the lossy thermal-noise bosonic channel acting inde-
pendently on each channel use, where c.o, is in (1), ¢ is
the QRE-covertness constraint, and R > [1 — H(p)]" is the
constant achievable rate of reliable qubit pair generation per

channel use with p = (pr,px,py,0z), pr = (1 — *pf)QI,
p;j = (1= 3pr)g; + $pe for j = X, Y, Z and
1+ (1 —n)nap(3 + 2ap — 2n(ap + 3))
pr= 3 1)
1+ (1 —n)np)
2G+Tf 1 VT
= +2 22
“=9N ( Gg) (22)
G — 1 -7
= 2
X =55 ( G2 ) (23)
G — 1 -7
= 24
=5y ( a2 ) 24
2G+7’
qz = ( - z‘f) (25)
G2

where G = 1+ (1 — n)nB, 7 = n/G and N(G,7) =

3G+2G3/2f+7— 2
2G2

Proof: Construction and reliability: The construction is
depicted in Fig. 3. Alice prepares a Bell state |®) , ,. System
R is kept as reference, system A is prepared to be sent through
the channel. To ensure covertness, Alice employs the sparse
signaling approach from [41]: let x = {z;,i = 1,...,n} be
a binary sequence indicating the selected channel uses for
non-innocent transmission, with x; = 1 corresponding to a
non-innocent qubit input from Alice on the i channel use,
and z; = 0 to innocent input. Thus, w(x) = Y I a; is
the number of non-innocent inputs for a given x. For an
arbitrary ¥ > 0, define A = {x:|q¢— Zw(x)| <9} as the
set containing length-n binary sequences whose normalized
weight is close to ¢ € (0,1). Let px(z) = {qifz =
1;1 —qifz = 0}. Denote p(A) = > 4 ITimi px (),
and: px (x) = W ifxe A;0if x ¢ A}. Alice
and Bob choose the channel uses for transmitting qubits by
randomly sampling x € A using px. Their choice x comprises
part of the classical pre-shared secret in Fig. 3.
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7B Alice first prepares a Bell state

P RrA entangled with a reference system. She then sends her half of the qubit through the following process: given a pre-shared secret x, she applies a QECC
corresponding to the number w(x) of non-innocent output states. This is followed by the application of Pauli gates defined by pre-shared secret sequence y.
She then applies sparse coding that “spreads” these w(x) non-innocent states across n channel uses by inserting innocent input states according to locations

in x. Alice then transmits the modulated resulting state pffn) .

Bob sub-selects the systems containing the non-innocent states using x and demodulates by

projecting them onto the qubit basis. He then inverts the Pauli twirling operation using y and decodes to obtain a state <I> rp entangled with the reference
system. Willie performs an optimal hypothesis test on whether transmission occurred.

Alice and Bob further generate a set {c¢;}icw(a) Of
|w(A)| = [20¢n] quantum error correction codes (QECCs)
following standard techniques [16, Sec. 24.6.3], where

w(A) = {w(x) : x € A}. For a given number of non-
innocent states available w(x), the QECC Cu(x) yields an
isometry U, cw(x, that maps the input state Ucwe [oh) Awx) =
|Cw(x)(¥)) aweo . We extend these QECCs to a covert QECC
¢, which maps U™ : (x,[¢)) |e(i), %)) an. Let the
isometry U™ = (I4,. ® [70"’(*>) with [cy(x) (V) aweo =
trxe (Jc(1, %)) an) being the QECC mapping for w(x), and
trye the partial trace over the innocent inputs defined by choice
of x. Given x, the covert QECC can be thought of as the
sparse encoding of the corresponding non-covert QECC of
block length w(x), with innocent states injected in each of
the systems {A; : x; = 0}. Hence, the systems occupied by
innocent states do not contribute to the code’s error-correcting
capabilities but are utilized for covertness.

Alice prepares w(x) Bell state copies |<I>>%Z(x) and applies
the isometry Ucw(x> on the A”(™) subsystems. Alice and
Bob also secretly choose a sequence y indicating w(x) Pauli
gates sampled uniformly at random from P = {I, XY, Z}.
The sequence of Pauli gates chosen to spread over n modes
is P<¥) where [ is applied to a mode occupied by an
innocent state. Alice applies the Pauli gates as the first stage
of the Pauli twirling operation [42]. Thus, Alice transmits the
A" subsystems of entangled encoded state |®.)puwi 4n =

([200) @ pley)fret) (|0> » |<1>>®“’(")) given X,y, over

the channel £ A"_:L;)W Bob receives state ')

PpBn
subselect the state pguz(l) = trxe (ﬁg)) which represents the

state occupied by output systems of the non-covert QECC.
()

and uses x to

Denote by ,65;6) the state of the i subsystem in P gute)-
pf;i) is an arbitrary state equivalent to that in (86) with n
replaced by 1 — 7. The state of each subsystem is demodu-
lated by projecting it onto the qubit basis via application of
IT = [0) (0] + |1) (1]. Projection is a probabilistic process with
the probability of failure py = 1= ")"aga%;?)ni?(@“/z))
When Bob fails to project, he replaces the state with the
maximally mixed state 7 = l This process yields a state in
the qubit basis of (1 — pf)pr It 4 pee = (1 — pr) 7y PO ) + peft
(w) th

where 75’ is the projected state in the ' system. This

represents a depolarizing channel for 7 (w) . Bob then uses pre-
shared y to apply the appropriate sequence of Pauli gates,
completing the Pauli twirling process. Pauli twirling by Alice
and Bob on their qubit states guarantees a Pauli noise channel
gw = (q1,9x,9v,qz) with channel parameters defined in
(22)-(25) and derived in Appendix VIIL

Recall a Pauli channel, 57,, maps input state p as fol-
lows: EX(p) = prlpl + pxXpX + pyYpY + pzZpZ
for 9 = (pr,px,py,pz). A depolarizing channel is given
by &3.,(0) = &p PN (5) with depolarizing parameter
and Paep(A) = (1 —32,4,2,2). Hence the combination of
the depolarizing channel from projection to the qubit basis
and Pauli channel generated by twirling <yields a combined

Pauli channel, &5 (Sq‘“ ( (w)) = &7 w)) where p =

(p1,px,py,pz) With pr = (1—=4pr)gr and p; = (1—3pr)g;+
ipr for j = X, Y, Z. For every w(x) € w(A), the hashing
bound guarantees the existence of a QECC with an achievable
rate of R =1 — H(p) [16, Sec. 24.6.3].

Covertness analysis: Willie knows the construction proce-
dure, channel parameters, ¢, the covert QECC, and the time
of transmission. The sequence of random Pauli operations
Alice applies to her encoded state is unknown to Willie.
Therefore, from Willie’s perspective, Alice’s average non-
innocent input state given x, and tracing out the R systems

[N ®w(x) ~ (X
is pauco = Edey’ " ([e(®)) ()] guen) = (7)), where
Edf;(x)( -) is the completely depolarizing channel with A = 1

over w(x) non-innocent input states. Thus Willie observes

P = Pin = Yoxeapx (X) @iy iyt where pi ! =
(P if 2 = 15,50 if 2 = 0}, with 50 = €172 (7) the

non-innocent output state.

We upper-bound the QRE between Willie’s output 5%

the innocent state ﬁ(W)n

" and
as follows:

D (a7 || (600 )) =D <(ﬁ(w)) (p(v‘&’n)> +o(1) (26)
—nD (A(ﬂ) A(O)) o(1) Q27)

<Dy (7). (28)

where ﬁ(A) (1—q)py/ 50 4 A(Tr , (26) is due to the adaptation

provided in Appendix VII of the covertness analysis for sparse



signaling approach from [41], (27) is from the additivity
of the QRE over product states [16, Ex. 11.8.7], and (28)
is by [43, Lemma 1] and [44, Eq. (9)] for large enough
n. Thus, the right-hand side of the covertness requirement
is bounded by (28). Thus, Alice maintains covertness by
choosing ¢ < v/2¢coy %C, where ¢,y is defined in (1) and
derived in Appendix IX. ]

Remark: The proof of this lemma has been generalized to
an arbitrary channel in [2] with proper assumptions about the
channel and Willie’s output state. These assumptions apply to
the bosonic channel and are used directly in Lemma 4 proof.

Lemma 5. Using a dual-rail photonic qubit, for n large
enough and arbitrary ¥ > 0, M(n) > (1 —9)y/n R\/dc
e-bits can be transmitted reliably and covertly over n uses
of the lossy thermal-noise bosonic channel, where ccoy iS in
(1), and d¢ is the covertness constraint. R > [1 — H(p)]" is
the constant achievable rate of reliable e-bit transmission per

round, where p'= [ 30 p b P

T8 58l =1 mramr
Proof: The construction of the dual-rail setting is the same
as that in Fig. 3 with the exception that Alice’s QECC uses
dual-rail encoding, and further, |00)(00|®(»~%(X)/2) i5 used
for sparse coding. The proof follows directly from the proof
of Lemma 4, where the steps in Appendix IX are performed
on the arbitrary dual-rail input state. The additional % term
arises from the fact that analysis is performed on a single
photon occupying two modes, and hence two channel uses. B
Remark: Pauli twirling is often used to approximate noise in
non-Pauli channels. Indeed, we use this property to transform
an arbitrary quantum channel into a Pauli channel for relia-
bility analysis. However, Pauli twirling has an added benefit
in covertness analysis, ensuring that, on average, the non-
innocent input state appears as the maximally mixed state from
Willie’s point of view.

VI. PERFORMANCE ANALYSIS
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Fig. 4. The total number of covert qubits that can be reliably transmitted with
a bandwidth of W = 10 GHz and time 7" = 60 seconds vs. transmission
center wavelength over a free-space optical link between Alice and Bob
described in the beginning of Section VI. The blue line is the optimal bound
from Theorem 2. The yellow and red lines represent the single- and dual-rail
strategies.

In Fig. 4 we plot covert entanglement-generation rates for
a free-space optical (FSO) link between Alice and Bob, who

have an L = 1 km line-of-sight channel, and aperture radii
r = 10 cm. We let signaling bandwidth W = 1 GHz, thus,
over transmission duration of T s, we have n = TW = 10°T
optical modes. We set T' = 60s and & = 0.05. As in [9], we
employ a detailed MODTRAN ‘Mid-Latitude Summer (MLS)’
atmospheric model [45] for an FSO channel at elevation 10 m
above the ground level with visibility 23 km in clear weather.
We calculate the mean background thermal noise photon num-
ber from the total radiance at 60" solar elevation. Unlike [9],
we only consider the fundamental transverse electromagnetic
(TEMOO) spatial mode. This is because higher-order spatial
modes do not substantially improve covert classical commu-
nication (see [9, Fig. 5]). Since loss increases with higher
spatial-mode order, we anticipate the performance gains to be
even more modest for covert entanglement generation. Based
on the MODTRAN model, the transmittance n and thermal-
noise photon number np depend on the center wavelength.
The blue line plots the covert capacity given in Theorem 2
while the red and orange line corresponds to the single- and
dual-rail rates. We see only a small range where the single-
and dual-rail strategies generate a nonzero number of qubit
pairs corresponding to high transmittance.

In Fig. 5, we plot the bounds for the total number of
reliably-generated covert ebits (entangled qubit pairs) vs. mean
thermal photon number 7ig for 6 = 0.05, n = 60 x 10, and
various values of transmittance 7). The black line is the optimal
rate from Theorem 2, while the dotted red and dash-dotted
blue lines are the single- and dual-rail strategies. The yellow
dashed line is a guide to the eye representing the limit of the
optimal rate as ng — oo. The single- and dual-rail perform
poorly compared to the optimal rate, with the gap between
them growing as 7 decreases.

In Fig. 6, we plot the bounds for the total number of
reliably-generated covert ebits vs. transmittance n for § =
0.05, n = 60 x 10, and various values of mean thermal
photon number np. The black line is the optimal rate from
Theorem 2, while the dotted red and dash-dotted blue lines are
the single- and dual-rail strategies. For low transmittance, the
single- and dual-rail rates can generate zero entangled pairs,
while the optimal entanglement rate is non-zero for all values
of 7. Furthermore, even for high transmittance, a near-order-
of-magnitude gap remains.

The results of Fig. 4, Fig. 6, and Fig. 5 demonstrate a
substantial gap between the optimal rate and practical strate-
gies. There are many potential reasons for this. The first is
that, although the channel is infinite-dimensional, we do not
utilize the additional degrees of freedom. It is possible that
qudit or bosonic codes could increase the achievable rates.
Indeed, Gottesman-Kitaev-Preskill (GKP) qubits have been
shown to reach a constant factor gap to the capacity of the
pure-loss channel, and perform well in the lossy thermal-noise
setting as well [22]. Additionally, the strategies rely on Pauli
twirling, which, by the quantum data processing [16, 10.7.2],
means the mutual information between Alice and Bob can only
decrease after application. Lastly, to ensure that the hashing
bound can be used, when projection fails for a given state in a
mode, we replace it with a maximally mixed state, discarding
information about where the error occurred; this can instead
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rates
be treated as an erasure error, aiding in decoding.

VII. CONCLUSION

We explore covert entanglement generation over the lossy-
thermal noise bosonic channel. We obtain a single-letter
expression for the optimal covert entanglement generation
capacity Lyg and find that it is the same as the classical covert
capacity over the bosonic channel derived in [11]. Further,
we investigate covert entanglement generation using photonic
qubits, and find a substantial room to improve. This and much
more is left for future investigation.

The key requirement for the proposed entanglement genera-
tion scheme that achieves Lgg is O(n) bits, instead of O(y/n)
bits as in the finite-dimensional case [18]. However, the key
requirement for the single-rail and dual-rail entanglement
generation schemes is substantially less: O(+/nlogn) bits and
is due to the sparse coding. Adapting Theorem 2 to use sparse
coding may yield a reduced key size.

Finally, we comment on the quantum resources required for
implementing the proposed single-rail and dual-rail protocols,
specifically the random stabilizer codes. Our results apply
in the limit of asymptotically large codes. In both proposed
protocols, this requires Alice and Bob to store large numbers of
physical qubits in quantum memories and apply large Clifford
circuits to them. Therefore, covert entanglement generation
needs to be investigated under practical constraints on quantum

memory and circuit sizes. We anticipate success using high-
rate quantum codes, e.g., quantum low-density parity check
(LDPC) codes [46].
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APPENDIX I

Proof: Lemma 1. Alice and Bob employ the construction in
the proof of Theorem 1. Thus, combination of Lemma 7

in Appendix IV, [47, Cor. 11] and [11, Eq. (12)] gives
us E¢ [P.(C)] < € and Eg [% Hf)%En -l < K —
va, for every m, if
log|M| > nD(pxpllpx ® pB)
+/nV(pxplix ® pe)® (e —C) (29)

log |[K| < nD(pxwEelpx @ pwr)
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- - - 4 [ K?
—/nV(pxwelpx ® pwe)@ " (10 - 07(12))

CeeT (pxBlldx®pB) and C( )
\/nV(pxBllpx®pB)

Conlbxwplbx®bwe) and Oy is the Berry-Esseen constant.
V'V (bxwelbx®bwe)

. o
Now, setting € = e~ *»

where Cy(ll) =1+

=72+ +

" for ¢\ € w(f> No(l), kK =
o(l)Nw (ﬁ) and y; € 0 (e*§7(11>\/ﬁ)

and 2 =v3 €0 (e“v(?)ﬁ), we have by [11, Lem. 1, Lem.
2, Thm. 1], [19, Eq. (9)], s», € o(1), and for n large enough

e"f)ﬁ for g,(f’)

log IM| > (1 = ¢,)nD(pxBlpx @ pB) (31)
1
1—-¢,)nnlo (1+>T_LS 32
=( )nn log A= (32)
log |K| < (1 +eu)nD(pxwElpx ® pwE) (33)
< (L +cu)n(g(nns) + g(me) — 29(v — 1/2)) (34)
while Ec [P.(C)] < e s’V and
1 . )
HﬁXEb[z Enﬁ%E} eIV (35)
where g(z) 2 (1 + x)log(1l + z) — zlog(x) and v =

1+ 27_1})(1 — 77). The bound on D(,ﬁXWEH[)X ® [)WE) in
(34) is derived in Appendix V for completeness and follows
from the assumption 75 € o(1). Now, we show that (35) yields
(6). By convexity, we have

e |3 o = 52| < e 3 e - ]| 0
< eV, (37)
Now, note that
Ee [|DGw 1155 = DGR
- e[| (5 ) - 6v-)
s (s (1)

Let F = max (nnis,nfy,) € O(n). By [40, Lemma 15],

s (550) -5 )

R com 2F
< HﬁW” - P%/ H nSmaX
n @
w
+h( ﬁ%l> (40)
A 5 2 1
co (prn - p%V”H n) log ; 1)
A _ oRn
Pwn — Py

where Syax(F) < oo is the maximum entropy under energy
constraint £ < oo and (41) follows from [40, Rem. 13], [48,

Prop. 1(ii)]. Thus, (37) implies E¢ [ S v®") — S (pwn) } <

Pw
e~V for some 72 € €o(l)Nw ﬁ . Finally, we examine

the second term in the expectation on the right-hand side of
(39):

o (5 - ) e ()
= ((ﬁ%ﬂ _ PWﬂ) Zlog <6 somn )V; )) 42)
=tr (([}%" — pwn)) nlog ( 17mb))>

B(nnp) tr [z”: (

=1

c@n

Pw _PW“) AWi‘| (43)

= 0. (44)

where (44) follows from the fact that py» is a QPSK
modulated coherent state codeword with mean photon number
per mode equal to that of 537, O

APPENDIX II

Proof: Lemma 2. We follow the standard derandomization
procedure. Let us define the events A; 2 { P, < e=¢:'vn },

c@m c@n || A(0 e
4, 2 {\Dpwnu W) = Do) < em67Vr
3
Az = |M| ZmQ‘pW"E” pWEH< . f} Now,

Lemma 1, the union bound and Markov’s mequahty implies

Pr(iOlAi> >1—ZP7~ >1—Z

, and

() C()

(45)

Thus for some ¢ € (0, 1), setting Q(Ik) =(1- e)gr(Lk) for k =
{1,2, 3} yields the right hand side of (45) converges to unity
in the limit of n — oo. Therefore, we conclude that there
exists at least one coding scheme for n sufficiently large that
satisfies

P(C) < e VT (46)
DG I55) = DB )| < eV @)

1 R s (3)
2m SRn — n
e
Lemma 2 follows by applying (46)-(48) to the proof of [18,
Lem. 10]. Since our key size scales in n instead of +/n,
expurgation does not affect covertness. O

APPENDIX III

Proof: Lemma 3. We employ the strategy described in the
proof of [18, Thm. 2]. The complete analysis of the strategy
for the lossy-thermal noise bosonic channel is presented below
for completeness. Consider the global state in (16). We now
approximate the state following [18, Thm. 2].

State Approximation: We now state a Lemma that allows us
to approximate our global output state:

Lemma 6. [18, Lem. 14] For |7) 5/ gnyynpnyy defined in
(16), there exist phases {g(m, k)} such that |T) o1/ poyn go gy
can be approximated by

|X>RMB"W"E"M



1
:W Z m) p @ [m) g

m,k,m

® 9 2™ (m, k) gy e @ (M) 3y

(49)

<

while || |7) (Tl pprprwngenr — X Xryprwngen | <

2[6 v where |2 (M, k) gnyyn o =
VX:%VT;E(‘xcoh(mvk»An)'

The proof of [18, Lem. 14] found in [18, Appendix A] must
be modified since our codewords are coherent states which are
not orthogonal. Orthogonality is used in an intermediate step
in the proof of [16, Lem. A.0.3]. However, this proof, in fact,
holds for well-behaved non-orthogonal states, as shown for
completeness in Appendix VI.

Decoupling: Recall that g, ;. is Willie’s average received
state coupled with the environment output systems E™ given
message m in the coding scheme analyzed in Lemma 2. The
decoupling steps follow [18, Sec. VI.B.3] by replacing W™
with W™ E™ and substituting appropriate secrecy bounds (11).
Obtaining Bipartite Entanglement Without Assistance: As
in [18], we convert the GHZ state into bipartite entanglement
by using a classical link and then show that the classical link
is not necessary. We follow the same procedure as that of
[18, Sec. VI.B.4, Sec. VL.B.5] with appropriate substitution
of reliability and secrecy bounds.

Covertness: We must adapt [18, Sec. VIL.B.6] to hold for
infinite-dimensional output states at Willie. Willie’s received
state is given by p PW” = prprEn ik [|T> (r ‘RMB"W"MK]
which we may approximate by the state obtained in
Lemma 6 with appropriate subsystems traced out:
g otk 1X) X parprwoni] = pwn. By the
triangle inequality and the monotonicity of trace, we have

pwn (50)

< 2V2em 3 VI e

following similar steps as those from (39)-
for appropriate substitution of states, we have

44)
‘D (an ‘pg/?/),,) -D (,5%’; ﬁg/?/)n)‘ < e~V for some
€ o(1) Nw(1/4/n) that depends on &M 2. O

+ HﬁWn - AW
P vn

(1)
Thus

APPENDIX IV

Lemma 7. [19, Lem. V.I] Consider bipartate classical-
quantum state pxa and a channel Na_, gy . Then, for con-
stants € € (0,1), x € (0,8/2), 1 € (0, 10), Y2 € (0,%), and

73 € (0,% — 72), there exists a coding scheme such that

€2 — ~ ~ ~ 462
log | M| = Dy (pxllox i)~ log 155 5 (D)
R . . 2V/2
log K1 < D2 oy lx ® ) + 2log 222 (53)
Y273
that  satisfies: EAC’ K [PEK (C)] < % and
max,, F¢ [% H o — [)Wm < K — 72, Wwhere

pw = trg Nassw(pa)l.

Proof. The proof follows from construction and analysis in
[20, App. B]. Here, we have increased the key length in
(53) compared to [19, Eq. (6)], allowing for the strengthened
secrecy bound compared to that of [19, Lemma V.1]. O

APPENDIX V
Here, we derive the bound used in (34). We have

D(pxwelpx ® pwe) = S(pwe) — Sy k) (54
< S(pw) + S(pe) — S(piye). (55)

where (54) is because displacement is unitary and (55) is
due to the subadditivity of von Neumann entropy. Notice that
pE = pw(fiy), which implies S(pg) = g(ny) for g(z) =
(1+2)logy(1+ x) — xlogy(x). Now, we take a Taylor series
expansion of S(py/) about the displacement term u = +/fis.
Setting u = 0, we have S(ﬁw)|u=O = S(ptn(n7p)) = g(nn).
The remaining terms in the Taylor series expansmn are com-
puted in [11, App. A] as M‘ — 0and £5@w)

)
du u=0 du u=0

2log (1 + W) , and thus, S(pw) = g(nny) + O(ns). We
compute S(p}, ;) by noting that it is a Gaussian state and by
performing symplectic transformations on the input covariance
matrix (CM) of the channel. Conditioned on z, the input
CM is I‘)—XG For MTMS7MBS the symplectic transforma-
tion matrlces corresponding to two-mode squeezing and a
beamsphtter respectlvely, the resulting output CM Vewe =
*MBSMTMSMTMSMBS Tracing out Bob’s system ylelds a
reduced CM Vyy g, which has symplectic eigenvalues: v; =

Vg = % 1+2ag(1l—7n) £ . Thus, S r) =29(v — %)

APPENDIX VI

Here, we modify the proof of [16, Lemma A.0.3] to
show that it holds for non-orthogonal collections of states
{|¢;)} and {|x;)}. It suffices to show that the first equal-
ity in [16, Eq. (A.19)] holds for these non-orthogonal col-

. R j2m(l—k)s
li:ctlons: 3 (Xs1G) = Yoeki€ ¥ klQ) =
~ 2 (xalGi)-

APPENDIX VII
COVERTNESS ANALYSIS FOR SPARSE SIGNALING

Here we adapt the approach from [41] to show validity of
(26). By the definition of QRE, we have:

D (02 ()7 ) -0 (@) () )
_ ‘(5 <(ﬁ<vg>)®”> _5 (,33’51)) (56)
+tr <((ﬁ$))® ﬁ(vﬁ> log (pﬁﬂ),L)) ’ ANCTA

where S(p) = —tr(plogp) is the von Neumann entropy of
quantum state p. We upper-bound the last two terms of (57).

LI|(p (’T))m s

A(Tr) < Z

Wn

First, denote ¢ =

1 (5 XN
5 (7)" -

, and note
1

HPX -T'L )

(58)




=p(A) <275, (59)

where (58) is by the data processing inequality with classical
statistical (total variation) distance, p (A) = 1 — p(A), and
the inequality in (59) is the Chernoff bound. For our setting
of ¢ o 1/4/n, € decays to zero exponentially in /n.

Let Hy. = hw(iw, + 1) be the Hamiltonian for the "
system at Willie where nyy, is the number operator, and let
£ (S 0 2 ()
O(n), where f(n) = O(g(n)) means that f(n) grows no faster

f(n

asymptotically than g(n): limsup,,_, %‘ < o0. By [40,
Lemma 15],
~(#)) O™ ~(# E
s((49)™) = 5 (#7) < 280 (£) + 000
(60)

where Spax(F) < oo is the maximum entropy under energy
constraint ¥ < co. [40, Rem. 13], [48, Prop. 1(ii)] and the
fact that en — 0 implies that (60) vanishes as n — oo.
~(# n
To bound the last term in (57), we decompose (,EE)V)) =
p(A) P+ p (A) 5(7), where 67 is a density operator
with B, = Y0 tr (O’WnHw> = O(n). Let Agﬁzl =

E;Zl - O'(Wﬂ—l and note that tr (A%l) = 0 and By =

i tr (A(Wlﬁlwi) = O(n). Then,

e (((79)" - o ((42.)))
(B <Asw s ((6))
(A(’T Zlog[ ) —6<Eo>ﬁwiD (62)

— p(A) nlog (M) tr (Agga) ~p(A) B(E)E,
—o(1), (63)

where (62) is due to operator exponentiation and that pE,V) =

m e~ BE)Hw with Hy, = f, is a thermal state, and
(63) follows from (59).

:p

APPENDIX VIII
PAULI TWIRLING CHANNEL PARAMETERS

In the Alice-to-Bob scenario, Pauli twirling works in the
following way: Alice chooses a random Pauli operator and
applies it to the state here before transmission. The state is
transmitted through the channel, and Bob applies the same
Pauli to "undo" the twirling, effectively yielding the trans-
formation for a single qubit: pp = 1 Z?:o PN (PpaP;)P;,
where P; € {I, X,Y, Z} indexed from 0 to 3 respectively.

Given a channel with Kraus operators K; indexed by j,
the Choi state of the channel is written as pCh‘” = Z;’;O(I ®

K;)|®t) (@] (I®K;), where |P) = \/5(|00>—|—|11>) is the
first Bell state. Then the Pauli channel parameters generated
by Pauli twirling are given in terms of the Choi state:

pr = (T pTNT)  px = (UH| T (64)

= (U7 P pz = (@7 pRT), (69)

with |<I>+> T, |®7), ¥ ™) being the standard Bell states.

Let us now apply this to the lossy thermal-noise channel
followed by projection. The lossy thermal-noise channel can
be decomposed into a pure-loss channel of transmissivity
7 =1n/G followed by a quantum-limited amplifier with gain
coefficient G = 1+ (1 —n)np. As we are primarily concerned
with the Choi matrix, the decomposition has the following
Kraus operator representation with input state p = |®) (®T|:

EN(5) = Yoy BeArpA[B] with A, = I/ U5l al,
and B, = I®/4& (954) FatkG—% where a,at are the

annihilation and creation operators respectively and 7 = a'a
is the number operator.

Furthermore, Bob projects onto the computational basis on
receiving the state from the physical channel output, where
the projection operator is II = I ® |0) (0| + I ® |1) (1] =
| DY (DT |4 |D ) (P~ |+|TTF) (UH|+|¥~) (¥T|. The process
of projection is probabilistic with probability of failure p =
1_ 1+(1—n)7p (3+275 —2n(AB+1))
(1+(1-nng)® |
he replaces the state with the maximally mixed state 7. The
total action of the physical channel and projection yields:

oo (oo} A~
. - . - 7
pp=(1-pII ( E E BkAlpA;(B£> II —|—pZ. (66)

k=0 1=0

. When Bob fails to project,

By definition, pp in (66) defines the Choi state for our channel
with projection when p = [®T) (®7|. Let us further simplify
(66). The system’s initial state being in the Bell basis limits [ =
0,1 as the annihilation operator applied more than once will
guarantee the null state. Furthermore, the projection operator
II only selects states within the Bell basis, indicating that the
creation operator from By, can only support £ = 0, 1. Hence,

> BrAHA[B] (67)

k,le{0,1}

1(1 G

=35 | 5100 {00] + —=5~ " Jo1) ) (10
+7—

+G7|11><11\+5\12><12|
7 (100) (1] + [11) (00])

ﬁﬁ(g;l) (/01) (12| +[12) (01]) (68)

Note that the last term contains |12) and (12|, which is the
only one that will not be selected by the projection.

Next, we must find the Pauli channel parameters generated
by twirling. Notably, we do not need to perform the inverse
twirling on the maximally mixed state portion of (66) since it
will also produce a maximally mixed state. Furthermore, up to
this point, we have ignored the normalization; therefore, after
projection,

. 1 1 G
~Choi __ -

1—7 G+71—
1 -
) 0]+

|01> (01

|11) (11]



-
+ \G—( (00) (11| + [11) (00]) (69)
with normalization constant N(G,7) = ?’G*'QGSQ/#

Evaluating (64) and (65) for (69) yields (22)-(25).

APPENDIX IX
X2-DIVERGENCE DERIVATION FOR SINGLE-RAIL QUBITS

We first derive the output state at Willie to calculate the x2-
divergence between Willie’s observed innocent state and when
Alice transmits. In the single-rail case, Alice inputs an arbi-
<a|2 0 )

LA

Utilizing anti—normally ordered characteristic functions,

XA (©) = X3 (VI=0¢) Wi (—vi0)
where pys is the state at Willie, pg is the environment’s
thermal state input. For a thermal state with mean thermal

photon number g, the characteristic function is known [49,
Sec. 7.4.3.2]:

trary qubit into the channel of the form p4 =

(70)

X (/i) = e HmmIcr,

The next step is finding the characteristic function for p4.

o (Vieu)

(71)

— e~ (1-IC? ¢y (mecma*e—cma) (72)
2 oo
= e UmMIES " (n] (o] [0) (O] + 7 [0) (1] + 77 [1) (0]

n=0
B 1) (1) VT VI ) (73)
We can evaluate (73) term by term, noting that the infinite

sums drop due to orthogonality of Fock states. Let us first
evaluate the |a|? term:

a2 (0] €6 VIm! e=¢"VIZTa |g) (74)
= ol (0 (p e WIIOT )
(—vI—mn)*
(; o (@) ) 0) (75)
= |af? (76)

where (76) comes from the fact that the only non-zero term
is when no ladder operators are applied and k' = k = 0.
Let us now consider the |3|? term:

B2 (1] e¢VImTate=¢"VImma 1) (77)
=87 (1= [¢P(1 =) (78)
which follows the same as the « term. Furthermore,
(1] VI =V gy = ¢ /T — (79)
7" (0] eSVITTTe=CVITIR 1) — _nct 1—n (80)

Putting it all together 2

i (View)

and (73) evaluates to:

= e (I (jaf 4 |8 (1 = |21~ m)
+ VI ==V = )

A quantum state jy and its characteristic function X" (-)
are related via the operator Fourier transform [38]:

ZC i, .
e = [ i e,
where the integral is over the complex plane for (. However,

we can convert such an integral to polar coordinates using
€12 =72, ¢ = r(cos( )—l—j sm( ), ¢* =r(cos(0) —jsin(h)):

pw = rdT/ r,0)e r(cos(8)+j sin(6))@
r=0 %

% e—r(cos(@) j sm(G))w,

81)

(82)

(83)
in polar coordinates is:
X3 (r0) =e
x (1= 8]*r*(1 —n)
+ /1 =n(y(cos(0) + jsin(0)))
T=n(y"(cos(0) — jsin(0))))  (84)
where the a-dependence is gone due to |a|? + |B]? = 1.

Furthermore, a generalized single-mode state in the Fock basis
is written as

ow =y D {ml pw n) [m) (n].

m=0n=0
where we replace the right hand side py, with that of (82) and
evaluate the integrals to get the following state for pyy:

Likewise, x4

—(14nng)nr

(85)

A = (nnB)™
e Z: [(1 T g
+ 19— LU ) g
(nnp)™
(1 =mn)(m+ I)W [m) (m + 1]
7 m—1
e %mumq\. (86)

As Alice applies Pauli twirling, or inputs 1/2 of a Bell pair
into the channel, from Willie’s perspective, on average, it is the

maximally mixed state with o = 3 = 1/y/2 and 7 = v* = 0.
In this case (86) becomes
= (nng)™
P W = mZ::O {(1 + nng)mt!
(1 —n) (gms)™ "' (m — nnp)
87
g ) (] (87)

While Willie’s output state when Alice is quiet is an attenuated
thermal state [)5,3) = pnny defined in III-A.

Since both pyr and /,3(0) are diagonal in the Fock basis,
calculation of D, ([)W‘ p@?) = tr[(pw)2(0\0) Y —
straightforward. We square the coefficients of gy and take
the reciprocal of p( ) coefficients, and multiply them term by
term. Taking the infinite sum of the elements, and using known

identities from [50], yields D, (pWH p(0)> %.
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