2506.03549v1 [quant-ph] 4 Jun 2025

arXiv

Quantum Secure Key Exchange with Position-based Credentials

Wen Yu Kon, Ignatius William Primaatmaja, Kaushik Chakraborty, and Charles Lim
Global Technology Applied Research, JPMorganChase
(Dated: June 12, 2025)

Quantum key distribution (QKD) provides an information-theoretic way of securely exchanging
secret keys, and typically relies on pre-shared keys or public keys for message authentication. To lift
the requirement of pre-shared or public keys, Buhrman et. al. [SIAM J. Comput. 43, 150 (2014)]

proposed utilizing the location of a party as a credential.

Here, we extend upon the proposal,

develop a QKD protocol with location credentials using quantum position verification (QPV) based
message and identity authentication. By using QKD with delayed authentication as a base, and later
simplifying QPV-based message authentication, we significantly reduce the number of QPV runs,
which currently acts as a bottleneck. Besides demonstrating security for the proposed protocol, we
also provide improvements to QPV security analysis, including generalization of the QPV adversary
model, tightening a trace distance bound using semidefinite programming, and propose a multi-basis
QPYV requiring only BB84 state preparation but with multiple measurement basis.

I. INTRODUCTION

As quantum computation capabilities continue to
advance, there are increasing concerns that current
public key cryptographic systems such as RSA may one
day become vulnerable [1]. To guard against harvest now
decrypt later attacks on secure communication networks,
quantum key distribution (QKD) has been proposed
as a possible solution. Since the early proposals for
QKD implementations [2—4], the security and hardware
technology has significantly improved [5, 6], and multiple
commercial QKD devices are currently available in the
market.

QKD in practice requires pre-shared keys for secure
authentication [6, 7], though the use of public key
infrastructure for message authentication has been
proposed as well [8]. Manual delivery of such pre-shared
keys can be onerous, and could in general lead to issues
for instance if the pre-shared keys are used up in a
denial-of-service attack. In some instances, QKD devices
are deployed at trusted location, for instance in data
centers, where strict physical security practices are im-
plemented. As such, we can explore a different method
of authentication — using the location of the QKD
device, or more specifically the spacetime coordinate
(P, T) to provide identity authentication.

To realize position-based identity authentication, we
rely on quantum position verification (QPV), which has
received increased attention from the community. QPV
serves as a protocol to certify the spacetime coordinate
of a party, and any adversary at a different location
cannot impersonate one at the right location. After
the first proof of security against linearly entangled
adversaries [J], results allowing slow quantum commu-
nication [10], channel loss tolerance [11], and security
against adversaries with linear quantum gates [12]. More
recently, a preliminary result for the implementation of
SWAP QPV has be presented [13], signaling interest to
bring the protocol from theory to reality.

Ref. [141] proposed a QPV-based message authentica-
tion protocol, and suggested that utilizing the message
authentication protocol to send authenticated messages
from Alice to Bob is sufficient for QKD security. This
could remove any requirements for pre-shared keys or
public key infrastructure for QKD, relying instead on
the position of a party for authentication. However, the
proposed protocol may not provide sufficient security
since Bob has no method of authenticating Alice, i.e.
Eve can impersonate Alice and trick Bob into sharing a
secret key with Eve'.

Here, we first expand on the proposal by Buhrman
et. al. [14] in a similar adversary model where one-way
authentication from Alice to Bob is implicitly assumed.
In this scenario, Alice trusts any party that is at location
P at time T, and her goal is to exchange keys securely
with this party. By relying on QKD protocols where
authentication is deferred to the final step [15, 16], the
requirements for Bob’s authentication can be reduced
from multiple QPV runs for message authentication to
a single QPV run since only a single bit is necessary for
the final authentication step.

We further extend the protocol to a more general
model where Alice and Bob share no authenticated
channels. This requires replacing Alice’s final authenti-
cated communication to Bob with a similar QPV-based
message authentication sub-protocol. The QPV-based
message authentication sub-protocol we developed
integrates Buhrman et. al.’s message authentication
protocol [14] with symmetric key authentication, sig-
nificantly reducing the number of QPV runs required

1 We note that while the proposed scheme with Alice being the
verifiers of QPV cannot provide sufficient security, it is simple to
extend the proposal to one where Bob also has separate trusted
verifiers that can perform QPV to receive authenticated messages
from Alice.
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by sending only the key required for symmetric key
authentication via Buhrman et. al.’s message authen-
tication protocol. A formal security proof for the full
protocol, taking into account also possible differences in
abort decisions by Alice and Bob due to lack of ideal
authentication, is provided. Interestingly, the proposed
protocols has two useful properties: (1) anonymity and
(2) decoupling of QKD and QPV process, that may lead
to a wider range of applications not afforded to standard
QKD.

While the technology and security analysis for QKD is
well-established, the same is not true for QPV. As such,
improvements in both security analysis and experimental
design are necessary to improve the practicality of QPV.
As a step towards practical QPV implementation, we
provide a series of improvements to QPV security
analysis to (1) account for more general adversaries, (2)
tighten security bounds, and (3) providing improvements
in multi-basis QPV protocol design that can reduce
implementation complexity.

In Sec. II, we introduce quantum theory and quan-
tum position verification. Sec. IIT proposes the key
exchange protocol with one-way authentication along
with its security analysis, which is further extended
to key exchange with location credentials in Sec. IV.
Improvements to QPV security and implementation is
provided in Sec. V. The paper ends with a discussion in
Sec. VI and conclusion in Sec. VII.

More recently, Ref. [17] introduced a tightened secu-
rity analysis for QPV without qubit loss and achieved a
higher error tolerance. It remains to be seen how their
analysis can be adapted to a QPV with loss and how
the generalizations and improvements presented in this
manuscript may be used to strengthen their analysis.

II. PRELIMINARIES
A. Quantum Theory

We define a generic quantum system A by a den-
sity matrix p4 with unit trace Tr[ps] = 1 and positive
semidefinite p4 > 0. A classical system X can be repre-
sented as a quantum state px = Yy Pz |2) 7|y, where
pr = Pr[X = z]. Uniformly distributed classical systems
can be represented as 7x = ﬁ > wex |z)Xx|y, while uni-
formly distributed and matching classical systems X and
X' can be represented as Txx/ = Yy ﬁ |z zx]y -
A classical-quantum state with classical random variable
X and quantum subsystem A can be expressed as

pxa =Y pule)lx © pajx—a;
reX

where p 4| x—, is the state of subsystem A conditioned on
X = x. In general, we label a quantum state conditioned
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FIG. 1. Spacetime diagram illustrating the classical and quan-
tum communication in QPV,;’gf84 QPV protocol. Note that
the solid lines represent classical communication which occurs
at the speed of light while the dotted lines represent quantum
communication.

on an event Q as pujo, and we let parg = Pr[Q)pao.
To study the distinguishability of two quantum systems
p and o, we use the trace distance measure,

1
Alp.0) = Sl ol m
where |[|-||; is the trace norm.

Any general quantum process can be described
by a quantum channel that maps input system I to
output system O, with fixed inputs . We label such
channels £f, noting the output system is typically
obvious. Quantum systems can be measured to give
an outcome, and we define a quantum measurement
as a positive-valued operator measure (POVM) A% (or
B, for Alice or Bob’s measurement operators), where
0 is the basis choice, and z is the measurement outcomes.

B. Quantum Position Verification

QPYV has been shown to be secure against adversaries
with linear quantum memory size in Ref. [10], and we
briefly present the protocol here. Consider a scenario
where a prover is at location P and is co-linear with two
verifiers V7 and V5. A loss tolerant QPV protocol, labeled
QPVIie, follows (illustrated in Fig. 1):

1. Verifier Preparation: Verifiers V; and V5 ran-
domly select z € {0,1}" and y € {0,1}". Verifiers
also agree on a time tg.

2. Quantum State Transfer: The first verifier com-
putes = f(z,y) and randomly selects z € {0,1}.
He then prepares a BB84 state |1/)§>Q with basis

and bit value z and sends it to the prover.

3. Verifier Message: The verifiers sends « and y
such that they both arrive at P at time tg.



4. Prover Measurement: Prover computes § =
f(z,y) and measures the quantum system @ in ba-
sis #. He immediately sends the outcome z’ to both
verifiers. If quantum system () is lost, the prover
responds with 1 to both verifiers.

5. Timing and Validity Check: The verifiers check
if the time they receive the response z’ is within
certain time threshold and if the responses between
verifiers match. Furthermore, the QPV process can
be repeated for multiple rounds, and an error rate
corresponding to the proportion of rounds where
z # 2’ can be computed. QPV can be determined
by the verifiers to fail if the time threshold or mis-
match of responses occur in any round or if the
error rate exceeds some error threshold.

The security of QPV protocol relies on the observation
that (1) parties not at location P cannot obtain x and
y before the party at location P and (2) quantum infor-
mation in () cannot be duplicated, and thus would be
unable to respond the correct 2’ to the verifiers.

IIT. SECURE KEY EXCHANGE WITH
ONE-WAY LOCATION AUTHENTICATION

A. Security Model

In general, there can be multiple methods of combin-
ing QKD and QPV into a secure key exchange protocol
with some sort of location verification. This would
lead to differences in applicability and functionality
of the protocols, which depend heavily on the trust
and adversary models. One simple model would be
to have trusted Alice and Bob just like QKD, but
where Alice do not trust the claimed location of Bob.
Here, the purpose of QKD and QPYV is fully separate,
where QKD can be used to perform key exchange
since both parties are trusted, and QPV is used to
certify the location of Bob at some time T, which
may occur during the QKD protocol. However, in this
context, we do not truly use the location of Bob as a
credential since implicit trust is afforded to him for QKD.

To truly consider the use of a spacetime coordinate
as credential, we have to instead assume that any
party at this spacetime coordinate has no other cre-
dentials, including no access to any method of sending
authenticated messages. Moreover, since the spacetime
coordinate is the sole credential, we have to assume
Alice places full trust on any party at this spacetime
coordinate. This placement of trust can rely for instance
on physical security at the data centers, where only
authorized personnel can gain access to location P at
some time T. The goal would be then for Alice and
any party at location P and time T to establish secure
keys, without any other means of identification of the
party other than its location (e.g. with pre-shared keys

or public key infrastructure (PKI)). We note here that
Alice is allowed to send authenticated messages, though
extensions to have both Alice and Bob use location
credentials is presented later in Sec. IV.

More formally, we consider a model where Bob is the
collection of all parties that will be at location P at time
T, and the goal would be for Alice to exchange secret
keys with Bob (or one of the parties constituting Bob).
We note here that as a consequence of the trust model,
any party that is at location P at time T can technically
exchange keys with Alice. In this case, Eve would be
the collection of all parties that will not be at location
P at time T. We also introduce a list of assumptions,
including standard QKD assumptions, QPV assumptions
and specific model-based ones:

e Alice and Bob’s QKD devices are trusted.
e The QPYV verifiers are honest.

e Bob is honest, i.e any party at location P at time
T is honest?.

e Alice can send authenticated messages (e.g. by
PKI).

e Bob (Parties at location P and time T') is unable
to send any authenticated messages.

e The adversary’s strategy is limited by similar re-
strictions placed on the adversary in QPV. This
could vary based on the QPV security analysis of
interest, but could include bounded quantum mem-
ory [10] and linear quantum gates [12].

With these set of assumptions, let us consider the ideal
functionality for secure key exchange. Since Bob is de-
fined to be the collection of parties that will be at lo-
cation P at time T, Bob is allowed to share the secret
keys. Consequently, we can consider a similar security
definition as QKD. We note that in general, the proto-
col (like QKD) cannot defend against denial-of-service
attacks, and therefore may abort. As a result, we can
introduce a probability of the protocol aborting, (1 — p),
and an implicit indicator I as part of E subsystem to
indicate if the keys are to be generated,

pldeal = PTK Kp ® gg + (1 -p) \LL)(J.J.\KAKB ® 0]%,)
2

where the separate o states can be generated locally by
Eve. We note that the fact that Alice does not share
a QKD key with parties not at location P at time T
is embodied by Eve remaining independent of K4 when

2 This assumption is necessary, otherwise the key exchange can
simply fail, for instance by Bob announcing his raw keys.

3 We note that since QKD is secure against unbounded adversaries,
QKD remains secure against such restricted adversaries as well.



Protocol 1 Secure Key Exchange with One-way Location Authentication

Goal.
1.

Alice and Bob performing key exchange with the aid of two verifiers.

Quantum Transmission Phase: Alice and Bob transfer quantum information, and at the end of the step, Alice and
Bob generates raw keys Sa and Sp respectively.

. Sifting and Error Correction: Alice and Bob exchange classical information M = (M4, M), where M are messages

from Alice to Bob and Mp are messages from Bob to Alice. Messages sent from Alice to Bob are sent through a one-
way authenticated channel. Alice and Bob use these messages, along with their respective raw keys to perform sifting
and error correction and parameter estimation, where they jointly decide on an indicator Ipg indicating if parameter
estimation has passed or failed.

. Alice’s Authenticated Message: Alice randomly selects a hash function h from a family of hash functions H and

compute the hash of the messages Mp she received from Bob. Alice sends the computed hash value h(Mp) to Bob via
the one-way authenticated channel.

. Message Check: Bob uses the received hash function h computes a hash of his messages, h(Mg), and checks if it

matches the hash received, i.e. if h(Mg) = h(Mp). If they match, Bob labels an indicator I = 1, otherwise they label
the indicator I = 0.

. Quantum Position Verification Sub-protocol: Alice initiates a QPV sub-protocol. If Bob’s indicator signals that

the hash matches (I = 1), Bob behaves honestly in the QPV. Otherwise, Bob does not provide responses during the
QPV. At the end of the sub-protocol, Alice should have received the QPV indicator Iopv, and shared Igpy with Bob.

. Privacy Amplification: If the QPV indicator indicates that QPV passed, Iopy = 1, and the parameter estimation

passed, Ipg = 1, Alice and Bob performs privacy amplification independently to generate QKD secret keys K4 and Kp.

If either parameter estimation or QPYV failed, Alice and Bob aborts the protocol.

keys are generated. We can thus define the security with
the trace distance from the ideal functionality

Ap, p) <ee, (3)
where ¢ is the security parameter for the protocol, and
p'deal can be any ideal state of the form above.

B. Protocol

The protocol defined relies on QKD protocols where
Bob’s authentication is left to the final steps [15, 16].
Such QKD protocols can be performed with only one-way
authentication, with the final steps of having Alice send
a hash of messages received from Bob, for which Bob can
check if such messages have been tampered with. This
can end with Bob responding with a single bit on whether
the QKD protocol should be aborted (e.g. messages tam-
pered), and this is typically send via an authenticated
channel*. The proposed protocol replaces this final au-
thentication step with a QPV sub-protocol, where Bob
(in our case parties with spacetime coordinate (P,T'))
can either choose to act honestly to inform Alice that
the protocol should not be aborted, or provide no re-
sponses to trigger an abort. Taking h to be a 2-universal

4 Standard QKD protocols with two-way authentication may not
directly translate, since careful design may be required. For in-
stance, we cannot allow Bob’s response to the end of the quantum
information exchange step to be a simple “received” and Alice
replying with her basis choice since it can be easily compromised
by performing suitable delay attacks.

hash function, the proposed protocol can be summarized
in Protocol 1.

C. Security Analysis

In the protocol, an abort occurs when either parame-
ter estimation fails or the QPV check fails. Let us define
the events (1pr and Qgpy as the event where parame-
ter estimation passes and the event where QPV passes
respectively, and let 2 = Qpg A Qgpy. This event
also signals that QKD keys are generated, i.e. the proto-
col did not abort®. The actual protocol output state can
thus be expressed as

p=pa |11}, ® pr,KsEQ
+ pae [0X0, @ [LLXL L]k, kp, @ PEIQ:,

where keys are generated only for event (2.

Formally, the security can be given by

5 Note that WLOG, assuming one-way authenticated channel
(without failure) from Alice to Bob, both parties can jointly
abort or generate keys (with instructions from Alice). If we re-
lax the assumption on Alice’s authentication channel to allow for
events where the message is not received or the authentication
fails, we have to use analysis similar to that in Sec. IV to account
for this difference. However, since this is not the focus of this
section, we assume no authentication failure for simplicity.



Theorem 1. Let p'%® be the ideal output state as de-
fined in Eq. (2). Then,

i 1
Alprarss: PiGenr) < €Qrp + I +eqrv,
where eqrp 5 the QKD security parameter, lr is the
length of the hash h(Mp) and eqpv 1is the winning prob-
ability of QPYV for an adversary not at position P at time
T.

Proof. Refer to Appendix A O

IV. SECURE KEY EXCHANGE WITH
LOCATION CREDENTIALS

A. Security Model

Protocol 1 can be extended to one where no au-
thentication channels exists between Alice and Bob,
relying instead on location credentials for authentication.
Unlike the earlier replacement of the Bob’s single bit
authenticated response with a single QPV sub-protocol,
we require instead a proper message authentication
step to replace the step of sending Alice’s authenticated
message. The QPV-based message authentication
protocol in Ref. [14] is a suitable candidate to perform
a similar function, though we provide simplifications to
improve its performance.

The security model adopted here is similar to that in
Sec. IIT A, with the main difference being Alice’s ability
and assumptions relating to the QPV-based message au-
thentication protocol. Here, we consider a model where
Alice is the collection of all parties at location P4 at time
T, and Bob to be the collection of all parties at location
Pp at time T”, and the goal is for parties at P4 and Pg
to securely exchange keys. Since authentication of Alice
and Bob are based on the spacetime coordinates alone
and require separate verifications, we assume the parties
P4 and Pg have access to trusted verifiers (or the parties
can individually control parties at locations necessary to
act as verifiers in the QPV). Note that Alice and Bob do
not have to share the same trusted verifiers, and we will
label them Alice verifiers and Bob verifiers according to
the party that trusts them. We can thus introduce the
set of assumptions:

e Alice and Bob’s QKD devices are trusted.
e Alice’s and Bob’s verifiers are honest.

e Alice (parties at P4) and Bob (parties at Pg) are
honest.

e Neither Alice nor Bob can send any authenticated
messages to one another.

e Alice and Bob share an authenticated channel with
their respective verifiers.

e Alice and Bob’s verifiers devices which performs
QPV (for sending authenticated messages) are in-
built with fixed duration between internal QPV
rounds and between entire QPV runs, and the de-
lay between entire QPV runs, At, is larger than the
duration for each QPV run.

e The adversary’s strategy is limited by similar re-
strictions placed on the adversary in QPV.

Without any ideal authenticated channels, one is no
longer able to have Alice and Bob synchronize their key
generation. In this instance, it is possible for Bob to gen-
erate keys while Alice does not [6, 15, 16]. This is mainly
due to an adversary’s ability to interfere with the final
authentication step (in our case, step 5 of Protocol 1),
forcing Alice to abort while Bob have already decided to
generate his keys at an earlier step. Therefore, we define
a slightly different ideal functionality,

P4 = piy TKaKp ® of + po1 |J-><J-|KA RTky & pY

+poo | LLXL Lk, x, ©® 0%,

(5)
where poo + po1 + p11 = 1, and for secrecy reasons we
expect the key Kp to remain secret from any adversary
when Alice aborts the protocol.

B. Sending Authenticated Messages with QPV

Buhrman et. al. [14] proposed a message authenti-
cation protocol using QPV by assigning the pass/fail
of QPV runs as bits 0 and 1, and demonstrated se-
curity when proper encoding is utilized. Here, we
present an improvement to the protocol by combining
it with symmetric key message authentication — using
QPV to send the key instead of the full message to
reduce QPV runs. We utilize a dJ-almost 2-universal
hash family {hg {0,1}® — {0,1}'T}1exc, noting
that there exists such families with small key length,
Ik = 2[lr +1ogy (%) + 1] with § =27+ [15].

Intuitively, an adversary not at the right location
cannot pass QPV with high probability, thereby al-
lowing him to easily change message bits from 1 to
0 (pass to fail) but not from 0 to 1 (fail to pass).
Therefore, to send a message K € {0,1}'x  we en-
code the message in a codebook with codewords
{c € {0,1}%c*2 . HW(c) = Ik +2,¢1 = cappro = 1},
where HW (c) refers to the Hamming weight of code-

word c. For an injective encoding map, we can choose

lc = [Ii.] such that (%) > 2. We label the encoding
C

function enc : K — C and the decoding function

dec:C — K.

We also consider a general QPV sub-protocol, which
has a starting time tgq.:. The protocol is assumed
to be epop-robust (probability of failing QPV when all



Protocol 2 Sending Authenticated Messages with Location Credentials

Goal. Sender sends an authenticated message M € {0,1}" to the receiver.

1. Message Exchange: Message M sent from sender to receiver.

2. Tag Generation: Sender randomly selects a key K € {0, I}ZK and generates a tag by hashing the message T' = hx (M).

The sender sends the tag T' to the receiver.

3. Encoding Phase: Sender encodes key into a codeword C' = enc(K).

4. Synchronization Signal: The sender and receiver agree on a time ts:qrt to begin the message transfer.

5. QPV Sub-protocol Runs: Repeat for i =1,--- ,2lc + 2:

(a) Receiver performs a QPV sub-protocol with the sender at tstart + (2 — 1)At.

(b) If C; = 0, the sender provides no response (i.e. L), while if C; = 1, the sender replies with honest responses.

(¢) Receiver records C; = 0 if the QPV fails and C; = 1 if the QPV passes.

6. Tampering Check: The receiver checks that Cy = C'glc+2 =1 and HW(C’) = lc + 2. If any checks fail, the protocol

is aborted.

7. Key Decoding: If the checks pass, the receiver decodes key K = dec(é). Otherwise, the message authentication is

deemed to have failed.

8. Message Authentication: The receiver hashes the received message M and checks if it matches the received tag, i.e.
T = hz(M). The message authentication passes if a match is obtained.

parties are homest) and egpy-sound (probability of
adversary forcing QPV to pass). For QPV sub-protocols
that requires multiple internal rounds, the security
model assumes a pre-agreed delay as prescribed by the
protocol, and appropriate timings selected by the sender
and receivers with respect to tgiqre, i.€. once tggre 1S
synchronized, the QPV sub-protocol runs in a synchro-
nized manner. Across different QPV sub-protocols, a
pre-agreed delay At is assumed. We note that such
assumptions can be rationalized as a manufacturer’s
design choice, where a QPV device may have fixed
intervals for QPV rounds. These assumptions would
help simplify the security analysis and prevent many of
the synchronization issues highlighted in Ref. [14].

The protocol is presented in Protocol 2, where a tag
is generated before the key K is sent from Alice to Bob
via 2lc 4+ 2 QPV runs. With K sent in an authenticated
manner, Bob can use the same hash function to check
that the messages that Alice and Bob send and receive
matches.

The security of the protocol can be guaranteed from
the d-almost strongly 2-universal property of the hash
function to prevent messages M and M from mismatch
and the QPV sub-protocols, which prevents the tamper-
ing of the hash key K being sent from Alice to Bob. More
formally, the protocol security can be summarized as

Theorem 2. If an €,qp-robust, egpv-sound QPV sub-
protocol and a 0-almost strongly 2-universal family of
hash function with key size lx is utilized, Protocol 2 is
(T4 + 2)erob-robust and (5 + 2[ T eqpy)-secure, i.e.

- l
Pr{M # M, accept| < 5—1—2(7[(16@1:‘/.

Proof. See Appendix B. O

C. Secure Key Exchange Protocol

Protocol 1 replaces the final authentication step by
a QPV sub-protocol. Here, we further replace the
second last authentication step from Alice to Bob by
simply sending authenticated messages with QPV-based
message authentication. Let M = (M4, Mp) be the
classical messages Alice possess, including messages
she sent and messages she received from Bob, and
let M’ = (Mu,Mpg) be the classical messages Bob
possess. Let hx be a hash function chosen from a
d-almost strongly 2-universal family of hash functions,
H = {hy : {0,1}" — {0,1}!}. The modified protocol is
presented as protocol 3.

At the end of the protocol, the overall state can be
given by

PKAKpE =P11 Z \kakp)Xkaks|g, k, ®P%Ak3’n

kakp
+por DL ENL Ky, g, @ PR
k

+p10 Y [k LNk L, i, @ 050
%
+ poo | LLNL L]k, kp, ® P

Since the security can be defined by the trace distance
between the final state and the ideal functionality, the
trace distance naturally splits into cases which we can
analyze separately:



Protocol 3 Secure Key Exchange with Location Credentials

Goal.
1.

Alice and Bob performing key exchange with the aid of verifiers.

Quantum Transmission Phase: Alice and Bob transfer quantum information, and at the end of the step, Alice
generates an Alice raw key S4 and Bob generates a Bob raw key Sp.

. Sifting and Error Correction: Alice and Bob exchange classical information (Ma, M), where M4 are messages from

Alice to Bob and Mp are messages from Bob to Alice. They use these messages, along with their respective raw keys to
perform sifting, error correction, and parameter estimation, where Alice and Bob arrive on indicators Ipg 4 and Ipg,B
respectively indicating if they think parameter estimation has passed or failed.

. Alice’s Authenticated Message: Alice randomly selects a seed K € {0,1}™ and computes a message tag T' = hx (M).

If Ipg,a = 1, Alice sends the computed tag T' to Bob. Otherwise, Alice sends a random T' to Bob.

. Authenticated Message Transfer: After Bob receives the messages, he requests his verifiers to initiate location-

based authentication sub-protocol with Alice to receive the seed K as the authenticated message. If Ipp,a = 1, Alice
participates in the message transfer honestly. Otherwise, Alice chooses not to participate in the message transfer (i.e.
provide no response to the QPV).

. Message Check: Bob uses the received seed K to compute a tag from his classical messages T’ = hx (M), and checks

if it matches the tag received, i.e. if T =T 1f they match, Bob labels an indicator I = 1, otherwise they label the
indicator I = 0.

. Quantum Position Verification Sub-protocol: Alice requests her verifiers to initiate a partial QPV sub-protocol.

If Bob’s indicator signals that the hash matches (I = 1) and believes parameter estimation passes (Ipg,g), Bob behave
honestly in the QPV. Otherwise, Bob does not provide responses during the QPV. At the end of the sub-protocol, Alice
should have received the QPV indicator Igpv.

. Privacy Amplification: If the QPV indicator indicates that QPV passed, Iopv = 1, and the parameter estimation

passed, Ipg,a = 1, Alice performs privacy amplification on her corrected keys to generate K 4. Otherwise, Alice aborts and
sets K4 =L1. If Bob’s indicator I = 1 and parameter estimation passed, Ipg,g = 1, Bob performs privacy amplification

on his corrected keys to generate K. Otherwise, Bob aborts and sets Kp =..

1. Case 10: Bob does not participate in the QPV sub-
protocol, which renders it challenging for an adver-
sary to force the QPV sub-protocol to pass, i.e. p1g
is small.

2. Case 01: Alice can fail to generate keys due to pa-
rameter estimation or the QPV sub-protocol. For
the former, Alice’s non-participation in sending key
K makes it difficult for an adversary to pass the
message authentication. For the latter, Alice pa-
rameter estimation passing and Bob’s decision to
generate a key means messages are not tampered
with high likelihood (from security of sending au-
thenticated messages) and thus keys are secret from
QKD security.

3. Case 11: Similar to case 01, where both Alice’s
and Bob’s decision to generate a key means keys
are unlikely to be tampered with and thus keys are
secret by QKD security.

More formally, the security can be presented as

Theorem 3. Consider Protocol 3 with a QKD sub-
protocol that is egrp-secure, QPV sub-protocols that
are eqpy -sound respectively, and a d-almost strongly 2-
universal family of hash functions fx. Then, the Proto-
col 3 is (2eqxp + 20 + (4[4 + 2)eqpv)-secure. Fur-
thermore, the robustness of the protocol is bounded by

erob = £y ([ +3)ey”
Proof. See Appendix C. O

D. Applications

The protocol proposed can be utilized to address the
criticism of requiring pre-shared keys in QKD. Here, the
reliance on the spacetime coordinate alone to certify
a party lifts the requirement of the pre-shared keys to
authenticate messages. As such, it can be useful for
QKD where the location of one or more QKD boxes can
be trusted, e.g. in a data center.

Besides QKD, the range of applications that the
proposed protocol is expanded due to two interesting
properties: (1) anonymity and (2) decoupling of QKD
and QPV processes. Since location information is suf-
ficient to act as credentials, it brings up the possibility
for multiple parties at the same location to generate a
secret key, with the key exchange partner none the wiser
who the keys are exchanged with. This could be for
instance be useful in offices where employees can access
databases without the database provider knowing the
identity of the employee accessing the database.

The second property stems from the fact that the QKD
sub-protocol for secure key exchange is not heavily inter-
twined with the QPV sub-protocol which dictates the
spacetime coordinates. As such, there can be arbitrary
delay between the two sub-protocols. This allows for ex-
tensions where the QKD sub-protocol can allow for the
exchange of keys (or data that can be converted to keys),



and the parties holding onto the keys can later proceed
to the two locations P4 and Pp respectively at some
designated time T to “activate” the keys by performing
the remaining QPV-based steps. It may also allow for
delegation of authentication, such as access control. For
example, a company’s server can be present at P and
time T, and an employee at the company wants to ex-
change keys with Alice. In this case, the employee can
perform the QKD sub-protocol with Alice, and request
the server to perform QPV to act honestly to “activate”
the exchanged key.

V. IMPROVEMENTS TO QPV
A. Generalizing QPV Security

To better facilitate implementations of the proposed
protocol, we attempt to improve the security analysis of
the QPV sub-protocol, which is a heavy bottleneck in
Protocol 3. Let us first generalize the argument of QPV
security against entangled (bounded quantum memory)
adversaries, before identifying the areas which are ex-
amined in this manuscript. In QPV, we can consider
in general a pair of adversaries, Alice and Bob, whose
alm is to have the verifiers certify that they are at lo-
cation P when they are not. At the start of the proto-
col, the adversaries share a joint quantum system ocpap,
where A and B are maximally of dimension 2¢ each,
and R is the shared randomness, which is classical and
not bounded in size. The joint state can be expressed
as 0paB = y_,.Dr|r)Xr|p ® 0%y5. The general attack
can be described as follows (adapted from attack 3.2 of
Ref. [10]):

1. Alice receives the qubit prepared by verifier 1,
WJ%Q’ where the state is prepared in basis 0 =

f(z,y) and with bit value 2.

2. Alice and Bob receive x and y respectively. They
independently apply quantum channels Sf{Q and
&Y on their respective quantum subsystems, which
may generate classical messages M4 and Mp to get

Piransoan = S PrI)rlg ® E55([WINWL, ©
5%T(UQB))6-

3. Alice and Bob redistribute their quantum sub-
systems, with Alice sending her message and part
of her quantum sub-systems to Bob and vice versa.
In other words, Alice splits AQ — A;As and Bob
splits B — Bj By, with both parties sending out As
and Bs respectively.

6 The quantum channel 8;”{&2 (resp. S;g) applies on quantum sys-
tems AQ (resp. B), and can generate a quantum state of at
most 2971 dimensions (resp. 29 dimensions) and an unbounded
classical output M4 (resp. Mp).

4. Alice and Bob receive the quantum states ex-
changed and the other bitstring, with A’ = A;Bs
and B’ = Bl AQ.

5. Alice and Bob independently perform POVMs
{ApameT*yY and {BI'A™B™Y} on sub-systems A’
and B’ respectively, and responds with z4 and zp
respectively.

We note that there are five main areas of generalization
over the current analysis [9, 10]:

1. The inclusion of shared randomness R.
2. The use of mixed states 0 4p instead of pure states.

3. Having general quantum channels €57, and £}’ in-
stead of assuming that the channels are unitaries.

4. Lifting the assumption that loss n is independent
of inputs (z,y).

5. Allowing unbounded classical outputs from the
quantum channels.

In this study, we examine only the first four general-
ization, leaving the final generalization for future work.
We note that if the set of prepared states are qubit
states in the X and Z basis, the state preparation in
QPYV is equivalent to the verifier preparing the Bell state
[®%) 1, and later measuring his quantum system V' in
basis 6 with outcome z such that the post-measured
state of @ is |1/12>Q. We label the final state with

this replacement (but before V’s measurement) as
y
PRMAMpVA'B'*

Before proceeding, we provide a brief summary of the
QPYV security proof for reference [10]. This proof of se-
curity can be separated into follows five distinct steps:

1. Formulate a description that can encompass all ¢-
qubit strategies, and argue that we can discretize
this set of strategies into a d-net, where any strat-
egy is d-close to the center of a net in some distance
measure.

2. Consider the same or an optimal set of strate-
gies with low error rate for fixed (z,y), and show
that the distance between two low error strategies
corresponding to the different measurement basis
6 = f(x,y) is not small, being some distance §
apart.

3. By choosing § < ¢(4), we can assign each net to
a strategy, and when one of these low error rate
strategies are considered for an (x,y) pair, we can
correctly classify them. This allows the construc-
tion of a classical rounding strategy, where mes-
sages x and y can be compressed and still recover

f(x,y).



4. For bounded memory size ¢, and if there exists a
classical rounding, when a random function f is
used, then except with small probability, there is a
maximum number of (z,y) pairs that can achieve a
low error strategy. This results in an upper bound
in the winning probability since the remaining pairs
do not have low error.

5. The proof therefore concludes via contradiction
that if the error rate detected is low and the mem-
ory size is bounded, no such ¢-qubit strategy can
exist and thus with high probability, the response
must be from a party at P.

B. Purifying Attack Strategy

The first generalization addresses the use of mixed
states and general quantum channels. It is not straight-
forward to perform the security analysis directly on
quantum channels (CPTP) maps and mixed states, so
the idea would be to partially purify the final state
prva B (Note we do not address the fifth generalization
on MsMpg). Let us first define the set of quantum states
and channels we are examining. The set &, is defined as
the set of (mixed) quantum states of dimension 29, while
8P is defined as the set of pure quantum states with
dimension 29. The set C, is defined as the set of CPTP
maps 29-dimension quantum states to 2%-dimension
quantum states, while Céj is defined similarly for the set
of unitaries.

Partial purification can be performed with purifica-
tion of the mixed state o’y 5 by doubling its number of
qubits [19], while lifting the quantum channel to a higher
dimensional unitary can be performed via Stinespring di-
lation theorem [19]. We can summarize the purification
as a theorem.

'I;I;;eorem 4. TAny state p%sz/v = Z"pr‘z%”}?‘ ®
Parpry With ohp € Sz, €4 € Cq1 and €5 € Cy
and be purified with purification systems P of dimension
224 P, of dimension 22(¢+1) gnd Pg of dimension 229,
i.e. there exists a state [Y") ,pp € Sy, and unitaries

Ukop, € Cyy1) and Upp, € C5y such that

PA'B'VPPsPg = Zpr [r)rlp @ M[(Uigp, ® U%TPB)

(B*X®T |, o © XY Lagp © 0X0lp, p, ) (Ukgp, © UEE,

and Trpp,pslparBverips] = papv. Furthermore,
the winning probability of the original strategy is upper
bounded by the winning probability of the purified strat-

eqy.
Proof. Refer to Appendix D 1. O

The fact that purification does not reduce the win-
ning probability allows us to reduce the analysis of the

mixed state and quantum channel attacks to one with
pure states and unitaries. Since the number of qubits in-
fluences the size of the d-nets formed, we quantify the size
of such nets when quantum channels and mixed states are
utilized,

Theorem 5. When a q-qubit mized state strategy (with
q qubits in subsystem A and B respectively), the number
of d-nets that can be formed from the purified state and
corresponding unitaries are

2
log, [Ns| < 2% log, (1 * 5)

2
log, [N4| < 2597 1og, (1 + 5)

2
log, |NB| < 207t 1og, (1 + 5)

respectively.
Proof. Refer to Appendix D 2. O

C. Transmission and Error Partitioning

The partitioning strategy here aims to address the
assumption where loss 7 is input-independent, and
provides account of the shared randomness due to the
resulting winning probability that is affine in r. In
Ref. [10], the set of low error strategy is defined with
the idea of (e,l)-perfect strategies, where for [ pairs of
strings (z,y), the attacks declare no photon detection
with probability 1 — n and the conditional error rate is
upper bounded by . We note that this set of strategies
may not encompass all optimal attacks. One particular
set of attacks not considered are attacks with loss that
varies with (z,y) pairs, and it is unclear if selecting a
strategy with the same 7 for all (z,y) is the optimal
strategy.

We also note that in many protocols, it is typical
that shared randommness do not provide advantage to
adversaries, allowing us to simplify analysis to a single
strategy without shared randomness. In fact, this is
the case for a lossless QPV [9] since ), p, commutes
with the maximization in Eqn. (D3). This allows us
to argue that for any strategy, it would be optimal to
pick one corresponding to an r with the highest winning
probability. The same argument may no longer hold
with loss since n can vary with 7, and the optimal
winning probability can vary non-linearly with n. As
such, an adversary mixing two strategies, one with
higher loss and winning probability and one with lower
loss and lower winning probability may have a larger
winning probability compared to a strategy with an
average loss.

We begin our analysis by defining the set of strategies
in a different manner, without assuming that 7 is inde-
pendent on (z,y) and 7.



Definition 1. For any strategy, the input and shared
randomness dependent error rate and transmission rate
is defined as

Peray = ST & A2V @ BEV) it
Py = 1= Tel(ly © AT @ B )Tl
respectively, and the matching condition is defined as
Tr[(Iy ® AZY" @ B ) pW s =0, Vz.
A q-qubit strategy is a ({pr}r,e,n)-strategy with

(Ethresz Nthress {ll,ra l2,r7 l37r7 Z4,r}r)'pa7’titi0” Zf fO’f’ each r,
there are:

1. ll,'r‘ pairs O.f (Qf, y) SCltZSfyan Pe|rzy < EthresTs
Dtjray = Nthres and the matching condition,
2. l2,r pairs Of (1‘7 y) satzsfymg pe|rry S EthresT;

Dtjray < Mihres and the matching condition,

3. l377" pairs Of ($7y> satisfymg pe|rmy > EthresT;
Pt|ray = Nithres and the matching condition,

4 lay pairs of (CL’,y) satisfying Pelrzy > Ethresl);
Dtjray < NMihres and the matching condition.

We term the strategy for each r as a sub-strategy with
(Ethresz Nthres, l17r7 Z2,7‘7 l3,7‘7 l4,r)'partiti0n-

In this definition, there is no explicit assumptions
on the r and (z,y)-dependency of loss and error, and
all attack strategies can be described by this set of
strategies. We note that the definition of threshold
values €inres and 7gnres 18 simply to aid in the security
analysis and is not tied to the strategy. Their choices
partition a strategy’s attacks into groups, similar to the
(e,1)-perfect strategy definition, where the partitioning
is into a group of I pairs of (x,y) with low error rate and
the remaining with high error rate. Since their choice do
not impact security in practice, we are free to choose the
threshold e¢hres and 7Mghres such that they give the lowest
winning probability for each strategy.

Following the idea from the original security analy-
sis [10, 11], we seek to provide an upper bound on the
number of low error rounds, specifically [; , for any strat-
egy. As such, let us focus on this partition and define the
set of states that can satisfy the corresponding conditions
for different basis value f(z,y).

Definition 2. Let € € [0,1] and 77 € [0,1], and define
the error, transmission and abort probability for a given
choice of measurement operators {A.}, and {B.}, as

Pei =Y (YL ® A; ® B:y)

z

p=1— (Y|Ily @ AL ® By |¢¥)

Par =Y (¥|ly ® A, @ B.|))
z#z!
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The set of output states for a partition for a basis is de-
fined as

ST = {10) wpy = Uaq @ Up)([¥)ap ® |2F),,0)
HA} {Bo)es st pes <& pu> i, pa = 0},

where Uag, Up and |¢) 45 are restricted in the same
manner as described in Thm. 4, i.e. Uag and Up are
purification of CPTP maps for ¢ + 1 and q qubits re-
spectively, and [¢) 45 remains a purification of a mized
2q-qubit state.

For the partition of interest, these sets can be defined
with € = egres?? and 7 = Ngpres- As we demonstrate
in Sec. VD, any two states drawn from this set with
different bases and with sufficiently low &€ and high
7 would not be close in trace distance. In other
words, for any states |¢g) € S5 and |[¢1) € S,
A(|7/)0><1/’0| ) W}1><w1|) > 5(€thrcsvnthrcsan)7 where we
explicitly list the dependency on the partitioning choice.
More concretely, we lower bound the trace distance
between a larger set where the adversary is unbounded,
which in turn bounds the trace distance between the
g-qubit limited strategies.

The third step of the security proof involves the for-
mation of a classical rounding.

Definition 3 (Classical Rounding [9, 10]). A func-
tion g {0,1}3*  — {0,1} is termed a classical
rounding of size k if for any function choice f
{0,1}*" — {0,1}, any 11, € [1,2?"], any sub-strategy
with (€thres, Mhress trs lor, I3,r, la,r)-partition, there are
functions fa : {0,1}" — {0,1}*, fp : {0,1}" — {0,1}*
and A € {0,1}* such that g(fa(x), f5(y),\) = f(x,y) for
L1,y pairs of (x,y).

We note that in this case we focus on each sub-strategy
instead of the full strategy, but each sub-strategy remains
a valid strategy. This allows us to construct a classical
rounding.

Theorem 6. Consider the sets Sg’ﬁ and Sf’ﬁ for Ninres,

Ethres ond 1 values such that g(sthms,nthms,n) > 0.
Then, there exists a classical rounding of size k =

{ng (1+{§)l 41

Proof. Refer to Appendix E 1. O

26q+7

We follow the original security proof and demonstrate
that when a random function is used and when ¢ is
bounded, there is a bound on the number of input pairs
in the low error, high transmission partition, [; .

Theorem 7. Fiz a classical rounding with k =

964+7 Hlog2 (1+ 162)} +1

a uniform random function f : {0,1}*" — {0,1} ful-
fills the following with probability at least 1 — 27%:

and let q < %n—qo. Then,




For any fa, fp and X, g(fa(2), fB(y),A) = f(z,y)
holds for less than 22"(1 — v) pairs of (z,y), for v =

h;l 1 — 29762 | | 1og, (1 + %) “ +1| - QQ‘H}, where

hy(x) is the binary entropy function.
Proof. Refer to Appendix E 2. O

Consequently, for any sub-strategies with [, >
22n(1 — v), they require a large number of qubits to suc-
cessfully implement.

Theorem 8. A uniform function f : {0,1}*" — {0,1}
has the following with probability at least 1 — 27%: Any
sub-strategy with ly , > 2°"(1 — v) requires q > %n - qo
to implement.

Proof. From Thm. 6, we know that a classical rounding
exists for suitably chosen 7, Minres and e¢pres. Assume
there exists a sub-strategy with l;, > 2**(1 — v) that
requires ¢ < § — qo to implement. By definition, it
implies that the sub-strategy satisfies pejrzy < Ethres?,
Pt|ray = Mthres and the matching condition for at least
227(1 — v) pairs of (z,y). From the classical rounding,
it implies that we can find a fa, fp and X such that

g(fa(x), fB(y),\) = f(x,y) for at least 22*(1 — v) pairs
of (z,y).

Since the sub-strategy requires only ¢ < & — qo
to implement, by Thm. 7, we necessarily have that
for a random function f selected has f(z,y) and
g(fa(z), fB(y), A) matching for less than 227 (1 —v) pairs
of (z,y) with probability of at least 1 — 2. This indi-
cates that except with probability less than 27¢, the two
statement contradicts. As such, for a random function
selection, the assumption is not true, i.e. sub-strategies
with I3, > 22"(1 — v) requires q > % — qo to implement,
with probability at least 1 — 27, O

We immediately have a corollary that if we restrict the
sub-strategies to have g < %Tl*(]g, then the sub-strategies
has Iy, < 2?"(1 — v) with high probability.

Corollary 1. Let the choice of f be a random function,
and Alice and Bob are restricted to strategies with q <
%n — qo. Then, for any sub-strategy, 1y, < 2°"(1 — v)
except with probability of 1 — 27,

This allows us to lower bound the overall error (or up-
per bound the winning probability) for any sub-strategy.

We first consider the total error for a sub-strategy with
I <2271 —v).

Theorem 9. Let the choice of [ be a random function,
and Alice and Bob are restricted to strategies with q <
&n — qo. For any sub-strategy with Iy, < 2°"(1 —v)
and transmission n,, the probability of an error is lower
bounded by max{epresn| L=t — 1 + p],0}.

1—Nthres

Proof. Refer to Appendix E 3. O
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With the constraints on the sub-strategies, we can now
compute a lower bound on the error (i.e. upper bound
on winning probability) on any strategy.

Theorem 10. Let f be a random function, and
Alice and Bob are restricted to strategies with
qg < %n — qo. For any ({pr}r,&,n)-strategy with

(sthresa Nthress {ll,ra lQ,ra l3,7‘; l4,r}r)‘partiti0n; the error
rate conditioned on photon detection is lower bounded by

(1-27%) (7’171’7:::: -1+ u) Ethres-

Proof. From Corollary 1, every sub-strategy involved in
this overall strategy has ;. < 2?"(1 — v) except with
probability 1 — 27%. As such, from Thm. 9, the actual
error for each sub-strategy (without conditioning on pho-
ton detection) is given by

My — Mthres

].+l/:| ,0}.
1_77thres }

(7)

p;rr\r > (1 - 27&) max{ngthrcs |:

We can simply bound the overall error as
p/err = Zprp:arﬂr
T

—a Ty — Mthres
2(1 -2 )Zpr InaX{’I]€tth (% -1+ 1/>

M_Hy)

1- Tlthres
1+ 1/) ,

is affine in 7). is utilized. There-

2(1 - 2_a)775thres (

_ 7 — Mthres
=(1-2"%)ne hres ( -
( )77 ‘ 1 — Nehres

(8)
where the fact that p/, el
fore, the conditional error is simply lower bounded by

ELB — (1 _ 2—04) (77 — Tthres 14 V) Ethres. (9)
1-—- MNthres

O

Since the strategy described in the theorem includes
all possible g-qubit strategies, we obtain a valid lower
bound on the error rate conditioned on detection.
Therefore, if an error rate lower than e%? is observed in
the experiment in the asymptotic regime (no statistical
fluctuations), we can be confident that there must be a
party present at P participating in the QPV protocol.

We simulate the error rate conditioned on photon de-
tection based on Thm. 10, with v as defined in Thm. 7,
and a choice of 3 = 10710 for large n. The value of

5 is computed from the semidefinite program (SDP) in
Sec. VD, with an optimization of the threshold values
Nthres aNd Etnres- The results of the simulation are shown
in Fig. 2, for three choices of qy. We observe that larger
qo (i-e. lower adversary memory size) would naturally
lead to better performance. Moreover, the generalization
appears to result in worse results relative to the analysis
in Ref. [10].
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FIG. 2. Plot of error tolerance rate against entangled adver-
saries with a generalization of the adversary. The plots are
provided by choosing o = 107'° and optimizing over the
threshold values of the partitioning.

D. Improvement to Trace Distance Bound

In the security analysis of QPV, one critical step is
to lower bound the trace distance between the sets S5
and 877, A tighter trace distance bound can result in a
better bound on the winning probability of an adversary.

J
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It is difficult to directly bound the trace distance of
the two sets containing strategies limited by g¢-qubits.
As such, let us define a larger set S;'"7 which is defined
similar to Sf T except that there are no restrictions on
Uag, Ug and [¢)) 15 We note that since S;7 € S5,

if A(|go),|¢1)) > 6 for all |¢g) € S5 and |¢1) € 77,
then A(|o) , [p1)) > 0 for all |pg) € S5 and |¢1) € S7".

Consider an arbitrary state |Wo) € S5, which we can
expand as

Vo) =(Uaq @ Up)(|Y) 45 ® |‘I’+>Qv)
|00) 5y, + |11)
~(Uae ®Un)([¥) ap ® —5 75—+
0)y @ [Y00) apg + 11)v @ [Y01) apo
\/5 )
where [¢;) = (Uag ®@ Up)([¢)) 4p ® |i)g). We can simi-

larly consider an arbitrary state |¥;) € Sf T which can
be expanded as

) (10)

0)y @ [¥10) apg T 1)y @ [¥11) apg
\/Q )

where ¥1; = (U ® Up)([$') ap ® li)g), with possibly
a different set of strategy. We can now show that the

trace distance between sets S;7 and S;™ can be lower
bounded by an SDP, as summarized below.

W) =

(11)

Theorem 11. Consider any state |¥g) € Sgﬁ and any state |¥q) € Sf’ﬁ, which can be expanded as described above.

Furthermore, let the corresponding measurement operators that can achieve the partition for Sfﬁ be labelled by A%
and B.. Then, the trace distance between the states would always be lower bounded by a function of the dual solution

of an SDP, i.e. A(|%o),|¥1)) >

max %Re[(¢oo|w1o> + (Yo1|11))

subj.to T'>0

(Wijlbije) = 0550, i € {0, 1}

1

<.
I
o

1

Bl —= N~ N

4,7=0

1 — (d*)2, where d* is the dual solution of the SDP

(ij| A B + Ay Bi|wij) > 71, i € {0,1}

[(Wo0lAYBY|1b00) + (to1]| AQBY lho1)] < &

1

Y WulABily) + Y (~1)™ ($ul Ay Bylyy) | <&

4,7=0

(1ij|ALBL [hi;) = 0, Vz # 2',i,5 € {0,1}
[AL,BY] =0,4,7 € {0,1}, j, 5 € {0,1, 1}

and the Gram matrixz having entries

Lij = (&l&) (12)
with |&;) formed from the NPA hierarchy with states {|i;)}i; and operators {A%}i; and {Bj}s;.
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FIG. 3. Plot comparing the trace distance bound for
the simple bound from Ref. [10] (in red), the Fano’s
inequality, complementary-inforamtion tradeoff and Al-
icki—Fannes—Winter continuity bound (in blue) and the pro-
posed SDP bound (in black).

Proof. Refer to Appendix F. O

To demonstrate the improvement from the trace dis-
tance bound, we compare the result with that in Ref. [10]
using the distance to a simpler QPV game and Ref. [9] us-
ing Fano’s inequality, complementary-information trade-
off and Alicki—Fannes—Winter continuity bound. We
plot the trace distance bound in Fig. 3 for the three sep-
arate analysis method for various € error rate. The SDP
formulation shows significant improvement to the trace

distance bound, and could be tight, matching the %

distance at zero error.

E. QPYV with Multiple Measurement Basis

In general, QPV protocols where a single slow quan-
tum state is sent to the prover has a loss tolerance
that scales as 7 ~ 1/n, where n is the number of basis
choice. Using BB84 states and measurement leads to a
<50% loss tolerance, which may be more challenging
to implement in practices. Consequently, the use of
multi-basis QPV protocols, such as that proposed in
Ref. [10] may be necessary. The key reason for the
low loss tolerance is due to a general attack where the
adversary can randomly select a basis to measure, and
post-select on rounds where the measured basis matches
the computed basis. Interestingly, this attack only scales
with the number of measurement basis, but not the
number of prepared states.

As such, we propose a multi-basis QPV where BB84
states are prepared and sent, and multiple measurement
basis on the X-Z plane of the Bloch sphere is utilized.
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This can reduce the complexity of experimental imple-
mentation by reducing the number of states to prepare,
and requiring only operations within the X-Z plane
(e.g. rotating polarization axis instead of requiring
transformation to circular polarization). Moreover, it
may provide greater flexibility since the preparation and
measurement basis no longer needs to match, removing
the need for the party preparing the quantum state and
the verifiers to communicate details on state preparation.
This can reduce security vulnerabilities since the state
preparation information is no longer transferred before
the protocol begins.

In the proposed scheme with multiple basis, the
prover is still sent BB84 states, {|0),|1),|+),|—)}, but
can measure in different basis, e.g. (X 4+ Z)/v/2 basis.
Since the probability of obtaining a measurement is
no longer just 0 and 1 (when basis match), we have
to generalize the notion of an error rate. Suppose the
probability of measuring outcome z in basis 6 for a
state |vs) is np(z|s,0), where n is the probability of
detection, we can define a quantity termed deviation as
| (s T12J0ps) — np(2|s,0)| = b.59. During the protocol,
we measure the deviation instead of the error rate.

The protocol can thus be described in Protocol 4. The
security of the scheme is easy to demonstrate for an ad-
versary with no entanglement. The goal of the adversary
would be to pass the checks while it is not at position
P, i.e. getting as low a deviation as it can. The max-
imum deviation (analogous to error rate) an adversary
can achieve can be computed via an SDP,

) 1
min -~ Z 0250

zs0

(Ws|A @ Bl |¢s) =1—n
(5| A% @ BY |ips) = 0, 2 # 2/,V0, s

— 0250 < <7/)S|A§ ® Bg"‘/}s> —np(z]s0) < 9.0,
(13)

subj. to

where we minimize over the average of the deviation
values, with conditions (1) loss is 1 — n (where both
adversaries respond with 1), (2) classical response
cannot have any mismatch (both adversaries cannot give
different responses z # z’), (3) the deviation from the
expected probability in the ideal case is bounded by the
deviation value d,4¢.

We solve the SDP numerically using ncpol2sdpa [20]
with cvxpy [21] and SCS solver [22]. Fig. 4 shows the
numerical results, for three to five measurement basis
choices. The behavior appears to be similar at high
transmission values 7, before different number of basis
choice leads to drop offs in deviation closer to the loss
tolerance limit. The numerical results show a % loss
tolerance, similar to using n basis with n measurement

basis. We note that the figure do not show exactly %,
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Protocol 4 QPV with multiple measurement basis

Goal. Verifiers certify that the prover is at position P.
Public Functions. Evaluation function f'.

1. Fori=1,---, N, repeat the following process:

(a) Verifier Preparation: At the start of round i, the first and second verifiers randomly select z; € [2"] and y; € [2"]
respectively. Verifiers also communicate and agree on a time tp,;.

(b) Quantum State Transfer: A third party prepares a quantum system |w5>Q7 which corresponds to one of the four
BB84 states, {|0),|1),|+),|—)}. The third party sends the quantum system to the prover.

(c) Verifier Message: Vi and Va sends x} and y; respectively at tp; — dv, p/c and tp; — dv, p/c such that they both

arrive at P at time tp;.

(d) Quantum Measurement: The prover computes 6; = f;(z},y;) and measures quantum system @ in the computed
basis. The prover announces bget; = 1 if a photon is detected (i.e. measurement generates an outcome), and sends
the measurement outcome z1,; = 22,; = 2;. If no photon is detected, it announces bget,; = 0.

(e) Timing and Validity Check: Vi and V2 record the arrival time of the respective responses bget i, 21,; and z2,; as
tb,iy t2,,i and t., ;. The verifiers first checks if the responses are valid, i.e. (1) z1,; = 22,;. The verifiers then check if
the timings are valid, (2) t.,,; —tp; < dvyp/c+ts, and (3) tz,,s — tpi < dv,p/c+ ts for some threshold ¢s. If any

checks fail, the protocol aborts immediately.

2. Deviation Estimation: Vi and V2 computes the deviation .0 =

N.so
Nso

— np(z|s0)| for each outcome z, state s and

basis choice 6, where N.s9 is the number of rounds with outcome z for state s and basis choice 6 and Ngg = Zz N.so.
The verifier check if the total deviation dr (weighted if necessary) exceed a threshold dr > dinres. If the threshold is

exceeded, the protocol aborts.

Multi-Basis QPV with BB84 states
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FIG. 4. Plot of Deviation against Transmission for proposed
multi-basis QPV protocol using BB84 states.

but at the cut-off right before % due to the choice of
precision of 0.01 for n in the numerical simulation.

Since loss tolerance may appear to scale with %

without entanglement, we expect that the loss toler-
ance with entanglement to also improve with more
measurement basis. In a more practical setting where
finite-size effects and imperfect devices are present, the
loss tolerance value would similarly improve with more
basis choice, but the scaling would be worse. Honest
parties performing QPV with imperfect devices can

deviate from ideal target behavior of np(zl|s,d), which
leads to a systematic error that translate to a non-zero
average deviation value. On the other hand, if finitely
many rounds are performed, the statistical fluctuations
can lead to non-zero observed deviation”. These effects
would provide a guide on the deviation tolerance d;,; and
number of rounds one should set for a robust protocol
(low abort rate for honest parties).

VI. DISCUSSION

While not explicitly addressed in the manuscript,
there is a mismatch in the adversary models of QKD
and QPV. QKD security is typically provided against
unbounded adversaries, while QPV require quantum
memory or quantum computational power restrictions.
Reconciling the two models would involve lowering the
QKD security guarantees to that of the QPV adversary,
though it is important to note that QPV restrictions can
sometimes be only for the duration of the protocol. For
instance, for bounded quantum memory, there can be
potential for QKD to provide better key rates since the
adversary’s quantum side-information FE is restricted in
size. For restriction in computational power during the
protocol, one has to note that the computational power

7 Note that if there are finitely many rounds, the observed loss
may also have some deviation from 1 — 7.



assumed may for QKD and QPV be different since their
run times can differ significantly. As such, weakening of
the adversary is unlikely to have much impact.

In the security analysis for secure key exchange,
some assumptions are made to simplify the analysis.
For instance, we assume implicitly that the protocol
completes at some fixed time T. One could relax this
assumption to explore the actual spacetime region (over
some locations and times) where parties would have
to trust instead of a fixed 7. Assumptions to reduce
synchronization issues, such as agreed duration between
QPYV rounds and QPV runs, and having At to be larger
than QPV run times can also be relaxed. Without these
assumptions, the adversary may easily remap bits, for
instance from 10101 to 10011 if it is allowed to delay the
third QPV run of the sender to match the fourth QPV
run of the receiver. Therefore, alternative schemes such
as the encoding scheme proposed in Ref. [14] may be
necessary to lift the assumption. It is thus interesting to
explore methods of relaxing various assumptions made
and generalize the adversary.

Alternative adversary models can also be explored,
since there can be multiple ways of integrating QKD and
QPV. For instance, the current adversary model does
not admit scenarios where one party can exchange QKD
with Alice at a location P’ and have a collaborator at
point P to perform QPV. While this may be a useful
“activation” property, it may be a problem in other
applications where the desire is to only exchange keys
with the party at P. In such scenarios, a stronger
adversary model is necessary, and greater integration of
QKD and QPV may be required.

While we tackle some open problems in QPV security
analysis with our generalization, the performance of the
QPV scheme worsens as a result. This is to be expected
as a more powerful adversary is studied, but this may
lead to more challenges in implementation. It is possible
to improve the number of partitions to enhance the
performance. However, an issue observed is that more
than half of the inputs are always attributed to the [y ,
partition (low loss, low error) by nature of the security
argument, leading to a penalty to the error tolerance by
a factor of 2. As such, it would be interesting to explore
alternative methods of analysis that can provide better
performance.

There are more open problems in QPV that can be
further explored to improve the theoretical support and
practical implementation of QPV. One major problem in
our generalization that is not addressed is the possibility
for the adversary to generate long classical strings from
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measurements as part of quantum channels £%, and &Y
Introducing such an additional classical register would
lead to an increase in the dimension of the quantum
channel and the corresponding unitary, which poses a
problem for the security analysis. Other open problems
that are of interest include studying security based on
bounds on the adversary’s entanglement as opposed to
its memory, and determining the function properties
that are necessary for QPV security.

VII. CONCLUSION

In summary, the manuscript proposes a secure key
exchange protocol that relies on location credentials of
parties, utilizing QPV sub-protocol to provide the neces-
sary authentication. We demonstrate that based on our
security model, the security of the overall protocol splits
into the QKD, QPV and hash family security conditions,
allowing for separate analysis of the sub-protocols.

Further noting that QPV security and implementation
is relatively less mature compared to QKD, we provide
some improvements, namely a generalization of the
adversary, tightening of the security bound via SDP,
and proposing a simpler multi-basis QPV protocol that
can achieve similar loss tolerance. This provides a first
step towards the practical implementation of QPV, and
its potential application to allow location credentials as
an alternative means of authentication in QKD without
any pre-shared keys.
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Appendix A: Secure Key Exchange with One-way Location Authentication Security Analysis

To aid in our analysis, we define a few important events:

e O Message sent by Bob Mp matches that received by Alice Mp.

o (Vo Idealized parameter estimation, which corresponds to a parameter estimation performed with the actual

messages M4 and Mp, passes.

e Qy: Hash of Bob’s received message matches hash of Bob’s actual message, i.e. h(Mp) = h(Mp).

o Qopy: QPV sub-protocol passes, i.e. Igpy = 1.

e (: Alice and Bob decides to generate a key (does not abort).
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We note that the parameter estimation and idealized parameter estimation matches when the messages sent by Bob
matches, Qpg A Qpr = Qpp A Q. We also note that if Bob does not end up checking the hash, for instance if no
parties are at the right spacetime coordinates, the event is part of ;.

Looking at the form of the output state and ideal state, we can define a specific ideal state with the following: (1)
p=pq, (2) ok = pEjQ, and (3) 0% = pEjae. With this substitution, the trace distance can be expanded as

Alp, et
=paA(PK . KkpEIQ TKaKE @ PE|Q)

=A(PKAKpEA TRAKE ® PEAQ)

SA(PK K5 ENQAQ) TEAKE @ PEA©QAQL)) T Paras,

SA(PKAK 5 ENQ 5 A0 pv A ) TEAKE @ PEAQ Ay AQ)) T POAQS, (A1)
SA(PKAKpEAY 1 TKaKp © PEAQ), ) T ParQs, A0 T Panras, n0s,

<EQKD + ParQs, A0 T POAQE, AQ,

<eqgrp + Pr[Qm|Q,] + Pr[Qqpv|Q%]

<eQkD * €auth +EQPV-

The first line expands the two states and the terms corresponding to event 2¢ cancels out. The second line simplifies
the expression while the third line splits the state into two scenarios based on the event 2, noting that the trace of
pEAq is por. The fourth line expands Q = Qgpy AQpg, and uses the fact that Qu AQpg = Qur AQp . The fifth line
uses the fact that completely-positive non-trace-increasing (CPNTI) maps cannot increase trace distance to remove
extra conditions and splits the probability porqs, based on the event Q. The sixth line notes that when parameter
estimation using the data from Alice and Bob (the party at location P at time T') passes, it matches the security
condition of the original QKD sub-protocol where these data are exchanged with authentication. The seventh line
upper bounds the respective probability terms, noting pasp < Pr[A|B]. In the final line, the probability Pr[Q g |Q5,]
represents the probability that the hash matches, conditioned on the fact that Bob’s messages do not, which is upper
bounded by the 2-universal property of the hash function family, €4yn = % The probability Pr[Qg py|Q2;] represents
the probability that QPV has passed, conditioned on the fact that the hash does not match, i.e. Bob responds to
QPYV challenge with random responses. This probability is equivalent to an adversary not at location P passing QPV,
which can be bounded by the winning probability, eqpy .

Appendix B: Sending Authenticated Messages with QPV Security Analysis

We break the security analysis into two parts, one on the secure transmission of K, and the second involves the
security of the symmetric key authentication. The security of the QPV-based authenticated message transmission
can be defined by the probability that the tampering check passes, while the message sent does not match, i.e.

Pr {K #* KA QTC}. Since every message can be mapped to a unique codeword, the probability is equivalent to a
mismatch of codewords,

Pr[K;AKAQTC] gPr[C;&C‘/\HW(C‘):ZC—FQ], (B1)
which can be bounded by the nature of QPYV.

We consider a QPV sub-protocol, which is secure when an adversary (not at position P) has a low winning
probability egpy (soundness of QPV) while an honest party has a high winning probability given by 1 — erop
(robustness of QPV). We note that by assumption, the delay between QPV rounds and the delay between QPV runs
are fixed, i.e. the adversary can only break synchronization by having the two parties use different start times, ¢szqrt-
We also assume that the delay between QPV sub-protocols, At, is larger than the duration for each run of the QPV
sub-protocol. As such, we claim that any attempts at causing the sender and receiver to lose synchronization, i.e.
having different ts¢4,+, would result in low probability of passing the tampering check.

Having the sender’s tgq¢ to not begin at the receiver’s tgq+ + At would result in some internal rounds within
each QPYV sub-protocol to run without the presence of the receiver. This results in to a larger chance of failure for
rounds with C; = 1 while not providing any advantage since none of the displaced internal rounds can contribute
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other runs when the delay between QPV runs At is larger than the duration of each QPV run. Therefore, it would be
optimal for the adversary to select attacks that have the sender’s and receiver’s start time to differ by a factor of At.
In this scenario, either the first or final QPV run would occur in the absence of the sender. Since Cj = Cy 41 =1
is expected, the adversary has to force the QPV round to pass, which by the security of QPV, can only occur with
probability less than egpy .

Let us now consider the case where synchronization is maintained. Since C' # C while HW (C) = l¢ 4 2 requires
at least a swap from 0 to 1 for some C; and 1 to 0 from some C; with indices 4, j € {1,--- ,2lc + 1}, we can bound

Pr K#[A(/\QTC} gPr[Ei,je{l,--- e+ 1}, s.t.Ci = 1,05 = 0,0 :0,03:1}
gPr[az' {1, 2c+1}, st.0,=1,C; =0 (B2)

<lcegprv,

where we note having C’j = 0 while C; = 1 can be performed with high probability and that there are I QPV runs

with C; = 0 where an adversary can attempt to force C; = 1. Combining the cases, the message authentication
protocol runs with security lcegpy. Noting that we can simplify

/
<2Z{C> < oK —y 2ch(1/2) < ol — I, < %K, (B3)
C

we can bound the security by [%&]eqpy.

For a scenario where all parties are honest, there can be a chance where the sender’s responses in QPV is recorded
as a failure when C; = 1. The message authentication is robust when authentication passes if all parties are honest,
ie. HW(C) =lc+2. We can lower bound this by the probability that C' = C, i.e. no accidental tampering occurred.
The probability can be computed

Pr[cz C*] —1 —Pr[C;«é é}

2lc+2

>1— ; Pr [cl- ”] c} (B

>1— (lc +2) Pr[C’i 1,0 = 0}
21 - (lC + 2)57'017;

where we note the non-response of the sender would force C; = 0 whenever C; = 0. Therefore, the protocol has a
robustness of ([£7 + 2)e,op.

For the overall authenticated message protocol, we have to additionally consider the possibility that an adversary
can delay some steps. The main delay tactic that an adversary can perform is to delay the arrival of M and T to the
receiver. In this case, the adversary is able impersonate the receiver and perform QPV with the sender to learn of
the key K before sending a different message-tag pair (M’,T”) that the receiver would accept. However, such a delay
would require the adversary to later pass the QPV-based authenticated messaging step by representing a K’ to the
receiver while not being at the right location. On the other hand, if the step order is obeyed, the d-almost strongly
2-universal family of hash functions guarantee that without knowledge of secret K (which has yet to be announced
at step 2), the adversary is unable to find a second message-tag pair with probability greater than §.

More formally, defining 7" = h (M) and Qpp as the event where the message and tag arrives at the receiver before
QPYV is performed, the soundness (probability where messages do not match but tampering check test passes) can be
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reduced to

Pr|M £ N, T = T}

—Pr|M £ N, T = T,QMT} +Pr[M — ML T = TQMT]

<Pr[M #M,T =T, Qur, K = K} +Pr {K # K,QTC} + Pr[Qrc Q7] (B5)

r . R . l
<Pr|M # M, hgxg(M) =T, QJVIT} +2fIK]5QPV
l
<6+ 2[71(]6@13\/7

where the first line splits the delay and non-delay strategies. In the second line, we further split the probabilities based
on the event K = K, i.e. whether the key K is sent without tampering, and using the fact that Q7¢ is implicit in
T’ = T since no T" is generated when tampering checks fails. In the third line, the latter two terms corresponds to (1)
the event where tampering check passes, but the message sent is different, and (2) the event where tampering checks
pass with the sender not participating. Both events corresponds to successful attacks of the QPV-based authenticated
transmission of K, which is bounded by the soundness [%ﬂ eqgpv. The final line gives the probability that an adversary
can find a message-tag pair (M ,T) without knowing K (since it is announced after T arrives at Bob), and thus is
bounded by the d-almost two-universal property of the hash family. The robustness of Protocol 2 matches that of
the robustness of the QPV-based message authentication protocol since no additional avenues of abort is introduces,
i.e. the protocol is ([%] + 2)e,qp-robust.

Appendix C: Secure Key Exchange with Location Credentials Security Analysis

We show the security of Protocol 3 reduces to the security of the QKD sub-protocol, the QPV sub-protocol and
the d-almost strongly 2-universal hash family. We can consider a QPV sub-protocol with &,q5-robustness and egpy-
soundness and a d-almost strongly 2-universal hash family, which allows the sending of an authenticated message
with QPV as discussed in Sec. IV B. We can also consider a QKD sub-protocol with delayed authentication, with the
QPYV steps replaced by authentication channels, i.e. messages are transmitted without tampering and loss. We note
that such protocols exists [15, 16], and can assume that they have been properly designed to provide QKD security
at egxp. More specifically, consider the events

1. Qp: Event where messages match, M4 = M4 and Mg = Mg (equivalently M = M").
2. Qpg,a and Qpg p: Event where Alice and Bob believes parameter estimation passes, Ipg 4 =1 and Ipg g = 1.

3. Vpp 4 and Qpp g Event where Ipp 4 = 1 and Ipp,p = 1 if they are determined from M, and Mp (un-
tampered messages).

4. Qk: Event where the sending of authenticated hash function key is successful (K = K ).
5. Qp: Event where tag T is not tampered by the adversary.
6. Qy: Event where I = 1, i.e. the tags match T = hy(M').

If the QPV sub-protocol (step 6) and authenticated message transfer (steps 3 to 5) are replaced by perfect authen-
tication channels, both Alice and Bob would decide to jointly generate keys in the event where the messages match
perfectly and parameter estimation passes, Qpg 4 A Qpg s A Qp. As such we define the QKD security as

EQKD = A(PKAKBE/\Q/PE,A/\Q;E’B/\QMaTKAKB ® pE/\Q’PE'A/\Q'PE,B/\QM)a (C1)

where we note that Qy AQpg.a AQpgpp = Qu A Q’PE’A A Q’PE,B, which provides a security guarantee independent
on the method of sending authenticated messages.

In the proposed protocol, Alice generates a secret key when Q4 = Qgpyv AQpg 4 while Bob generates a secret key
when Qp = Qg A Qpg p. As such, the security can be split based on the scenarios,

Ak akpE, PR 2) SPI[Qa AQS] + APk Ergsnas, Tks ® PEAQSAQS) (2)

+ A(PKAKEEAOANOE ) TEAKE @ PEAOAAS ),
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and we can analyze each term separately.

The first term is the probability that Alice generates a key while Bob does not. Since Bob does participate in the
QPV sub-protocol when he aborts, it is difficult for any adversary to force QPV to pass for Alice, i.e.

PI‘[QA A QCB] < PI‘[QvalQ%] <eqpv, (C?))
with a guarantee by the soundness of QPV.

The second term corresponds to the case where Bob generates a key while Alice does not. We can remove the
condition where Alice does not generate a key,

A(prpErasnQy s TKs @ PEAOEAQS) < A(PKpEAQEAQpE 5y TKs @ PEAQEAQ PS5 )- (C4)
The trace distance can be simplified by splitting it into three mutually exclusive regions,
A(pKBE/\QH/\QpEYB 9 TKB ® pE/\QH/\QpEYB)

SA(pKBE/\QH/\QPE)B/\QpEyA/\QM7TKB ® pE/\QH/\QPE,B/\QPEyA/\QM) (05)
+ PI‘[QH A QPE,A A QPE,B AN Q?\J] + PI‘[QH A QPE,B A Q%E,A]'

Since QA Qpp.a AQpe s = Qu AQpp 4 AQpg g, We can upper bound the first component by

A(PK s EAQuAQ s AP E AN TR @ PEAQuAQPE AP S AN )
SA(PKEAQ 1y p A 4N TK © PEAQ 1 A 4 A1) o)
SA(PKAKEAY A a A5 TEAKE © PEAQ, Ay oA )
<eQkD,
where the second inequality uses the fact that partial trace of K4 cannot increase trace distance. The second
component follows from the the security of the message authentication from QPV protocol,

. . l
PI‘[QH /\QPE,A A QPE,B A Qf\ﬂ < PI‘[M 7& M,T/ = T] <§+ 2|—EK~|€va. (07)

The final term describes the scenario that Alice decides that parameter estimation has failed, Ipg 4 = 0, where she
does not participate in sending the authenticated message K. As such, we can bound

PI[QH A\ QPE,B A\ Q%’E,A] < PI"[QlvalQ%E’A] <egpv, (CS)

where Q’Q py refers to the first QPV run within Protocol 2, noting that we can bound the overall probability of

obtaining H W(é’ ) = lc + 2 by the probability of passing the first QPV run and forcing Cy =1 when Alice does not
participate. Combining the results, the second term yields

b

5 -‘ + 1)€va, (09)

A(prpErQEAQS: TKs @ PEAOEAQS) S EQKD + 6+ 2
which are dependent on the security of the component protocols.

The final term can be simplified in a similar manner, splitting into two mutually exclusive regions,

A(PKsKpEAOANE  TEAK @ PEAQANS)
SA(pKAKBE/\Qva/\QPE,A/\QH/\QPEYB/\QNI7%KAKB ® pE/\Qva/\QPE,A/\QH/\QPE,B/\QM) (Clo)
+ PT[QQPV A QPE,A AQg A QPE,B A Qf\ﬂ,

where the latter term is bounded by ¢ + 2[%‘]5@ pv. The first term can be simplified by removing conditions except
Qpr A ANQpr,B A Qy, reducing it to the QKD security parameter, egrp.

Therefore, the overall security can be given by

) l
APk aksE, PR r) < 2e0kD +20 + (4%{1 +2)eqprv. (C11)
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The robustness of the protocol is a simple combination of the robustness of the QKD protocol 5?02([), the QPV

auth

sub-protocol ETOIZV, and the authenticated message transfer protocol %",

Erob = Pr[Q% V Q3]

= Pr[Q%py V Qo a V Qg V O]

<Pr {QEE,A v Q}gw} + Pr{Q A Qpp ] + Pr[Q%py A Qs A Qpi ) (€12)
MR

l
<ely U+ (5] + ey

<e
rob rob

where the third line splits the probability into mutually exclusive regions, and notes that the messages are not tampered
in the honest case, i.e. Qpg a/p = Q’PE’A/B. In the fourth line, we notice that failing any parameter estimation
tests corresponds to the robustness of QKD, failing the authenticated message transfer when Alice is involved in the
protocol corresponds to the robustness of authenticated message transfer, and failing QPV when Bob is involved in
the protocol corresponds to the robustness of the single QPV sub-protocol run.

Appendix D: Purifying QPV Attacks

1. Partial Purification

We first define the winning probability by through an optimization problem:

may 3 Sh [0 0 42 @ B
UABES’M roz |X‘|y|
EXLEC1,E5 €C, Y

{A.ngn} {Bmyr}

subj.to Z IXHyI Te[(ly ® A" @ B™)pr, ] =1—1 (D1)
TZ[(HV ® A" @ BV ) g =0, Vz,,y, 7
where
Parpy = Mo Eo(|0F X, o @ €5 (dhp)) (D2)

and M refers to the map from AB to A’B’.

The purification can be performed in two steps. We first purify the quantum system by introducing a quantum
system P of dimension 227, and selecting a purification such that Trp[|t), Xt | s pp] = 0% [19]. Furthermore, we can
lift the quantum channels to higher dimensional unitaries by introducing quantum systems P4 and Ppg, of dimension

22(a+1) and 224 respectively, and selecting the unitaries such that Trp, [U4p, (pag ® [0X0[p,) fngA] E4o(p) for
Uyt

any state pag and Trp, [Ugp, (pp @ [0X0|p, ) URP, | = £ (pp) for any state pp [19]. We note that the states and
channels for different value r can be separately purified, with the purification system being of the same Hilbert space,
since they can be distinguished from the value of r. Collating the changes, this leads to the partially purified state

PA'B'VPPAPy = Zpr r)rl g @ M[(UZgp, @ Ugp, )([2FX@T |10 © XY Lapp © [0XO0|p, p,) (Uktp, © Up,)']

and Trpp, pypa B'vPPaPs] = parprv.

As a consequence, any mixed state strategy can be expressed as a pure state strategy of the higher dimension.
As such, optimizing over the larger set of higher dimension pure state strategy can only lead to a larger winning



22

probability, given by

Hf(r,y)®A"’?/r®B$yr Uoyr XV T}

max
i P
[y LABPES4Q U raay
Uior,€Cs(q11)UBp, €Cs
{AZY" I ABZY"}

D3
subj.to Z |X\|y| [(Ty ® A®" @ BT Wy X Wayr|] = 1 — 77’ (D3)
ayr
Tr[(Iy ® AZY" @ B2"") |Wayr X Wayr|] = 0, Vz, 2,9, 7
where
W) sy = M Uty © U N|2F) 6 © [60) app): (D)
and M’ is the permutation matrix representing the mapping from AQDB to A’B’.
2. Net Size of Purified Strategy
It is known that the upper bound of the covering number of a hypersphere with norm 1 can be given by [23]
Theorem 12. Let ||.|| be any norm on points x € R, The covering number for a §-net for a norm-ball of unit radius

can be bounded by

2 d
V| < <1+6>

As such, we can compute the covering number for the set of pure states,

Theorem 13. The set of pure states in a Hilbert space with dimension d, i.e. {|) : |¢) € Hq}, has a §-covering net
in the Euclidean norm with covering number
9\ 24
Wsl < (1+5

Proof. The set of pure states in a Hilbert space with dimension d, can be described by
d
Z (aj + b)) (D5)
j=1

for any orthonormal basis {|j)};, with the normalization constraint 1/Z:j(a? +b%) = 1. As such, the set of pure

states forms a unit sphere in Euclidean norm, with z = ({a;};, {b;};), i.e. € R??, and with ||z||, = 1 for all states.
Therefore, by Thm. 12, [NVs| < (1+ 2)*. 0

Consequently, since we consider 4g-qubit pure states,
4g+1 2
logsy |[Ns| < 2% log, [ 1+ 5) (D6)

We can also compute the covering number for a unitary matrix in operator norm, using ideas from Ref. [24]. We
note that operator norm here is defined to be induced from the 2-norm, i.e. [|4],, = max),,<i Az,

Theorem 14. The set of unitary matrices that acts on a Hilbert space with dimension d, i.e. {U|U : Hg — Ha}, has
a 0-covering net in the operator norm with covering number

9 2d?
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Proof. Since all unitary operators do not alter the Euclidean norm of any vector, all unitary operators have operator
norm 1, [[U][,, = 1. As such, we can describe the set of unitary operators U = 3, (a;x + bjx?) [7)(k| by a vector z =

({ajr}jr, {bjr }jk), with z € R2%* | since the unitary contain d? complex entries. The set of unitaries are constrained by

2]l spoee = 1, where |[.[|,,,.. is @ norm on the vector € R2%* and is computed by reforming  into the corresponding
2
unitary matrix and computing the corresponding operator norm. Therefore, by Thm. 12, [Ny | < (1 + %)211 O
Consequently, for the two unitary matrices we consider, we have
6q+7 2
logy |[NMa| < 2 log, 1+5
(D7)

2
log, |[Np| < 207" log, (1 + 5) .

In the proof of Thm. 14, we have not made used of the fact that U4 and Up are purification of their corresponding
CPTP maps. This purification property implies that only the first 2¢ row of the unitary matrix is relevant to describe
the strategy since the states are always initialized as |0) in systems P4 Pp. As such, it may be possible to further
reduce the covering number by restricting the set of unitaries discussed. For simplicity, we leave any such optimization
to future work.

Appendix E: Transmission and Error Partitioning Security
1. Proof of Thm. 6

Let us choose § < Consider §-nets Ng, Na and Np, corresponding to that for the set of pure states of
dimension 4¢ in Euclidean norm, the set of unitaries acting on Hilbert space with dimension 3(¢g + 1) in operator

norm, and the set of unitaries acting on Hilbert space with dimension 3¢ in operator norm. Let |¢y) € Ng, U% € Na
and U}é € N, where )\, 2’ and 3’ label the choice of the nets. Define an set that extends SE’" by a 3é-ball,

8255 = {|¢) : 3|p) € ST, A(J¥), |4)) < 36}. Note that by choice of § and the fact that 57 and Sf "I are more than
66 apart in trace distance, the two extended sets do not intersect. This allows us to define a function g that computes
an output for each net,

o

0 (UF ®UR)(on) @|8%)) € 853
o@y N =11 (UFeUE)(n) © ) €Sl (B1)
0/1 (U @ UR)(6x) ® |2*)) ¢ 8535 575

We note here that the choice of 0 or 1 does not matter in the final scenario, and a random choice can be made.

What remains is to prove that the g defined forms a classical rounding. For any sub-strategies with
(Ethress Mehress 11,7, 12,75 I3.5, Lo )-partition, we can define ' = fa(z), ¥’ = f(y), A as the labels indicating the closest
unitary and state (of the nets) to Uit p, U}’;}DB and |[¢,) 4gp. For any of the [y, (x,y) pairs, the strategy satisfies
Pejray < Ethres? Pe|ray = nthres and the matching condition. As such, the state generated before measurement is given

by (Uktp, @Ulp,) [¥1) € f(z ,)» Where we define [¢l) = [1,) @ |®T). By definition of the d-net, we can always find
the a closest unitary and state U j/, Ug and |¢y), each of which is d-close to the strategy. We can therefore show that
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(UAQPA U}?})B) |¢;.) and (Uff,/ ® Ug) |¢}) are close, where we define |¢}) = |px) ® |[®T)
A((Uigp, @ Ugp,) 7)), (UL @ Ug ) [6)))
(USar, ® Ubp,) 160 — (U5 0 UR) I63)|
(Uktors @ Ubp,) [81) — (U5 @ Ugp,) [4)) + H(Uf1 ® Ubp, ) 10) — (UX @ UB) )|

+||wg e uE) e - Wz @ ug) 18|, (E2)

IA

IN

IA

Ukar, ~UR) @1 |0 UEy,) ki)'l + Lo Wh, ~UB)| Wi e D),

+1e7) — 1631l
<34.

Therefore, (U% © Ug) |ph) € Sf;(z ,).350 and we can correctly assign the value of g(z/,y/',\) = f(z,y). We note

opvecs opvee = IU = V||, where u and v are vector
representation of the unitaries U and V. Since this works for all {; , pairs of (z,y) and for any sub-strategies, we can

conclude that g is a valid classical rounding.

that the d-net for unitaries are defined by norm ||| and |lu — ||

The sizes of the discretized sets are given by Eqn. (D6) and Eqn. (D7). Therefore, we select the maximum set size

as k, with
12
= o (14 7) [

where we note that ¢ can be selected close enough to g to cause a single bit change in the logarithm value.

(E3)

2. Proof of Thm. 7

For a fixed classical rounding of size k, it is possible to implement a maximum of 2 x (2F)2" x (2k)2" = 2k(@"""+1)
functions. Therefore, for a random function f, the probability that we can find a suitable f4 and fg such that
g(fa(x), fe(y),\) and f(z,y) differ in at most 22"v (x,y) pairs (represented by the Hamming distance between a
bitstring describing the output for each input) is

Pr[f . ElfA,fB,)\S.t.dH(f’ g) S 2271”]
:|f c3fa, B, Ast.du(f,g) < 22ny|
{7+ {0,137 = {0,1}]

2, 2n
F 3fa S Aot dia(frg) = OS2 (2. )1

7

_ (B4)

222n
<2k_(2n+1+1)+22nhb(u)_22n

<" {hb(u) — 142976 Hlog2 (1 + 1;” +1 }

where the third line upper bounds the number of functions with Hamming distances less than 22"v by considering
functions with zero Hamming distance and including a ball of functions that are less than 22"v in Hamming distance
from these functions, and the fourth line provides a bound on the sum of binomial coefficients [25] using binary entropy
hy(x), while the final line expands k and performs some upper bounding to simplify the equation. We want to select
a suitable v such that being able to find f4 and fp is the exception that occurs with probability less than 27<, which

implies
12
y:hb1{1—29—6q0 H10g2 (1+5ﬂ+1 —2;} (E5)

where we note v € [0, ] for the inverse of binary entropy to exist.
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3. Proof of Thm. 9

We can compute the total error of any sub-strategy with (€¢nres, hres, 101,75 2.5 l3,r, la.r })-partition by

4
1
Perr|r = 92n E li,'f’perr|ia (E6)
=1

where pe,.,|; is the average error for events in their respective partitions. We can lower bound this error probability
by the definition of the partitions.

1
perr|r > 2W‘Ethresn(li%,r + l4,r)~ (E7)

Similarly, we have that the average transmission of the sub-strategy is bounded,

1 4
Mr :227 Z li,7'777"|i

i=1

1 ES8
= 2271 [(ll rt+ 13 7‘) (l2,r + l4,r)nthrcs} ( )

1
22n [(ll rt lS r)( nthres) + 22nnthres]7

noting that Zl 1 li,r = 2%" since the partitions sum to include all (z, y) pairs. As such, we can formulate a linear
program (LP) to find a valid lower bound on Perr. By defining I i = 22” l1,r, the lower bound can be given by

min (I3, + lﬁl,r)EthresTl
subj.to Z'LT + l'27r + lé,r + ZZM =1

LL.>0,Vi (E9)
h,<l-v
Tlr — Mthres
Iy . I: r >
1, 3, 1—- Tlthres

We can solve the LP analytically.

We consider two cases, one where 1 — v > W and one where 1 — v < "{n# In the first case, one primal
re

solution is (Lra 2,r’l3,r7l4,r) = (%71 % 0,0), if 7 > 7thres, OF (ll,m 2,T7lé7r7lﬁl,'r) = (0,1,0,0), if
7 < Tthres- 1N both scenarios, we have that a primal value of 0. In the second case, we can have a primal solu-

: / / / / _ Nr—Nthres MNr —MNthres —TNthres
tion (1,03, 15,1, 1} ) = (L —w, 1 — Fp=ithees Semithues — 1+, 0), which gives a primal value of (f=Tees — 1+ v)ethrest)-

To prove that these solutions are optimal, we construct the dual of the LP. We first note that for simplicity, we can
combine the first two constraints by removing I ., giving I3 . + 13, + 1} . < 1. We then construct a Lagrangian,

‘C({liy”‘}h {)‘]}J) :(l'lji,'r + lﬁl r)gthresn + Al(_lll ’l“) + >‘2(_li/3,r) + )‘3(_111,7‘) + )‘4(1 - lll,r - lé,r - ZZL,T)

E10
+ 51, —1+v) + e (’W—z;,,—zgw), (E10)
1-— MNthres
where )\; > 0 are the dual variables. We can therefore construct the dual problem, as
max  — Ay — As(1 — 1) + Aglr— Mehres
1 — Nthres
subj.to A\; >0, Vj

! (E11)

A+ A6 =AM+ A5
)\2 + )\6 - >\4 + Ethres’]
)\3 = )\4 + Ethres’]-
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Consider the first case of 1 — v > % We can choose the dual solution \ = (0, Ethres?s Ethres?, 0, 0,0), which

satisfies all constraints and gives a dual value of 0. For the second case of 1 — v < %, we can take the dual

solution X = (0,0, thres?; 0, Ethres?s Ethres?), Which gives dual value sthresn[% — 1+ v]. Since LP has strong

duality, the matching primal and dual solution provides the optimal solution, which can be summarized as

TIr — Tthres

—1+v],0}. E12
1*nthres ] } ( )

perr|r S maX{Ethresn[

Appendix F: Improvement to Trace Distance Bound Proof

Since |¥y) and |¥;) are pure states in the same Hilbert space, their trace distance is related to their inner product

(or fidelity) via [19]
A([Wo) , [W1)) = /1 — (W | W) [, (F1)

The states also must satisfy the constraints from Sf 0 namely the error rate, transmission rate and mismatch responses.
The mismatch of responses implies that the state is chosen such that A’ ® B!, measurements for z # 2’ yield 0
expectation value, i.e. for any 7, j and 2z # 2/,
(i3 A% ® B [hi;) = 0. (F2)
The transmission rate for each state is given by the probability that Alice and Bob do not respond with 1,
(Uil @ (Ay ® By + Ay ® BY)|Ws) > 1, (F3)

which gives

1
(1hij| Ay ® Bf + A} @ Bi|ihij) > 1 (F4)
=0

DN | =

J

when expanded. The error rate for each state is given that the probability that Alice and Bob’s responses do not
match with the verifiers. For basis 0, the Z-basis, this is given by

(Wol(J0X0] ® AY ® By + 1)1 ® Ay @ Bg)|¥o) < &, (F5)
which can be expanded as
1 0 0 0 0 -
5[ (00| AT ® B |1o0) + (Yo1|Ag @ Bylor)] < €. (F6)

For basis 1, the X-basis, this is given instead by

(U1](HX+ © Al ® By + |-)—| ® Aj @ By)|¥1) <&, (F7)
which can be expanded as
1 1 1 o
1 Z (1l A1 ® Bilgny) + Z (=1)"*7 (ri| Ag @ By luny) | <& (F8)
i,§=0 4,j=0

By the nature of the states |t)g;), we have an additional property, where

(Wos 10y =((W] @ () (Ul ® UL)(Uag ® Us)(|¢)) ® |57))
= (jlj") (F9)

33’
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since {|7)}; form an orthonormal basis of the single qubit system Q. A similar relation is true for |¢;;). As such, the
optimization problem

min /1 — [(Wg|Ty)[?

subj.to  (Wij|iiyr) = 6;5:, i € {0,1}
1
1 o .
3 (Vij|Ap ® By + A] @ Bi|viy) > 1, i € {0, 1}
)
1 0 0 0 0 - (F10)
5[ (Y00l AT ® B7 [00) + (Yo1]Ag @ Byler)] < &
1
4

1 1

D (WulAl @ Bili) + Y (1) (0l 45 © Bylyy) | <€

i,j=0 i,5=0
(ij|AL @ Bi|yj) = 0,Vz # 2/, i,5 € {0,1}

provides a valid lower bound, noting that relaxing the set of constraints in a minimization problem can only reduce
the optimal value.

To arrive at an SDP, changes have to made to the optimization problem. We first note that minimizing v'1 — z2 with
constraints on z is equivalent to computing v/1 — 52, where S is the maximization of z with the same constraints. To
simplify the maximization of |(¥o|P¥1)|, we first note that all the constraints are invariant to a global phase applied on
|¥1). Since the global phase can be freely chosen, maximizing [(¥o|®1)| is equivalent to maximizing Re[(¥o|¥1)], since
Re[(Po|P1)] < [(To|P1)|, and there exist a global phase where (¥U(|¥;) € R. Finally, we can relax the maximization
problem into an SDP using the NPA hierarchy [26, 27]. The tensor product structure of measurement operators A;

and B;l, can be relaxed to consider commuting operators [A7, B;l,] = 0. We consider the set of states {|1;;)}:; and the

set of operators {A’};; and {B}};, and we can consider successively bigger sets of states ;) (a hierarchy) formed
from product of the operators one of the state. This allows us to construct a Gram matrix I' as described in the
theorem, which is positive semi-definite. Since all other terms in the maximization can be described by entries of
the Gram matrix (note commutation relation can be enforced by equating terms in the Gram matrix), the resulting
optimization problem

max %Re[<¢oo|¢1o> + (o1 ]111)]
subj.to T'>0
(Wijlbijr) = 0550, 1 € {0,1}

(ij|AhB{ + AL Bi|i;) > 7, i € {0,1}

M-

<
I
o

F11
[ (400 AL BY[100) + (vo1|ASBY|o1)] < & (F11)

1 1

Z (1 A1 B [¢15) + Z (=)™ (p1i| AgBglipns) | <&

2,7=0 i,j=0
(il ALBL [i5) = 0, ¥z # 2,4, 5 € {0,1}
[Ai, BY] =0, i,i' € {0,1}, j,j' € {0,1, 1}

= N = N

is a valid SDP that can be solved using convex optimization methods. Importantly, due to the weak duality property of
convex optimization problems, the dual solution of the SDP guarantees a valid lower bound on the trace distance [28].
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