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Abstract

The rapid development of Artificial Intelligence Generated Content (AIGC) has led
to significant progress in video generation but also raises serious concerns about
intellectual property protection and reliable content tracing. Watermarking is a
widely adopted solution to this issue, but existing methods for video generation
mainly follow a post-generation paradigm, which introduces additional computa-
tional overhead and often fails to effectively balance the trade-off between video
quality and watermark extraction. To address these issues, we propose Video Sig-
nature (VIDSIG), an in-generation watermarking method for latent video diffusion
models, which enables implicit and adaptive watermark integration during genera-
tion. Specifically, we achieve this by partially fine-tuning the latent decoder, where
Perturbation-Aware Suppression (PAS) pre-identifies and freezes perceptually sen-
sitive layers to preserve visual quality. Beyond spatial fidelity, we further enhance
temporal consistency by introducing a lightweight Temporal Alignment module
that guides the decoder to generate coherent frame sequences during fine-tuning.
Experimental results show that VIDSIG achieves the best overall performance in
watermark extraction, visual quality, and generation efficiency. It also demonstrates
strong robustness against both spatial and temporal tampering, highlighting its
practicality in real-world scenarios.

1 Introduction

With the rapid advancement of Artificial Intelligence Generated Content (AIGC), remarkable progress
has been achieved across various generative modalities, including texts [Brown et al., 2020, [Touvron
et al.| 2023, images [Ho et al.| 2020, Rombach et al.,[2022, |Peebles and Xie, |[2023]], audios [Huang
et al., 20244, |Zhang et al.,2023a], and videos [Blattmann et al., 2023, |Hong et al.,[2022| Kong et al.,
2024]]. However, unauthorized use or misuse of these models can lead to significant risks, such as
fake news and deepfake [Brundage et al., 2018} Breland, 2019, Zohny et al.| |2023]]. Among the
various techniques proposed to address this issue, watermarking served as a promising solution for
asserting ownership and enabling provenance tracking of generated content [Liang et al., 2024, [Liu
et al.} 2024} |Hu et al., [2025b]].

Previous watermarking methods for video generation follow a post-generation paradigm that separates
the generation and watermarking processes. As illustrated in Figure[T] the watermark is embedded
into the generated video through an additional neural network applied after generation [Zhang et al.|
2019, |[Fernandez et al., 2024]. This paradigm not only introduces extra computational overhead but
also often fails to strike a balance between visual quality and watermark extraction accuracy, making it
less reliable and effective in practice. Recent efforts have explored in-generation methods, embedding
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Figure 1: Comparison between post-generation watermarking and Video Signature. Post-generation
methods explicitly embed the watermark after video generation, requiring an additional watermarking
network (dashed line). In contrast, VIDSIG implicitly integrates the watermark into the generation
process by fine-tuning the latent decoder.

watermarks during the generative process. Tree-Ring [Wen et al| 2023]] and Gaussian shading [[Yang]
et al.| 2024] embed watermarks into the initial noise in image generation. VideoShield

2025a] extends Gaussian shading to the video domain, embedding multi-bit watermarks to each
frame. These methods then leverage DDIMs 2020] to recover a predicted initial noise,
subsequently detecting the watermark signals. However, these methods still suffer from the extremely
high computational cost for watermark embedding and extraction. Additionally, some methods
fine-tune the latent decoder to embed the watermark during the mapping from latent space to image
space [Fernandez et al. [2023] Rezaei et al.} 2024} [Kim et al.},[2024], and extract the watermark using
an external extractor aligned with the fine-tuning process. These methods enable watermark insertion
with negligible latency. However, directly applying such methods to video generation overlooks the
temporal consistency of video content, and exhaustively fine-tuning the entire latent decoder often
leads to noticeable visual artifacts

To address the aforementioned problems, we propose Video Signature (VIDSIG), a framework that
integrates the watermark into each frame of the generated video without additional modification
to the model architecture and initial Gaussian noise. We embed the watermark message into each
frame due to the vulnerability of video data to temporal attacks, such as frame dropping or shuffling.
Specifically, we follow the pipeline of the training-based method to fine-tune the latent decoder
to embed invisible watermarks into the video during generation. Before fine-tuning, we adopt a
Perturbation-Aware Suppression (PAS) search algorithm to pre-identify and freeze perceptually
sensitive layers to preserve visual quality. Furthermore, to capture temporal consistency, we introduce
a straightforward but effective Temporal Alignment module that guides the decoder to produce
coherent frame sequences during fine-tuning. Our contributions are summarized as follows:

* We highlight the challenges of watermarking in video generative models and propose Video
Signature, an in-generation watermarking framework that embeds watermark messages
directly into the video generation process by fine-tuning the latent decoder.

* To preserve visual quality, we introduce Perturbation-Aware Suppression (PAS), a search
algorithm to efficiently identify perceptually sensitive layers, and we introduce a Temporal
Alignment module that enforces the inter-frame coherence.

» Experimental results show that VIDSIG achieves the best overall performance in watermark
extraction, visual quality, and generation efficiency. It also demonstrates strong robustness
against both spatial and temporal tampering, highlighting its practicality in real-world
scenarios.

2 Related Work

Diffusion-Based Video Generation Recent video generation models are mainly built on Latent

Diffusion Models (LDMs) [Rombach et all,[2022]], ModelScope [Wang et al., 2023]], which uses

a 2D VAE to compress each frame into the latent space, employs a U-Net based architecture for




denoising across both spatial and temporal dimensions. Stable Video Diffusion [Blattmann et al.|
2023|], which is also built on U-Net, uses a 3D VAE to encode the entire video into the latent space,
allowing the models to naturally capture spatial and temporal relationships simultaneously. Models
like Latte [Ma et al., 2024, Open-sora [Zheng et al., 2024, ViDu [Bao et al., [2024], uses the more
scalable DiT-based [Peebles and Xie, |2023] architecture to learn the denoising process. The release
of Sora by OpenAl [Brooks et al.l [2024]] and Hunyuan Video by Tencent [Kong et al.| 2024] has
enabled the generation of longer and higher-quality videos, but also raises critical concerns about the
unauthorized use or misuse of such models [Brundage et al., | 2018| Zohny et al., [2023]].

Watermarking for Diffusion Models Watermarking methods for diffusion models can be cate-
gorized into two paradigms: post-generation and in-generation. Post-generation methods embed
watermark signals into images or videos after the content has been synthesized. Early approaches
embed watermarks in the frequency domain [|[O’Ruanaidh and Pun, 1997, Cox et al.,|1996] or leverage
SVD-based matrix operations [[Chang et al.} 2005]]. Recent post-generation methods typically employ
deep neural networks to embed and extract watermark information from generated content [Zhu et al.,
2018, |Zhang et al., 2019, [2023b| |Fernandez et al.| [2024].

On the other hand, in-generation methods embed the watermark into the images or videos during
the generation process. |Wen et al.| [2023]] proposes Tree-ring that embeds a specific pattern into
the initial Gaussian noise to achieve a 0-bit watermark, while Gaussian-shading [Yang et al., [2024]]
embeds a multi-bit watermark into the initial Gaussian noise. Videoshield [Hu et al., 2025al] extends
Gaussian shading to the video domain, marking the first in-generation watermarking method for video
synthesis. However, these approaches require DDIM inversion to recover the initial Gaussian noise
for watermark detection, resulting in extremely high computational cost for watermark insertion and
extraction. Another line of work embeds watermarks by fine-tuning the video decoder and employs an
auxiliary decoder for watermark extraction, significantly reducing the overall runtime. For instance,
Fernandez et al.|[2023]] proposes Stable Signature, which finetunes the latent decoder of the LDMs
to embed a multi-bit watermark message into the images. Similar to that, Lawa [Rezaei et al.,
2024 and Wouaf [Kim et al.,|2024] finetune the latent decoder with an additional message encoder
that embeds the multi-bit message into the images during generation. [Zhang et al.| [2024] propose
Editguard, which combines tamper localization with the watermark for diffusion models. However,
these image-based methods, when naively applied to video generation in a frame-wise manner, fail to
account for the temporal consistency crucial to video data. In contrast to prior video watermarking
approaches and naive frame-wise adaptations of image watermarking methods, our method bypasses
the need for DDIMs inversion and embeds watermarks during generation by selectively fine-tuning
perceptually insensitive layers of the latent decoder, while a temporal alignment module enforces
consistency across frames.

3 Methodology

In this section, we give a detailed description of Video Signature. Specifically, in Section[3.1} we
give an overview of our training pipeline, and in Section[3.2] we discuss how PAS works and search
the perceptually sensitive layers, and in Section [3.3] we detail the training objective for each module.

3.1 Overview of the Training Pipeline

Our training pipeline is shown in Figure 2] We fine-tune the latent decoder D to embed a multi-bit
watermark message into each frame of the generated video. The latent encoder £, which is frozen
during training, maps the input video v € R/ *¢*HxW into a latent representation z € R/ *¢ xhxw,
where f denotes the number of frames and ¢’ denotes the channels of the latent space. The latent
decoder D then reconstructs the video as v = D(z) € R/ *<*H>*W_ The reconstructed video v
is subsequently fed to a pre-trained watermark extractor YV, which extracts a fixed-length binary
message from each frame, denoted as m = W(v) € RS>k where k is the length of the embedded
watermark per frame. The ultimate goal of this training pipeline is to obtain a watermarked latent
decoder D’, which can generate high-quality videos with imperceptible and robust watermarks
directly, without additional modification during inference. The goal of our training pipeline is
summarized as:

0 =0+, & = arg max log p(m | W(0'(z))) s.t. P(6(z),0'(z)) <e, (1)

where 0’ and 6 denote the parameters of the watermarked latent decoder D’ and the original decoder
D, respectively. Here z is a latent vector, m is the watermark message, and P is a perceptual distance
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Figure 2: The training pipeline of Video Signature. (1) Given an input video, we first encode it into a
latent representation and decode it with a frozen latent decoder. (2) Before optimization, the proposed
PAS module searches the most perceptually sensitive layers and freezes them. (3) The watermarked
decoder D’ is then optimized to embed a secret key into the generated video with three different
objectives, pixel-level alignment, inter-frame level alignment and bit match.

metric (e.g., MSE) that evaluates the visual similarity between the watermarked video and its clean
counterpart.

3.2 PAS: Perturbation-Aware Suppression  Algorithm 1 Perturbation-Aware Suppression

Input: Frozen Decoder D = {L4,...,L,},
Layer Parameter § = {6,,...,0,}, Latent
batch {z;}2 |, Perceptual distance metric

Existing watermarking work typically fine-tunes

all decoder parameters [Fernandez et al, 2023,
[Rezaei et al| [2024] [Kim et al., [2024], achieving

high extraction accuracy at the cost of perceptual
artifacts. To mitigate this issue, we update only
those layers whose impact on perceptual quality
is negligible. We propose Perturbation-Aware
Suppression (PAS), which performs a straightfor-

P(-, ), Noise scale o, Threshold 7

Output: Selected layer set Ly,

Generate reference outputs v( ) = = D(z;) for
all z;

for each layer L; € D do

ward but efficient search to identify layers with 05-’” —0;
minimal perceptual impact on the output, enabling 0; < 0;+¢, e~N(0,0%)
effective watermark embedding with minimal vi- for each z; in batch do
sual degradation. Specifically, for each layer L; A (J) « D(z;)
with parameters ¢;, we inject an isotropic Gaus- ( () 21) +©
sian noise € ~ N (0, 021): di” PV, vi7)
end for
0; = 0;+e @) 5 B D 5])

N (O) 9 % H;T/L
Letv, ' = Dy(z;) be the reference output of latent end for
z; and (/Z(]) = Dy (z;) denotes the output after Ly {L;|s; <7}
perturbing L ;. The perceptual impact of layer L; return Ly
is then estimated by:

1 & 4
= 52 P9, 3)
i=1

where B is the number of latent samples. Finally, the layer set for fine-tuning is selected as Lg =
{L;|s; <7}, witha threshold 7. The full procedure is detailed in Algorithm 1}

3.3 Training Objectives

As illustrated in Figure[2] our training framework is designed to embed a binary watermark into the
video generation process while preserving high perceptual quality and temporal consistency. The



overall optimization involves two objectives: the watermark extraction and the visual alignment in
the spatial and temporal domains.

Watermark Extraction To ensure accurate watermark embedding across the entire video, we
employ two complementary loss terms: a frame-wise watermark loss and a video-level watermark loss.
Given a target binary watermark message m € {0, 1}*, the watermarked video v € RS> exHxW
is generated by decoding latent vector z through the fine-tuned decoder D’. A pretrained extractor
W predicts a soft watermark vector 1y € [0, 1]* from each frame v;. We directly supervise each
predicted frame-wise message with the target watermark using binary cross entropy:

f ok
1
Lframe = _? E E [mz log mt,i + (]- - mz) 10g(1 - mt,i)} . 4)
—

To improve the global consistency of watermark extraction, we aggregate predictions across all
frames to form a soft message vector and compute a global-watermark loss:

k

1
m=—> 1y, Lygo =— Y [milogm; + (1 —m;)log(l—m;)]. )
= =1

Eventually, the final watermark loss is a weighted sum Ly = @1 Lrame + @2 Lyideo>» Where ai, g > 0
are hyperparameters balancing local (frame-level) and global (video-level) watermarks to enhance the
watermark extraction performance. In this paper, we set a; = o = 1 as default. During inference,
the extractor first predicts the bit message for each frame, then obtains the watermark for the entire
video by majority voting.

Visual Alignment To ensure the watermarked video remains visually similar to the non-
watermarked video, we conduct a spatial alignment between the frame-wise outputs of the original
decoder D and the watermarked decoder D’. Let v and Vv be the reconstructed non-watermarked
and watermarked videos, respectively, both of shape f x ¢ x H x W. The perceptual loss in
the spatial domain is defined as Lqpaiar = % Zfil Dsim(Vt, vi), where Dgn (-, -) denotes a generic
frame-level similarity metric, such as MAE, MSE, and LPIPS [Zhang et al.,|2018]. In this paper, we
use Watson-VGG [Czolbe et al., 2020]], an improved version of LPIPS, as the perceptual loss.

To further align the visual similarity in the temporal domain, we introduce a straightforward but
effective module, which we refer to as Temporal Alignment. We simply align the Inter-Frame
Dynamlcs between v and v. Specifically, we compute frame-wise differences A; = vy — v and
At = Vi41 — V¢, as shownd in Flgureland define:
f—1
1
Etemporal f Z D51m At7 At) (6)

ontinue to use Watson-VGG as the d1 metri lah ent. Additional evaluatio
resufts ased on oﬁler metrics are reporte ectlon@ tfgllP o%nln%rammg 0SS 1S a welgah el

combination of the three objectives:

L= )\lﬁwm + /\2£spatial + )\SLlemporala @)

where A1, A2, and A3 are hyperparameters controlling the trade-off between the watermark accuracy
and the fidelity of the video. In this paper, we set A\; = 1, and Ay = 0.2 as default.

4 Experiment

4.1 Experiment Settings

Implementation Details We evaluate our method on two video generation models: the text-to-video
(T2V) model ModelScope (MS) [Wang et al., 2023], and the image-to-video (I2V) model Stable
Video Diffusion (SVD) [Blattmann et al.,|2023]]. During training, we fine-tune only the remained
layers of the latent decoder after PAS, which uses MSE as the perceptual distance metric. We use the
pretrained watermark extractor provided by [Fernandez et al.|[2023]], which can extract a 48-bit binary



Table 1: Performance comparison of watermarking methods on SVD and MS. Video Quality refers to
the average value of the four metrics from VBench. PSNR, SSIM, LPIPS, and tLP are calculated
between the watermarked video and the original video (non-watermarked video). Bold indicates the
best result within each model and method type (post-generation or in-generation). Arrows denote
whether higher (1) or lower ({) values indicate better performance.

Model \ Method Bit Accuracy 1 T | T.l PSNRT SSIM{T LPIPS| tLP| Video Quality 1
Post-generation methods
RivaGAN 0.938 0.711 0.159 34973 0.947 0.117  0.012 0.893
VideoSeal 0.975 0.121  0.036  35.113 0.947 0.083  0.009 0.893
MS In-generation methods
StableSig 0.995 0.000  0.008  29.448 0.799 0.165 0.008 0.893
VideoShield 1.000 26.994  6.224 16.377 0.236 0.585  0.055 0.894
VIDSIG (Ours) 0.992 0.000  0.008  30.523 0.840 0.151 0.009 0.893
Post-generation methods
RivaGAN 0.886 0.686 0.162  35.561 0.963 0.069  0.004 0.871
VideoSeal 0.979 0.049 0.018  35.887 0.966 0.060  0.003 0.871
SVD In-generation methods
StableSig 0.998 0.000 0.005  30.080 0.906 0.100  0.003 0.873
VideoShield 0.990 28.586 19.813  10.812 0.378 0.525 0.116 0.867
VIDSIG (Ours) 0.999 0.000 0.005  31.662 0.924 0.091  0.003 0.873

message from a single image. Optimization is performed using the AdamW optimizer [Loshchilov
and Hutter, [2017]], with a learning rate of 5 x 10~*%. We run all of our experiments on an NVIDIA
A800-SXM4-80GB GPU. We give additional implementation details in our Appendix[A.2]

Datasets We download a subset of the OpenVid-1M dataset [Nan et al., [2024] for training. Specifi-
cally, we randomly sample 10,000 videos from the downloaded dataset to fine-tune the latent decoder.
Each training video contains 8 frames sampled at a frame interval of 8. For evaluation, we select
50 prompts from the test set of VBench [Huang et al., |2024b], covering five categories: Animal,
Human, Plant, Scenery, and Vehicles (10 prompts each). For the T2V task, we generate four videos
per prompt using four fixed seeds, resulting in 200 videos. For the 12V task, we first generate images
using Stable Diffusion 2.1 [Rombach et al.,[2022] based on the same prompts, and generate videos
conditioned on these images using the same fixed seeds. In total, for both T2V and 12V tasks, we
generate 200 videos, each consisting of 16 frames with a resolution of 512 x 512. The inference
steps of the two models are set to 25 and 50, respectively.

Baseline We compare our method with 4 watermarking methods: RivanGAN [Zhang et al.|[2019]],
VideoSeal [Fernandez et al., [2024], Stable Signature [Fernandez et al., [2023]], VideoShiled [Hu
et al.,[2025a]]. Among these methods, RivanGAN and VideoSeal are post-generation methods, Stable
Signature is a train-based in-generation method for image watermarking, and VideoShield is a
train-free in-generation method for video watermarking.

Metrics We calculate the True Positive Rate (TPR) corresponding to a fixed False Positive Rate
(FPR) to evaluate the watermark detection. Meanwhile, we use Bit Accuracy to evaluate the watermark
extraction accuracy. To evaluate the visual quality of generated videos, we leverage four official
evaluation metrics from VBench [Huang et al.l 2024b], including: Subject Consistency, Background
Consistency, Motion Smoothness and Imaging Quality. We also use four standard perceptual quality
metrics for evaluating the distortion of the generated videos: PSNR, SSIM [Wang et al., [2004],
LPIPS [Zhang et al.|, 2018]], and its extension tLP [[Chu et al., |2020]]. To assess the efficiency of
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Figure 3: Watermark detection of Video Signature.
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Table 2: Performance of VIDSIG in Latte transferred from ModelScope (MS) and SVD. The inference
step is set to 50 as default, prompts and generators follow the same settings in[d.1} The True Positive
Rate is reported under FPR = 1 x 1076,

Decoder ‘ Bit Accuracy TPR PSNR  SSIM  LPIPS tLP

Latteys 0.998 1.000  31.073  0.875 0.133  0.007
Lattesyp 0.998 1.000  29.564 0.839  0.148  0.020

watermarking methods, we evaluate the insertion and extraction time, denoted as T; and T.. We
provide the details of these metrics in Appendix [B]

4.2 Main Results

Watermark Detection We fix the FPR from 10713 to 10° and compute the true positive rate; the
results are shown in Figure [3] It’s seen that VIDSIG maintains an almost perfect TPR across all
tampering types even at extremely low FPR (10~1), and achieves a TPR above 0.95 under additive
Gaussian noise with FPR = 10~°, which is still a promising result.

Comparison to Baselines Table|I]presents the performance of VIDSIG and other baseline methods.
The findings are summarized as follows: (i) Post-generation methods deliver the poorest extraction
accuracy on both tasks, even their best case, VideoSeal on SVD, reaches only 0.979 and confers
no perceptual benefit, underscoring an unfavorable accuracy—fidelity trade-off. (ii) By contrast, in-
generation methods achieve a nearly perfect (up to 1 for T2V and 0.999 for I12V) extraction accuracy
in both tasks and maintain a reasonable visual quality. The PSNR, SSIM, etc, are lower, but the
VBench scores are comparable and even higher. (iii) In-generation methods, except for VideoShield,
achieve a negligible latency for watermark embedding and the lowest cost for watermark detection.

VIDSIG surpasses other baseline methods by (i) matching or exceeding their near-perfect bit accuracy
(0.992 for T2V task and 0.999 for 12V task) and achieves the best or near-best VBench scores on both
tasks. (ii) The highest PSNR/SSIM and the lowest LPIPS/tLP values among in-generation methods
reveal that VIDSIG introduces minimal visual artifacts compared to other in-generation methods. (iii)
VIDSIG attains the lowest insertion and extraction computational overhead of all methods and, while
matching Stable Signature in runtime, surpasses it on nearly every evaluation metric.

4.3 Transferabilty

We further investigate the transferability of VIDSIG. B E——

We transfer the fine-tuned latent decoder of Mod- | Lattenms 0.892 0.890 0.890
elScope and SVD to a completely new model and Lattesa

evaluate whether the embedded watermark can still
be successfully extracted. Specifically, we substitute
the original latent decoder of Latte [Ma et al., 2024],
a DiT-based model, with our fine-tuned watermarked
latent decoder. The results are shown in Table [2] and
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The results show that VIDSIG maintains a high extrac- Figure 4: VBench score of VIDSIG in Latte

tion aceuracy and perfect TPR even in Cross 'mOd‘.ﬂ transferred from ModelScope (MS) and SVD.
scenarios, demonstrating strong transferability. This Latte refers to the original model. Image

property suggests that the watermark signal is not Quality is one of the four metrics we have

tightly coupled to a specific model, but instead relies mentioned in Section 1] and Video Qualit
on generalizable latent-space manipulation, making is the same as that in Table[T] Y

VIDSIG more versatile in real-world deployment.

Table 3: Ablation results of PAS and TA modules on ModelScope with consistent experiment settings.
Bold indicate the best performance, and underlined indicate the second best.

Configuration \ Bit Accuracy 1 PSNR 1 SSIM 1 LPIPS | tLP | Video Quality 1

w/o ALL 0.990 28.565 0.786 0.182 0.011 0.889

w/ TA 0.991 (+0.001)  29.793 (+1.228) 0.815 (+0.029) 0.164 (-0.018) 0.010 (-0.001)  0.894 (+0.005)
w/ PAS 0.993 (+0.003)  29.762 (+1.197) 0.814 (+0.028) 0.163 (-0.019)  0.009 (-0.002)  0.892 (+0.003)
w/ ALL 0.992 (+0.002)  30.523 (+1.958) 0.840 (+0.054) 0.151 (-0.031)  0.009 (-0.002)  0.893 (+0.004)




Table 4: Bit Accuracy under different temporal tampering: FD (Frame Drop), FS (Frame Swap),
FI (Frame Insert), FIG (Frame Insert Gaussian), FA (Frame Average, where n refers to the average
length), the final column denotes the average bit accuracy, We give a detailed information for these
tampering methods in Appendix [A.4](The detection of VideoShield only works when the number of
frames in the generated video is exactly equal to that in the tampered video). Bold and underlined
indicate the same as above.

FA FA FA FA

Model | Method Benign  FD FS FI FIG (n=3) (=5) (=7) (n=9) Avg
RivaGAN 0938 0938 0938 0938 0935 0938 0938 0937 0936 0.937
VideoSeal 0975 0974 0975 0974 0975 0972 0972 0.967 0.958 0.971

MS | StableSig 0995 0995 0995 0.995 0964 0992 0988 0984 0.980 0.988

VideoShield 1.000 - 1.000 - - - - - - -
VIDSIG (ours) 0992 0992 0992 0.992 0.992 0.992 0.992 0.992 0.992 0.992

RivaGAN 0.886 0.886 0.886 0.885 0.881 0.883 0.882 0.880 0.873 0.882
VideoSeal 0979 0977 0979 0978 0979 0975 0973 0.971 0.965 0.975
SVD | StableSig 0998 0998 0998 0998 0966 0.995 0.989 0.980 0.972 0.988

VideoShield 0.990 - 0.964 - - - - - - -
VIDSIG (ours) 0999 0999 0999 0.999 0.999 0.999 0.999 0.999 0.999 0.999

4.4 Robustness

Temporal Tamper Table ] presents the extraction accuracy of different watermarking methods
under several temporal perturbations and the benign setting. Overall, VIDSIG consistently achieves
near-perfect extraction accuracy across all attack types. For the T2V task, VIDSIG matches or closely
follows the best-performing method (VideoShield) while requiring significantly less computational
cost (see Table[T). It’s noticed that the watermark detection of VideoShield strictly requires that the
video remains the same resolution and number of frames after temporal tampered, which limits its
application. For the 12V task, VIDSIG achieves the highest extraction accuracy (0.999) across all
perturbations, outperforming all baselines. This resilience to temporal tampering chiefly arises from
embedding watermarks in every frame and aggregating the detections through majority voting.

Spatial Tamper We further evaluate the resilience of VIDSIG against various types and intensities
of spatial tampering, as illustrated in Figure[5] We find that VIDSIG remains effective under most
perturbations. In particular, it maintains robust performance within a certain range when subjected
to Gaussian noise, Gaussian blur, and Salt and Pepper Noise. It is worth noting that no additional
robustness enhancement techniques were applied during fine-tuning. These results demonstrate the
robustness of VIDSIG against both temporal and spatial tampering, highlighting its potential for
real-world deployment.

4.5 Ablation Study

Effectiveness of PAS and TA Table |3| presents the ablation study evaluating the contributions
of the two key components in our framework: Perturbation-Aware Suppression (PAS) and Tem-
poral Alignment (TA). We can see that each component individually yields substantial gains
across all evaluation metrics, and their integration attains the highest overall performance—with
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Figure 5: Bit accuracy under different spatial tampering. The attack is applied to each frame.



“a red panda eating leaves” “a tortoise covered with algae”
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Figure 7: Qualitative comparison of the original and watermarked videos. The first row is the original
video, the second row is the video generated by VIDSIG, and the third row refers to the pixel-wise
difference (x10).

only a marginal decrease in bit accuracy—thereby confirming that PAS and TA are comple-
mentary and jointly indispensable for realizing the full potential of the proposed framework.

Different Perceptual Metric for TA We then Bit Accuracy MAE0.2
evaluate three different temporal alignment T Meto
strategies—MAE, MSE, and Watson-VGG (we omeees
use VGG for abbreviation in the following dis-  video PSNR - Voo
. . . . Quality/o.894 \

cussion)—to identify the most effective formu- gz Smcmm-Siaees T veeos
lation for preserving temporal consistency. The

results are shown in Figure[6] It’s seen that MAE
and MSE produce slightly higher bit accuracy
yet noticeably degrade video quality. In contrast,
the VGG loss with A3 = 0.2 attains compara-
ble bit accuracy while substantially improving p T s
perceptual quality, thereby offering the most fa-
vorable overall trade-off across all metrics. We
attribute this superiority to the smoother, percep-
tually informed gradients supplied by the VGG
loss during fine-tuning.

Figure 6: Ablation study on different temporal
Qualitative Analysis The qualitative compar- alignment metrics under varying Az values. Color
ison between the original and watermarked hyes represent metric type, and color intensity in-
videos is shown in Figure m It’s clear to see dicates increasing \s.

that the watermark manifests only as impercepti-

ble high-frequency perturbations, with no structured artefacts or semantic drift observable across time.
It’s also noticed that in real-world applications, all of the generated videos will have automatically
embedded watermarks, thus there will be no reference videos for comparison. The VBench scores in
Table[T]reveal that VIDSIG will not degrade the video quality, even though metrics like PSNR and
SSIM are lower than post-generation methods.

5 Conclusion and Limitation

In this paper, we propose Video Signature, an in-generation watermarking method for video generative
models. Compared to other methods, VIGSIG exceeds the post-generation methods in both extraction
accuracy and video quality, and is more effective and flexible than VideoShield. However, our work
still has some limitations: (i) we introduce an additional fine-tuning stage before the public release
of the generative model; (ii) the current implementation focuses on embedding fixed-length binary
signatures per frame and does not yet support dynamic or content-adaptive watermark payloads.
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Appendix

A Experiment Setting

A.1 Dataset

Training data The training data in our experiment comes from OpenVid-1M [Nan et al., [2024]],
which comprises over 1 million in-the-wild video clips, all with resolutions of at least 512x512,
accompanied by detailed captions. We download a subset of it for our training. Specifically, we
randomly select 10k videos from the downloaded videos for training. Each training video is composed
of 8 frames sampled with a frame interval of 8. During fine-tuning, the videos are resized to 256 x 256
for lower computational overhead.

Evaluation data As we mentioned in Section 4.1} we select 50 prompts from the test set of
VBench [Huang et al.,|2024b|], covering five categories: Animal, Human, Plant, Scenery, and Vehicles
(10 prompts each). We list these prompts in Table[5] For each prompt, we generate four videos using
fixed random seeds (42, 114514, 3407, 6666) to ensure reproducibility. For the 12V task, we first
generate an image using Stable Diffusion 2.1 [Rombach et al.,[2022], and subsequently generate four
videos conditioned on each generated image using the same set of random seeds. Each generated
video contains 16 frames with a resolution 512 x 512.

A.2 Training Detail

We use an AdamW optimizer for fine-tuning, with a learning rate 5 x 10~* and batch size 2. We
adopt a learning rate schedule with a linear warm-up followed by cosine decay. Specifically, the
learning rate increases linearly from O to the base learning rate blr over the first Tamup Steps, and
then decays to a minimum value Ir,,;, = 105 following a half-cycle cosine schedule:

L. blr, t < Tarm
lr(t) — { Twarmup a up (8)

i + 3 (bl — i) (14 cos (- 7252 ) ) | > Tymp

where t is the current training step, Ty is the total number of training steps, and blr is the base
learning rate 5 x 104, For parameter groups with an individual scaling factor Iry., the learning rate
is further scaled by this factor. In our experiments, the warm-up step Tiyarmup 18 set to 20% of Tioar.

A.3 Selective Fine-tuning

Before we fine-tune the latent decoder, we apply PAS, which we proposed in this paper, to search and
freeze the perceptual sensitive layers. We show the results in Figure 8] We observe that the majority
of layers exhibit very low sensitivity, with values clustered near zero, indicating that perturbing
these layers has minimal impact on visual quality. Only a small number of layers show relatively
high sensitivity, suggesting they are more visually critical. Notably, the latent decoder of SVD
demonstrates even stronger sparsity. These findings validate the design of our Perturbation-Aware
Suppression (PAS) strategy: we identify and exclude perceptually sensitive layers and selectively
fine-tune only the insensitive ones, enabling effective watermark embedding with minimal visual
degradation. In our experiments, we set the threshold 7; = 1.5x10~* for ModelScope and 75 = 10~
for SVD.

A.4 Temporal Tampering implementation
In this paper, to test the resilience of VIDSIG, we implement several temporal attacks. We provide

detailed descriptions of these attacks here. Give a video [f1, fa, f3,- .., fn] consists of N frames,
we define the following temporal attacks.

Frame Drop Randomly select a frame and delete it. Let ¢ denote the index of the selected frame,
the tampered video is then denoted as [f1, f2, fi—1, fi+1,---, /N]
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Figure 8: Histogram of layer sensitivity distributions in the latent decoder. The left figure corresponds
to ModelScope (2D VAE), and the right figure corresponds to SVD (3D VAE). The perceptual
sensitivity for each layer is measured by MSE.

Frame Swap We randomly select two distinct frames, indexed by ¢ and 7, and swap their positions
in the video, resulting in a perturbed sequence [f1, ..., fi—1, fj,..., fi—1, fi, .-, fn].

Frame Insert We randomly select two positions indexed by i and j, and insert the i frame
at position j, resulting in a new sequence with duplicated content and increased temporal length

[flvaafiv"'fjflvfivfj"'7fN+1]

Frame Insert Gaussian Randomly select a position indexed by ¢, and insert a standard Gaussian
noise at position 7, denoted as f/, resulting in a new sequence with increased temporal length

[f1, fos ooy i fio s vl

Frame Average Given a sequence length n, we randomly select a position indexed by ¢, conditioned
on i+ n < N. We then compute the average of the n subsequent frames, i.e., f = % Z;:Ol fiti»

and replace the i frame with f, resulting the tampered video [f1, fa, .-+, fi—1, fs- -+ [N—nt1]

B Metric

B.1 Watermark Detection

Let m € {0, 1}* be the embedded multi-bit message, and let m’ be the extracted message from a
generated video v. To determine whether the video contains the watermark, we count the number of
matching bits between m and m’, denoted as M (m, m’). A detection decision is made by checking
whether the number of matching bits exceeds a predefined threshold 7:

M(m,m’) > 7, wheret € {0,...,k}. 9)

To formally evaluate detection performance, we define the hypothesis test as follows: H;: "The video
was generated by the watermarked model" vs. Hy: "The video was not generated by the watermarked
model". Under the null hypothesis Hy, as in privious work[Yu et al.| | 2021]], assume that the extracted
bits mj, ..., m) areii.d. Bernoulli variables with p = 0.5, the match count M (m, m’) follows a
binomial distribution B(k, 0.5). The False Positive Rate (FPR) is defined as the probability of falsely
detecting a watermark when Hj is true:

FPR(7) =P(M > 7 | Hy) = I jo(T + 1,k — 1), (10)
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Table 5: Prompts for video generation across five domains.

Category Prompt (1) Prompt (2)

ared panda eating leaves a squirrel eating nuts

a cute pomeranian dog playing with a soc- curious cat sitting and looking around
Animal cer ball

wild rabbit in a green meadow underwater footage of an octopus in a coral

reef

hedgehog crossing road in forest shark swimming in the sea

an african penguin walking on a beach a tortoise covered with algae

a boy covering a rose flower with a dome boy sitting on grass petting a dog

glass
Human a child playing with water couple dancing slow dance with sun glare

elderly man lifting kettlebell young dancer practicing at home

a man in a hoodie and woman with a red a woman fighter in her cosplay costume

bandana talking to each other and smiling

a happy kid playing the ukulele a person walking on a wet wooden bridge

plant with blooming flowers close up view of a white christmas tree
Plant dropping flower petals on a wooden bowl a close up shot of gypsophila flower

a stack of dried leaves burning in a forest drone footage of a tree on farm field

shot of a palm tree swaying with the wind candle wax dripping on flower petals

forest trees and a medieval castle at sunset a mossy fountain and green plants in a

botanical garden

scenery of a relaxing beach fireworks display in the sky at night

waterfalls in between mountain exotic view of a riverfront city

scenic video of sunset view of houses with bush fence under a
Scenery blue and cloudy sk

Y SKy

boat sailing in the ocean view of golden domed church

a blooming cherry blossom tree under a aerial view of a palace

blue sky with white clouds

a helicopter flying under blue sky red vehicle driving on field

aerial view of a train passing by a bridge  red bus in a rainy city
Vehicles an airplane in the sky helicopter landing on the street

boat sailing in the middle of the ocean
traffic on busy city street

video of a kayak boat in a river
slow motion footage of a racing car

where I,,(a, b) is the regularized incomplete beta function. Based on this, we can calculate the least
match count to determine whether the video contains watermark under a fixed FPR.

B.2 Video Quality

We provide details of the metrics for video quality evaluation in our experiments. Specifically, we
utilize Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index Measure (SSIM) [Wang et al.,
2004], Learned Perceptual Image Patch Similarity (LPIPS)|Zhang et al.|[2018] with a VGG backbone,
tLP [[Chu et al., 2020] and the VBench evaluation metrics [Huang et al.l |2024b]. PSNR, SSIM,
LPIPS, and tLP are computed between the watermarked video and its corresponding unwatermarked
version to assess fidelity, whereas VBench evaluates the perceptual quality of the generated video
independently.

PSNR PSNR quantifies the pixel-wise difference between the generated watermarked video v and
the original video v. It is computed as the average PSNR across all frames:
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! 2
1 MAX
PSNR = = 310+ logyg ( ~er ) 1
= g10 (MSEt > (1D

where f is the number of frames, MAX denotes the maximum possible pixel value (typically 1.0 or
255), and MSE; = L3777 30 [%4(i, 5) — va(i, 7))° is the mean squared error between the ¢-th
frame of the two videos. Higher PSNR values indicate better fidelity to the original video.

SSIM  SSIM measures the structural similarity between the generated watermarked video v and the
original video v. The overall SSIM is computed by averaging the SSIM values of all frames:

f
SSIM = Z SSIM(¥¢, vi), (12)

%\»—*

where v, and v; denote the ¢-th frame of the watermarked and original video, respectively. The SSIM
between two frames is defined as:

(2papty + C1)(200y + Ca)
(12 4+ p2 + C1)(02 + 02 + Cy)’

SSIM(z,y) = (13)

where (i, j1,, are the means, 02, oy are the variances, and o, is the covariance of frame patches

from x and y; Cy, C5 are constants to stabilize the division. SSIM ranges from O to 1, with higher
values indicating greater perceptual similarity.

LPIPS LPIPS [Zhang et al., 2018] evaluates perceptual similarity by computing deep feature

distances between frames. Given a ground-truth video v = {vi,..., vy} and a generated video
v = {¥1,..., ¥}, the video-level LPIPS score is defined as the average over all frames:
1 f
LPIPS = 7 > LPIPS (¥4, vi), (14)
t=1

where LPIPS(v,, v;) denotes the perceptual distance between the ¢-th frame pair, computed via a
pretrained deep network. Lower values indicate higher perceptual similarity.

tLP t(LP [Chu et al., 2020] measures the consistency of temporal perceptual dynamics between
adjacent frames. Specifically, it compares the learned perceptual (LP) differences between adjacent
frame pairs in the generated video v = {¥1,...,V} and its reference v = {vy,...,vy}. The tLP
is defined as:

tLP = HLP(\A/'t_l,\Aft) — LP(Vt—17vt)||]_ 5 (15)

where LP(+, ) denotes the LPIPS distance between two frames. A lower tLP indicates better temporal
coherence with respect to the ground-truth dynamics.

VBench: Subject Consistency Subject Consistency evaluates the semantic stability of the gen-
erated subject by calculating the cosine similarity of DINO [Caron et al., 2021] features across
frames:

T
1 1
Sabjeet = 75— D 5 ({d1,de) + {dp1,dr)) (16)

where d; is the normalized DINO image feature of the i* frame, and (-, -) denotes cosine similarity
via dot product.
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Table 6: Specific VBench score for each watermarking method.

Model \ Method Subject Consistency  Background Consistency Motion Smoothness Imaging Quality
RivaGAN 0.955 0.963 0.980 0.675
VideoSeal 0.955 0.962 0.980 0.676

MS StableSig 0.956 0.961 0.980 0.675
VideoShield 0.952 0.962 0.977 0.683
VIDSIG (ours) 0.956 0.961 0.978 0.676
RivaGAN 0.945 0.958 0.956 0.623
VideoSeal 0.945 0.955 0.956 0.624

SVD | StableSig 0.946 0.956 0.957 0.633
VideoShield 0.934 0.949 0.956 0.629
VIDSIG (ours) 0.946 0.955 0.959 0.632
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Figure 9: Watermark detection Results for Latte;s and Lattesy p.

VBench: Background Consistency Background Consistency measures the temporal consistency
of the background using CLIP [Radford et al.|[2021]] features:

T
1
Sbackground = T 1 Z s 017 Ct <Ct—17 Ct>) 5 (17)

t=

[\)

where ¢; is the CLIP image feature of the i!" frame, normalized to unit length.

VBench: Motion Smoothness Given a video [fo, f1, f2, ..., fan], the odd-numbered frames
[f1, f3,- -, fan—1] are dropped, and the remaining even-numbered frames [fo, f2, .. ., fon| are used
to interpolate [Li et al., 2023] intermediate frames [ fl, f3, ceey fgn 1]. The Mean Absolute Error

(MAE) between mterpolated and original dropped frames is computed and normalized to [0, 1], with
a larger value indicating better smoothness.

VBench: Imaging Quality Imaging quality mainly considers the low-level distortions presented
in the generated video frames. The MUSIQ [Ke et al.,|2021]] image quality predictor trained on the
SPAQ [Fang et al.| [2020] dataset is used for evaluation, which is capable of handling variable sized
aspect ratios and resolutions. The frame-wise score is linearly normalized to [0, 1], and the final
score is then calculated by averaging the frame-wise scores across the entire video sequence.

C More Experiment Results

C.1 Video Quality

We provide the specific video quality metric of VBench for each watermarking method in Table|[6] It
can be observed that VIDSIG achieves comparable or even superior video quality compared to post-
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“a happy kid playing “close up view of a
the ukulele” white Christmas tree”

Figure 10: Two videos generated by Stable Video Diffusion, the left one is the original video, and the
right one is the corresponding watermarked video by VIDSIG.

generation methods, while significantly outperforming them in watermark extraction and detection
accuracy, as shown in Tablem

C.2 Watermark Detection

In Section 3] we substitute the latent decoder of Latte 2024] by the fine-tuned latent
decoders in MS and SVD. We also follow the same settings in Section[4.2|and report the True Positive
Rate, the results are shown in FigureEl

C.3 More Visual Cases

We show more videos generated by SVD and Latte here, see Figure [T0] Figure[IT} and Figure[12]
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“waterfalls in between “a cute Pomeranian dog
mountain” playing with a soccer ball”

Figure 11: Two videos generated by Latte, the left one is the original video, and the right one is
the corresponding watermarked video by VIDSIG. The latent decoder of Latte is transferred from
ModelScope.
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“boat sailing in the “slow motion footage of
middle of the ocean ” a racing car”

Figure 12: Two videos generated by Latte, the left one is the original video, and the right one is the
corresponding watermarked video by VIDSIG. The latent decoder of Latte is transferred from Stable
Video Diffusion.
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