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Abstract

Standardized Vehicular Communication (VC), mainly Cooperative Awareness Messages (CAMs) and Decentralized En-
vironmental Notification Messages (DENMs), is paramount to vehicle safety, carrying vehicle status information and
reports of traffic/road-related events respectively. Broadcasted CAMs and DENMs are pseudonymously authenticated
for security and privacy protection, with each node needing to have all incoming messages validated within an expiration
deadline. This creates an asymmetry that can be easily exploited by external adversaries to launch a clogging Denial of
Service (DoS) attack: each forged VC message forces all neighboring nodes to cryptographically validate it; at increasing
rates, easy to generate forged messages gradually exhaust processing resources and severely degrade or deny timely
validation of benign CAMs/DENMs. The result can be catastrophic when awareness of neighbor vehicle positions or
critical reports are missed. We address this problem making the standardized VC pseudonymous authentication [1, 2, 3]
DoS-resilient. We propose efficient cryptographic constructs, which we term message verification facilitators, to prioritize
processing resources for verification of potentially valid messages among bogus messages and verify multiple messages
based on one signature verification. Any message acceptance is strictly based on public-key based message authentica-
tion/verification for accountability, i.e., non-repudiation is not sacrificed, unlike symmetric key based approaches. This
further enables drastic misbehavior detection, also exploiting the newly introduced facilitators, based on probabilistic
signature verification and cross-checking over multiple facilitators verifying the same message; while maintaining ver-
ification latency low even when under attack, trading off modest communication overhead. Our facilitators can also
be used for efficient discovery and verification of DENM or any event-driven message, including misbehavior evidence
used for our scheme. Even when vehicles are saturated by adversaries mounting a clogging DoS attack, transmitting
high-rate bogus CAMs/DENMs, our scheme achieves an average 50ms verification delay with message expiration ratio
less than 1% - a huge improvement over the current standard that verifies every message signature in a First-Come
First-Served (FCFS) manner and suffers from having 50% to nearly 100% of the received benign messages expiring.

Keywords: Accountability, Non-repudiation, Privacy, Pseudonymous authentication, Efficiency

1. Introduction

Standardized Cooperative Awareness Messages
(CAMs) and Decentralized Environmental Notification
Messages (DENMs) enable Vehicle-to-Vehicle (V2V)
data exchange [1, 2, 3]. CAMs, or safety beacons, are
broadcasted at a rate from 1Hz to 10Hz, allowing each
vehicle to maintain a view of neighboring vehicle mo-
bility. Event-driven DENMs inform about, for example,
abnormal or hazardous road situations. Standards man-
date that CAMs and DENMs are secured, in particular
pseudonymously authenticated, for security and message
unlinkability across distinct pseudonym lifetime periods.
More specifically, they are digitally signed (Elliptic Curve
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Digital Signature Algorithm (ECDSA)) with each vehicle
holding short-lived private/public keys and anoynimized
certificates, termed pseudonyms or Pseudonymous Cer-
tificates (PCs) [4, 5, 6, 7, 8, 9]. ECDSA is used instead of
the more popular Internet/Web RSA algorithm, because
Elliptic Curve (EC) key sizes and ECDSA signatures
are much smaller than RSA ones for the same security
level [10] (at the expense of higher signature verification
delay).

High rate communication, often, dense Vehicular Com-
munication (VC) network neighborhoods and frequently
changing PCs, for improved unlinkability, create an inher-
ent asymmetry: each sent message must be validated by
all neighbors and, at each vehicle, incoming messages need
to be validated within a short time and have an expiration
deadline. ECDSA signature verification delay, τ , is in the
order of milliseconds [11, 12, 13, 14, 15, 16, 17]. Even in
moderately dense network settings, with a τ = 4 msec,
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Figure 1: Vehicular Communication (VC) system under DoS attacks.

an On-Board Unit (OBU) can verify up to 250 messages
per second; that is, for a typical rate of 10 CAMs/second
transmitted by each OBU, from 25 neighboring vehicles.
The larger/denser the neighborhood, the higher the traffic;
around 2000 CAMs/second could be sent for the 802.11p
default data rate of 6 Mbps [18] (CAMs of 300 bytes [19]),
an order of magnitude more messages than what a typical
OBU can cryptographically handle.

Adversaries can exploit this asymmetry by transmit-
ting fast to generate bogus messages, with bogus signa-
tures and PCs, forcing their receiving neighbors to vali-
date them all, as illustrated in Fig. 11. Receivers will re-
ject bogus messages, but validating one or two signatures
per bogus message delays benign message processing, eas-
ily beyond the expiration deadline. Such clogging Denial
of Service (DoS) attacks can target and affect both CAMs
and DENMs (or any secure event-driven messages); high
verification latencies and high expiration ratios, especially
for highly critical DENMs, could be fatal.

Challenges. Handling security overhead in VC, im-
portant even without clogging DoS, has received atten-
tion: optimizations [20, 21, 11, 22, 23] reduce beacon size
and skip PC validation if already verified and cached lo-
cally; with limited or no effect for high-rate beacon ar-
rivals imposing excessive computation overhead. Combin-
ing public key and symmetric key based beacon authenti-
cation reduces overhead [24, 25, 26]. But such an approach
has two shortcomings: it cannot provide an efficient way
to discover that first beacon (requiring the sender’s sig-
nature and its PC verification) to ‘bootstrap’ subsequent
symmetric key beacon verification. Moreover, it does not
provide non-repudiation and accountability for symmetric-

1We explain in Sec. 3 the internal adversary.
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Figure 2: Illustration of cooperative verification under a DoS attack.

key-authenticated messages (see the explanation in Sec. 2
with Fig. 3); both mandatory for VC security require-
ments [27, 28] (Challenge 1 ).

Cooperating vehicles can share their verification efforts
in order to accelerate queue processing [29, 30], but fail
to protect vehicles from clogging DoS attacks. Moreover,
there is no efficient way to detect misbehavior sharing false
verification results (Challenge 2 ). The challenge lies ex-
actly in that adversaries can transmit messages with bo-
gus signatures and PCs forcing their receiving neighbors
to verify signatures before dropping the bogus messages.
What is lacking is an efficient approach to filter out bogus
messages without verifying every message signature while
preserving non-repudiation and accountability.

Last but not least, in spite the aforementioned works
to render beacon verification efficient [20, 21, 11, 22,
24, 25, 26, 29, 30, 23], the literature has not considered
DoS attacks targeting event-driven messages (or event
messages, for simplicity) (Challenge 3 ). Unlike periodic
high-frequency safety beacons, each event message (e.g.,
DENMs) could be independent from earlier messages.
It can also carry information of varying vehicle safety
criticality. Thus strict signature verification is necessary
for event messages, without alternative efficient verifica-
tion approaches (applicable for safety beacons). Simply
put, high verification latencies and high expiration ratios
caused by DoS attacks could be fatal.

Contributions. Concerned with cryptographic mes-
sage verification2, we address the three aforementioned
challenges: we extend traditional, standard-compliant
pseudonymous authentication for VC, integrating coop-
erative beacon verification and symmetric-key constructs
to accelerate message triage. Our scheme encom-
passes/safeguards both CAMs (or beacons) and DENMs
from clogging DoS, and to the best of our knowledge, is
the first to support DoS-resilient V2V DENM validation.
In summary, our contributions here are:

1. Non-repudiable DoS-resilient CAM and DENM au-
thentication, strictly based on public key cryptogra-
phy, assisted by resilient cooperative verification and
neighbor vehicle discovery.

2. Misbehavior detection with probabilistic cooperative
verifier checking and verifier cross-checking.

2Message content validation is out of the scope of this paper;
addressed by approaches such as [31, 32] orthogonal to our scheme.
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3. DoS-resilient event-driven message verification, in-
cluding DENM or any event-driven messages (e.g.,
misbehavior evidence used for our scheme).

We extend safety beacons with extra fields (e.g., mes-
sage verification facilitators) that enable verification of
queued beacons and facilitate benign event message ver-
ification. Intuitively, verifying one beacon signature can
possibly validate more than one beacons, thus expedit-
ing message verification under high message arrival rate.
Fig. 2 shows an example of cooperative verification with
a Last-Come-First-Served (LCFS) queue processing (see
Sec. 4 for the explanation of the LCFS design choice). Ve-
hicle V1 pops a beacon from the queue head. Once this
beacon, sent by V2, is verified, the beacon can (coopera-
tively) allow verifying a beacon from V3 and a beacon form
V4. It can also validate immediate earlier beacons from V2,
if not verified yet. It also carries a facilitator that points
to the upcoming event message, to help receiver discover-
ing the corresponding benign event message among bogus
event messages. The event message was already triggered
(and generated) before the beacon dissemination, but it
was artificially delayed to facilitate the event message re-
ception and verification. Although our scheme delays the
event message dissemination, still, it outperforms the tra-
ditional approach under DoS attacks (see Sec. 6).

Hash chain elements are attached to beacons, to effi-
ciently eliminate masqueraded beacons. Once a neighbor-
ing vehicle is discovered (based on beacon reception and
validation), the hash chains help keeping track of subse-
quent beacons from the already discovered neighboring ve-
hicles, which still need to go through signature verification
to achieve non-repudiation and accountability unlike prior
approaches [24, 26, 33] (Contribution 1 ). When overloaded
by high rate benign beacons or DoS attacks, vehicles can
expedite the discovery of new neighboring vehicles lever-
aging piggybacked information on the (discovered) neigh-
bors’ beacons. Moreover, probabilistic signature checking
(of cooperatively verified beacons) and cross-checking of
multiple validation elements effectively thwart malicious
nodes that attempt to exploit the cooperative verifica-
tion (Contribution 2 ). The event message facilitators in
CAMs help to efficiently discover the corresponding up-
coming DENMs or any event-driven messages, including
misbehavior evidence introduced for our scheme in Sec. 4
(Contribution 3 ).

What we are after in this paper is a DoS-resilient
efficient beacon verification scheme that preserves non-
repudiation. Our scheme introduces extra communication
overhead but provides timely beacon and event message
validation under DoS attacks; something impossible for
standardized secure VC. Moreover, our approach is
agnostic to the underlying communication technology as
it is proposed based on the functional specification of the
safety application.

In the rest of the paper, we discuss related works
(Sec. 2) and explain the system and the adversarial

models (Sec. 3). Then, we provide a detailed description
of our scheme (Sec. 4). We analyze the security prop-
erties fulfilled by our scheme (Sec. 5), we quantitatively
evaluate the scalability and resilience to DoS attacks and
misbehaving malicious nodes, with simulations based on
realistic vehicle mobility, communication module and
processing delays (Sec. 6), before concluding (Sec. 7).

2. Background and Related Works

A number of studies have focused on addressing cryp-
tographic computational overhead in V2V communication
and mitigating DoS attacks. This section provides an
overview of these related works, addressing the problem
at hand with various viewpoints, with strengths and weak-
nesses in terms of functional and security properties we are
after in this paper, summarized in Table 1.

Hardware Acceleration: This can be a solution for
handling cryptographic overhead in an energy efficient
manner with relatively lower cryptographic processing
delays. However, flexibility is lacking: a hardware accel-
erator typically supports one or a few algorithms, and
can fail in handling changes, in our context, in supporting
new cryptographic primitives, e.g., new elliptic curves.
Moreover, it may not be realistic to expect that powerful
yet costly hardware is universally available for all vehicles
on the road. On one hand, solutions available for both
powerful or budget devices are necessary. On the other
hand, if powerful low cost cryptographic hardware were
universally available, a security level increase would be
necessary to counter brute force attacks, which would then
lead to higher cryptographic processing delays [38, 39]. As
a result, hardware acceleration would still be insufficient
to counter clogging DoS.

Recent results regarding hardware acceleration indeed
indicate a lack of resilience to clogging DoS attacks.
For example, a recent hardware accelerator for brain-
poolP256r1 signature verification [17] takes around 1 ms
with a standard double-and-add point multiplication [40].
It is only able to handle at most 1000 signature verifi-
cation per second - much less than the 2000 messages
per second the default 802.11p data rate could allow an
adversary to transmit. One should additionally consider
that expected performance in a real world deployment
could be worse than the optimistic hardware benchmarks.
Our proposal thwarts clogging DoS without specific
hardware performance requirements, remaining effective
as on-board processing (and data rates and security
levels) may increase in the future.

Security Overhead Optimization: The baseline,
the standard approach is that vehicles perform signature
verification for each and every received message in a First-
Come First-Served (FCFS) manner. Optimizations [11,
23] reduce the number of required signature verifications
on PCs, but not for the CAMs/DENMs. Context-adaptive
beacon verification [21] processes message signatures prob-
abilistically based on the context, minimizing the effect of
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Table 1: Functional and security properties achieved by related works and our scheme.

Scheme
Hardware
Flexibilitya

CAM
Support

DENM
Support

Non-repudiation DoS-resilience
Efficient
Neighbor
Discovery

Hardware Acceleration [17] ✖ ✔ ✔ ✔ ✖ ✖

PC Verification
Optimization [11, 23]

✔ ✔ ✔ ✔ ✖ ✖

Context-adaptive
Verification [21]

✔ ✔ ✖ ✔ ✖ ✖

Symmetric Key-based
Authentication [34, 24, 25, 26]

✔ ✔ ✖ ✖ ✔ ✖

Cooperative Verification [29, 30] ✔ ✔ ✖ ✔ ✖ ✖

DoS-resilient
Cooperative Verification [33]

✔ ✔ ✖ ✖ ✔ ✔

Physical Layer
Fingerprinting [35]

✖ ✔ ✔ ✔ ✔✖ b ✖

Puzzles for
V2I Communication [36, 37]

✔ ✖ ✖ ✔ ✔ ✖

Our Scheme ✔ ✔ ✔ ✔ ✔ ✔

a The hardware flexibility column indicates the solutions rely on special hardware (✖) or are flexible in required hardware
(✔).

b This solution relies on non-cryptographic-based bogus message filtering with high inaccuracy and there is no evidence
on fingerprinting efficiently, compared to cryptographic signature verification.

bogus beacons, but it is not able to efficiently filter out
beacons forged precisely to mislead that they were sent by
newly encountered neighboring vehicles.

Neighboring vehicles can collaborate to verify received
beacons in order to benefit each other with locally and in-
dependently performed signature verifications [29, 30]. Ve-
hicles share own recent message validation results, lever-
aging their own beacon disseminations so that a signa-
ture verification can enable the receiving neighbor to verify
more than one beacons in its local queue [30]. However,
cooperative verification requires an efficient approach to
find out benign messages, among high rate bogus mes-
sages, to make use of shared verification. Alternatively,
vehicles can leverage Roadside Unit (RSU)-aided collab-
orative verification based on ID-based signcryption [29];
each vehicle verifies a subset of messages and is informed
about the rest of the message validations from other ve-
hicles. However, processing delays of this RSU-aided ap-
proach are not provided, making it unclear whether the ap-
proach could outperform traditional public-key cryptogra-
phy based schemes. Moreover, the approach considers ver-
ification of a set of given messages, but does not consider
dynamic and continuous message reception and verifica-
tion, as is the case for high-rate safety beacons (CAMs).
Last but not least, the scheme is not resilient to compro-
mised vehicles. Although the above optimizations relieve
the computation overhead to a certain extent, essentially
aiming at lower average message verification delay (namely
τ in this paper), an overwhelming bogus beacon rate could
force vehicles to dedicate/waste the majority of computa-
tion resource in verifying bogus signatures. Our proposal
addresses this challenge by efficiently discovering poten-
tially valid benign messages and filtering out bogus mes-

sages.
Symmetric Key based Authentication:

Prediction-based approaches rely on the predictability of
vehicle status given practical mobility limitations [25, 26].
However, the prediction-based approaches are not re-
silient to packet loss, which is common in a loaded
Vehicular Ad-hoc Network (VANET). Timed Efficient
Stream Loss-Tolerant Authentication (TESLA) [41]-based
schemes [34, 24] leverage one-way hash chains as symmet-
ric keys to authenticate beacons while coping with packet
loss [34]. However, symmetric key based authentication
is possible only after at least one beacon is verified, so
that the hash chain elements can be connected to the
authenticated chain anchor. Moreover, creating the asym-
metry with the help of delayed symmetric key disclosure
precludes non-repudiation and accountability because
message authenticators can be forged once the symmetric
keys are disclosed. DoS-resilient secure communication in
wireless sensor networks [42] has been proposed to defend
against clogging DoS attacks, discovering potentially
valid messages leveraging hash chains. However, the trust
establishment on the hash chain in an dynamic network
is not addressed, clearly needed in VC systems. Our
scheme adopts and extends the DoS-resilient message
discovery [42], as a feature towards achieving DoS-resilient
VC systems.

To the best of our knowledge, only [33] provides DoS-
resilient features for newly encountered vehicle discovery.
However, similar to [34, 24, 26], it relies on symmetric
key based authentication for efficient beacon validation,
which fails providing non-repudiation. Beacons can be
properly signed on top of symmetric key based authen-
tication in order to protect against misusing the absence
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Figure 3: An attacker exploits the lack of non-repudiation in the
symmetric key chain based solution.

of non-repudiation [24, 33], while receivers choose to ver-
ify message signatures if message non-repudiation is re-
quired. However, it is hard to define conditions for sig-
nature verification, while late detection of misbehavior
could result in benign vehicles being misled by consider-
able amount of fake beacons without making the malicious
vehicles accountable for their actions as shown in Fig. 3.
Our scheme ensures non-repudiation of message authenti-
cation and accountability of vehicles by strictly accepting
messages based on public key cryptography.

All the above approaches exploit high beacon frequency
and correlation of successive beacons, but they cannot
thwart DoS attacks on event-driven message. Event mes-
sages does not follow a specific time pattern, and are trig-
gered by less correlated or independent events. Our pro-
posal is the first to address this.

Physical Layer Fingerprinting: Radio frequency
fingerprinting [35] can fingerprints the transmitting (Tx)
devices based on their physical layer characteristics, e.g.,
frequency offset stemmed from imperfect hardware. This
can be used to detect the messages sent from the same Tx
devices even though they have different/changing higher
layer network identifiers (e.g., IP addresses or MAC ad-
dresses), which can further efficiently filter out these ex-
cessive rate of bogus messages sent by adversarial Tx de-
vices. However, there is no evidence that fingerprinting
can be done efficiently, which could be even computation-
ally heavier than signature verification. Moreover, finger-
printing approaches could be different for different com-
munication technologies and obfuscation on the physical
layer [43] could counter solutions relying on physical layer
fingerprinting. Our proposal achieves resilience to DoS by
augmenting software implementations without reliance on
lower layer technologies that require modification of OBU
communication modules and warrant a separate future in-
vestigation.

Solutions for Other Domains: Human effort or
client computation resource can be involved to defend
against DoS attacks. Captcha-based solutions are hard
to machine automate as they require user input on
their interfaces [44]. It is straightforward that requiring

user action or input in frequent V2V communication is
unrealistic, especially when driving a car. Puzzle-based
schemes [36, 37] can protect against DoS attacks on
Vehicle-to-Infrastructure (V2I) communication for pair-
wise connections, but do not fit in the context of safety
beacons and event-driven messages, which require low
latency in connectionless V2V communication. Solutions
against physical layer jamming [45] are orthogonal to our
scheme and can co-exist with our scheme.

3. System and Adversary Models

In this section, we explain system and adversary model
we consider in this paper, illustrated in Fig. 1.

3.1. System Model

Vehicles, termed nodes, are equipped with OBUs.
Nodes exchange messages over multiple network in-
terfaces, e.g., Dedicated Short Range Communica-
tion (DSRC) [46, 47] and possibly intermittently, the
Internet through WiFi or cellular networks; their
clocks are synchronized through Global Navigation
Satellite System (GNSS) modules or Network Time
Protocol (NTP) servers. Nodes are issued short-term cre-
dentials, Pseudonymous Certificates (PCs) by a Vehicular
Public-Key Infrastructure (VPKI) [4, 5, 6, 7, 8, 9], and
sign their messages with the corresponding private keys.
Upon a PC change, all protocol stack identifiers, including
IP and media access control addresses, change [48].

Each vehicle broadcasts beacons at a rate, γ, with the
maximum rate is γmax = 10Hz (i.e., 10 beacons per sec-
ond). Event-driven messages can include not only stan-
dardized DENMs [3] but also any V2V messages triggered
by specific events (including misbehavior evidence that we
introduce in Sec. 4). Due to their event-driven nature,
they do not follow specific time patterns, while an event
message can be repeated more than once based on its crit-
icality [3]. All received (benign) messages must be verified
to ensure VC security.

3.2. Adversary Model

External adversaries: We are concerned with clog-
ging DoS attacks exploiting computationally expensive sig-
nature verification (or validation; the two terms are used
interchangeably). We do not dwell on DoS attacks on
the physical or medium access control layers. We focus
on single-hop transmissions; multi-hop VC transmissions
(e.g., Geocast packets [49]) are out of scope. An adver-
sary can flood with bogus messages carrying fake signa-
tures (i.e., random bits with same lengths as authentic
signatures that are very fast to generate), irrespective of
whether the adversary is a legitimate node or not [42]. We
do not consider internal adversaries flooding with prop-
erly authenticated messages, because an abnormally high
message frequency can be trivially detected and attributed
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to each PC and eventually the long-term sender identity,
followed by eviction [9].

An attacking node that floods bogus messages utilizing
its full bandwidth can broadcast, for example, at a rate
higher than 2000Hz considering a typical 6Mbps band-
width for IEEE 802.11p [50, 51] and 300 bytes V2V mes-
sages [11]. Attackers attach (random) bogus signatures
and plausible PCs so that receiving nodes have to deem
the messages useful and verify the signatures. In the same
spirit, they set randomized IP and media access control
addresses for each beacon they transmit, so that receiving
nodes cannot easily impose rate control based on the ad-
dresses. This is equivalent to an aggregate message rate
from 200 neighboring vehicles broadcasting at γ = 10 mes-
sages per second, i.e., 10Hz. Multiple such attacking nodes
can be deployed (simple adversary controlled devices or
malware on infected OBUs) in a targeted area, essentially
launching a distributed DoS attack. All benign nodes
within the communication range are victims and have to
proceed with signature verification to check validity of the
messages. Unlike defenses against DoS towards client-
server based architectures, e.g., [36, 37], a DoS-resilient
V2V communication scheme should not introduce signifi-
cant overhead or delay on the sending process that would
degrade the overall performance of VC applications.

Internal adversary: Compromised nodes, termed
malicious nodes in the rest of the paper, are equipped with
valid credentials, and can actively inject authenticated
false data to the network, in order to mislead other nodes.
This is particularly relevant for cooperative verification:
one adversary could falsely inform its neighbors that
it validated bogus beacons transmitted in the same
neighborhood. We are concerned with message signature
validity, while we do not dwell on actual location or
content verification on the authenticated beacons; these
can be addressed with position verification [52, 53] or
content validation [31, 32] approaches.

3.3. Requirements

Message and entity authentication: The message
sender must be (pseudonymously) authenticated, allowing
receivers to corroborate the sender legitimacy and verify
they were not altered or replayed.

Non-repudiation and accountability: Nodes
should not be able to deny actions performed, thus
messages sent. They are accountable for their messages
or actions, and any message transmission mandated our
scheme should be non-repudiable. Any misbehaving node
should have their long-term identities revealed and, if
needed, evicted from the system.

Ano-/Pseudo-nymity and unlinkability: Mes-
sages should not be linkable to their sender’s long-term
identity. They should be linkable only over a protocol-
selectable period, i.e., over a pseudonymous identity
validity period.

Availability: Nodes should maintain their ability to
timely validate legitimate messages (CAMs and DENMs)

Table 2: Notation

PC Pseudonymous Certificate
PRL Pseudonymous Certificate Revocation List
KRL Key Chain Revocation List
{msg}σPC

Signed message attached signature and PC
Prcheck Probability of checking cooperative verifier
α Number of message facilitators in a beacon
β1 Event message facilitator repeat counter
β2 Event message repeat counter
γ Beacon frequency
k Number of self-chained verifiers in a beacon
τ Average message verification delay
Tblife Beacon lifetime
H() Hash function
MAC / MACK(msg) Message Authentication Code value / H(K || msg)
Queuerecv Beacon reception queue
Queuecheck Checked beacon queue
v / V er Beacon verifier / Beacon verifier set
f / F Message facilitator / Message facilitator set

even amidst an adversarial flood of fictitious traffic. We
do not impose strict requirements on message verification
deadline. Rather, the verification delay should be within
the order of magnitude of message dissemination intervals
(e.g., beacon intervals or event triggering intervals), in or-
der to ensure persistent neighbor awareness and timely
environment notification awareness, given certain extent
of packet loss and vehicle mobility predictability.

4. Proposed Scheme

4.1. Overview

For timely validation of safety beacon and event-driven
messages even under DoS attacks, our scheme extends
pseudonymous authentication with several DoS-resilient
features: (i) efficient (bogus) beacon filtering based
on hash chains, (ii) cooperative verification, (iii) self-
chained verification, and (iv) event message verification
facilitators. We trade off communication overhead of
such message verification facilitators for faster message
verification. To enhance security, our scheme detects
misbehaving nodes by probabilistically checking and
cross-checking messages, to render cooperative verifica-
tion robust to internal adversaries. Table 2 summarizes
the notation used in the rest of the paper.

Tracing benign beacons (and filtering out bo-
gus beacons): Nodes in our scheme are issued short-
term PCs by the VPKI. We consider a Sybil-resilient PC
lifetime policy [7, 9], so that each node is equipped with
PCs with non-overlapping lifetimes. Nodes authenticate
messages by signing with their private keys corresponding
to the PCs. In addition, nodes maintain a key chain (es-
sentially a hash chain) for each of their PCs. Each key
chain element is used as a (symmetric) one-time beacon
authentication key (Sec. 4.2.1), authenticating strictly one
beacon that broadcasted in the corresponding time inter-
val. These key chains, once verified, assist the receiving
nodes in filtering out bogus beacons at a lower cost than
performing signature verifications (Sec. 4.2.2). Sending
nodes piggyback key chain elements to their disseminated
beacons and the receivers queue or drop the beacons based
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Figure 4: (a) The extended beacon format and (b) the locally main-
tained beacon verifier set.

on correctness of the one-time keys. The extended beacon
piggybacking one-time key, as shown in Fig. 4, is:

Bi = {S, bidi, ti,Ki−1, F}σPC
. (1)

It comprises “traditional” beacon fields, e.g., vehicle sta-
tus (S, including location, velocity, direction, etc.), bea-
con id (bidi) and timestamp (ti), the corresponding one-
time key (Ki−1), and message facilitators (F , explained
below). Each signed beacon carries a one-time keyed Mes-
sage Authentication Code (MAC). Unlike TESLA [41]
based beacon authentication [24, 26], our scheme merely
uses validation of their MACs to filter out bogus beacons
and cross-check the correctness of cooperative verification
(Sec. 4.2.4), while message acceptance in our scheme re-
lies on signature verification, self-chained verification or
cooperative verification. The actual broadcasted beacon
message is:

Mi = {Bi,MACi}. (2)

Expediting node discovery and beacon verifica-
tion: Tracing and filtering beacons, however, is possible
only after key chains are verified, i.e., at least one signed
beacon (that carries a one-time key) from a neighboring
node is verified (thus the node is discovered). To expedite
node discovery (and, in general, beacon verification), apart
from continuous queued beacon verification (Sec. 4.2.3),
nodes share cooperative verifiers (as one type of message
facilitator) that point to beacons they verified based on
signatures. Sharing cooperative verifiers help neighbors to
validate beacons or discover new neighbor nodes. More
specifically, received cooperative verifiers could point to
locally queued beacons of either non-discovered nodes or
discovered nodes. The former ones are kept in a special-
purpose queue, used for node discovery: the beacons in this
queue wait to be verified based on signatures. The latter
ones validate corresponding beacons with probabilistic sig-
nature checking, in order to detect any internal adversary
that disseminate fraudulent cooperative verifiers for pre-
viously broadcasted bogus beacons. Strictly performing
signature verification for non-discovered nodes’ beacons is
important, because this sets a basis for subsequent efficient
beacon verifications, establishing trust on both the vehicle
status and key chain.

Apart from the signature verifier (the signature itself)
and the cooperative verifier, beacon verification can also
rely on the self-chained verifier. Each beacon carries the
latter, pointing to messages disseminated in the immediate
past, to verify more than one beacons by the same sender
upon a single signature verification.

Misbehavior detection: The redundant verifiers for
the same message, maintained by the receiver in a lo-
cal data structure, V er (Fig. 4), are cross-checked to de-
tect misbehavior. The MAC, while not sufficient for non-
repudiable beacon verification, can be used as an extra
reference to cross-check any former verifier. If the verifiers
conflict, the beacon signature must be examined, to reveal
the faulty verifiers. Signature or self-chained verifiers both
suffice to establish message validity, because they both rely
on the verification of signature generated by the message
sender. The source of a faulty verifier is blacklisted locally
(and reported to the VPKI).

Facilitating event-driven messages: Beacons pig-
gyback event message facilitators for DoS-resilient event
message verification (Sec. 4.2.8). A facilitator is essentially
the hash value (thus verifier) of an event message, but it
is not used to verify the message. Rather, each event mes-
sage facilitator is cached locally to wait for matching (ar-
tificially delayed) event message. An event message that
does not match any locally cached facilitator is dropped.
Event messages are always verified based on signatures, to
ensure non-repudiation of the claimed events. Such match-
ing based on proactive facilitator dissemination can help
receivers to efficiently catch potentially valid event-driven
messages, while filtering out irrelevant bogus messages.

We show a high-level flowchart of our scheme with
Fig. 5, before detailed explanation on each scheme compo-
nent. Each node chooses a beacon to verify from the local
queue, Queuerecv and Queuecheck, and verifies the signa-
ture. We explain the purpose of the two queues when we
present in detail the beacon verification below (Sec. 4.2).
If the signature is valid, MACs of previous beacons (if
any not verified) by the same sender are verified based on
the symmetric key in this beacon. Each facilitator can
be used to verify self-chained beacons or cooperatively
validated beacons, or simply stored to wait for match-
ing event-driven messages. For each cooperatively vali-
dated beacon, if the beacon sender was not discovered,
then this first-validated beacon serves for node/neighbor
discovery; otherwise, the beacon is accepted or probabilis-
tically checked based on a probability Prcheck.

4.2. Scheme Components

4.2.1. Beacon Chaining

A unique key chain is generated by each node for each
own PC. A key chain pertains to a PC lifetime and broad-
casted beacons throughout the PC lifetime. The length of
a key chain is the number of beacon that can be broad-
casted under a PC. With γmax = 10Hz, the length of a
key chain L = τ · γmax. Therefore, it guarantees that the
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Figure 6: Beacon chaining.

key chain elements are sufficient for authenticating all bea-
cons that could be disseminated with the corresponding
PC. Fig. 6 shows key chain generation and beacon chain-
ing process. The system time is divided into equally-sized
time slots, and the length of each time slot is 1/γmax (i.e.,
100 msec): the shortest possible beacon interval according
to the standard [54]. Each K ′

i is used as an authentica-
tion key to compute a MAC for a beacon disseminated
within the time slot, Ti, and the corresponding Ki is dis-
closed with the next beacon in the next time slot, Ti+1.
Therefore, only the key chain owner has access to the key
that can be used to authenticate the beacon in the current
time interval/slot. Once a symmetric key is disclosed, it
can be only used to verify MACs of earlier beacons, while
any message authenticated with a disclosed symmetric key
(by attackers) will be dropped. The trust on key chain is
established based on signature verification. Once a beacon
is verified, the one-time key on that beacon can be trusted
and the rest of key chain elements can be verified.

In general, key chain generation is not an issue, con-
sidering the low computation overhead of hash functions.
Consider a vehicle pre-generates key chains for a day, while

parked during the midnight. The vehicle requires at most
864, 000 one-time keys for a day (i.e., 24 h, while an actual
trip duration during the day could be much shorter) with
γ = γmax. Thus, the maximum required storage capacity
is 864, 000 ∗ Sizedigest. With a Sizedigest = 160bits, (e.g.,
SHA-13), the required storage would be only around 14
MB, not an issue for storage in modern mobile device.

4.2.2. DoS-resilient Beacon Reception

Nodes handle received beacons according to Algo-
rithm 1, before their actual signature or cooperative
verifications. Each node maintains a local Pseudonymous
Certificate Revocation List (PRL) that includes both
periodically downloaded PRL from the VPKI and PCs of
locally detected misbehaving nodes (not yet announced
with the latest VPKI PRL). Trust on a key chain can
be established once a beacon is verified based on its
signature, and we consider the node as discovered. The
DoS-resilient node discovery process is illustrated with
Algorithm 5 (Sec. 4.2.6).

Once a beacon is received, the node checks whether
the attached PC is revoked or not (1:1-3, i.e., lines
1-3 in Algorithm 1). Beacon messages that pass the
PRL checking are extended with an empty verifier set
(Fig. 4), V erBi (1:4), storing upcoming verifiers to be
cross-checked. There are four types of verifiers: signature
verification (termed SIG verifier), self-chained (SELF )
verifier, cooperative (COOP ) verifier, and MAC verifier;
we explain each verifier with in Secs. 4.2.3 to 4.2.6. If the
PC owner was already discovered, the receiver fetches the
latest cached information (i.e., {PC,Ki′−1, ti′ , Bs}) for
the PC (1:5-6). PC Bs stores information corresponding
to each discovered or non-discovered nodes. For each

3Although collision attack has been successfully applied on SHA-
1 [55], our scheme relies on second-preimage resistance of hash func-
tion, which is much harder to attack.
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Algorithm 1: DoS-resilient Beacon Reception

1 Input: {Bi,MACi} = Mi

2 {S, bidi, ti,Ki−1, F}σPC = Bi

3 Check PC against PRL; proceed or drop Mi accordingly.
4 Mi = {Bi,MACi, V erBi

= {}}
5 if PC ∈ PC Discovered then
6 {PC, ti′ ,Ki′−1, Bs} = Search(PC, PC Bs)

7 if ti ∈ Ti and Hi−i′

C (Ki−1) == Ki′−1 then
8 Queuerecv = {Mi} ∪Queuerecv
9 Update PC Bs with {PC, ti,Ki−1, {Mi} ∪Bs}.

10 M ′ = the latest beacon from Bs
11 if M ′ ̸= {} then
12 Input M ′ to Algorithm 3

13 else
14 Drop Mi.

15 else
16 if PC ∈ PC Bs then
17 {PC, nil, nil, Bs} = Search(PC, PC Bs)
18 if Ki−1 == any one-time key in Bs then
19 Drop Mi

20 else
21 Queuerecv = {Mi} ∪Queuerecv
22 Update PC Bs with {PC, nil, nil, {Mi} ∪Bs}.

23 else
24 Queuerecv = {Mi} ∪Queuerecv
25 PC Bs = PC Bs ∪ {{PC, nil, nil, {Mi}}}

discovered node, it stores the latest one-time key (Ki′−1)
and timestamp (ti′) fetched from the latest beacon, and
the list of non-expired beacons (Bs) that successfully
“passed” hash chain checks (explained below). For the
non-discovered nodes, it stores only the beacon list, and
the other two fields are updated once the node is discov-
ered (if any benign beacon exist in the beacon list). With
the received beacon, the receiver checks the correctness of
Ki−1 against Ki′−1: the number of intervals between the
two keys should be consistent with the difference between
ti and ti′ (1:7). This preliminary hash chain check can
efficiently drop bogus beacons attached incorrect or
replayed overheard disclosed one-time keys. The beacon
is then queued for verification and the information in
PC Bs is updated (1:8-9). The MAC of the latest beacon
(before this reception) in Bs is checked with Algorithm 3
(1:10-12; see Sec. 4.2.4). Any received beacon, that fails
hash chain test, is simply dropped (1:13-14). If the sender
node is not yet discovered, the receiver checks whether
the piggybacked one-time key was seen from any previous
beacon attached the same PC; if not, the beacon is added
to Bs of the PC and queued for verification (1:16-25).

Although actual beacon lifetime (the time duration
each beacon stays in OBU upon reception) depend on vari-
ous system parameters (e.g., content relevance and beacon
rate), without loss of generality, we assume each beacon
is given a lifetime, Tblife. Without such a lifetime, OBU
memory may be saturated by outdated beacons, which
could never be verified due to higher message arrival rate
than message processing rate. Both newly received bea-
cons, and verified beacons are kept for Tblife to cross-

check verifiers for the same beacon. Moreover, existing
schemes, e.g., for content verification [56] and adaptive
beacon rate [57], rely on message redundancy, thus require
the verified messages to be stored for an extra period.

4.2.3. Beacon Verification

Algorithm 2: Beacon Verification

1 while M = {} and Queuecheck is not empty do
2 {Bi,MACi, V erBi

} = Queuecheck head, M
3 if M is only for node discovery and PC of M ∈

PC Discovered then
4 if V erBi

contains positive COOP verifier then
5 Accept M with prob. 1− Prcheck; M = {}.

6 if M ̸= {} and Queuerecv is not empty then
7 Condition : tbeacon + 1/γmax > tnow

8 Beacon SetD/ND = discovered/non-discovered nodes’
beacons in Queuerecv that meet Condition

9 if Beacon SetD ∪Beacon SetND == ϕ then
10 M = Queuerecv head
11 else if timeD/(timeD + timeND) <= RatioD or

Beacon SetND == ϕ then
12 M = randomly chosen from Beacon SetD
13 else
14 M = randomly chosen from Beacon SetND

15 if M ̸= {} then
16 {Bi,MACi, V erBi

} = M
17 {S, ti,Ki−1, F}σPC = Bi

18 validity = Bi signature validity; update timeD/ND.

19 if validity = true then
20 Accept M .
21 if PC /∈ PC Discovered then
22 Add PC to PC Discovered.
23 {PC, nil, nil, Bs} = Search(PC, PC Bs)
24 for each Mj in Bs from head do
25 if Mj is Bs head then
26 {Bj ,MACj , V erBj

} = Mj

27 {S, bidj , tj ,Kj−1, F}σPC = Bj

28 if ti is within Ti period and

Hi−j
C (Ki−1) == Kj−1 then

29 Update PC Bs with
{PC, tj ,Kj−1, Bs}.

30 else
31 Drop Mj .

32 else
33 Input Mj into Algorithm 3.

34 Input {Mi, SIG} into Algorithms 4 and 5.

35 vnew = {nil, nil, validity, SIG}
36 V erBi

= {vnew}

Each node maintains two queues: Queuerecv and
Queuecheck. Queuerecv queues newly received beacons for
a semi-randomized (explained below) LCFS verification,
and Queuecheck stores potentially valid beacons from
non-discovered nodes and beacons chosen for probabilistic
checking. Queuecheck is given higher priority for quicker
node discovery and misbehavior detection. We choose
the LCFS strategy for beacon verification, because our
scheme can efficiently validate older beacons based on
self-chained verifier once a newer beacon is verified, and
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fresher cooperative verifiers can benefit neighboring nodes
to a greater extent, i.e., verifying latest received beacons.
Moreover, with high bogus beacon rate under DoS attacks
and a given beacon lifetime, LCFS verification guarantees
that fresh beacons are verified, instead of the oldest
non-expired beacons with a FCFS verification.

If Queuecheck is not empty, the beacon at Queuecheck
head is chosen for verification. If the beacon was chosen
for node discovery, but the beacon sender was already dis-
covered while waiting in Queuecheck, then the beacon is
simply accepted with a probability 1−Prcheck; otherwise,
if not yet discovered, the protocol proceeds with signature
verification (2:3-5). If the first phase (2:1-5) did not con-
clude with a beacon for verification, then a beacon will be
chosen from Queuerecv.

In order to guarantee timely benign beacon verification
under DoS attacks, we assign explicitly CPU time ratios
for verifying discovered nodes’ and non-discovered nodes’
beacons. Discovered nodes’ beacon verifications occupy
a time ratio of RatioD, and non-discovered nodes’ bea-
con verifications occupy a time ratio of RatioND, where
RatioD + RatioND = 1). timeD and timeND maintain
time used for verifying beacons from each category. More-
over, a beacon is randomly chosen among beacons that ful-
fill the condition: tbeacon+1/γmax > tnow, where tbeacon is
the original timestamp on each beacon. This time condi-
tion ensures that cooperative verifiers of relatively fresher
beacons are piggybacked; the randomization maximizes
the benefit from cooperative verifiers, reducing the chance
closely located vehicles verifying (thus piggybacking the
cooperative verifiers to) the same beacons, which would be
the case if beacons are strictly chosen from their Queuerecv
heads. The nodes choose a beacon from Queuerecv based
on the above design choices (2:6-14).

If a beacon is chosen from Queuecheck or Queuerecv,
the signature is verified (2:15-18). If the valid bea-
con belongs to a non-discovered node, PC is added
to PC Discovered (2:19-22), and all queued beacons
attached PC are then checked with MAC (2:23-24,33).
The latest beacon attached the correct one-time key is
only used to update the cached information (2:25-29),
because a newer beacon is necessary for its MAC vali-
dation. The valid beacon is then used for self-chained
verification and cooperative verification (2:34), and the
signature verification result is cross-checked with previous
verifiers to detect any misbehaviors (2:35-36). After the
conflict checking, this signature verification result replaces
all previously stored verifiers, because the new verifier
is the definitive SIG verifier and any other verifier is
unnecessary.

Cooperative verifier maintenance: Each node
maintains a list of recently verified beacons based on sig-
natures, to be piggybacked on own beacons as cooperative
verifiers. The α latest (in terms of their timestamps)
verified beacons are kept. Each of the α beacons could be
either a valid beacon, or a bogus beacon that attached
discovered node’s PC and correct one-time key, i.e., a

Algorithm 3: MAC Validation

1 Input: {Bi,MACi, V erBi
} = M

2 {S, ti,Ki−1, F}σPC = Bi

3 {PC, ti′ ,Ki′−1, Bs} = Search(PC, PC Bs)

4 validity = (Hi−i′

C (Ki−1) == Ki′−1 and
MACH′(Ki′−1)

(Bi) == MACi)

5 if validity = true and M was not validated and
PC /∈ KRL then

6 Input {M,MAC} to Algorithm 5.
7 vnew = {pcidPC , bidi′ , true,MAC}
8 V erBi

= V erBi
∪ {vnew}

cooperative verifier could be either positive or negative.
A negative cooperative verifier can potentially reveal a
misbehavior that malicious nodes attempt to validate
the corresponding bogus beacon with a false positive
cooperative verifier, because the two cooperative verifiers
would conflict. We provide qualitative and quantitative
security analysis for the effect of negative cooperative
verifiers on malicious node detection in Secs. 5 and 6.

4.2.4. MAC Validation

MACs of discovered nodes’ beacons are checked once
newer beacons that piggybacked correct one-time keys are
received (Algorithm 3). Each node maintains a Key Chain
Revocation List (KRL) that stores all detected node PCs
attempting to misuse one-time key beacon authentication
by attaching correct one-time keys and MACs but bo-
gus signatures. In this algorithm, the MAC correctness
is checked first, and, if validated and PC is not in KRL,
the COOP verifiers in the beacon is used to find poten-
tially valid beacons for non-discovered nodes (3:4-6). The
beacon verifiers are cross-checked if the beacon is not al-
ready in Queuecheck, and the new MAC verifier is added
to the verifier set (3:7-8). If a PC is in KRL, even if the
MAC checks are passed, the facilitators in the correspond-
ing beacons will not be used.

4.2.5. Self-chained Verification

Each beacon is piggybacked with k SELF verifiers,
pointing to immediate previous k own beacons. A SELF
verifier is a tuple of beacon id (bid) and the corresponding
beacon digest. For each SELF verifier, the node checks
whether a beacon with the same bid is received (4:4-7). If
such a beacon exists and was not verified based on SIG
or SELF verifiers, the beacon digest is compared with
the one in the verifier (4:8-9). If they are equal, M is ac-
cepted and used further for self-chained verification and
cooperative verification (4:10-12). The SELF verifier is
used to cross-check existing verifiers for misbehavior de-
tection (4:13-15). Only this SELF verifier is kept (same
as SIG verifier in Algorithm 2), because it is equivalent to
signature verification: the beacon signature corroborates
the current beacon and the previous k own beacons.
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Algorithm 4: Self-chained Verification

1 Input: {Bi,MACi, V erBi
} = M

2 {S, ti,Ki−1, F}σPC = Bi

3 {PC,Ki′ , ti′+1, Bs} = Search(PC,CachePC)
4 for each f in F do
5 if f is SELF verifier then
6 {bid,Digest} = f
7 M ′ = Search(bid,Bs)
8 if M ̸= {} and M was not validated based on

signature or SELF verifier then
9 {Bj ,MACj , V erBj

} = M ′

10 validity = (H(Bj) == Digest)
11 if validity == true then
12 Accept M ′ if was not accepted.
13 Input {M ′, SIG} into Algorithms 4 and 5.

14 vnew = {pcidPC , bidi, validity, SELF}
15 V erBj

= {vnew}

Algorithm 5: Cooperative Verification

1 Input: {Bi, type}
2 {S, bidi, ti,Ki−1, F}σPC = Bi

3 for each verifier f in F do
4 {pcid, bid, validity,Digest} = f
5 {PC,Ki′ , ti′+1, Bs} = Search(PC,CachePC)
6 M = Search(bid,Bs)
7 if M ̸= {} then
8 {Bj ,MACj , V erBj

} = M

9 if H(Bj) == Digest then
10 if M ∈ Queuerecv then
11 Remove M from Queuerecv .
12 if PC′ (on M) /∈ PC Discovered and

validity == true then
13 Queuecheck = Queuecheck ∪ {M}.
14 else if type == SELF or SIG then
15 Queuecheck = Queuecheck ∪ {M} with

a prob. of Prcheck; otherwise,
accept/reject M based on
validity == true/false.

16 vnew = {pcidPC , bidi, validity, COOP}
17 V erBj

= V erBj
∪ {vnew}

4.2.6. Cooperative Verification

The COOP verifier, points to beacons previously the
beacon sender verified and can be used to verify matching
beacons in Queuerecv (Algorithm 5). Similar to SELF
verifier, each COOP verifier is a tuple of PC id (pcid),
beacon id (bid), the claimed validity (validity), and the
corresponding beacon digest (5:3-6). When a beacon, M ,
with matching pcid and bid is found, the hash value of
M is compared to the verifier (5:7-9). If M is still in
Queuerecv, the beacon is used for node discovery or coop-
erative verification and it is then removed from Queuerecv
(5:10-11). If the verifier is positive and the beacon is from
non-discovered node, the beacon is added to Queuecheck
for node discovery (5:12-13). If M carried an already dis-
covered node PC and the current COOP verifier was from
a beacon verified based on SIG or SELF verifier, M is
further checked with a probability of Prcheck. Otherwise,

with probability 1 − Prcheck, M is accepted or rejected
based on the claimed validity (5:14-15). Finally, the new
verifier is cross-checked with the existing verifiers, if M is
not already in Queuecheck (5:16-17).

4.2.7. Misbehavior Detection

Misbehavior detection is achieved through cross-
checking verifiers to the same beacon. Whenever a new
verifier of a beacon is added from any verification, it is
compared against the existing ones. If there is any conflict
and the beacon hasn’t been verified based on signature
verification or self-chained verification, the beacon will
be pushed to Queuecheck for signature verification. Both
signature verification and self-chained verification results
can be used as the proof for beacon (in)validity. Any
proven bogus beacon verification attempt based on
COOP verifier will be reported to the authority, and the
misbehavior be added to local PRL. However, MAC
verification is insufficient as a misbehavior evidence,
because symmetric key based authentication does not
provide non-repudiation (see Fig. 3). The misbehavior
misusing MAC will be added to KRL, and the follow-up
MACs from the misbehavior will not be trusted.

4.2.8. Event-driven Message Dissemination

Our scheme can be readily used to facilitate event-
driven message verification. Due to the event-driven natu-
ral, nodes deem event messages highly critical and strictly
verify message signatures. Before dissemination of each
actual event message, a facilitator for that message is dis-
seminated with an immediate next beacon. Here, the fa-
cilitator is an identifier to the event message, including
the message digest. Once the beacon is validated based on
any verifier, the event message facilitator can be cached.
Next, when the actual event message is received, if the
message hash value matches the cached message digest,
the message is kept for signature verification.

Each event message facilitator is disseminated β1 times
with β1 consecutive beacons. After each beacon dissemi-
nation that carries the facilitator, actual event message is
disseminated after the corresponding one-time key is dis-
closed, i.e., after the next beacon dissemination. For each
of β1 repetitions, actual event messages are disseminated
β2 times to ensure successful delivery. More specifically,
event message facilitator is repeated β1 times and actual
event messages are repeated β1 ∗ β2 times. Both param-
eters are flexible and can be adjusted based on message
criticality, network condition, etc.

We consider standardized DENM [3] and misbehavior
evidence as two examples of event-driven messages in our
evaluation (see Sec. 6). Once a misbehaving PC is de-
tected, apart from reporting the evidence to the authority,
it can also be disseminated to the neighboring nodes for
quicker malicious node eviction.
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5. Security and Privacy Analysis

We provide a qualitative security and privacy analy-
sis of our scheme, before a simulation-based quantitative
result in Sec. 6.

5.1. Privacy

Our scheme does not introduce any additional privacy
concern compared to the standard [2, 3, 11], in terms
of message or (pseudonymous) identity linkability. All
messages are properly pseudonymously authenticated.
Messages, piggybacking one-time keys from the same
key chain, are linkable, but they can already be trivially
linked based on the attached same PC. Beacon chaining
does not exceed the PC lifetime/usage period. Key chain
lengths are aligned with PC lifetimes, thus messages
are still only linkable over a PC lifetime. Piggybacked
cooperative verifiers imply correlations of nodes in terms
of their geographical locations (i.e., nodes are within each
other’s communication range). This is already explicitly
available based on the location information included in
their messages. Event messages are linkable to their
facilitator carriers, however, this was also possible based
on the attached same PC.

5.2. Corroborating Legitimate Participation

Vehicular credential verification is a fundamental com-
ponent for cooperative awareness and safety in VC. All
PCs are authenticated and issued by the VPKI. PCs
cannot be linked to long-term vehicle identifiers, but it
is important to prevent adversaries from introducing any
phantom vehicles/nodes with bogus beacons. If messages
and the attached PCs are verified, the legitimacy of the
neighboring vehicles can be proven. Moreover, issuance of
PCs with non-overlapping lifetimes ensure each vehicle is
equipped at most one valid PC at any point in time, thus
preventing Sybil-based behavior. In our scheme, beacons
could be also accepted based on self-chained verifiers or
cooperative verifiers. Self-chained verifiers always corre-
spond to already discovered nodes, so that they cannot
be used to validate any beacon-attached non-verified PC.
We prove below that adversaries are not able to introduce
any phantom node by abusing cooperative verifiers, even
though cooperative verifiers could point to third nodes.

Theorem 1. If the underlying public-key cryptography is
secure and the VPKI policy mandates issuance of PCs with
non-overlapping lifetimes, an adversary cannot introduce
phantom nodes/vehicles.

Proof. In order to introduce a phantom node, an adver-
sary has to disseminate a bogus beacon carrying a forged
PC. If such a beacon is chosen from Queuerecv for sig-
nature verification, it will be rejected immediately due to
the verification failure of the beacon signature. The adver-
sary can attempt having the bogus beacon validated with
a cooperative verifier piggybacked on an authentic beacon.

The cooperative verifier would need to point to the bogus
beacon. A benign node would insert the bogus beacon
to Queuecheck based on the cooperative verifier. How-
ever, the bogus beacon will be rejected once the beacon
signature verification fails. Therefore, any bogus beacon
carrying a non-verified PC will be proven invalid upon the
signature verification and will be dropped (or it will sim-
ply expire). As a result, none of the receiving nodes will
perceive this (fictitious PC and sender).

5.3. Message Integrity and Authentication

The standard-compliant pseudonymously authenti-
cated V2V communication entails message signing and
verification with public/private key pairs that authenti-
cated by the VPKI, thus, provides message integrity and
authentication. Our scheme, while extending the beacon
with additional fields, requires strict pseudonymous
authentication on the messages, thus inheriting the mes-
sage integrity and authentication. Message timestamps
prevent message replays, providing entity authentication
upon successful message verifications.

5.4. Non-repudiation and Accountability

Message content validation [31, 32] is out of the scope
here. However, upon detection of adversarial messages vio-
lating our scheme specification, internal adversaries should
be held accountable. We are especially concerned with in-
ternal adversaries attempt to validate the bogus messages
(attached bogus signatures) using message verification fa-
cilitators.

Given Theorem 1, we know malicious nodes can only
attempt validating bogus beacons, each attached a pair of
valid PC and correct one-time symmetric key, exploiting
malicious self-chained verifiers or cooperative verifiers.
In order to take advantage of malicious cooperative
verifiers, two or more malicious nodes need to collude.
A receiving node, once verified a properly signed beacon
piggybacking malicious cooperative verifiers, might accept
the corresponding bogus beacons. Our scheme counters
this misbehavior with probabilistic checking of signatures
(Sec. 4.2.6) and by cross-checking verifiers (Sec. 4.2.7).
SIG and SELF verifiers (assuming successful local veri-
fication of a said beacon) are the definitive verifiers, used
to compare with COOP or MAC verifiers. When any
conflict exists, corresponding COOP verifier providers are
added to PRL and corresponding key chain owners are
added to KRL respectively. In our scheme, nodes share
not only positive COOP verifiers, but negative verifiers
too. With positive verifiers alone, malicious nodes would
be detected through signature probabilistic checking.
By introducing negative COOP verifiers, verifiers with
opposite validities from benign and malicious nodes can
cause conflict, thus makes the receiver checks signature
and this way evict the lying malicious node(s). The two
countermeasures can detect and evict malicious nodes
effectively and minimize the amount of falsely accepted
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beacons, thwarting malicious node capability. We provide
an extensive evaluation of misbehavior detection in Sec. 6
based on simulation.

Once any falsely validated bogus message is detected,
corresponding malicious nodes should be evicted to pre-
vent any further attempt on bogus message validation.
This is established on non-repudiation of such misbehavior
by corresponding malicious nodes, which is proven below.
We first define Lemmas 1 and 2 to prove Theorem 2.

Lemma 1. Let Bj be an authentic beacon that piggybacks
a self-chained verifier that validates an earlier beacon Bi

sent from the same node (i.e., the same PC) and i < j. If
the hash function is secure, the successful signature verifi-
cation on Bj proves authenticity of both Bj and Bi, and
preserves non-repudiation of disseminating Bi.

Proof. A successful signature verification on Bj is a proof
of authentication of Bi (including its self-chained verifiers)
by the sender. The sender cannot deny the dissemination
of Bi, because the existence of a third beacon matches the
hash value of Bi is practically impossible. Similarly, such
authentication is transitive to earlier beacons that match
self-chained verifiers in Bi.

Lemma 2. If a beacon, Bi, corresponds to a self-chained
verifier or a cooperative verifier in an already verified bea-
con based on the signature, the sender of the latter cannot
deny the validation of Bi.

Proof. A beacon could be accepted if a self-chained verifier
or a cooperative verifier piggybacked on a verified beacon
matches the hash value of the former beacon. In order to
deny such a validation, there should exist another beacon,
B′

i that matches the same verifier. More specifically, if Bi

is bogus, there should exist an authentic beacon, which
has the same hash value, in order to successfully deny the
attempt to validate the bogus beacon, Bi. Such a hash col-
lision is impossible with a secure hash function, especially
considering the time limitation to find such a hash colli-
sion, due to ephemeral nature of safety messages. There-
fore, the self-chained verifier or the cooperative verifier
must have been computed based on Bi.

Theorem 2. Any successful message validation can be al-
ways traced back to the validation by a legitimate node in
a non-repudiable manner.

Proof. It is straightforward that strict signature verifica-
tion on event messages ensures non-repudiation. Condi-
tional anonymity provided by the underlying VPKI holds
nodes accountable for their messages. Similarly, any bea-
con verified based on the sender’s signature provides non-
repudiation and ensures the accountability of the sender.

We proved in Lemmas 1 and 2 that validation of a bea-
con based on a self-chained verifier or a cooperative verifier
can also be traced back to a legitimate node in a non-
repudiable manner. This is especially important for ac-
countability (and follow-up eviction) of malicious nodes at-

tempting to validate bogus beacons based on self-chained
verifiers or cooperative verifiers.

5.5. DoS-resilience

For safety beaconing, the challenge is two-fold: effi-
cient neighboring node discovery and keeping track of the
discovered nodes; both achieved in terms of beacon re-
ception and verification. We provide an analysis of the
DoS-resilience of our scheme before a thorough simulation-
based quantitative evaluation in Sec. 6.

Node discovery is facilitated by: 1) continuously
queued beacon verification (Sec. 4.2.3), and 2) coopera-
tive verification (Sec. 4.2.6). As in a traditional scheme,
each node continuously verifies beacons from the queue
for node discovery. However, merely verifying beacons
from the queue does not guarantee timely discovery
of new nodes, because the majority of beacons in the
queue could be bogus beacons, when bogus beacon rate
overwhelms benign beacon rate. For more efficient and
targeted node discovery, every time a beacon passed any
of the three validations, i.e., signature verification, self-
chained verification and MAC verification, the positive
cooperative verifiers can be used to find non-discovered
nodes’ beacons. The beacons found with the positive
cooperative verifiers are highly probable to be the benign
ones. The efficient malicious node detection sets a basis
for low (non-detected) malicious node ratio. As a result,
extensive cooperative verifiers from honest benign nodes
greatly facilitate node discovery. Even though the coop-
erative verifiers could be malicious, due to mandatory
signature verifications on the found beacons, they will
not be accepted and the resultant signature verifications
detect misbehaving nodes.

After successful node discovery, one-time keys (i.e.,
hash chain elements) can be used to keep track of sub-
sequent potentially valid beacons (Sec. 4.2.2). Second
preimage resistance of hash function ensures that only
the key chain owner knows and can disclose the correct
one-time keys. Therefore, even if multiple (single-hop)
beacons, piggybacking the correct {one-time key, PC}
pairs, are received during each time interval, only the first
of them needs to be queued; the rest can be dropped,
because they are sent after overhearing the original
beacon. In case the original beacon was not received
due to packet loss, a received masqueraded beacon may
be considered as the potentially valid one. However,
the effect of such bogus beacons is limited, because at
most one bogus beacon is queued for each time slot for
each PC: a significant improvement over the traditional
scheme, with which all bogus beacon signatures need to
be verified (or until the valid one is verified for that time
slot) before they can be dropped. Moreover, negative
cooperative verifiers and self-chained verifications can
help eliminate such masqueraded beacons.

We explicitly assign CPU time ratios for discovered/non-
discovered nodes’ beacon verification: RatioD of time
for discovered nodes’ beacons and RatioND for node
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discovery, while RatioD + RatioND = 1. The checks on
key chain help to filter out bogus beacons attached the
discovered PCs, and the explicitly assigned CPU time
ratio enable receivers to verify their discovered nodes’
beacons, even if attackers flood and overwhelm receiver
queues with bogus beacons attached random signatures
and PCs (thus non-discovered nodes’ beacons, from the
perspective of receivers).

Event message verification is established on beacon
verification. The DoS-resilient beacon verification ensure
timely caching of event message facilitator before the cor-
responding event message dissemination. Nodes efficiently
capture and queue benign event messages matching the
cached facilitators and drop bogus event messages.

6. Quantitative Evaluation

We present detailed simulation results with realistic
mobility and communication models, and processing de-
lays. We show that our scheme provides timely message
validation with low beacon expiration ratio and low node
discovery delay even under loaded networks or DoS at-
tacks than the baseline scheme (the prior approaches that
strictly verify every message signature).4 Considering in-
ternal malicious nodes that abuse features of the scheme,
notably the cooperative verification, we show our scheme is
resilient to false validations and can effectively detect ma-
licious nodes. With an evaluation of event-driven message
dissemination, we show our scheme can facilitate reception
and validation of various message types.

6.1. Simulation Setting

We use OMNeT++ [58] for a packet-level simulation
with IEEE 802.11p module for V2V communication pro-
vided by Veins [59]. We consider a maximum communica-
tion range of 200m with a default 6 Mbps bit rate. SUMO
provides a microscopic mobility simulation module that
serves Veins with mobility traces. We use the SUMO [60]
TAPASCologne scenario [61] to simulate vehicle mobility,
with a penetration ratio of 50%, i.e., 50% of nodes dis-
seminate safety messages and participate in our scheme.
We consider a base value for processing power and thus τ ,
that reflects recent literature [11, 12, 13, 14, 15, 16]. Then,
we increase processing power by an order of magnitude, to
the minimum τ latest OBUs claim to support.

We simulate with vehicle traces from 12:00 pm, and
vehicles start safety beaconing from 12:30 pm and con-
tinue for 2 minutes before simulations conclude: the first
30 minutes are used for filling up the network with vehi-
cles. Fig. 7 shows a heat map of node density at 12:30 pm.
We use a 2 km× 2 km area (Regionsim) with the densest

4We do not compare with our earlier work [33], because, as ex-
plained earlier, the adopted symmetric key based authentication does
not provide non-repudiation and accountability.
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Figure 7: Node density in TAPASCologne scenario at
12:30 pm.

Bitrate 6 , 27 Mbps
Prcheck 0, 0.2, 0.5, 0.8
α 0, 1, 2, 3 , 4
k 3
Tblife 1 sec
τ 0.4, 2, 4 msec
γ 10 Hz
β1 1 , 2
β2 2, 3
γDoS 250 , 500, 1000 Hz
Ratioadv 0.1, 0.3, 0.5
{RatioS , RatioV } {0.5, 0.5}
{RatioD, RatioND} {0.5, 0.5}

Table 3: System Parameters (Bold for Default Setting)

node population of the city. Nodes start safety beacon-
ing within the central 1 km × 1 km area (Regionbeacon)
of the simulated area, and results are collected from nodes
within the central 0.5 km × 0.5 km (Regionresult) area.
Although vehicles, in a real-world scenario, keep beacon-
ing without any region restriction, we choose such an area,
although much smaller than the full city size, in order to
keep the simulations manageable, while being able to cap-
ture performance in the most significant area. Internal
adversaries start their attacks when they enter the central
0.5 km×0.5 km area (Regionattack), affecting more nodes
in the denser area.5 16 bogus beacon generators (i.e., DoS
attackers), which form a 4 × 4 matrix, are placed at the
center 0.6 km × 0.6 km area. Nodes start disseminat-
ing safety beacons at 12:30 pm. This captures a situation
that vehicles change their PCs simultaneously, as per the
privacy-preserving PC changing policy [9], which is the
most challenging scenario in terms of node discovery. As a
result, some nodes will be attacked by more than one bo-
gus beacon generators. Table 3 shows simulation parame-
ters. We consider an average τ that includes both signa-
ture verification and relevant scheme operations (e.g., hash
computation and string comparison). The former could be
generally one or two order(s) of magnitude more compu-
tationally expensive than the latter one. We consider a
beacon size to be 300 bytes, and each hash digest to be 20
bytes (i.e., SHA-1 hash size). Results are averaged over

5If the adversaries start attacking in Regionbeacon, they can be
detected more easily with signature verifications, because less nodes
exist at the border of Regionbeacon, thus less beacon arrivals.
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Figure 8: Beacon validation metrics as a function of α when in benign
network.
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Figure 9: Beacon validation metrics as a function of α when under
the DoS attack.

five randomly seeded runs for each simulation setting.

6.2. Resilience to DoS Attacks

We evaluate different beacon validation metrics: wait-
ing time, expiration ratio, validation type ratio and
node discovery delay. Waiting time is defined as the
time the beacon stays in queue until its verification. Expi-
ration ratio is the ratio of beacons that expired before any
validation. Validation type ratio shows percentage of bea-
con validation based on each method. Another important
criterion for availability of the scheme is short discovery
delay of new neighboring nodes. The continuous aware-
ness of a neighboring node is only possible if beacons from
the node can be continuously verified and accepted. With
the ability to efficiently track potentially valid subsequent
beacons based on hash chains, the challenge lies in verifi-
cation of a beacon from the new neighboring node so that
the corresponding hash chain can be trusted. We evaluate
this criteria with node discovery delay : delay between the
reception of the first valid beacon from a new neighboring
node and the verification of at least one (possibly later)
beacon from that same node.

We evaluate the baseline scheme and our scheme in be-
nign and DoS scenarios. The baseline scheme, with none
of the DoS-resilient features, nodes verify beacons inde-
pendently with pure (i.e., not semi-randomized) FCFS or
LCFS queue processing. Figs. 8 and 9 show the metrics
for the baseline scheme (referred as Base in the figures)

and our scheme. For the benign scenario (Fig. 8), apart
from average beacon waiting time and expiration ratio for
all nodes (λbeacon > 0/s.), we evaluate the metrics for
nodes that λbeacon is higher than 1/τ = 250/s (i.e., higher
message arrival rate than a queue can sustain). This es-
sentially captures the performance of our scheme in benign
networks when nodes are overloaded with benign beacons,
thus evaluates the scalability provided by our scheme. For
the benign scenarios, we see the FCFS baseline scheme ex-
hibits high beacon waiting time while the LCFS baseline
scheme provides low waiting time: the former approach
verifies the earliest beacon in the queue, while the latter
approach always verifies the latest beacon. Due to the con-
sistent τ , the amount of verifiable beacons per time unit
are roughly the same for the both approaches. Therefore,
the two approaches exhibit similar expiration ratios. As
expected, the baseline scheme exhibits high beacon expira-
tion ratios: Fig. 8b shows around 10% and 16% of beacons
from benign nodes have to be dropped due to expiration,
for λbeacon > 0/s and λbeacon > 250/s respectively. When
our scheme is adopted, expiration ratios significantly de-
creases, while maintaining reasonably low beacon waiting
times (see Figs. 8a and 8b with α ≥ 0). Higher α intro-
duces higher communication overhead, but nodes become
more scalable and resilient to both DoS attacks and ma-
licious nodes, while such improvement becomes moderate
as α increases.

For the DoS scenarios (Fig. 9), the LCFS baseline
scheme still provides very low waiting time and the FCFS
baseline scheme provides an average waiting time close to
1s, i.e., the beacon lifetime, because the queues are always
loaded with high-rate beacons and the verified beacons
almost reached the end of their lifetimes. The expiration
ratios increases to around 60% due to computation
power wasted on bogus beacon verification. Thanks to
continuous (potentially) valid beacon tracking leveraging
hash chains and explicit time allocation for discovered and
non-discovered nodes, our scheme guarantees low beacon
expiration ratios even under the DoS attacks: roughly
same as those for the benign scenario (see Figs. 8b and 9b
with α ≥ 0).

Fig. 9c shows ratios of verified beacons based on each
validation methods. With higher α, higher ratios of bea-
cons are validated based on COOP verifiers, while lower
ratios of beacons need to wait for self-chained verifications.
This results in lower average waiting time as α increases
(Figs. 8a and 9a): COOP verifiers can validate fresher
beacons while SELF verifiers validate beacons that are
received several beacon intervals earlier.

Fig. 9d shows Cumulative Distribution Func-
tions (CDFs) for node discovery delay. For the baseline
scheme, each node independently discovers neighbors and
beacon arrival rate is higher than beacon verification
rate for some nodes in the simulations, which result
in higher node discovery delays. There is a significant
improvement even with α = 0 thanks to expedited queue
processing based on self-chained verifications. There is
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slight improvement with α > 0 than with α = 0, while
the lines almost overlap with higher positive α values.
Improvements with positive α values (i.e., α > 0) are still
observable, while the lines almost overlap with higher
positive α values. When α = 0, around 77% of nodes can
be discovered within 0.5s, and increases to around 90%
when α = 1. It improves further, but only moderately,
with higher α values, e.g., around 96% and 97% of nodes
are discovered within 0.5s when α = 3 and 4 respectively.

We show beacon validation metrics as a function of
Prcheck (Fig. 10). In general, our scheme still maintains
reasonably low waiting time, expiration ratio and node dis-
covery delay (Figs. 10a, 10b and 10d). In the evaluation,
we categorize beacons that probabilistically checked into
cooperatively verified. With higher Prcheck, less beacons
can be verified based on signatures (Fig. 10c), because
more cooperatively validated beacons need to be checked,
which results in more beacons validated based on the al-
ternative methods.

We continue evaluation with lower message verifica-
tion delay and higher bogus beacon rates (Fig. 11). With
a lower τ = 2 msec (Figs. 11a, 11b, 11d and 11e), bea-
con expiration ratios are still high for the baseline scheme
and significantly lower with our scheme, and node discov-
ery delays improve with higher α values. For example,
when τ = 2 msec and γDoS = 500 Hz (Fig. 11e), only
around 59% of nodes can be discovered within 0.5 sec
with α = 0, but the value significantly increases to 88%
with α = 3. Moreover, the CDF converges towards 100%
much faster than the baseline scheme. Next, we evaluate
our scheme considering high-end vehicular OBUs. We de-
crease τ by one order of magnitude from the default value,
thus τ = 0.4 msec, and set the bitrate of each node to
the maximum 27 Mbps [50, 18]. With this setting, we see
generally improved results even under higher bogus bea-
con rates, γDoS = 1000 Hz, due to one order of magni-
tude shorter beacon processing delays. With the baseline
scheme, around 95% of nodes can be discovered within
0.5s, while the values are 91% and 97% for our scheme
with α = 0 and 3 respectively. Our scheme slightly out-
performs the baseline scheme only with a positive α value
(e.g., 3), but our scheme ensures much lower expiration
ratios (almost 0%), compared to around 10% and 20%
of expiration ratios for the general and loaded cases re-
spectively. Although the expiration ratios for the baseline
scheme are less significant than those in Figs. 11a and 11b,
in highly congested networks that already experience high
packet loss rates, even the seemingly relatively low expi-
ration ratio, e.g., 20%, could be critical for safety applica-
tion functionality. Similarly, we see reasonably low waiting
time values for the three scenarios from the simulation re-
sults (not shown due to space limitation). In general, our
scheme provides less significant improvements with lower
processing delays, due to the relatively moderate band-
width increase (i.e., 4.5 times higher) compared to the
improved (10 times higher) computational power. How-
ever, we can expect better performance with our scheme

when advanced communication technology is used, e.g.,
5G with higher bandwidth and better congestion control,
with which much higher message rates are expected.

6.3. Resilience to Malicious Nodes

We continue with evaluation of resilience to internal
malicious nodes, i.e., nodes that falsely validate bogus bea-
cons. The only way to make a benign node (i.e., victim)
accepting bogus beacons, is through cooperative verifiers.
Moreover, this is only possible after the PC on the bogus
beacons has been discovered already by the victim and the
subsequent bogus beacons are piggybacked with correct
one-time keys and MACs. In the simulations, we assume
Ratioadv of nodes are malicious, and RatioS of malicious
nodes are malicious senders that disseminate bogus bea-
cons with correct one-time keys and RatioV of malicious
nodes are malicious validators that overhear the malicious
bogus beacons and validate the bogus beacons through
their own false positive cooperative verifiers. Our scheme
has two features for malicious node detection: probabilis-
tic checking and verifier cross-checking. In this evaluation,
we record, for each benign and malicious nodes pair, num-
bers of bogus beacons the malicious (validator) node made
the benign node accept, through cooperative verifiers, be-
fore the malicious node is detected by the benign node.
We term accepted bogus beacon as affected beacon. A
benign node could be attacked by multiple malicious val-
idators and a malicious validator could successfully attack
multiple benign nodes, but we consider each benign and
malicious nodes pair as one instance and count the number
of affected beacon for each pair.

Figs. 12a to 12c show histograms of numbers of af-
fected beacon under different Ratioadv values without any
detection features. In this case, detection is possible only
when a node verified signature of a cooperatively validated
bogus beacon, for node discovery. A malicious validator
can make a benign node accept more than 100 (more than
300, for the worst case when Ratioadv = 0.3 and 0.5) bogus
beacons. With such amount of bogus beacons accepted by
a benign node, vehicle operations and even vehicle safety
can be heavily affected. Next, we evaluate scenarios with
probabilistic checking only. With a positive Prcheck = 0.2,
(Fig. 12d), we see the amount of affected beacons signif-
icantly decrease. Although this shows the importance of
probabilistic checking for malicious node detection, a be-
nign node could still falsely accept around 20 bogus bea-
cons validated by a malicious node. We can expect the
number should decrease with higher Prcheck value, but it
would incur higher computation overhead, conflicting with
the goal of our scheme. We evaluate the performance with
the adoption of both detection features (Fig. 12e). The re-
sults significantly improves due to higher chances for mis-
behavior detection based on cross-checking (see Sec. 5).

We see from the results that only few bogus beacons are
accepted while an overwhelming majority of benign bea-
cons can still provide redundancy to tolerate such bogus
beacon consumption. The only way to disrupt the system
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Figure 10: Beacon validation metrics as a function of Prcheck under the DoS attack. Default: α = 3.
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Figure 11: Beacon expiration ratio and node discovery delay as a function of α when under a clogging DoS attack. (a), (d) Bitrate = 6
Mbps, τ = 2ms and γDoS = 250 Hz. (b), (e) Bitrate = 6 Mbps, τ = 2ms and γDoS = 500 Hz. (c), (f) Bitrate = 27 Mbps, τ = 0.4ms and
γDoS = 1000 Hz.

is still providing authenticated false data. We see from the
results that our scheme does not degrade security, while
significantly improves system performance when nodes are
loaded with high-rate beacons.

6.4. Resilient Event-driven Message Dissemination

Our scheme facilitates event-driven messages dissemi-
nation and reception leveraging safety beacons. We evalu-
ate with two example scenarios: misbehavior evidence and
DENM. In the first example, every time a new malicious
PC is detected with a solid evidence (i.e., a bogus beacon
and a malicious validating beacon, both properly signed;
detected either locally or based on a received evidence),
then the evidence is disseminated to neighbors. In the
second example, nodes disseminate more general event-
driven messages, i.e., DENMs, at a given rate along with
misbehavior evidences, and we evaluate with two event
validation metrics: event waiting time and event accep-
tance ratio. In this evaluation, we consider an average
DENM generation interval of 30s that follows exponential
distribution by each node. The first of β2 repetitions is
disseminated 20ms after the one-time key disclosure, and
the subsequent β2−1 repetitions are disseminated with an
interval of 20ms from the previously one.

We start with the first example: misbehavior evidence
dissemination. In our simulation, misbehavior evidence
facilitator occupies one of α positions, so that α − 1 co-
operative verifiers are piggybacked when a misbehavior
evidence needs to be disseminated. Moreover, if a mis-
behavior evidence dissemination is ongoing, another new
misbehavior evidence will be queued until the β1 ∗ β2 rep-
etitions conclude. We are especially concerned with the
effectiveness of this new component on malicious node de-
tection. Fig. 13 shows affected beacon amounts when both
probabilistic checking and cross-checking mechanisms are
applied. We see the results improve again (over Fig. 12e)
thanks to proactive malicious node eviction based on the
misbehavior evidences. With more realistic Ratioadv val-
ues (0.1 and 0.3 in Figs. 13a and 13b), our scheme effec-
tively thwarts the malicious nodes and significantly mini-
mizes the vulnerability window introduced by cooperative
verification. Our scheme still guarantees timely verifica-
tion and acceptance of benign beacons, while the above de-
tection features protect benign nodes from being attacked
by the malicious nodes and DoS attacks.

For the second example, we are concerned with event
waiting time and event acceptance ratio. In this scenario,
each beacon could carry at most one misbehavior evidence
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Figure 12: Histogram of numbers of affected beacons when under the DoS attack and in the presence of malicious nodes. (a),(b),(c) No
protection with Ratioadv = 0.1, 0.3, 0.5. (d) Probabilistic checking only. (e) Both probabilistic checking and cross-checking. (Default:
Ratioadv = 0.5, Prcheck = 0.2)
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Figure 13: Histogram of numbers of affected beacons with full protection and misbehavior evidence dissemination under the DoS attack and
the presence of malicious nodes. Ratioadv = 0.1, 0.3, 0.5.

facilitator and at most one DENM facilitator; both share
α positions with cooperative verifiers. Event waiting time
denotes delay between event generation at sender and suc-
cessful event verification at receiver, and event acceptance
ratio denotes ratio of received distinct event messages that
match locally cached event facilitators out of total re-
ceived distinct event messages. A received valid event mes-
sage, without a local cached matching facilitator, will be
dropped immediately, because it is indistinguishable from
bogus ones. Here, we consider a type of DENM dissemi-
nated for collision avoidance [62]. Once a DENM is trig-
gered, it is repeated three times with an interval of 100 ms,
thus β1 = 1 and β2 = 3 by default. We consider a DENM
lifetime of 2s, according to the standard [62]. We assume
DENMs are assigned higher priority than safety beacons.
Whenever DENMs are received, they are verified before
verifying queued safety beacons.

We evaluate the two metrics for the baseline scheme
and our scheme with different {β1, β2} combinations
(Figs. 14a and 14b). For the baseline scheme, event
acceptance ratio is calculated with (1− expiration ratio).
In the benign network, the baseline scheme provides a low
waiting time with almost 100% DENM acceptance, due

to low DENM arrival rate and higher priority given to the
DENMs. We consider two DoS attack scenarios: the at-
tackers flood with both beacons and DENMs, or DENMs
only. In the former scenario, each attacker broadcasts
beacons and DENMs both at 125Hz respectively (thus,
250Hz in total). In the latter scenario, each attacker
broadcasts only DENMs at 250Hz. As expected, event
waiting time for the former scenario is around 0.6s, lower
than around 1.6s for the latter scenario. At the same
time, the former scenario exhibits an event acceptance
ratio of around 90%, compared to around 50% for the
latter scenario. With our scheme, average event waiting
times for all combinations are around 0.17s, and around
80% of received event messages are kept and verified.
Moreover, it provides reasonably low beacon waiting time
and expiration ratio (Figs. 14c and 14d): a significant
improvement from the baseline scheme. Beacon waiting
time for the DoS-with-DENM-only scenario shows a
large confidence interval, due to insufficient sample size
collected for beacon waiting time, given high beacon
expiration ratio (Fig. 14d). For example, in one of the
seeded simulation runs, only one sample for beacon
waiting time was recorded with very low value, while all
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Figure 14: Event and beacon validation metrics with full protection under the DoS attack.

the rest are expired.

6.5. Discussion

Our scheme is resilient to DoS attacks and reliable in an
highly-loaded benign network. However, in lightly-loaded
benign networks (see Figs. 14a and 14b for example), the
baseline scheme performs better: low waiting time and low
expiration ratio, rendering the extra communication over-
head and the semi-randomized LCFS queue unnecessary.
To achieve optimal performance in all conditions, our fu-
ture work will include dynamic switching from the baseline
to our scheme, based on real-time network conditions.

We provide a preliminary evaluation for one type of
DENM, covering two important metrics - message waiting
time and acceptance ratio. However, considering the ex-
istence of various DENMs and event-driven messages, an
extended evaluation for the applicability of our scheme is
required, especially addressing functional requirements of
various safety applications.

Our simulations are built on standard-compliant IEEE
802.11p for V2V communication. As an evolution of
IEEE 802.11p, the proposed IEEE 802.11bd provides
a potential maximum rate of 87.75 Mbps [63], much
higher than the maximum data rate of 27 Mbps for IEEE
802.11p. Moreover, the current 5G and upcoming 6G
for C-Vehicle-to-Everything (V2X) [64] could also coexist
with IEEE 802.11p/bd. Continuously developing com-
munication standards together with relatively constant
cryptographic delays (for sustainable security, as discussed
in Sec. 2) would aggravate clogging DoS attacks. The
higher the bandwidth provided by upcoming advanced
communication technologies (thus, the higher maximum
message rate an attacker has at her disposal), the more
relevant a scheme as this one is: high bogus message rates
can overwhelm even high-end CPU provisioning.

7. Conclusions

We propose a scalable, DoS-resilient safety message
verification scheme, provides vehicles with efficient mes-
sage verification and protection against DoS attacks, or-
thogonal to the underlying physical layer communication
technology. Simulation results show average beacon veri-
fication latency of 50ms with less than 1% expiration ra-
tio even under DoS attacks. Our scheme minimizes vul-
nerability to misuse of cooperative verification, thanks to

probabilistic checking and verifier cross-checking. It also
facilitates reception and verification of different types of
V2V messages leveraging safety beacon format extension.
With a realistic DENM dissemination model, simulation
results show 80% of message acceptance ratio with an av-
erage latency less than 200ms, compared to 50% - 100%
message expiration ratio with the baseline scheme.
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