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Abstract—The integration of unmanned aerial vehicles (UAVs)
into smart agriculture has enabled real-time monitoring, data
collection, and automated farming operations. However, the high
mobility, decentralized nature, and low-power communication of
UAVs pose significant security challenges, particularly in ensuring
transaction integrity and trust. This paper presents a quantum-
resilient blockchain framework designed to secure data and re-
source transactions in UAV-assisted smart agriculture networks.
The proposed solution incorporates post-quantum cryptographic
primitives—specifically lattice-based digital signatures and key
encapsulation mechanisms—to achieve tamper-proof, low-latency
consensus without relying on traditional computationally inten-
sive proof-of-work schemes. A lightweight consensus protocol
tailored for UAV communication constraints is developed, and
transaction validation is handled through a trust-ranked, multi-
layer ledger maintained by edge nodes. Experimental results from
simulations using NS-3 and custom blockchain testbeds show that
the framework outperforms existing schemes in terms of trans-
action throughput, energy efficiency, and resistance to quantum
attacks. The proposed system provides a scalable, secure, and
sustainable solution for precision agriculture, enabling trusted
automation and resilient data sharing in post-quantum eras.

I. INTRODUCTION

The convergence of unmanned aerial vehicles (UAVs), smart
agriculture, and blockchain technologies is revolutionizing
the agricultural sector by enabling real-time monitoring, au-
tonomous operations, and secure data exchange. UAVs have
emerged as critical tools for crop surveillance, soil analysis,
precision irrigation, and pesticide spraying, owing to their
ability to operate in vast and remote farmlands [10], [33].
However, as these aerial agents engage in frequent data
collection and peer-to-peer transactions, ensuring the secu-
rity, integrity, and authenticity of their interactions becomes
increasingly challenging [34], [35].

Smart agriculture relies heavily on distributed data streams
collected from heterogeneous sources including UAVs, ground
sensors, and edge devices [11], [32]. These data are used
to inform autonomous decisions, drive Al-based analytics,
and interact with cloud and edge services. However, the
dynamic and decentralized nature of UAV-assisted networks
introduces vulnerabilities to spoofing, tampering, and man-in-

the-middle attacks, particularly when communication occurs
over lightweight, delay-tolerant channels [36].

Blockchain, with its decentralized and tamper-proof charac-
teristics, provides a potential solution for securing transactions
in such environments. Yet, traditional blockchain protocols
such as Bitcoin and Ethereum suffer from limitations including
high energy consumption, latency, and vulnerability to quan-
tum adversaries [12], [13], [31]. These factors render them
impractical for UAV-based networks where nodes are power-
constrained and highly mobile.

Quantum computing further exacerbates the threat landscape
by undermining the security foundations of classical cryp-
tographic primitives such as RSA and ECC [14], [29]. In
light of this, there is an urgent need to design blockchain
systems that incorporate post-quantum cryptography (PQC)
to withstand both classical and quantum adversaries. Lattice-
based cryptographic schemes such as Kyber and Dilithium [15]
have emerged as promising candidates for quantum-safe com-
munication.

Despite growing interest in secure UAV systems and
blockchain integration, there is a lack of lightweight, scalable
frameworks that can simultaneously meet the security demands
of smart agriculture and the performance constraints of UAVs.
Prior efforts have explored permissioned ledgers [16], hybrid
consensus models [17], and UAV network authentication [18],
[30], yet these systems often ignore quantum threats, incur
heavy computational loads, or lack dynamic trust mechanisms
tailored for UAV environments.

This paper addresses the research gap by proposing a
quantum-resilient blockchain framework optimized for secure
transactions in UAV-assisted smart agriculture networks. Our
approach combines post-quantum secure key encapsulation
and digital signatures with a hierarchical blockchain main-
tained by edge servers and dynamically trusted UAVs.

The proposed system introduces a multi-layer trust model in
which edge devices validate UAV-submitted transactions using
lightweight consensus. Quantum-resilient primitives are used
for key exchange and signature verification to protect data
against quantum attacks. The blockchain architecture supports
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transaction compression and selective replication to minimize
communication and storage overhead, aligning with UAVs’
energy limitations.

Our key contributions include:

« We propose a novel quantum-resilient blockchain archi-
tecture for UAV-based smart agriculture, incorporating
lattice-based digital signatures and key encapsulation
mechanisms.

o We develop a lightweight, trust-ranked consensus mech-
anism for UAV transactions that reduces computational
complexity while ensuring security and scalability.

o We implement a simulation framework combining NS-3
and a custom blockchain testbed to benchmark the sys-
tem under realistic mobility, communication, and threat
conditions.

« We demonstrate through experiments that our system
improves transaction throughput, reduces energy con-
sumption, and maintains high security guarantees against
classical and quantum attacks.

The remainder of the paper is structured as follows. Section
II reviews existing work in blockchain-based UAV security and
post-quantum cryptography. Section III describes the system
model, mathematical framework, and algorithmic design. Sec-
tion IV presents the experimental setup and performance eval-
uation. Section V concludes the paper and outlines directions
for future work.

II. RELATED WORK

Zhao et al. [19] proposed BlockUAV, a blockchain-
integrated UAV system for secure data sharing in smart cities.
Their architecture utilized Ethereum smart contracts to validate
UAV transactions, but it did not incorporate quantum-resilient
mechanisms and incurred significant gas costs, limiting scal-
ability.

Kumar et al. [20] developed a lightweight authentication
protocol for UAVs using elliptic curve cryptography (ECC)
and hash functions. While effective for classical threats, this
approach remains vulnerable to quantum attacks, which ECC
cannot withstand.

Singh et al. [21] conducted a comprehensive survey on
blockchain applications in agriculture, highlighting the role
of distributed ledgers for supply chain traceability and data
integrity. However, the work lacked technical depth regarding
real-time UAV interactions and cryptographic resilience.

Lee et al. [22] presented SafeBlock, a privacy-aware
blockchain for drone-assisted agriculture. Though the system
provided anonymized data sharing, it depended on conven-
tional PKI-based schemes and did not address the energy
constraints of UAV deployments.

Ghosh et al. [23] introduced PQBChain, an experimen-
tal post-quantum blockchain using the Kyber and Dilithium
schemes for quantum-safe consensus. While innovative, it was
not designed for constrained or mobile environments like UAV
networks.

Ahmed et al. [24] discussed blockchain integration with
IoT in agriculture, including sensor-based data protection.

However, UAVs were only briefly mentioned and no post-
quantum security mechanisms were proposed.

Wau et al. [25] investigated energy-efficient blockchain con-
sensus in vehicular networks. The protocol showed promise
for dynamic networks but was not adapted for UAV-to-edge
hierarchical models or post-quantum defense.

Zhang et al. [26] proposed AirChain, a DAG-based
blockchain for aerial swarm communication. Their design
showed improved latency performance but lacked security
hardening against future quantum threats.

NIST [27] announced Kyber and Dilithium as standardized
finalists for post-quantum cryptography. These schemes have
shown efficiency in embedded environments and are integrated
into our framework.

Saxena et al. [28] reviewed consensus mechanisms for
energy-constrained blockchain systems. They recommended
hybrid models for UAV contexts but did not explore integration
with PQC.

In summary, existing solutions either overlook quantum
resilience, impose excessive resource demands, or are not tai-
lored for UAV-enabled smart agriculture. Our work is the first
to unify post-quantum cryptography, energy-aware consensus,
and UAV transaction integrity within a comprehensive and
deployable blockchain system.

III. SYSTEM MODEL

In this section, we develop a formal model for our quantum-
resilient blockchain framework in UAV-assisted smart agri-
culture. The network consists of a set of UAVs U, edge
nodes &£, and base stations B. The communication graph is
modeled as a time-varying directed graph G(t) = (V, L(t)),
where V = U U E U B and L(t) denotes time-dependent
communication links.

The state of each UAV v; at time ¢ is represented by ¢;(t) =
(2 (1), yi (t), z:(t), Ei(t), 0;(t)) capturing its location, energy,
and role weight.

Let Q(t) denote the global blockchain ledger at time ¢,
partitioned into segments 2;(¢) maintained by edge node ;.
Each segment stores transactions 7y, submitted by UAVs.

The digital signature used for each transaction is defined as:

O = Sign“;rw(H(T}C)) (1)

where H(-) is a hash function and ! _;, is the private key

priv
from a lattice-based scheme.
The public verification function is:
Verify(Ti, 0k, Kihyp) — {true, false} (2)

To ensure confidentiality, a shared session key ¢;; is estab-
lished via a lattice-based key encapsulation mechanism:

0ij = Decaps(Encaps(n;ub)) 3)

Each UAV accumulates trust over time. Trust score &;(t)
evolves according to:

LGE+1) =X2-&(t) + (1 =) xi(D) )

where x;(t) is the context-based behavior score and A € (0, 1).
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Transaction propagation latency is denoted ¢ recw

th A transaction is considered timely if:

submit*®
gk < Tmax (5)

Let d.0ns be the delay to reach consensus for a given block.

Then: )
dcons = max(tg;)nfnm

J

- tpropose) (6)

A UAV’s eligibility to propose blocks is weighted by its
normalized trust rank p;:

R 310
= > reu Sk(t) @

The transaction validation set V; for edge node ¢; is:
V; = {m | Verify(ry, 0%, ﬁ;ub) = true} (8)
The consensus utility function C is defined to select blocks
maximizing:
C(B)=a-np+pB-Cg—70p ©)

where 7p is the number of valid transactions, (g is freshness,
and Op is energy cost.
The edge consensus committee is selected probabilistically:
P(e; € S) = po%9° = M
j = pS%9¢ —
! Dok 2icuy, Si

Each block By includes metadata pi:

(10)

1 = (blockID, hashPrev, merkleRoot, timestamp)  (11)

To reduce communication overhead, a compression ratio w,
is enforced:

_ |Bk|raw - |Bk|compressed

12)
¢ |Bk|raw
Energy consumption per transmission is modeled as:
Ete = €0 + €1 - d (13)

where d;; is the Euclidean distance between UAV and receiver.
The total energy overhead for consensus is:

_E : (49) )
Etotal = €tz + 500mpute
JES

(14)

Algorithm: Quantum-Resilient Transaction Validation
and Block Commitment

Algorithm 1 Secure Block Proposal by UAVs and Edge Nodes

1: UAV wv; generates transaction 73 and signs using oy =
Signn'}iwm (H(Tk))

2: T} is transmitted to edge node €; over secure channel using
Pij .

3: ¢€; verifies 7y, using Verify(7y, o, ,,;)

4: If valid, 73 € V; is added to local transaction pool

5: Edge node selects transactions maximizing C(B) and
proposes block By,

6: Selected consensus committee S reaches quorum; block
By, is appended to €,

This algorithm ensures that transactions from UAVs are
verified using quantum-resistant signatures and encapsulated
keys. The consensus mechanism is designed to be energy-
efficient and scalable, relying on trust-ranked probabilistic
selection and local transaction validation. This architecture
supports secure, lightweight blockchain functionality aligned
with the communication, computation, and energy capabilities
of UAV-assisted smart agriculture systems.

IV. EXPERIMENTAL SETUP AND RESULTS

To validate the performance and scalability of our quantum-
resilient blockchain framework for UAV-assisted smart agri-
culture, we conducted extensive simulations using NS-3 in-
tegrated with a custom blockchain module implemented in
Python. The simulation emulates a rural smart farming envi-
ronment where UAVs collect crop health and environmental
data and exchange verified transactions with edge servers via
wireless ad hoc links.

The testbed comprises 100 UAV nodes distributed over
a 10 km? area, 10 fixed edge servers deployed at strategic
field locations, and a central base station simulating remote
cloud control. UAV mobility follows a modified Gauss-Markov
model suitable for aerial path optimization. Transaction traffic
is modeled using Poisson arrivals with variable data payloads
between 512 bytes and 2 KB.

Post-quantum cryptographic functions including Kyber-768
for key exchange and Dilithium-3 for digital signatures are
implemented using the NIST PQC reference libraries. Con-
sensus logic is modeled as a time-windowed, quorum-based
block proposal strategy with dynamic trust weight selection.

Simulation parameters are summarized below:

TABLE I
SIMULATION PARAMETERS FOR UAV BLOCKCHAIN FRAMEWORK

Parameter Value
Number of UAVs 100

Edge Servers 10

Simulation Area 10 km?
Mobility Model Gauss-Markov
Consensus Window 10 seconds

Transaction Arrival Rate
Signature Scheme

2-10 per second
Dilithium-3

KEM Scheme Kyber-768
Transmission Range 1.2 km
Block Interval 15 seconds
Max Block Size 2 MB
Energy Budget per UAV 1000 J

We present seven core performance metrics in Figures 1
through 7.

Figure 1 illustrates transaction confirmation latency as a
function of UAV count. Our system maintains sub-1.2 second
latency for up to 100 UAVs.

Figure 2 shows system throughput in transactions per
second (TPS). We observe stable performance with peak
throughput near 180 TPS.
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transaction. The integration of lightweight PQC and selective

. Figure 6 tracks the effect of dynamic trust ranking on block
consensus keeps energy usage under 0.9 J/transaction.

proposer selection. Higher trust UAVs dominate proposals,
improving security.
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Figure 4 highlights the block validation success rate, which

remains above 96% across network scales. Figure 7 measures system performance under node com-

Figure 5 presents the achieved block compression ratio, promise. Even with 15% malicious UAVs, consensus success
demonstrating 30-45% reduction in transmission size due to remains above 89%.
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These results collectively confirm the effectiveness of our
framework. It supports secure and efficient UAV interaction
using quantum-resilient cryptography and adaptive consensus
logic suitable for smart agriculture scenarios.

V. CONCLUSION AND FUTURE WORK

In this work, we proposed a quantum-resilient blockchain
architecture tailored for secure transactions in UAV-assisted
smart agriculture. Our framework combines lattice-based cryp-
tographic primitives with lightweight, trust-based consensus
mechanisms and dynamic transaction validation performed
by edge servers. Through rigorous mathematical modeling,
we defined trust evolution, energy-aware communication, and
security guarantees resilient to classical and quantum attacks.

Experimental evaluations using NS-3 simulations demon-
strated that the proposed framework ensures sub-second trans-
action latency, high throughput scalability up to 180 TPS,
and block validation success rates exceeding 96%. The inclu-
sion of compression and trust-driven block leadership led to
significant improvements in energy efficiency and resilience,
maintaining consensus functionality even under compromised
UAV participation. These findings indicate that the integration
of post-quantum security with adaptive blockchain consensus
offers a viable solution for decentralized, secure, and energy-
aware coordination in smart farming applications. Our work
sets a foundation for quantum-safe blockchain adoption in
UAV ecosystems.

Future research will explore deployment in heterogeneous
edge-cloud networks, hybrid quantum-safe consensus models,
and integration with zero-knowledge proofs for transaction pri-
vacy. Additional studies will evaluate long-term UAV energy
depletion and explore cooperative routing protocols to further
reduce system-wide energy consumption.

REFERENCES

[1] Sharma, R., Kumar, M. & Sinha, A. A Survey on the Role of UAVs
in Smart Agriculture. Journal Of Ambient Intelligence And Humanized
Computing. 11, 1-15 (2020)

[2] Mohamed, N. & Al-Jaroodi, J. Smart Agriculture Using Internet of
Things and Blockchain Technology. Sustainability. 13, 7895 (2021)

[3]

[4]

[5]
[6]
[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

(19]

[20]

(21]

(22]
[23]

[24]

[25]

[26]

[27]

(28]

Bonneau, J., Miller, A., Clark, J., Narayanan, A., Kroll, J. & Felten, E.
SoK: Research Perspectives and Challenges for Bitcoin and Cryptocur-
rencies. IEEE Symposium On Security And Privacy (SP). pp. 104-121
(2015)

Shor, P. Polynomial-Time Algorithms for Prime Factorization and Dis-
crete Logarithms on a Quantum Computer. SIAM Journal On Comput-
ing. 26, 1484-1509 (1997)

Mosca, M. Cybersecurity in an Era with Quantum Computers: Will We
Be Ready?. IEEE Security & Privacy. 16, 38-41 (2018)

Al., L. Report on Post-Quantum Cryptography. (National Institute of
Standards,2016)

Ramachandran, G. & Krishnamurthy, S. Using Blockchain to Secure
Data Exchange in Smart Agriculture. IEEE Communications Magazine.
57, 40-46 (2019)

Li, X., Zhao, H. & Li, K. LightChain: A Lightweight Blockchain System
for Industrial 10T. IEEE Transactions On Industrial Informatics. 16,
4177-4186 (2020)

Gupta, S., Juneja, V. & Jha, R. Blockchain-Based Secure Authentication
for UAV Communication in Smart Cities. Computer Communications.
153 pp. 395-403 (2020)

Sharma, R., Kumar, M. & Sinha, A. A Survey on the Role of UAVs
in Smart Agriculture. Journal Of Ambient Intelligence And Humanized
Computing. 11, 1-15 (2020)

Mohamed, N. & Al-Jaroodi, J. Smart Agriculture Using Internet of
Things and Blockchain Technology. Sustainability. 13, 7895 (2021)
Bonneau, J., Miller, A., Clark, J., Narayanan, A., Kroll, J. & Felten,
E. SoK: Research Perspectives and Challenges for Bitcoin and Cryp-
tocurrencies. [EEE Symposium On Security And Privacy. pp. 104-121
(2015)

Shor, P. Polynomial-Time Algorithms for Prime Factorization and Dis-
crete Logarithms on a Quantum Computer. SIAM Journal On Comput-
ing. 26, 1484-1509 (1997)

Mosca, M. Cybersecurity in an Era with Quantum Computers: Will We
Be Ready?. IEEE Security & Privacy. 16, 38-41 (2018)

Al., L. Report on Post-Quantum Cryptography. (NIST,2016)
Ramachandran, G. & Krishnamurthy, S. Using Blockchain to Secure
Data Exchange in Smart Agriculture. IEEE Communications Magazine.
57, 40-46 (2019)

Li, X., Zhao, H. & Li, K. LightChain: A Lightweight Blockchain System
for Industrial I0T. IEEE Transactions On Industrial Informatics. 16,
4177-4186 (2020)

Gupta, S., Juneja, V. & Jha, R. Blockchain-Based Secure Authentication
for UAV Communication in Smart Cities. Computer Communications.
153 pp. 395-403 (2020)

Zhao, Z., Chen, Y., Yang, M. & Liu, J. BlockUAV: Blockchain-Enabled
Secure Data Sharing for Smart UAVs. IEEE Internet Of Things Journal.
8, 2343-2356 (2021)

Kumar, P., Goyal, R. & Singh, D. Lightweight ECC-Based Authentica-
tion for Secure UAV Communication. Wireless Personal Communica-
tions. 116 pp. 1171-1186 (2021)

Singh, K., Srivastava, A. & Bansal, P. Survey on Blockchain Applica-
tions in Agriculture. Computer Standards & Interfaces. 71 pp. 103443
(2020)

Lee, J. & Lee, K. SafeBlock: A Privacy-Aware Blockchain for Drone-
Assisted Smart Agriculture. Sensors. 22, 2894 (2022)

Ghosh, A. & Kar, S. PQBChain: Post-Quantum Blockchain with Kyber
and Dilithium. Cryptography. 5, 8 (2021)

Ahmed, A. & Bakar, A. Blockchain for Secure Agriculture Data
Management in IoT. Journal Of Network And Computer Applications.
163 pp. 102632 (2020)

Wu, H., Yan, Z. & Deng, D. An Energy-Efficient Blockchain Proto-
col for Secure Vehicular Networks. IEEE Transactions On Intelligent
Transportation Systems. 20, 3057-3070 (2019)

Zhang, L., Lin, M. & Wang, J. AirChain: A DAG-Based Lightweight
Blockchain for Aerial Communication Networks. IEEE Transactions On
Mobile Computing. 21, 1230-1242 (2022)

National Institute of Standards and Technology NIST Announces First
Four Quantum-Resistant Cryptographic Algorithms. (2022), Available:
urlhttps://www.nist.gov/news-events/news/2022/07/nist-announces-first-
four-quantum-resistant-cryptographic-algorithms

Saxena, R., Sharma, P. & Jain, A. A Review on Consensus Mechanisms
for Energy-Constrained Blockchain Networks. Journal Of Systems Ar-
chitecture. 137 pp. 102704 (2023)



[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

El-Sayed, H., Alexander, H., Kulkarni, P.,, Khan, M., Noor, R. &
Trabelsi, Z. A novel multifaceted trust management framework for
vehicular networks. IEEE Transactions On Intelligent Transportation
Systems. 23, 20084-20097 (2022)

Bouhoula, A., Trabelsi, Z., Barka, E. & Benelbahri, M. Firewall filtering
rules analysis for anomalies detection. International Journal Of Security
And Networks. 3, 161-172 (2008)

Saidi, F., Trabelsi, Z., Salah, K. & Ghezala, H. Approaches to analyze
cyber terrorist communities: Survey and challenges. Computers & Se-
curity. 66 pp. 66-80 (2017)

Trabelsi, Z. & Ibrahim, W. Teaching ethical hacking in information
security curriculum: A case study. 2013 IEEE Global Engineering
Education Conference (EDUCON). pp. 130-137 (2013)

Mustafa, U., Masud, M., Trabelsi, Z., Wood, T. & Al Harthi, Z.
Firewall performance optimization using data mining techniques. 2013
9th International Wireless Communications And Mobile Computing
Conference (IWCMC). pp. 934-940 (2013)

Trabelsi, Z. & El-Hajj, W. On investigating ARP spoofing security
solutions. International Journal Of Internet Protocol Technology. S, 92-
100 (2010)

Sajid, J., Hayawi, K., Malik, A., Anwar, Z. & Trabelsi, Z. A fog
computing framework for intrusion detection of energy-based attacks
on UAV-assisted smart farming. Applied Sciences. 13, 3857 (2023)
Trabelsi, Z., Zhang, L. & Zeidan, S. Dynamic rule and rule-field optimi-
sation for improving firewall performance and security. IET Information
Security. 8, 250-257 (2014)



