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ABSTRACT

Binary analysis plays a pivotal role in security domains such as malware detection and vulnerability
discovery, yet it remains labor-intensive and heavily reliant on expert knowledge. General-purpose
large language models (LLMs) perform well in programming analysis on source code, while binary-
specific LLMs are underexplored. In this work, we present ReCopilot, an expert LLM designed
for binary analysis tasks. ReCopilot integrates binary code knowledge through a meticulously
constructed dataset, encompassing continue pretraining (CPT), supervised fine-tuning (SFT), and
direct preference optimization (DPO) stages. It leverages variable data flow and call graph to enhance
context awareness and employs test-time scaling to improve reasoning capabilities. Evaluations on
a comprehensive binary analysis benchmark demonstrate that ReCopilot achieves state-of-the-art
performance in tasks such as function name recovery and variable type inference on the decompiled
pseudo code, outperforming both existing tools and LLMs by 13%. Our findings highlight the
effectiveness of domain-specific training and context enhancement, while also revealing challenges
in building super long chain-of-thought. ReCopilot represents a significant step toward automating
binary analysis with interpretable and scalable Al assistance in this domain.

1 Introduction

Binary analysis plays a vital role in cybersecurity, empowering security professionals to uncover vulnerabilities, detect
backdoors, and identify malware effectively. However, the lack of symbolic information in stripped binaries poses a
significant challenge in understanding the binary code and performing analysis. Traditional decompilers, such as IDA
Pro [[1] and Ghidra [2], are powerful tools for reverse engineering and could generate C-like pseudo code, but they often
struggle with predicting missing symbols, such as variable name and type, which are crucial for understanding the
code’s functionality. The decompiled pseudo code without source-level symbols is still difficult to read and understand,
making it challenging for security analysts to reach the functional semantics efficiently.

General-purpose large language models (LLMs) have shown remarkable capabilities in various programming tasks,
including code generation [3} 4} |5] and bug fixing [6} [7| [8]]. A recent investigation study [9] has demonstrated that
LLMs performed close to top-tier human competitors in competitive programming challenges. Considering the
success of LLMs in the source-code domain, it is intuitive to explore their potential in binary analysis. The recent
studies [10L[11}[12]] have shown that LLMs can be effectively utilized to inferring symbols or reconstructing source code
to assist the analysts. However, these efforts are still focusing on single task, such as decompilation [[10] or variable
name/type prediction [11} [12]], leading to their lack of application potential in practice scenarios.

In this paper, we present an expert LLM, named ReCopilot, which is designed to be a Reverse Engineering COPILOT
in binary analysis with multiple tasks supported, including decompilation, function name recovery, variable name/type
recovery, struct recovery, and binary code summarization, etc. ReCopilot is trained on domain-specific data and tuned
for equipping test-time scaling capability, which allows it to take a deep reasoning to improve the accuracy of the final
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prediction. To build the model, we constructed three datasets to launch different training stages, including continue
pretraining (CPT), supervised fine-tuning (SFT), and direct preference optimization (DPO). We also emitted a static
program analysis on decompiled pseudo code to enhance the model’s understanding of the code context and variable
usages. Beyond the model building, we also developed a comprehensive benchmark to assess the performance of
ReCopilot on various binary analysis tasks. The results demonstrated that ReCopilot achieved comparable performance
to advanced general LLMs (DeepSeek-V3 671B) with a much smaller model size (7B), and outperforms the existing
domain models by 13% averaged across tasks. To facilitate the security community, we have made the demo of
ReCopilot publicly accessible to promote further research in this are

2 Background

The source code is generally compiled into low-level machine code and assembled into executable files or runtime
libraries, called binaries, which can be loaded into memory and executed by the CPU. The modern decompiler could lift
machine code in bit stream into a high-level representation, i.e., C-like pseudo code as shown in[Figure Ta] Unfortunately,
the debug symbols are often stripped before releasing the binaries for various purposes such as reducing file size and
hiding functionality. The missing symbolic information, such as function names, variable names, and type definitions,
makes it difficult to analyze the binaries. The traditional decompilation tools struggle with recovering these information,
instead using placeholders (e.g., al and v1) in the pseudo code.

1 void __fastcall sub_1909(__int64 al, __int64 a2, unsigned #define AES_keyExpSize 176

1

<« __int64 a3) 2 #define AES_BLOCKLEN 16
2 { 3 struct AES_ctx
3 _OWORD *v3; // rcz 4 {
4 unsigned __inté4 i; // rbz 5 uint8_t RoundKey [AES_keyExpSize] ;
5 _OWORD *v7; // rbp 6 uint8_t Iv[AES_BLOCKLEN] ;
6 __int64 j; // raz 73}
7 __int64 v9; // rdi 8 void AES_CBC_encrypt_buffer(struct AES_ctx *ctx, uint8_t*
8 < buf, size_t length)
9 v3 = (_OWORD *)(al + 176); 9 {
10 for (i = OLL; ; i += 16LL ) 10 size_t i;
11 { 11 uint8_t *Iv = ctx->Iv;
12 v7 = (_OWORD *) (a2 + i); 12 for (i = 0; i < length; i += AES_BLOCKLEN)
13 if (i >= a3 ) 13 o
14 break; 14 XorWithIv(buf, Iv);
15 for ( j = OLL; j != 16; ++j ) 15 Cipher((state_t*)buf, ctx->RoundKey);
16 *((_BYTE *)v7 + j) ~= *((_BYTE *)v3 + j); 16 Iv = buf;
17 v9 = a2 + i; 17 buf += AES_BLOCKLEN;
18 sub_14F7(v9, al); 18}
19 v3 = v7; 19  /* store Iv in ctz for nezt call */
20 3 20 memcpy (ctx->Iv, Iv, AES_BLOCKLEN);
21 *(_OWORD *) (al + 176) = *v3; 21 }
22 }

(a) Pseudo Code (b) Source Code

Figure 1: An example of decompiled pseudo code and the corresponding source code from a real-world AES implemen-
tation [[13]].

shows an example of pseudo code decompiled by IDA Pro and its corresponding source code, which is an
AES encrypt function from an open source repository [13]]. It is difficult to identify the high-level semantics of the
pseudo code function even though it exhibits a syntactic structure similar to the source code. As for the source code,
we can easily make a determination even with just the function name, but unfortunately, these symbols are erased
from the stripped binaries. On the other hand, binary analysis tasks, like vulnerability detection, often require a deep
understanding of the data structure of a variable, which is often lost in the decompiled code. Based on the source code,
it is easy to tell that the first parameter of the function shown in accepts a struct variable of type AES_ctx, but
such conclusion is not straightforward in the decompiled code. We can only infer from L9 and L16 that the position at
an offset of 176 from variable al is a 16-byte length data. However, to determine the specific structure of the first 176
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bytes of a1, more information needs to be gathered by analyzing both the caller and callee of sub_1909. In general, it
is much harder to understand the functionality of the decompiled pseudo code, since it has no meaningful symbol.

In recent years, LLMs have shown great potential in understanding, generating, and analyzing programs, providing
substantial assistance to programming tasks in the source code. EvalPlus [[14,[15]] hosts a leaderboard for evaluating the
performance of LLMs on code synthesis. As of the completion of this paper, EvalPlus with HumanEval [16] dataset
have been almost fully passed by the top models, with ol-preview achieving a score of 96.3. SWE-bench [17] is an
evaluation framework consisting of real GitHub issues, designed to measure the performance of LLMs in resolving
codebase defects. According to the SWE-bench leaderboard, the SOTA method driven by Claude 3.7 Sonnet has
successfully resolved 33% of the issues in 2025, highlighting a significant and rapid improvement compared to the 2%
achieved by the best-performing model in 2023.

Given the success of LLMs in source code, it is intuitive to prompt general LLMs to perform binary code analysis,
such as vulnerability detection and symbolic information recovery. There are several investigation studies that show
the potential and limitation of these LLMs in binary analysis tasks. BinSum [18] present a large-scale assessment of
LLMs on binary code summarization, and show that they can generate high-quality summaries for binary functions,
however, the performance is dropping significantly facing stripped binaries. Another work [[19] also evaluate the LLMs
in binary code understanding with function name prediction and binary code summarization tasks, and drew similar
conclusions. DeBinVul [20] employs vulnerability detection, classification, and summarization tasks for evaluation,
revealing the sub-optimal performance of general models compared to the fine-tuned domain models. In general, we
consider binary analysis as a domain-specific problem, where general-purpose LLMs, without specialized training, still
struggle to reach the level of human experts. In other words, developing expert models presents a promising direction
for integrating Al technologies into the field of binary program analysis.

Related Work. There are several attempts to predict the symbolic information of binaries using neural-based techniques.
The following research efforts [21), 22} [23| 24, 25| |26l [27]] are designed to predict the source-level names of binary
functions to facilitate understanding by analysts. There are also several studies that focus on predicting the variable
names [28 |29} 30, 31, [12]] and types [28| 132} 133} 134, |35, [11] in the decompiled pseudo code by developing neural
network-based approaches, and some of them, such as TYGR [34] and ReSym [[L1], attempt to predict the memory
structure of complex variables (e.g., struct). Meanwhile, others make efforts to fine-tune models to learn code semantics
and generate comprehensive summaries [36, [31]] even source code [31}[10] for binary functions. All of these studies
have achieved promising results in their respective evaluations and offered valuable insights for subsequent research.
However, they are limited to addressing only one specific task, rendering their methods insufficient for meeting the
diverse demands of real-world binary analysis. On the other hand, only a few studies, like LLM4Decompile [10],
attempt to leverage LL.Ms for binary analysis tasks, which leaves a lot of room for our research.

Challenges. The easiest approach is to prompt existing LLMs to perform binary analysis tasks. As mentioned above,
however, previous evaluations [18} 19, [20] have demonstrated that it yields limited performance. Therefore, we here
aim to train an expert LLM to support the most important and common tasks in binary analysis practice. To this end,
we need to address several challenges:

1) Lacking publicly available datasets, we need to collect large-scale and fine-grained domain data, specifically align
data between stripped binaries and source code.

2) Considering the offline analysis requirements in practice, we expect a small LLM to support local inference, which
should be laptop-deployable. This motivates us to train the model carefully to prevent overfitting while ensuring good
performance.

3) The context limitation of LLMS constrains us to analyze only a portion of a large binary program at one time. The
previous methods typically make the prediction based on a single binary function, resulting in providing insufficient
information. Therefore, we aim to enable the model to utilize context information to improve analysis, which requires
additional efforts in context building.

3 Methodology

3.1 Overview

Figure 2| shows the overview of our model building process that mainly consists of three training stages. Specifically,
we first conduct continued pretraining (CPT) on a pretrained base model to learn domain language and knowledge.
Then, a supervised fine-tuning (SFT) is performed with a mixture SFT dataset to empower the model with reasoning
ability and adapt it to the downstream tasks. Finally, we employ the direct preference optimization (DPO) to further
improve the model’s performance in the format-following. We will introduce the details of each stage in
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Figure 2: An overview of the ReCopilot model building.

We have built corresponding datasets from scratch to launch these trainings. Several pipelines are firstly designed
to collect the raw binary dataset, which is then filtered and sanitized to build the final training datasets. To build a
task-specific SFT dataset for binary analysis, we devise a generator-discriminator framework to automatically generate
domain examples with chain of thought. In general, we build a large-scale pretrain dataset with 60B tokens, a mixture
SFT dataset with 1.7B tokens, and a DPO dataset with 2.4K examples, and they will be detailed in §3.3]

We also propose a context enhancement method to improve the prompt building for the target binary function. The
context enhancement employs static program analysis to build function context, call chains, and variable data flow,
which are organized into the model input to provide as comprehensive a view as possible. We will present the whole
prompt specification and more building details in §3.4]

3.2 Training Strategy

CPT. Pretraining is generally used to acquire foundational knowledge and learn language features from large-scale data,
enabling efficient adaptation to diverse downstream tasks through transfer learning. General-purpose LLMs [37, 38|
are pretrained on wide-ranging corpora, such as books, Wikipedia, and web pages, which rarely contain binary code (i.e.,
decompiled pseudo code). And the publicly exposed pseudo code often lacks corresponding source code information,
indicating a low data quality. These facts suggest that the general LLMs are underfitting to the binary domain.

To better model pseudo code, we conducted continued pretraining (CPT) on a base LLM using a customized dataset.
Meanwhile, we took further efforts to make the model learn the mappings between binary code, source code, and
natural language. Overall, our CPT injected domain knowledge into the model and improves its understanding of binary
code, which is crucial for the subsequent fine-tuning on downstream tasks.

SFT. We employed supervised fine-tuning (SFT) to adapt the pretrained model (i.e., recopilot-base in [Figure 2) to the
pre-defined tasks for binary analysis. SFT enables the model to follow user instructions and generate results in specific
formats, which is essential for our downstream applications. Furthermore, we consider binary analysis tasks generally
are reasoning-intensive, like solving math problems, indicating that the model needs to learn how to reason about code
semantics and generate accurate results. Inspired by OpenAl-ol [40] and DeepSeek-R1 [41]], we plan to equip our
model with the test-time scaling ability. To this end, we propose a generator-discriminator framework (detailed in

to automatically generate SFT data with Chain-of-Thought (CoT), enabling us to fine-tune our model to take
a deep thinking before giving the answer. Finally, our recopilot-sft model accepts a prompt built from a decompiled
binary, and generates a reasoning process for the user-specific task following with the final prediction in JSON format,
which is easy to parse and apply into decompilation tools.

DPO. We further deployed direct preference optimization (DPO) [42] to improve the recopilot-sft’s performance in
format-following and reasoning consistency. Format errors directly affect the usability of the model, and rigorous logic
is crucial for generating correct reasoning. Specifically, DPO is a reinforcement learning method that optimizes the
model’s output by directly learning from user preferences, involving data pairs that consist of chosen and rejected
responses for the same prompt. In contrast to traditional RLHF [43] methods, it does not need human feedback and a
complex reward function, and allows us launch the training efficiently on limited computation resources.
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3.3 Dataset Building

3.3.1 Raw Dataset Collection

To build a large-scale, fine-grained raw dataset of binary functions, we start with numerous stripped binaries and source
code packages. In practice, we identified different data sources and designed several automatic pipelines to collect the
data. Specifically, we have built the following pipelines:

¢ 1) Compile from Scratch: We pull source code from the online package repositories, such as Archlinux [44]],
which host a large number of open-source software packages and organize them in a well-structured manner,
enabling batch compilation with specific arguments. We further utilized a compiler wrapper to precisely control
compilation options to building stripped binaries and corresponding debug information. Although the compilation
process often fails for various reasons, such as missing dependency libraries, we still collected a large amount of
data from this pipeline, specifically ~60 million binary functions.

¢ 2) Off-the-shelf Software Artifacts: To enrich the dataset, we also collected binaries from existing software
artifacts repositories, such as the Ubuntu [45] and Debian [46]] package sources. One triplet is clustered by the
project name and version, and consists of a release package, a debug symbol package, and a source code package.
These software packages are built from various compilation environments far beyond the compilers and options we
used in the “Compile from Scratch” pipeline, which helps us to cover a wider range of real-world programs.

* 3) CompileAgent: To further include ad-hoc projects, we employed a recent work, CompileAgent [47], to
automatically building project from source code. CompileAgent is a LLM-agent driven framework that can take
over compilation from a specific repository URL or a local codebase and handle the possible errors during the
whole process. It mitigates the limitation of handling compilation errors automatically in other pipelines, providing
us with critically needed projects without more manual efforts.

We obtained large-scale binary files and corresponding source code packages from these pipelines. To connect the
binary functions to their source code counterparts, we leverage the debug information that contains the file path and line
number for each function definition. The binary functions are decompiled by the modern decompiler IDA Pro [1]], and
the source function are extracted by the programming parser tree-sitter [48]]. For the current version, we mainly focus
on C/C++ binaries and source code.

Sanitization and Deduplication. Data noise could bias the model and lead to overfitting. To improve the data
quality, we performed a series of sanitization and deduplication steps. First, we removed the binary function with
too short/long length, which could contain insufficient or excessive information to prevent effective learning. The
thunk functions only consist of jump instructions to forward calls to other functions, and the auxiliary functions (e.g.,
register_tm_clones) are generated by the compiler for assisting the program execution, we thus filtered out these
functions to reduce noise. Moreover, we also removed the functions with no source code found, i.e., missing the ground
truth, which mostly correspond to third-party library code introduced in the binaries. On the other hand, there are
many similar pseudo code functions in the dataset, which could be due to the reusing code across projects. To reduce
the redundancy, we applied the MinHash [49] algorithm to perform function-level deduplication on our raw dataset.
MinHash is a locality-sensitive hashing algorithm that can efficiently identify similar items in large datasets.

In general, our raw dataset consists of 101M binary functions collected from 11K projects, which is far beyond the
100K functions collected in previous work LLM4Decompile [10], and the detailed statistics are shown in

Table 1: Statistics for our raw dataset in the binary domain.

Pipeline # Project  # Binary # Function
Compile from Scratch 4,350 506,138 59,927,927
Off-the-shelf Software Artifacts 7,021 340,029 40,750,991
CompileAgent 101 9,733 880,414
In Total 11,472 855,900 101,559,332

3.3.2 Pretraining Dataset

We sampled a large-scale domain pretraining dataset from the raw dataset, which is used to learn the data representation
and build connections across binary, source, and natural language. To this end, as shown in[Figure 3| each sample is
constructed by a stripped binary function in pseudo code, the corresponding source code, and a comment in natural
language. We also included the decompiled pseudo code with debug symbols in each sample, facilitating the model
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to learn the binary code better. Meanwhile, we involved the definitions for complex types (i.e., struct and enum) in
the source code part. LLM learns the material in pretraining through the next-token prediction task, which means
learning to predict subsequent tokens from preceding token sequences in a piece of data. In order to build a bidirectional
mapping of different data modals rather one way, we took inner-shuffling to disorder three segments in one single data.

-y j

./:; E
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73 \
Figure 3: An example for demonstrating the pretraining data format and inner-shuffling.

To prevent our model from overfitting on binary data, we further collected general text and code data from the open-
source datasets. Specifically, we randomly sampled C/C++/Python/Rust/Go/Shell code from The Stack v2 [50] and
RedPajama [51]] datasets. Regarding the natural language data, we sampled from the following high-quality datasets:
wikipedia [52]], stackoverflow-posts [S3]], and security-paper-datasets [54], where only the English and Chinese texts
are selected, and we prioritize reverse-engineering related documents for sampling.

Being focused on building an expert LLM, we proactively make our binary code data dominant in the final pretraining
dataset. With references to previous work [[55,156]], we set the mixture ratio of binary/code/text data to 60:25:15. In
summary, our final pretraining dataset contains 36B tokens, including 21B tokens from binary domain, 10B tokens
from general code, and 5B tokens from natural language. The detailed statistics are shown in|[lable

Table 2: Statistics of our pretraining (PT) dataset.

Data Source Domain  # Samples # Tokens(B)
the-stack-v2 [50] code 4,805,445 5.58
RedPajama [51]] code 4,343,832 4.08
wikipedia [S2]] text 3,593,584 2.04
security-paper-datasets [54] text 428,155 0.53
stackoverflow-posts [53] text 3,964,004 2.48
binary-raw-dataset binary 5,733,356 21.18
In Total / 20,233,101 35.83

3.3.3 Generator-Discriminator Framework for SFT Dataset

To build the binary analysis SFT dataset, we first identified 14 tasks that are commonly used in the field and the most
helpful for the participants in reverse engineering. As mentioned in §2] the related works are mainly focused on function
name recovery, variable name/type prediction, and binary code summarization, which are generally used to assist binary
code understanding and considered as the most important tasks in this field. Based on these primitive tasks, we further
defined the following 14 specific tasks to fine-tune our base model. The following is the task tags and descriptions:

* Function Name Recovery: <funcname> Given a function in decompiled pseudo code, recovery the function
name in the source-code level.

* Function Signature Recovery: <signature> Given a function in decompiled pseudo code, recovery the
signature (i.e., function definition) into the source-code level.

* Variables Recovery: <vars> Given a function in decompiled pseudo code, recovery the variables into the
source-code level, including the variables’ types (including structs) and names.

* Arguments Recovery: <args> Given a function in decompiled pseudo code, recovery the arguments into the
source-code level, including the arguments’ types (including structs) and names.

* Variable Recovery: <var:var_name> Given a function in decompiled pseudo code, recovery the specific
variable into the source-code level, including the variable’ type (including struct) and name.

* Argument Recovery: <arg:arg_name> Given a function in decompiled pseudo code, recovery the specific
argument into the source-code level, including the argument’ type (including struct) and name.
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* Algorithm Identification: <algorithm> Given a function in decompiled pseudo code, identify whether this
function is a particular algorithm, or part of its implementation.

* Category Identification: <category> Given a function in decompiled pseudo code, identify the functionality
category of this function.

e Brief Summary: <summary-brief-en>, <summary-brief-cn> Given a function in decompiled pseudo
code, generate a brief summary (1-2 sentences maximum) of the function in natural language.

* Detailed Summary: <summary-en>, <summary-cn> Generate a detailed summary in English describing the
function’s purpose, arguments, return value, functionality category, and possible algorithm, as well as inline
comments if should have.

* Binary Function Analysis: <func-analysis> Given a function in decompiled pseudo code, conduct a detailed
analysis to recovery the following information: return type, function name, arguments, variables, detailed comments,
functionality category and possible algorithm.

* Decompilation: <decompilation> Given a function in decompiled pseudo code, improve the pseudo code,
make it closer to source code and more understandable.

Notably, the binary function analysis task tagged by <func-analysis> is an overall analysis for the binary function
user asked and almost covers all of the other tasks. However, we still involve multiple independent tasks to fine-tune
our model rather only the one, primarily due to the transferability between tasks, where different tasks exhibit mutual
benefits. For example, improvements in type inference can potentially enhance the model performance in the semantic
understanding task and vice versa.

We carefully defined a general input-output template for the binary
analysis tasks, as shown in|[Figure 4] The template is designed to be

modular and flexible, allowing for scalability to accommodate more <context-pseudocode>
tasks. Specifically, the template is composed of the following parts:

(D targeted binary function (i.e., pseudo code), @) context functions, </context-pseudocode>
@) call chains, @) data flow, Q) task tag, 6) model reasoning process, <pseudocode>

and (7) the final prediction. The (D - Q) colored in red are assembled

to the whole model input, while the 6) and (7) colored in purple are </pseudocode>

the model output. The input includes not only the target function CalIl-Ehaings

but also the static program analysis results (i.e., @@ @), which

are considered as the context enhancement being helpful for model </Call-Chains>

analysis, and we will present the details later in §3.4] The ground
truth is obtained from source code bridged by debug information (e.g.,
DWARF); we then reformat them into specific JSON format as the
final prediction. However, there is still a critical challenge in building
the SFT dataset: the lack of thinking process in the model output.

<Data-Flow>

</Data-Flow>
Analysis Task Tag:

Since we aim to ‘t?uild a reasoning model thgt can take a deep thinking <Thought>

for the user-specific task, we need to provide the model with a large

number of examples that contain the reasoning process. It is an Thinking...

intuitive idea to distill existing reasoning LLMs (e.g., DeepSeek-R1) </Thought>

and use reject sampling to collect such dataset. Unfortunately, the <Output>JISON Format</Output>

existing LLMs are not well-trained on binary code and often produce

incorrect reasoning processes, leading to mispredictions. Moreover, if  Fjgyre 4: The input-output template designed
one incorporates ground truth into the prompt, the reasoning process for binary analysis tasks in ReCopilot.

of these LLMs tends to refer to them directly, and thus cannot be used

as training data.

To solve this problem, inspired by previous work in data synthesis [57, 58], we proposed a generator-discriminator
framework to automatically generate SFT dataset with reasoning processes for binary analysis tasks, as shown in
We first collect the raw SFT data from our raw dataset, which contains the input, output without CoT,
corresponding source code, and meta information (e.g., file name and project name). Then, we assemble the raw SFT
data and the generation guide into the generator prompt, which is used to prompt a general LLM (e.g., DeepSeek-V3)
to generate a CoT without any direct citations to the ground truth. A format-based G-Parser is developed to extract
the generated CoT that is subsequently filled into the discriminator prompt. The discriminator is also driven by a
general LLM to judge whether the generation meets our requirements. The requirements mainly involve correctness,
consistency, helpfulness, and purity. A similar D-Parser is used to access the discriminator’s judgment to determinate
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Figure 5: An overview of the generator-discriminator framework for building supervised fine-tuning (SFT) data of binary
analysis tasks. The dashed line arrows indicate an optional building loop that generates a single-step chain-of-thought
(CoT) each time.

the destination of the generated CoT. In the above program, we invoked the LLM twice to generate one SFT data with a
reasoning process, which is efficiently building with a success rate of more than 90%. However, we found that these
CoTs are generally short with an average of 876.33 tokens, especially compared to DeepSeek-R1’s thinking.

Super-CoT. To further unleash the power of test-time scaling, we employed a step-by-step building loop to construct
super-long chains-of-thought (called Super-CoT), as shown in the dashed box in[Figure 5] Benefiting from the limitation
of our problem scope to the binary domain, we can clearly define the reasoning steps for each domain task and thus
perform stepwise generation, which cannot be practiced on general reasoning tasks. In the building loop program, we
assemble the raw SFT data and the expert-written step-N guide into the generator prompt to generate the CoT for the
current step only. And the discriminator makes a judgment on the current step CoT. If only the current generation is
qualified, we will continue to generate the next one with the previous step CoTs integrated. In this way, we invoked the
LLM multiple times to generate one SFT data with a Super-CoT, resulting in ~10 times longer reasoning process than
before. To distinguish it from the usual reasoning process, we modified the thinking tag at the end of the model input to
<Super-Though> for enabling the model to conduct Super-CoT. Nevertheless, this program significantly increases the
overhead and reduces the overall success rate, making it costly to scale the Super-CoT dataset.

Beyond the binary analysis SFT dataset, we also sampled general SFT data from open-source datasets, especially the
reasoning data in code and math domains. Previous studies [41} 59, |60]] present empirical evidence that reasoning
ability is transferable from task to task. For example, the math reasoning ability can be transferred to code reasoning
tasks, and vice versa. Finally, we built the SFT dataset with 403K examples, detailed in[Table 3]

Table 3: Statistics of our supervised fine-tuning (SFT) dataset.

Data Source Category  # Samples # Tokens(B)
tulu-3-sft-mixture [58]] mixture 50,000 0.0397
OpenHermes-2.5 [61]] mixture 20,000 0.0079
WizardLM_evol_instruct_V?2_196k [62] instruct 20,000 0.0103
OpenMathInstruct-2 [63]] math 10,000 0.0049
OpenO1-SFT [64] reasoning 77,685 0.0922
OpenThoughts-114k [65]] reasoning 113,957 0.7993
recopilot-sft-cot binary 99,461 0.6088
recopilot-sft-super-cot binary 11,781 0.1565
Identity identity 465 0.0001
In Total / 403,349 1.8356

DPO dataset. During the construction of the SFT dataset, low-quality generations were inevitably observed, including
issues such as formatting errors and logical inconsistencies. For such cases, we implement a retry mechanism for
re-invoking generation with the same raw SFT data. And if the retry produces qualified data, as shown by the highlighted
red line in[Figure 5 the failure-success pair can be utilized as training data for DPO. A DPO training example consists of
a chosen response and a rejected response to the same prompt, enabling the model to learn the preference for alignment.
Through this approach, we reduced resource wastage by effectively leveraging otherwise unusable data. In total, we
have constructed a dataset of 2.4K DPO samples.
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3.4 Context Enhancement

<context-pseudocode>

</context-pseudocode>
<pseudocode>

</pseudocode>
<Call-Chains>

</Call-Chains>
<Data-Flow>

</Data-Flow>
Analysis Task Tag:

<Thought>

Figure 6: An example of prompt with context enhancement by ReCopilot. The variable aliases yield from data flow
analysis are highlighted in yellow.

In this section, we present our context enhancement method designed to improve the prompt for analyzing target binary
function. To provide a comprehensive view of the binary code, we employ static program analysis on pseudo code to
collect context functions, call chains, and variable data flow. Specifically, we first present our call chain analysis (§3.4.1)
that traverses the call graph to identify and select the most informative context functions. Then, we introduce our data
flow analysis technique (§3.4.2) that traces variable propagation across functions to understand their usage patterns and
relationships. As illustrated in[Figure 6] these contextual elements are systematically organized in the model input.

3.4.1 Call Chain Analysis

Starting from the target binary function, we employ a breadth-first search (BFS) strategy to traverse the call graph
constructed from decompiled pseudo code. The BES traversal systematically explores both direct callers and callees of
the current function, with the traversal depth limited by a user-specified parameter to prevent context explosion. The
traversal terminates at leaf nodes (functions with no callees) or root nodes (functions with no callers) in the forward and
backward directions respectively, as well as at previously visited functions to avoid cycles. Through this bidirectional
traversal, we obtain a collection of call chains and their associated context functions. We organize the context functions’
pseudo code in descending order based on their depth in the call graph, placing functions closer to the target function
near the end of the prompt to leverage the model’s stronger attention to recent context.

Informative Score Measurement. Involving too many functions into prompt can easily exceed the context length
limitation. To address this challenge, we introduce an empirical metric that quantifies the information richness of a
pseudo code function, which correlates with the function’s comprehensibility to the LLM. This informative score is
computed by analyzing three key components: the presence of meaningful function names, the density of string literals,
and the semantic information from the callee names:

__ [ 1, if the name symbol of f exists
N = {O, otherwise M)
B _ 3 - num_strings( f) N(c)
S(f) = N(f) + min (1’ num_lines(f) ) + Z |callees(f)] &

c€callees(f)

where S(f) is the informative score of function f, A'(f) is an indicator for meaningful function name, and the 3 is a
scaling factor for string density measurement. We empirically set 3 to 25, means the function with 1 string in each 25
pseudo code line is considered as string-rich and informative.
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Finally, we sorted the traversed context functions by their informative scores and selected the top-£ functions to be
included into the prompt. The parameter of & is configurable according to the model’s max context length, which is set
to 10 by default in our experiments. Moreover, in fact, we determine a limited number of context functions not only by
the control flow analysis but also by increasing the priority of functions reached by the data flow, which is particularly
important for tasks like variable type inference.

3.4.2 Data Flow Analysis

To analyze the source-code type of the variable in binary code, the all usage patterns should be inspected carefully
throughout the call graph. We harnessed LLMs to reasoning about it, just like what human experts do. Unfortunately, it
is difficult for LLMs to trace a variable’s data flow in a bunch of pseudo code, especially when the variable is passed
into multiple functions and through a deep call stack. To help LLMs with that, one should build easy-to-read variable
usage patterns for LLMs.

We have investigated the existing data flow analysis tools, such as Joern [66] and Semgrep [67], which could potentially
be integrated into ReCopilot. However, several obstacles prevent their adoption: 1) Although similar, pseudo code is
not identical to the C/C++ language, and there is no official support for decompiled pseudo code in these tools; 2) The
community version of Semgrep supports intra-procedural data flow only, which is not sufficient for our cross-function
analysis needs; 3) Both of them are heavy-weight engines designed for software vulnerability discovery, introducing
unnecessary computational overhead in our scenario. Therefore, we opt to implement our own lightweight data flow
analysis solution to trace variables in decompiled pseudo code.

In practice, we trace variable propagations by recursively traversing the abstract syntax tree (AST) of the decompiled
pseudo code. Beginning with the target function, we perform a depth-first traversal of the AST. For each variable node
encountered, we execute the analysis based on predefined inference rules, detailed in To avoid too many
confusing mathematical symbols, we use programming-like statements in the rules’ definition rather than formal Hoare
logic notations for better readability. The variable we are interested in is marked as traced at definition statements
(Figure 7a), and will be passed to new variables within the same function by assignment statements (Figure 7c). We
also record each expression using the traced variables (Figure 7b), which is helpful for the model to understand the
variable’s usage patterns. When encountering function calls, we recursively traverse the callee’s AST following the
rules defined for calling statements (Figure 7d), propagating traced variables through function arguments. For backward
propagation analysis, we employ a breadth-first traversal of the target function’s callers, propagating traced arguments
into the caller contexts and applying the same analysis to each caller’s AST (Figure 7¢). Notably, we no longer handle
the function callings in the callers to reduce the overhead.

is_traced(v), is_def(v) 3) is_traced(v), in_expr(v) )
set_alias(v,v), log_usage(v) log_usage (v)
(a) Definition Statement (b) Expression Statement
is_traced(v), in_asg(v), in_rvalue(v), is_traced(v), in_asg(v), in_lvalue(v),
is_simple(rvalue), is_simple(lvalue) ) is_simple(lvalue), is_simple(rvalue) ©)
set_alias(lvalue,get_alias(rvalue)), set_alias(rvalue,get_alias(lvalue)),
set_is_traced(lvalue), log_usage(v) set_is_traced(rvalue), log_usage(v)

(c) Assignment Statement

is_traced(v), in_callee(v), is_traced(v), in_callee(v),

is_simple(v), flow_to(v,callee_arg) @ in_simple_expr(v), flow_to(v,callee_arg) @®)
set_alias(callee_arg,get_alias(v)), set_alias(callee_arg,refine_expr(get_alias(v))),
set_is_traced(callee_arg), log_usage(v) set_is_traced(callee_arg), log_usage(v)

(d) Callee Statement

is_traced(v), flow_to(v,caller_arg),

. ; is_simple(x): var |ptr |ref |idx |memptr |memref
is_simple(caller_arg)

) eg., (x, *x, &x, x[y]l, x.m, x->m)

set_alias(caller_arg,get_alias(v)), in_simple_expr(x): add |sub
set_is_traced(caller_arg), log_usage(v) e.g., (x-y, x+y)
(e) Caller Statement (f) Notation Explains

Figure 7: Inference rules used in data flow analysis for ReCopilot.
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Throughout the analysis process, we maintain and update alias relationships between the current variables and their
original traced variables, indicating how each traced variable is used at different locations. For example,
shows a prompt for argument recovery task on sub_1903@al, and we traced al through the call graph to track its
propagation and usages. We finally annotated the alias relationship at the variable usage location, e.g., the __int64 a2
in sub_14F7 is a direct alias of the original al in the target function. With these alias annotations, the model is directly
aware of the usages of the target variable at all locations that are referring to it without needing to perform analysis
itself. Our lightweight analysis yields impressive efficiency, specifically tracking all variables for each function takes
0.0182s and 0.0578s for one- and two-level context, respectively.

4 Benchmark

As discussed in §2] existing domain benchmarks in binary analysis typically focus on only one or two specific tasks.
To comprehensively evaluate our ReCopilot and the baselines, we constructed a multi-task benchmark as shown in
Our goal was to create an automatic and extensible evaluation pipeline for the LLM-based reverse engineering
tools. Given that the most popular baselines (detailed in §5) are integrated with IDA Pro [1]] as plugins, we employed it
to build the runtime environment first, which can be easily extended to other decompilation platforms in the future.
This pipeline takes a binary as input and triggers a plugin (i.e., a baseline method) to analyze the targeted function at
once. File-level inputs, rather than function-level used by other benchmarks, provide sufficient context to the potential
usage by the evaluation objects. Further, the analysis results are persisted by IDA Pro into a . 1db file, from which our
extractor parses the predictions to run the evaluation.

AN

Remote LLMs

? © ®© ©

Function Name Variable Name Variable Type
Recovery Evaluator Recovery Evaluator Recovery Evaluator

. > & A [»)
> -> i(’ -> -
01 Binary Code Struct Recovery ~ Decompilation
. Summarization Evaluator  Evaluator Evaluator
Binary . Extractor
Runtime Environment Evaluation

Figure 8: An overview of our benchmark for evaluating binary analysis tools.

Our benchmark covers the most important meta-tasks identified from all analysis tasks supported by related works,
and we designed corresponding evaluators to provide accurate measurement and valuable insights. These tasks and
evaluators are detailed as follows:

¢ Function Name Recovery. We evaluate this task with the Rouge score [68]], which is a recall-oriented metric to
indicate how many ground-truth tokens are recalled into the prediction.

¢ Variable Name Recovery. Since the variable name is similar to the function name, we reuse the same metric.

 Variable Type Recovery. In this task, we evaluate only the basic types (e.g., int, float, and char), which appear in
different forms in the pseudo code decompiled by IDA Pro. We cluster these equivalent types together, for instance,
both __int64 and unsigned __int64 represent the same type sense with identical memory size. A prediction is
considered correct if it belongs to the same cluster as the ground truth. In addition, we ignore the type qualifiers
such as const.

* Struct Recovery. Our primary focus here is on recognizing memory patterns of structures, particularly the
identification of member numbers and sizes. In practice, understanding memory layouts of complex variables plays
a crucial role in enabling further program analysis, such as taint tracking. We evaluate each prediction for this task
by computing precision and recall of predicted member boundaries, and then derive the F1 score as the final metric:

TP Recall — TP 2 - Precision - Recall

Precision — _
FeCtSIOn = Trp| T [FP|’ [TP| + [EN|’ Precision + Recall

10)

where T'P represents correctly predicted member boundaries, ' P denotes incorrectly predicted boundaries, and
F'N indicates ground-truth boundaries that were not predicted.

* Binary Code Summarization. Since LLM-as-a-judge had been demonstrated to have a strong alignment with
human preference [69], with reference to the empirical study [[70] and the real-world practice [[/1], we employ
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a LLM to evaluate generated summarization across the following key dimensions: (I) Semantic Coverage, (2
Semantic Accuracy, @) Misleading, and @) Readability. For each dimension, the LLM makes a binary judgment
(yes/no), and the final score is computed as the equally weighted average of these four dimensions, resulting in
an overall score between 0 and 1. For example, if a summarization receives positive judgments in three dimensions
but fails in one, it would receive a score of 0.75.

* Decompilation. To evaluate the quality of decompiled code, we employ CodeBLEU [72], a comprehensive metric
widely adopted in code synthesis and translation tasks. The CodeBLEU score is computed by comparing the
tool-generated decompiled code against the original source code across three aspects: syntactic structure (AST),
data flow dependencies (DFG), and lexical matching (n-grams).

Test Dataset. The test dataset is built to cover as many domains as possible, specifically, we selected open-source
repositories from crypto, network, multimedia, compression, database, sys-utils, etc., and we compiled them with Linux
and Windows runtimes. Similar to the data collection in §3.3.1] we employed sanitizer to filter out noise and prevent
data leakage from our training dataset. Although we have no access to the training data of the baseline models, our
test dataset is constructed from private environments, suggesting that our data are unlikely to be encountered by them
during their training. In total, we sampled 1,038 binary functions as targets from 60 binaries, which were compiled
from 16 projects.

General Benchmarks. To further evaluate the general capabilities of our model, we employed a suite of widely
recognized benchmarks that target distinct aspects of LLM performance:

* Mathematical Reasoning: We use MATH [73] to evaluate model’s proficiency in handling complex mathe-
matical concepts and multi-step reasoning processes.

* Knowledge and Reasoning: MMLU [74]] is used to assess the model’s knowledge across a wide range of
domains, while GPQA-Diamond [75]] specifically assesses the capabilities for expert-level reasoning and
understanding in complex questions.

* Code Generation: To evaluate the programming abilities across diverse tasks and languages, we utilized
HumanEval [16] and MBPP [76]. These benchmarks focus on the model’s capability to generate accurate and
functional source code.

¢ Instruction Following: IFEval [77] is used to measure the model’s ability to understand and follow diverse
instructions.

These additional benchmarks provide a multidimensional view of the model’s general capabilities, allowing us to analyze
how domain-specific training influences performance across mathematical reasoning, broad knowledge application, code
synthesis, and instruction comprehension. We leveraged the OpenCompass [71] evaluation platform to systematically
benchmark our model alongside baseline LLMs on these tasks.

5 Evaluation

5.1 Experiment Settings

Training Settings. We conducted all experiments on two Linux servers, each equipped with 1TB RAM and 8 * NVIDIA
A800-80GB GPUs. We used Qwen2.5-Coder-7B [56] as the base model and applied our training strategy to produce
the ReCopilot model. The model checkpoints from each training stage are denoted as recopilot-v0.1-beta-*, with
the suffix indicating the stage. For example, recopilot-v0.1-beta-dpo is our final model trained by DPO. During
training, the maximum context length of our model is set to 32K tokens to ensure the effective learning of super-long
CoT data. We acknowledge the support of open-source training frameworks such as Transformers [78]], TRL [79],
LLaMA-Factory [80]], and DeepSpeed [81]], which enable us to conduct efficient training. Finally, a full model training
goes through CPT, SFT, and DPO stages, and takes about 7.1K GPU hours in total.

Evaluation Settings. For ReCopilot, by default, we configure the system with a maximum trace depth of 1 for
both callee and caller, a maximum of 10 context functions, and a maximum output length of 16K tokens. All of the
LLM-based methods have inherent randomness, we thus set a maximum of 3 retries for the non-applicable prediction,
such as format errors. Our model uses the prompt template shown in [Figure 4] which supports all evaluated tasks
by specifying task tags, labeled as recopilot. We evaluate baseline methods with the default prompt designed by
themselves. Our benchmark employed IDA Pro 9.0 as the infrastructure platform in the runtime environment.

Baselines Selection. We investigated the existing LLM-based tools and methods [182] 183 184} 10, 185! [861 11} 35]] for the
analysis tasks we focused on. The following ones are widely known in the reverse-engineering community, we thus
selected them as our baselines:
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* Driven by General LLM: The Gepetto [82] and WPeChatGPT [83] are two open-source tools designed
for harnessing general LLMs to analyze binary code, supporting variable name recovery and binary code
summarization tasks.

* Driven by Tailored LLM: The aidapal [84] and LLM4Decompile [10] build their expert LLM for specific tasks.
The aidapal supports function name recovery, variable name recovery, and binary code summarization, while the
LLM4Decompile supports the decompilation task only. We also include a commercial tool, BinaryNinja [87],
that provides an Al-powered official extension, i.e., Sidekick. We evaluate it on function name recovery,
variable name recovery, and summarization.

Beyond these tools, we select state-of-the-art LLMs as the model baselines for model comparison, con-
sidering that our ReCopilot can also be driven by a general-purpose LLM with a tailored prompt. The
Qwen2.5-Coder-7B-Instruct [56] is derived from the same base model as ours, and it demonstrates top-tier
performance among models of the 7B parameter size. We further take DeepSeek-V3 (671B) [38] and DeepSeek-
R1 [41] as representative examples of advanced large-scale LLMs and reasoning LL.Ms, respectively, and compare the
performance of our model with theirs.

5.2 Overall Effectiveness

Table 4: An overall results of comparison against existing tools on binary analysis tasks.

Tool ‘Model Prompt? ‘Succ Func Name Var Name Var Type Struct Dec  Sum
Gepetto DeepSeek-V3(671B) Self-Def | 1.00 / 7.59 / / / 58.26
WPeChatGPT DeepSeek-V3(671B) Self-Def [1.00 / 7.79 / / / 65.15
aidapal aidapal-8k(7B) Self-Def [0.99 9.99 9.9 / / / 61.21
LLM4Decompile | LLM4Decompile-9B-v2 Self-Def |1.00 / / / / 25.51 /

BinaryNinja® Sidekick 3.0 / 0.85 34.55 23.76 / / / 60.85
recopilot-v0.1-beta | recopilot-v0.1-beta-dpo(7B)' recopilot | 0.92 50.59 43.50 39.81 27.67 29.23 65.21

! recopilot-v0.1-beta-dpo is the checkpoint of our expert LLM after DPO training, i.e., the final model.

2 Self-Def represents self-defined prompts, while recopilot is the prompt template used by our model.

3 BinaryNinja is a commercial tool that we have no idea about its internal details, and we evaluate it through running the
Sidekick extension in batch.

Using our binary analysis benchmark, we conducted experiments to evaluate the performance of our ReCopilot and the
baselines in the domain tasks. We deployed DeepSeek-V3 to power tools designed with general-purpose LLMs, while the
tools initiated by tailored models employed their own models. For ReCopilot, we used the recopilot-v0.1-beta-dpo
model with the recopilot prompt and took the configuration by default detailed above.

As shown in[Table 4] the results demonstrate that ReCopilot significantly outperforms all baseline methods on almost
all tasks, indicating a solid overall effectiveness. In particular, ReCopilot achieves an average outperformance of 13%
over the 2nd place across all tasks. Also, our method implements the functions of variable type recovery and struct
recovery that were unsupported by previous LLM-based tools. Although ReCopilot currently fulfills the goal of serving
as a human assistant, our evaluation results indicate that its absolute performance still has room for improvement before
it can be reliably applied to downstream tasks that demand high-level soundness.

As mentioned earlier, the baselines essentially consider a few tasks only, resulting in many blanks in their assessment
results (Table 4, which also suggests their limited value for practical deployment. In contrast, our ReCopilot model has
acquired instruction-following capabilities through the training on both general-purpose and domain-specific tasks,
enabling it to perform arbitrary tasks following user prompts. This adaptability broadens its applicability across a wider
range of scenarios and enhances its practical significance.

For the particular tasks, we have observed that ReCopilot achieved the most significant advantage of performance
on the variable name recovery task, surpassing the previous best method BinaryNinja by 19.74%. Compared to
LLM4Decompile, which is specifically designed for the decompilation task, our method still exhibits a 3.71% per-
formance advantage. Regarding binary code summarization, an interesting fact is that the general-purpose LLM also
generates summaries well. Specifically, WPeChatGPT and Gepetto with DeepSeek-V3 respectively scored 58.26% and
65.15% on this task, which are close to the 65.21% score of our expert model. It suggests that even non-expert LLMs
have shown promising results in assisting binary understanding.

We also count the ratio of LLM generation being successfully applied, denoted as success ratio, presented in the
“Succ” column of The results indicate that ReCopilot struggles to generate format-correct and syntactically
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correct predictions, reaching a 92% success rate lower than the other methods. Notably, the other methods require only
format-agnostic and syntax-agnostic generation, i.e., the model raw output is directly inserted into the placeholders
such as comments or function names. However, our model must organize predictions into JSON format, and these
predictions may contain errors that make them unusable, such as predicting non-existent variable types. This weakness
indicates a potential direction for ReCopilot improvement.

5.3 Model Comparison

Table 5: Comparison of ReCopilot performance with different models on binary analysis tasks.

Model | Prompt Succ Func Name Var Name Var Type Struct Dec  Sum
Qwen2.5-Coder-7B-Instruct | general 0.71 34.57 24.07 30.27 9.09 23.13 50.49
DeepSeek-V3 general 0.85 40.20 18.21 34.75 14.47 2520 56.90
DeepSeek-R1 general_wo_guide 0.84 43.63 25.36 38.92 22.12 29.77 66.32
recopilot-v0.1-beta-Qwen-dpo'| recopilot 0.92 46.66 32.98 37.91 2645 26.19 62.15
recopilot-v0.1-beta-dpo recopilot 0.92 50.59 43.50 39.81 27.67 29.23 65.21

! recopilot-v0.1-beta-Quen-dpo is a final checkpoint trained without the CPT stage, deriving from the same
base model with recopilot-v0.1-beta-dpo.

We further conducted experiments to compare the model performance. The different LLMs are used to drive our
ReCopilot tool with the same context enhancement applied, using the default settings. Meanwhile, we designed two
prompts, general and general_wo_guide, to instruct the non-expert models to generate final results in specific
JSON format. These prompts contain the role description, task statement, formatting instruction, and share the same
input specification with the recopilot prompt (shown in|[Figure 4). The general prompt includes the expert-written
stepwise guide for the current analysis task, which is also used in building our SFT dataset (§3.3.3), whereas the guide is
removed from the general_wo_guide prompt. We use the general prompt with regular LLMs (e.g., DeepSeek-V3)
for better performance, as these models usually lack domain skills. Since the reasoning LL.Ms (e.g., DeepSeek-R1)
have already developed their own reasoning habits, we use another prompt without any guide to set their thoughts free.

The experimental results are shown in[Table 5| Among all LLMs, our model, recopilot-v0.1-beta-dpo, achieved
the best performance across most tasks, especially showed significant dominance in variable name recovery task,
leading the 2nd place DeepSeek-R1 by a 71% relative score. According to publicly available leaderboards [88l, [71]],
Qwen2.5-Coder-7B-Instruct is a leading model in the 7B parameter scale. The average score of our model across
all tasks exceeds it by 14%, indicating a significant performance advantage for our expert model. Even when compared
to advanced large-scale reasoning LLM, DeepSeek-R1, our model still has a small advantage of 5%. In addition,
the smaller size of the ReCopilot model implies lower resource requirements, overcoming the challenge of laptop-
deployability we proposed in §2} Furthermore, we directly conducted post-training to the base model without domain
pretraining, and produced the recopilot-v0.1-beta-Qwen-dpo model. It only achieved sub-optimal performance
in the binary analysis tasks compared to the checkpoint with full training performed, indicating that the model can
effectively learn domain knowledge through CPT.

Table 6: Comparison of LLM performance on the benchmarks in the general domains.

Models \MATH MMLU IFEval HumanEval MBPP GPQA-diamond
DeepSeek-V3 81.70 86.71 82.09 91.10 81.67 56.11
Qwen2.5-Coder-7b-Instruct 4330 65.52 58.04 84.76 73.80 31.31
recopilot-v0.1-beta-Qwen-dpo | 37.14  63.97 57.67 82.32 69.40 34.34
recopilot-v0.1-beta-dpo 3334 6434 5693 78.05 61.60 25.76

The scores are practically obtained through our evaluation environment, and minor differences
compared to their original reports do not invalidate our comparison of their relative performance.

Beyond our domain benchmark, we also employ widely recognized benchmarks to evaluate general capabilities. It is
important to note that our primary interest does not lie in the evaluation of the absolute performance. Rather, we aim
to provide additional insights by examining how domain-specific training influences the model’s general capabilities
through comprehensive assessment. We utilize Qwen2.5-Coder-7b-Instruct as a reference baseline to illustrate the
impact of our training methodology.

As demonstrated in both of the two ReCopilot models generally underperform compared to the baseline
model on general-purpose benchmarks. Specifically, recopilot-v0.1-beta-dpo, which went through all three
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training stages, exhibited the lowest performance, averaging 6.12% below the baseline across all tasks. This result
suggests that our domain-specific training has indeed compromised the model performance in the general domains.
However, the recopilot-v0.1-beta-Qwen-dpo model, which went through only the SFT and DPO stages, experi-
enced significantly less damage, with an average performance decline of just 1.98%. Notably, we also observe that
recopilot-v0.1-beta-Qwen-dpo outperformed the baseline by 3.03% in the complex reasoning assessment (i.e.,
GQPA-diamond). This improvement may be attributed to the inclusion of a large amount of general and domain-specific
reasoning data in the SFT dataset. In addition, recopilot-v0.1-beta-dpo consistently underperforms compared
to recopilot-v0.1-beta-Qwen-dpo across most benchmarks, with an average performance gap of 4.13%. This
disparity suggests that the CPT training stage may have led to a greater degree of "knowledge forgetting", resulting in
the model losing more world knowledge and general capabilities.

5.4 Ablation Study

Table 7: Results of ablation experiments on Super-CoT, task guide, DPO training, and context enhancement.

Model \Prompt Succ Func Name Var Name Var Type Struct Dec  Sum
DeepSeek-V3-wo-DFA | general 0.87 35.11 17.01 34.17 9.77 2499 59.78
DeepSeek-V3 general 0.85 40.20 18.21 34.75 14.47 25.20 56.90
DeepSeek-V3 general_wo_guide 0.88 35.61 18.76 30.77 14.42 2475 60.22
DeepSeek-R1 general 0.79 46.61 24.87 37.76 11.38 30.84 64.98
DeepSeek-R1 general_wo_guide 0.84 43.63 25.36 38.92 22,12 29.77 66.32
recopilot-v0.1-beta-sft | recopilot 0.82 51.17 44.01 40.89 31.55 30.11 67.60
recopilot-v0.1-beta-dpo | recopilot 0.92 50.59 43.50 39.81 27.67 29.23 65.21
recopilot-v0.1-beta-dpo | recopilot_super_thought 0.92 50.75 43.52 39.03 29.23 28.87 63.91

Super-CoT. We introduced the concept of super long chain-of-thought (Super-CoT) in and used a new thinking
tag (<Super-Thought>) to prompt our model to engage in deep and extended reasoning. This prompt is labeled
as recopilot_super_thought here. We first conducted an ablation study to evaluate the impact of Super-CoT
on the model’s performance. As shown in[Table 7} the performance metrics for recopilot-v0.1-beta-dpo with
Super-CoT are similar to the one without it. One potential reason for this limited effectiveness is the dataset imbalance.
Our Super-CoT dataset comprises only 11K examples, whereas the standard reasoning SFT dataset contains 100K
examples. This disparity in dataset size may have hindered the model to fully leverage the benefits of deep reasoning,
suggesting that expanding the Super-CoT dataset could be a potential direction for our future efforts. Additionally,
we have successfully leveraged SFT to equip the model with basic reasoning capabilities, but it seems to struggle to
achieve stable deep reasoning. Given the previous studies [41} 89], reinforcement learning is another potential way for
improvement.

Task Guide for General LLM. We further conducted an evaluation to investigate the general prompts, revealing
that general LLMs like DeepSeek-V3 benefit from task-specific guides. With guided prompts, DeepSeek-V3 achieved
a higher average score of 31.62%, compared to 30.60% without guidance, indicating that guided prompts help the
general-purpose model skilled binary analysis tasks. Conversely, for reasoning models like DeepSeek-R1, removing the
guide improved performance, with an average score increase from 36.01% to 37.68%. This indicates that such models
perform better when allowed to conduct their inherent reasoning capabilities without constraints.

DPO. We evaluated the recopilot-v0.1-beta-sft model, a prior checkpoint of recopilot-v0.1-beta-dpo,
which had not yet undergone DPO training. By comparing the evaluation results of these two models, we observed that
DPO training significantly enhances the success ratio, increasing it from 0.82 to 0.92. This improvement underscores
the effectiveness of DPO training in refining the model’s ability to produce format-correct and syntactically accurate
predictions, which are essential for the integration into decompiled code. While the success rate has improved, there
are declines in certain tasks, such as struct recovery (3.87%) and decompilation (0.87%). This suggests that while
DPO optimizes the model’s prediction reliability, it may slightly compromise its performance in specific tasks. These
findings highlight the importance of balancing the preference alignment and the original performance.

Data Flow Analysis. In order to evaluate the impact of data flow analysis (DFA), as shown in we conduct
a comparison and present results in the rows of DeepSeek-V3 and DeepSeek-V3-wo-DFA. Our ReCopilot model is
trained with data that includes DFA, performing ablation on them would naturally lead to performance degradation due
to missing information. Therefore, we chose to conduct this ablation experiment on the DeepSeek-V3 model to isolate
and assess the specific contribution of DFA to the analysis performance of LLMs. The evaluation results demonstrate
that the inclusion of DFA significantly improved performance in specific tasks. For instance, DeepSeek-V3 with DFA
exhibits 4.70% higher accuracy in identifying struct layouts, highlighting the importance of understanding variable
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propagation and usage patterns. This improvement underscores the value of DFA in providing the model with a more
comprehensive understanding of the code’s data flow, thereby facilitating more accurate and insightful analysis.

6 Discussion

In the previous section, the evaluation demonstrates that our method outperforms the baseline methods. Although the
absolute performance of ReCopilot still needs to be further improved, it has shown the potential of becoming the next
generation of decompilation assistants. This section will discuss the limitations of our work and potential ways for
future improvements. Starting with the weaknesses of ReCopilot in practice:

Weakness on Supported Tasks. Binary analysis is a complex engineering that involves different analytical tasks
depending on the objectives. For instance, malware analysis often requires code clustering to identify functional
modules, while deobfuscation may necessitate control flow optimization. Constrained by computation resource,
ReCopilot currently focuses primarily on the most fundamental and critical tasks for decompilation augmentation,
which leads us to temporarily overlook higher-level and peripheral requirements.

Weakness on Supported Binary Representations. ReCopilot currently works on decompiled pseudo code only, which
leads to weaknesses in handling other representations of binary code, such as disassembly code. In practice, some
binaries for specialized CPU architectures lack a decompiler to obtain pseudo code. We plan to extend our model’s
ability in tackling disassembly code in the future, thereby supporting more practical scenarios.

Weakness on Supported Programming Languages. Recently, a growing number of compiled high-level languages
have been widely used, such as Go and Rust. However, our training data are exclusively coming from C/C++ projects,
which prevents our model from learning binaries built using other programming languages. The baseline methods suffer
from the same problem, underscoring a pressing need for dataset expansion.

The weaknesses presented above could be mitigated by taking more efforts on dataset building and model training on
our current method, that is, there are no serious obstacles. Furthermore, we identified several potential approaches to
improve the performance of our model in the future:

Reinforcement Learning. Reinforcement learning in the LLM domain has shown significant efficacy in improving
model performance [43[89,41]. While our model has acquired a certain level of reasoning ability through SFT directly,
it struggles to perform stable and consistent logical reasoning in a super long CoT, detailed in the ablation study (§5.4).
However, the on-policy reinforcement learning, which continuously optimizes the model starting from itself, could help
the model naturally develop robust ability of test-time scaling.

Model and Dataset Scaling. The neural scaling law [90] has been empirically validated, stating that model performance
improves as both model size and dataset size increase. Our current 7B model is designed to be deployable on personal
laptop, which inherently limits its upper bound. A promising direction for optimization is to scale up the model
parameters, as well as the diversity of data and the number of domain tasks.

Agentic Mode. LLM-driven agents have achieved promising results in automating sophisticated tasks, as exemplified by
tools like Deep Research [91] and Cursor [92]. Unlike traditional LLMs, which primarily engage in Q&A interactions,
agents are capable of autonomous planning to solve problems through multiple steps and invoke external tools to obtain
additional information or assistance. Building agentic capabilities on top of ReCopilot model presents a promising
approach to addressing more complex binary analysis challenges.

7 Conclusion

In this work, we presented ReCopilot, an expert LLM, tailored to provide assistance with reverse engineers in binary
analysis. To build the model, we took efforts to collect large-scale raw dataset and devised a generator-discriminator
framework to construct CoT data. We further employed context enhancement through data flow and call graph analysis
for better performance. A benchmark has been implemented for binary analysis with the most important tasks supported.
Our comprehensive evaluation showed that ReCopilot outperforms existing domain-specific LLMs and advanced
general LLMs. We have elaborated on the implementation details of ReCopilot and demonstrated this work to the
security community. We hope this work promotes the security community to drive binary reverse engineering into the
next generation.
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