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Abstract

The rapid advancement of generative models, such as GANs and Diffusion mod-
els, has enabled the creation of highly realistic synthetic images, raising serious
concerns about misinformation, deepfakes, and copyright infringement. Although
numerous Artificial Intelligence Generated Image (AIGI) detectors have been pro-
posed, often reporting high accuracy, their effectiveness in real-world scenarios
remains questionable. To bridge this gap, we introduce AIGIBench, a comprehen-
sive benchmark designed to rigorously evaluate the robustness and generalization
capabilities of state-of-the-art AIGI detectors. AIGIBench simulates real-world
challenges through four core tasks: multi-source generalization, robustness to
image degradation, sensitivity to data augmentation, and impact of test-time pre-
processing. It includes 23 diverse fake image subsets that span both advanced
and widely adopted image generation techniques, along with real-world samples
collected from social media and Al art platforms. Extensive experiments on 11
advanced detectors demonstrate that, despite their high reported accuracy in con-
trolled settings, these detectors suffer significant performance drops on real-world
data, limited benefits from common augmentations, and nuanced effects of pre-
processing, highlighting the need for more robust detection strategies. By providing
a unified and realistic evaluation framework, AIGIBench offers valuable insights
to guide future research toward dependable and generalizable AIGI detectiorﬁ

1 Introduction

Recent advancements in generative models, such as GANSs [116]] and diffusion models [7H10], have
demonstrated remarkable capabilities in synthesizing high-quality images that closely resemble real-
world scenes. While these technologies have enabled various applications, including personalized
portraits [[11], virtual try-on, and content creation [12, [13]], they also raise significant concerns
regarding the authenticity of visual content and its potential misuse in misinformation dissemination
[14], deepfake generation [15]], and copyright infringement [[16} I8]].

To address these concerns, Artificial Intelligence Generated Image (AIGI) detection technologies have
been developed to differentiate synthetic images from real ones. Most existing approaches [[17H22]
rely on training binary classifiers to distinguish between real and generated content, with some studies
reporting near-perfect performance. In light of reported detection accuracies exceeding 95%, a critical
question emerges: Is Artificial Intelligence Generated Image detection a solved problem?
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To answer this question, we propose a novel and comprehensive benchmark, termed AIGIBench,
for AIGI detection. As illustrated in Figure [2] of the Sec. we present an end-to-end pipeline
designed to assess AIGI detection in real-world scenarios. During the training phase, a diverse
collection of real and synthetic images is assembled, and various data augmentation techniques are
applied to improve detector robustness. In the testing phase, the detector is evaluated on its ability
to identify the authenticity of images originating from unknown sources and subjected to unknown
degradations. Prior to detection, each image undergoes pre-processing, such as cropping or resizing
to ensure compatibility with the trained detector. The detector then outputs a binary classification
indicating whether the image is real or Al-generated. Accordingly, to systematically evaluate the real-
world performance of state-of-the-art AIGI detectors, AIGIBench defines four core tasks that mirror
practical challenges often overlooked in idealized test environments: i) Generalization Assessment:
Multi-source, ii) Robustness Assessment: Multi-degradation, iii) Data Augmentation Variation
Assessment: Identifying the Most Effective Augmentation, and iv) Test Data Pre-processing
Assessment: Identifying the Most Effective Pre-processing. These task variations reflect common
challenges in practical applications but are often overlooked in idealized test environments where
most existing detectors are developed and evaluated.

The construction of AIGIBench effectively achieves our goal of providing a rigorous and realistic
evaluation framework for AIGI detection. Experimental results demonstrate that existing detection
methods encounter significant challenges when evaluated on AIGIBench. Key insights are summa-
rized as follows: i) Despite recent progress, all detectors suffer notable performance degradation on
real-world manipulations such as DeepFakes and in-the-wild content. Furthermore, no single method
consistently outperforms others across all generative scenarios, underscoring the difficulty of develop-
ing generalizable detectors. ii) While most detectors maintain high R.Acc. under perturbations, their
F.Acc. drops sharply, indicating reduced detection reliability in practical settings. iii) Common data
augmentation strategies provide limited benefits in improving detector performance and may even
introduce performance trade-offs. iv) Although prior study suggests that applying a crop operation
during test phase enhances the ability to capture fine-grained artifacts, thereby improving overall
detection accuracy, our analysis indicates that these improvements are primarily driven by gains in
R.Acc., while F.Acc. often remains unaffected or even degrades.

Table 1: Comparison with existing benchmarks on dataset.

Generative General GAN & Image-based & Social  Al-paintin,

Benchmark | Dataset — Methods ~2022 2023 2024~ Content Diffusion N(;gise—based Networks Comlznunitigs
Genlmage [23] 8 8 0 0 v v X X X
AIGCDetction [24] 17 13 4 0 v v X X X
DeepfakeBench [25] 9 9 0 0 X X X X X
MPBench [26] 11 5 6 0 v v X X X
Diff-Forensics [27] 7 7 0 0 v X X X X
WildRF [17] - - - - v v X v X
DF40 [28] 40 27 10 3 X v X X X
WildFake [29] 22 17 5 0 v v v X X
Chameleon [19] - - - - v v X X v
AIGIBench (Ours) 25 9 5 11 4 v v v v

Table 2: Comparison with existing benchmarks on evaluation.
Benchmark | Evaluation — li/it:f;:)lg? ~2022 2023 2024~ |Generalization Robust Augnl?:rigtlation 1;1; Zitez?;zlg
Genlmage (NeurIPS 2023) [23] 7 7 0 0 v v X X
AIGCDetction (arXiv 2023) [24] 10 5 5 0 v v
DeepfakeBench (NeurIPS 2023) [25] 34 30 3 1 v v X X
MPBench (NeurIPS 2023) [26] 3 3 0 0 v X X X
Diff-Forensics (ICCV 2023) [27] 6 5 1 0 v X X X
WildRF (arXiv 2024) [17] 5 3 1 1 v v X X
DF40 (NeurIPS 2024) [28] 7 7 0 0 v X X X
WildFake (AAAI 2025) [29] 6 2 4 0 v v X X
Chameleon (ICLR 2025) [19] 10 4 4 2 v v X X
AIGIBench (Ours) 11 3 2 6 v v v v

The Differences Between Our Benchmark and Others. Several deepfake and AIGI detection
benchmarks have been introduced in recent years, including Genlmage (NeurIPS 2023) [23]], AIGCDe-
tection (arXiv 2023) [24], DeepfakeBench (NeurIPS 2023) [25]], MPBench (NeurIPS 2023) [26],



Diff-Forensics (ICCV 2023) [27]], WildRF (arXiv 2024) [17], DF40 (NeurIPS 2024) [28]], WildFake
(AAAI 2025) [29], and Chameleon (ICLR 2025) [19]]. As illustrated in Table[T]and Table[2} all of
these benchmarks exhibit key differences compared to our proposed AIGIBench: i) AIGIBench com-
prehensively simulates state-of-the-art image generation methods. The AIGIBench test set consists
of 23 subsets covering both advanced and widely adopted image generation techniques, including:
(a) GAN-based noise-to-image generation (ProGAN [30]], StyleGAN3 [31]], StyleGAN-XL [32],
StyleSwim [33], R3GAN [34], and WFIR [33])), (b) Diffusion for text-to-image generation (SD-XL
[36], SD-3 [37]], DALLE-3 [38]], Midjourney-v6 [39], FLUX.1-dev [40], Imagen-3 [41], and GLIDE
[42]), (c) GANSs for deepfake (BlendFace [43]], E4S [44]], FaceSwap [45]], InSwap [46]], and SimSwap
[47]), and (d) Diffusion for personalized generation (InstantID [48]], Infinite-ID [8]], PhotoMaker
[LS]], BLIP-Diffusion [49], and IP-Adapter [S0]). It also includes 2 general subsets featuring fake
images collected from social media platforms such as X (Twitter), Facebook, and Reddit, as well
as Al-painting communities like ArtStation, Civitai, and Liblib. ii) AIGIBench evaluates nearly all
state-of-the-art AIGI detection methods currently available. In contrast to previous benchmarks that
mainly focused on detection methods developed before 2022, AIGIBench incorporates 11 recent
detection techniques, over half of which were published after 2024, reflecting the latest advancements
in the field. Additionally, all methods are evaluated under a consistent and equitable experimental
framework. iii) AIGIBench is the first benchmark to conduct a comprehensive evaluation of four criti-
cal components in the AIGI detection pipeline. Following the typical workflow of AIGI detection, we
systematically assess state-of-the-art detection methods across four fundamental tasks: generalization
to unseen sources, robustness to image degradations, sensitivity to data augmentation strategies, and
impact of test-time pre- processing. This holistic evaluation framework provides new insights into
the practical reliability and limitations of existing AIGI detectors.

2 AIGIBench

We enhance the existing dataset construction methodology to more closely reflect real-world detection
scenarios. In this section, we present AIGIBench, a newly proposed benchmark designed to support
comprehensive evaluation under such practical conditions.

2.1 Training Setting

Training Dataset. Existing studies on detecting Al-generated images [S1} 22} |17, 152] primarily focus
on a single-model training setting, where detectors are trained on images generated by a specific
model—such as ProGAN [33]] or Stable Diffusion [54], and evaluated on samples from various
generative models. In contrast, our benchmark introduces two training dataset settings: i) Setting-1:
Training on 72K images generated by ProGAN across four object categories—car, cat, chair, and
horse. ii) Setting-II: Training on 144K images generated by both SD-v1.4 and ProGAN, covering
the same four object categories.

Implementation Details. To ensure a fair comparison, we adopt the original hyperparameter settings
provided by each method without any modifications. All methods are re-trained under the two training
settings described above and evaluated on our proposed custom dataset.

2.2 [Evaluation Datasets

To support various image generation methods, AIGIBench is structured into multiple subsets, as
illustrated in Figure[T] with each subset containing an identical collection of real and fake images. The
details of generation methods used in evaluation datasets can be found in Sec. [A.6of the Appendix.

Fake Image Collection. To ensure the quality and fairness of our dataset, we collect substantially
more images than necessary through both generator and web API, and applied the following process-
ing pipeline: i) To mitigate the presence of visually similar images, we use CLIP [S5] to extract image
features and remove highly similar instances, promoting diversity and fairness in detection; ii) To
enhance image quality and better reflect real-world social environments, we employ the CLIP-based
aesthetic score predictor [56] to evaluate image aesthetics and discarded images with low scores;
iii) Finally, manual screening is conducted to remove obviously fake images, further increasing the
dataset’s realism and challenge. We collect diverse fake images from various sources and organize
them into five levels based on the generation pipelines of different models.


https://www.artstation.com/
https://civitai.com/
https://www.liblib.art/

Open Images V7 FFHQ CelebA-HQ

o ! 2\
é 1 T. ;Sr.‘ \ Real
| 7 2 a‘ Image

BlendFace E4S FaceSwap  InSwap  SimSwap ' BLIP Infinite-ID InstantID  IP-Adapter  PhotoMaker
" X e h

% I A ‘ﬂ
\ \ Fake
3

Image

| »"™

CommunityAl (Compiled from Al art communities) SocialRF (Sourced from social networks)

Figure 1: Visualizations of real and fake images from the evaluation datasets used in our AIGIBench.

i) GAN-based Noise-to-Image Generation: To emphasize high-quality synthesis, we select six
advanced GANs: ProGAN [30], StyleGAN3 [31]], StyleGAN-XL [32]], StyleSwim [33]], R3GAN
[34], and WFIR [33]. We randomly sample latent codes and generate diverse, high-quality images.

ii) Diffusion for Text-to-Image Generation: Given the rapid advancements in diffusion models,
our benchmark includes seven representative models: SD-XL [36], SD-3 [37], DALLE-3 [38]],
Midjourney-v6 [39], FLUX.1-dev [40], Imagen-3 [41], and GLIDE [42]. These text-to-image
diffusion models generate images by iteratively denoising random noise under the guidance of textual
prompts, making the quality and diversity of input text crucial for dataset construction. To this
end, we leverage the Gemini [57] API with carefully designed prompts to synthesize diverse and
high-quality image descriptions. For instance, a prompt for generating realistic human descriptions
might read: “To create varied descriptions of people in photo or realistic style, I need 1000 distinct
sentences, each 20-25 words, please help me. Example: ‘woman wearing a red dress in the park,
Disney cartoon style.”””. We generate 1500 sentences for each of four categories—people, animals,
objects, and landscapes—to ensure broad coverage and content diversity.

iii) GANs for Deepfake: Deepfake techniques are often misused to manipulate a person’s identity or
control facial expressions and movements in portrait images. We include five representative deepfake
methods: BlendFace [43]], E4S [44]], FaceSwap [45]], InSwap [46], and SimSwap [47]]. We randomly
select source and target face images and generate manipulated images using each method accordingly.

iv) Diffusion for Personalized Generation: Recently, personalized text-to-image generation based on
diffusion models has seen significant progress. These methods [50} (15} [8]] enable faithful preservation
of a specific identity across novel scenes, actions, and styles, often guided by one or more reference
images. In our benchmark, we select five representative personalized generation techniques: InstantID
(48], Infinite-ID [8]], PhotoMaker [13], BLIP-Diffusion [49]], and IP-Adapter [50]. We sample 1500
face images from the FFHQ dataset as identity references and use the Gemini API [57]] to generate
diverse, high-quality textual descriptions. Based on these inputs, we synthesize realistic and diverse
images that combine varying face identities with a wide range of text prompts.

v) Open-source Platforms: To better simulate AIGI detection in real-world scenarios, our benchmark
additionally collects data from open-source platforms and constructs two representative subsets. The
first subset, SocialRF, is sourced from social networks such as X (formerly Twitter), Facebook, and
Reddit. We retrieve fake images using common hashtags like #aiart, #aigenerated, and #fakephoto.
The second subset, CommunityAl, is compiled from Al art communities including ArtStation, Civitai,
and [Liblibl These images are often highly realistic, generated by diverse models, and reflect the
current landscape of Al-generated content.

Real Image Collection. The real images in our benchmark are sampled from three sources: FFHQ,
CelebA-HQ, and Open Images V7. FFHQ and CelebA-HQ offer high-resolution facial images, while
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Open Images V7 introduces greater diversity across ten object categories, including Car, Taxi, and
Ambulance. We randomly select an equal number of images from each dataset and merge them
to construct the real image set. This set is curated to ensure a one-to-one correspondence with the
number of fake images in each subset, enabling balanced evaluation.

2.3 Evaluation Metrics

Following the established evaluation paradigm [58]], we adopt classification accuracy (Acc.) and
average precision (A.P.) as our primary evaluation metrics. However, we observe that overall accuracy
alone may not sufficiently capture performance across diverse image generation methods. Given
that the ultimate objective of AIGI detection is to accurately identify fake images while minimizing
false positives on real ones, we further decompose accuracy into two complementary components:
R.Acc., the accuracy of detecting real images, and F.Acc., the accuracy of detecting fake images.
This decomposition provides a more nuanced and informative evaluation of a detector’s effectiveness.

2.4 Task Definition

Following the pipeline for AIGI detection in real-world scenarios, we evaluate the performance of
AIGI detectors across four distinct tasks, as detailed below:

Task 1: Generalization Assessment: Multi-source. This task evaluates the generalization capability
of detectors across different generative models, aiming to assess their effectiveness in diverse scenar-
ios. It specifically emphasizes the detector’s ability to handle samples from unknown distributions.
The average performance score across 25 subsets is used as the evaluation metric.

Task 2: Robustness Assessment: Multi-degradation. This task assesses the baseline performance of
detectors under a range of degradation strategies, including JPEG compression, noise interference, and
up-and-down sampling. It aims to evaluate the robustness of detectors against unknown degradations
that may arise in test data from unseen sources in real-world scenarios. The average performance
score across these conditions is used as the evaluation metric.

Task 3: Data Augmentation Variation Assessment. AIGI detection is formulated as a binary
classification task, making it particularly prone to overfitting to specific features. Data augmentation
is a widely used strategy to mitigate overfitting; however, existing pipelines have not thoroughly
investigated the impact of different augmentation on AIGI detection performance. This task sys-
tematically evaluates the baseline performance of detectors under a variety of data augmentation
methods, including RandomRotation, Color-Jitter, and RandomMask. The goal is to identify which
augmentation strategy is most effective for the AIGI detection task. The average performance score
across 25 subsets is adopted as the evaluation metric.

Task 4: Test Data Pre-processing Assessment. Different detectors are trained under varying settings,
and test images often come from diverse sources. As such, data pre-processing is crucial to ensure
compatibility with each trained detector. A recent study [52]] found that the Resize operation can
unintentionally smooth local correlations in synthetic images, thereby weakening subtle discriminative
artifacts in the low-level feature space. To address this, the authors proposed replacing Resize with
Crop, which better preserves fine details and local structures in synthetic content. Building on this
insight, our work systematically evaluates detector performance under both Cropping and Resizing
strategies. The goal is to identify the most effective pre-processing method for the AIGI detection
task. We use the average performance score across 25 subsets as the evaluation metric.

2.5 Detection Methods

To investigate whether AIGI detection is a solved problem, we evaluate 11 SOTA and popular
detectors on our AIGIBench. These methods span recent advances in the field, including ResNet-50
(CVPR 2016) [59], CNNDetection (CVPR 2020) [58], Gram-Net (CVPR 2020) [60], LGrad (CVPR
2023) [61], CLIPDetection (CVPR 2023) [18], FreqNet (AAAI 2023) [51]], NPR (CVPR 2024) [22],
LaDeDa (arXiv 2024) [17], DFFreq (arXiv 2025) [62], AIDE (ICLR 2025) [19], and SAFE (KDD
2025) [52]]. For a detailed description of each detector, please refer to Sec. of the Appendix.



3 Experiments and Discussion

Based on four distinct tasks outlined in Sec. 2.4] we organize experiments and analyze from following
four perspectives: i) Generalization Assessment: We evaluate how well detectors perform on data
distributions that differ from those seen during training. ii) Robustness Assessment: We examine
the factors that affect detector robustness under various image degradation strategies. iii) Data
Augmentation Variation Assessment: We analyze the impact of different data augmentation on
AIGI detection performance. iv) Test Data Pre-processing Assessment: We assess the effectiveness
of various pre-processing strategies applied during inference for the AIGI detection task. It is
worth noting that we conduct experiments under two different settings: Setting-1 (illustrated in the
Appendix) and Setting-II (shown in this section). A summary of both settings is provided in Sec. 2.1}

Table 3: The generalization results (F.Acc. and R.Acc.) for different AIGI detectors, where the
training dataset settings is Setting-II: Training on 144K images generated by both SD-v1.4 and
ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3 StyleGAN-XL StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | RAcc. FAcc. | RAce. FAcc. | RAce. FAce. | RAce. FAcc. | RAce. FAcc. | RAce. FAce. | RAce. FAce. | RAce. FAce. | RAce. FAcc.
Resnet-50 100.0 98.1 95.1 20 95.3 46.3 95.0 25.1 95.7 70.7 95.4 3.6 92.7 0.0 93.4 0.0 96.5 0.0
CNNDetection 99.9 95.3 98.6 23 99.3 9.1 98.2 0.7 98.3 6.9 99.4 0.2 98.7 6.2 98.1 4.1 98.1 1.4
Gram-net 99.8 97.2 89.6 6.1 91.1 40.1 89.8 56.0 90.3 60.7 78.4 10.7 84.6 0.0 85.0 0.0 93.0 0.0
LGrad 99.2 94.1 84.8 23.6 88.2 52.6 84.1 74.1 85.6 71.0 83.4 17.2 80.9 2.4 82.1 0.5 86.4 25
CLIPDetection 97.9 98.9 72.9 94.1 76.5 82.6 725 96.7 74.7 98.1 48.0 91.9 64.6 55 67.0 46.9 78.4 273
FreqNet 99.3 99.4 64.7 599 68.0 98.2 64.3 95.5 64.7 97.1 30.2 89.3 46.2 0.3 503 1.1 73.4 6.2
NPR 100.0 98.9 93.2 8.4 93.2 63.6 92.4 28.2 93.7 71.7 95.3 79 89.0 0.0 89.9 0.0 95.0 0.0
DFFreq 99.9 96.3 88.5 34.6 89.2 51.9 87.6 59.6 88.4 80.6 89.7 554 82.6 0.0 83.8 0.0 91.4 03
LaDeDa 100.0  99.7 90.2 19.5 91.6 932 90.5 80.5 90.8 97.3 97.8 19.2 84.8 0.0 85.9 0.0 93.2 0.0
AIDE 99.1 95.3 86.7 99.0 85.1 91.1 85.7 917 85.4 82.0 999 429 79.7 232 82.1 6.6 89.0 143
SAFE 100.0 999 96.6 91.2 96.6 92.9 96.5 89.7 96.3 99.3 1000 207 93.8 0.8 94.8 28.9 97.1 33
Test Dataset — InSwap SimSwap FLUXI-dev  Midjourney-V6 GLIDE DALLE-3 Imagen3 sD3 SDXL
Detectors | R.Acc. FAcc. | RAcc. FAcc. | RAce. FAcc. | RAce. FAcc. | RAce. FAcc. | R:Ace. FAce. | RAce. FAcce. | RAce. FAce. | R.Ace.  FAcce.
Resnet-50 96.6 0.0 96.2 0.0 95.6 69.1 89.5 15.5 96.2 62.4 95.5 11.8 95.8 279 95.3 33.1 95.3 50.4
CNNDetection 98.3 9.7 98.0 6.2 98.5 163 98.9 5.8 97.6 4.6 98.1 9.8 98.2 4.2 98.4 133 98.4 73
Gram-net 92.9 0.3 93.3 0.1 89.9 39.0 78.2 9.6 92.3 50.8 90.5 16.4 90.7 10.5 91.0 14.0 91.0 36.6
LGrad 86.2 1.3 85.8 23 84.1 76.6 78.7 415 85.9 78.9 843 29.7 839 40.2 84.4 42.4 84.4 62.7
CLIPDetection 78.4 8.2 78.8 8.6 733 86.6 50.0 80.6 782 752 74.9 752 73.6 84.2 78.4 90.6 78.4 91.0
FreqNet 72.6 0.9 72.0 0.6 64.7 92.4 253 83.6 71.8 79.7 64.2 682 65.8 81.5 66.6 88.1 66.6 98.9
NPR 94.6 0.0 94.8 0.0 93.3 97.2 839 53.8 94.8 70.3 93.0 21.2 935 782 94.2 89.7 94.2 79.0
DFFreq 91.0 0.0 90.8 0.0 88.9 64.1 74.9 54.0 91.0 86.0 88.5 14.5 89.2 62.1 89.1 734 89.1 88.7
LaDeDa 93.0 0.0 92.6 0.0 90.0 99.3 77.2 83.4 92.4 81.8 90.5 9.7 90.5 92.6 91.1 99.0 91.1 983
AIDE 89.6 114 88.2 215 86.0 90.0 73.0 79.8 88.4 98.4 85.7 24.5 85.7 939 89.3 99.3 89.3 97.6
SAFE 91.7 56.8 97.0 1.1 96.3 99.8 91.0 972 912 87.8 96.1 1.8 96.4 97.0 96.6 91.7 96.6 99.9
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter PhotoMaker SocialRF CommunityAl Mean

Detectors | R.Acc. FAcc. | RAcc. FAcc. | RAcc. FAcc. | RAAce. FAcc. | R Ace.  FAcc. | RAce. FAce. | RAcc. FAcc. | R.Ace.  FAcc. Acc. AP
Resnet-50 99.2 99.8 95.7 4.0 95.3 26.8 95.5 30.2 95.4 2.7 97.3 13.4 100.0 5.1 95.7 279 619 69.3
CNNDetection 98.0 56.5 98.3 1.1 98.3 8.1 97.9 6.0 98.4 1.7 94.7 7.5 97.3 53 98.2 11.6 549 670
Gram-net 98.0 99.2 90.7 10.6 90.6 59.6 90.4 18.7 90.1 10.0 92.6 115 99.0 6.2 90.5 266 586 624
LGrad 89.4 96.6 84.8 17.0 84.0 61.0 85.5 54.9 85.0 34.6 83.7 222 98.9 11.4 85.8 39.6 629 66.6
CLIPDetection 85.1 92.1 75.2 93.8 74.0 96.9 73.3 92.0 733 65.2 533 55.5 82.8 512 733 7.5 725 756
FreqNet 87.7 100.0 65.4 92.7 65.8 93.9 65.8 93.0 65.5 88.6 68.5 393 98.9 122 65.9 66.4 662 70.1
NPR 98.4 99.9 93.1 34.6 93.5 34.1 93.1 71.8 92.6 3.6 96.3 21.9 99.9 82 93.8 419 679 739
DFFreq 96.5 99.4 89.7 50.9 88.5 95.3 88.3 78.1 88.5 87.4 96.2 17.5 99.9 7.3 89.6 519 711 757
LaDeDa 98.1 100.0 90.8 322 90.7 82.4 91.0 90.6 90.2 66.7 97.8 194 100.0 9.0 91.7 549 734 793
AIDE 92.8 1000 | 87.1 97.5 86.6 97.0 86.6 93.5 85.9 975 97.2 18.4 99.0 9.3 88.1 670 77.6 827
SAFE 994 1000 | 963 99.8 96.5 99.9 959 89.8 96.0 98.0 99.6 16.4 100.0 85 96.8 63.0 799 826

3.1 Task 1: Generalization Assessment

We evaluate the performance of existing detectors on 25 testsets from our AIGIBench. As shown in
Table [3|(F.Acc. and R.Acc. on training setting-1I) and Table[/|(Acc. and A.P. on training setting-II),
[§] (F.Acc. and R.Acc. on training setting-I), and [0 (Acc. and A.P. on training setting-I) of Sec.
IA.2] there are significant performance disparities among Al-generated image detection methods
when tested across a broad spectrum of generative models and datasets. Several key observations
emerge: i) Overall Best Generalization. SAFE [52] consistently achieves the highest overall
accuracy (Setting-I: 79.2%, Setting-1I: 79.9%), establishing itself as the most robust single-model
detector with balanced F.Acc. and R.Acc. across diverse generators. AIDE [19] also performs
competitively, attaining the highest mean average precision (A.P. = 82.7%) in Setting-1I and the
highest mean fake accuracy (F.Acc. = 69.0%) in Setting-I. ii) Effect of Adding SD-v1.4 to Training
(Setting II vs. I). Including the SD-v1.4 dataset in training Setting-II significantly improves R.Acc..
However, this improvement often comes at the cost of reduced F.Acc., indicating a trade-off between
sensitivity and precision. iii) Traditional CNN-based detectors (ResNet-50 [59], CNNDetection



Table 4: The overall robust performance of Al-generated image detectors is demonstrated in real-
world scenarios, where the training dataset follows Setting-1I: training on 144K images generated by
both SD-v1.4 and ProGAN. Notably, all reported results represent average values computed across
25 diverse test datasets.

Detectors — Resnet-50 CNNDetection Gram-net LGrad CLIPDetection FreqNet
Robust Settings | R.Acc. FAcc. AP ‘ R.Acc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAce. AP | RAce. FAce. AP
Origin 95.7 279 693 | 982 1.6 670 | 90.5 266 624 | 858 396  66.6 | 73.3 715 756 | 659 66.4  70.1
JPEG Compression  100.0 0.1 60.1 94.3 172 63.7 99.6 1.2 55.8 95.9 73 54.6 91.1 33.0 716 99.5 1.4 53.0
Gaussian Noise 98.8 42 66.1 97.7 2.6 47.0 95.4 10.6  60.5 91.9 17.5  60.0 78.3 587 722 73.7 485  66.2
Up-down Sampling ~ 96.3 265 715 | 99.8 1.8 567 | 912 251 639 | 865 572 803 | 77.0 66.6 750 | 74.7 63.1 732
Mean 97.7 147 66.8 97.5 83 58.6 94.2 159  60.7 90.0 304 654 79.9 574 736 78.5 449  65.6
Detectors — NPR DFFreq LaDeDa AIDE SAFE

Robust Settings | R.Acc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAce. AP
Origin 93.8 419 739 89.6 519 757 91.7 549 793 88.1 67.0 827 96.8 63.0 826
JPEG Compression  100.0 0.2 59.2 | 100.0 0.1 58.8 | 100.0 0.0 61.6 98.9 1.5 50.3 | 100.0 0.0 48.7
Gaussian Noise 98.5 6.2 68.5 86.3 322 69.0 98.8 2.6 68.5 93.0 224 725 | 100.0 12 46.9
Up-down Sampling ~ 94.8 343 81.0 91.8 419 753 922 46.6 845 74.8 274 551 100.0 162 735
Mean 96.8 20.7 707 91.9 31,5 69.7 95.7 260 735 88.7 29.6 652 99.2 20.1 629

[58], and Gram-net [60]). These detectors achieve high R.Acc. on in-distribution data. However,
they demonstrate poor generalization in terms of F.Acc., with a substantial performance decline when
tested on datasets generated by unseen generative models. iv) Advanced Detectors. More recent
methods, including CLIPDetection [18]], DFFreq [62], LaDeDa [17], AIDE [19]], and SAFE [52]],
achieve more consistent and robust performance across varied settings. Notably, while the CLIP-based
detector CLIPDetection [18]] and AIDE [[19] show only moderate performance on certain datasets,
they achieve the highest mean F.Acc. in Setting-II and Setting-I, respectively, indicating strong
generalization ability. Furthermore, frequency-based methods such as FreqNet [51]] and DFFreq [62]
also perform well, achieving advanced mean F.Acc.. These findings suggest that frequency features
enhance the generalization capability of AIGI detectors. v) Impact on Face-Swap and In-the-Wild
Manipulations. Despite their strong performance on GAN-based noise-to-image and diffusion-based
text-to-image generation tasks, existing detectors exhibit substantial performance degradation on
more challenging real-world datasets. The results illustrate that detectors struggle significantly on
datasets such as DeepFake variants (e.g., FaceSwap, SimSwap), DALLE-3, and social media content
(e.g., SocialRF, CommunityAl), often mis-classifying nearly all samples as real. This indicates a
pronounced bias and a lack of robustness to distributional shifts introduced by identity-preserving
manipulations and stylistically diverse generative content. These limitations highlight a critical gap
in current detection models’ ability to generalize beyond synthetic benchmarks. To address this,
we recommend incorporating representative DeepFake-style manipulations during training, which
can expose detectors to a wider range of generative patterns and improve their resilience against
real-world forgeries.

In summary, our results highlight significant variability in detector performance and confirm that no
single method consistently dominates across all scenarios. These findings underscore the importance
of integrating complementary strategies, such as frequency analysis, self-supervised learning, and
large-scale pre-training, to build more generalizable detectors for real-world applications.

3.2 Task 2: Robustness Assessment

In real-world applications, there is a strong demand for detectors that can effectively adapt to various
types of image degradation. In this section, we further investigate this requirement by evaluating
the robustness of different detectors under three common degradation types: JPEG compression,
Gaussian noise, and Up-down sampling. Specifically, we apply JPEG compression with a quality
factor of 50 to simulate compression artifacts. To introduce noise artifacts, Gaussian noise with a
standard deviation of o = 4 is added. Additionally, to emulate typical sampling artifacts observed
in practical scenarios, we apply down-sampling using the nearest neighbor algorithm to reduce the
image size by half, followed by up-sampling back to the original resolution.

As shown in Table ] our experimental results demonstrate that under the Origin setting (i.e., clean
test images), most detectors achieve high real image accuracy (R.Acc.) and reasonable fake image
accuracy (F.Acc.). However, substantial performance degradation is observed under perturbation



Table 5: Evaluating the impact of different data augmentation on AIGI detectors under Setting-II,
where the training dataset consists of 144K images generated by both SD-v1.4 and ProGAN.

Data augmentation CLIPDetection FreqNet NPR DFFreq SAFE
Rotation Jitter Mask | R.Acc./FAcc. Acc/AP. | R.Acc/EAcc. Acc/AP. | RAcc/FAcc. Acc/AP. | RAAcc/FAcc. Acc/AP. | RAcc/FAcc. Acc/AP.
73.3/11.5 72.5/75.6 65.9/66.4 66.2/70.1 93.8/41.9 67.9/73.9 89.6/51.5 71.1/75.7 94.3/64.6 79.5/84.5
v 86.1/54.9 70.5/75.7 76.9/58.9 68.0/71.5 93.3/44.0 68.7/74.1 92.1/52.6 721174 82.7/69.5 76.1/82.0
v 79.1/63.7 71.4/75.6 89.7/36.8 63.5/70.2 92.7/38.5 65.6/70.8 90.0/40.1 65.5/70.5 99.4/50.1 74.8/84.8
v 72.8/64.1 68.4/73.5 74.4/59.4 66.9/70.2 96.4/37.0 66.7/73.2 89.9/52.2 71.4/76.2 96.4/60.9 78.7/84.5
v v 80.6/62.2 71.4/76.6 76.4/51.8 64.2/67.7 94.3/36.8 65.6/70.6 86.4/45.3 66.2/71.2 93.5/65.0 79.3/81.5
v v v 79.6/61.3 70.5/75.8 62.4/62.5 62.4/64.8 98.1/32.5 65.3/75.6 86.0/47.8 67.3/72.4 96.8/63.0 79.9/82.6

settings. Specifically: i) JPEG Compression and Gaussian Noise cause a dramatic decline in F.Acc.
for all detectors, often approaching 0%, while R.Acc. remains artificially high (close to 100%). This
indicates a strong bias toward predicting "real" under these perturbations, resulting in a failure to
detect fake images. ii) Up-down Sampling induces a more moderate drop in F.Acc. and is relatively
less harmful for some detectors, such as LaDeDa [17], CLIPDetection [[18]], and FreqNet [51]]. iii)
Among all methods, the CLIP-based CLIPDetection and frequency-aware FreqNet achieve the best
overall trade-off between R.Acc. and F.Acc. across all robustness settings, suggesting superior
generalization capabilities. In particular, CLIPDetection [18] performs binary classification in a
feature space not explicitly trained for forgery detection. It utilizes fixed embeddings from large pre-
trained CLIP-ViT models and applies a lightweight classification strategy based on nearest-neighbor
lookup and linear probing over a feature library constructed from both real and fake images. By
decoupling from model-specific cues, this method exhibits greater resilience to various types of
degradation. In contrast, FreqNet [51]] operates in the frequency domain, allowing it to capture forgery
patterns less sensitive to spatial perturbations, thus further enhancing its robustness in real-world
scenarios. Additional results for Training Setting-I are provided in Table[T0|in the Appendix.

Overall, the Mean row reveals that while most detectors consistently maintain high real image accuracy
(R.Acc. > 90%) under perturbations, their F.Acc. drops significantly (often below 35%), indicating
compromised detection reliability in practical scenarios. This underscores the critical need for
developing detectors that are robust to various types of image degradation. In this context, exploring
robust real/fake discriminative features, either through large pre-trained models or frequency-domain
representations, emerges as a promising and impactful research direction.

3.3 Task 3: Data Augmentation Variation Assessment

Data augmentation is a widely adopted strategy to mitigate overfitting and enhance the generalization
ability of detectors. In this section, we investigate the impact of three common augmentation
techniques, rotation, color-jitter, and masking, on five advanced detectors: CLIPDetection [18]],
FregNet [51], NPR [22], DFFreq [62], and SAFE [52]. We evaluate five augmentation settings:
Rotation, Color Jitter, Masking, Rotation + Color Jitter, and Rotation + Color Jitter + Masking.

The main results are summarized in Table[5] with detailed configurations reported in Table [IT] Table
Table [T3] Table and Table [T3] respectively. The findings reveal several insights: i) Data
augmentation generally improves R.Acc. but may degrade F.Acc., particularly for CLIPDetection and
FregNet; ii) Combining all three augmentations offers no clear advantage and can impair performance
consistency, especially for models sensitive to semantic or frequency cues such as FreqNet and
DFFreq; iii) The effectiveness of each augmentation strategy is model-dependent, underscoring
the importance of designing augmentation-aware training pipelines tailored to specific detectors.
Overall, these results suggest that commonly used data augmentation strategies offer limited benefit
for enhancing the performance of AIGI detectors, and in some cases, may even introduce trade-offs.

3.4 Task 4: Test Data Pre-processing Assessment

Data pre-processing is essential to ensure compatibility between input samples and the trained
detectors. A recent study [52] demonstrated that the Resize operation can unintentionally smooth
local correlations in synthetic images, thereby weakening subtle discriminative artifacts in the low-
level feature space. To address this issue, it proposed replacing Resize with Crop, which better
preserves intricate details and local structures in synthetic content. This enhances the detector’s
ability to capture fine-grained artifacts embedded in generated images. In this section, we investigate



Table 6: Evaluating the impact of different data pre-processing strategies on Al-generated image
detectors under Setting-1I, where the training dataset consists of 144K images generated by both
SD-v1.4 and ProGAN. Note that Crop prep-rocessing primarily improves R.Acc. with limited or
even negative impact on F.Acc. across several detectors.

Detectors — CLIPDetection FreqNet NPR DFFreq LaDeDa SAFE

Process | R.Acc./FAcc  Acc/A.P. ‘ R.Acc./FAcc  Acc/A.P. ‘ R.Acc./FAcc  Acc/AP. ‘ R.Acc./FEAcc  Acc/AP. ‘ R.Acc./EAcc  Acc/AP. ‘ R.Acc./EAcc  Acc/AP.

Resize 73.3/71.5 72.5/75.6 65.9/66.4 66.2/70.1 93.8/41.9 67.9/73.9 89.6/51.9 71.1/75.7 91.7/54.9 73.4/79.3 63.3/66.5 64.9/68.6
Crop 76.9/56.1 66.5/68.4 84.6/63.5 74.2/80.0 99.3/36.9 68.2/81.9 96.1/51.7 74.4/81.1 98.9/56.1 77.5/82.5 96.8/63.0 79.9/82.6

the impact of two common pre-processing strategies, Resize and Crop, on the performance of
six representative and advanced Al-generated image detectors: CLIPDetection [18]], FreqNet [51],
NPR [22], DFFreq [62], LaDeDa [17]], and SAFE [52].

Table [6]and Table [I6]of Appendix highlight the critical impact of data pre-processing on detector
performance, with the Crop strategy generally outperforming Resize across multiple advanced
detectors. However, a closer examination of R.Acc. and F.Acc. reveals a key observation: the
performance gains from Crop are predominantly attributed to improvements in R.Acc., while F.Acc.
remains largely unchanged or even declines in certain cases. For instance, SAFE [52] and FreqNet
[51] demonstrate substantial increases in R.Acc. (from 63.3% to 96.8% and 65.9% to 84.6%,
respectively), yet their F.Acc. either drops or shows marginal improvement. This asymmetry can be
attributed to the modality gap between real and synthetic images. Real images, typically captured by
a limited range of devices and scenes, exhibit concentrated and consistent modalities, characterized
by strong local structural similarity and statistical stability. Crop, by preserving key image regions
and avoiding the blurring effects of Resize, retains high-frequency local features and texture details,
thereby enhancing the model’s ability to recognize real content—resulting in improved R.Acc. In
contrast, fake images are generated by diverse models and processes, leading to high modality
variance. While Crop may amplify certain generative artifacts, it can also remove distinctive cues
(e.g., boundary artifacts), resulting in selective enhancement or even information loss. This modality
asymmetry explains why Crop consistently boosts real image detection, reducing false positives, but
provides limited or inconsistent improvements in detecting synthetic content.

4 Conclusions, Limitations, and Board Impacts

Conclusions. This paper presents AIGIBench, a novel benchmark designed to evaluate the effective-
ness of detectors in identifying Al-generated images. AIGIBench comprises 23 diverse subsets of
synthetic images, encompassing both cutting-edge and widely adopted image generation techniques,
as well as real-world samples sourced from social media and Al art platforms. To better reflect
practical scenarios, AIGIBench systematically evaluates detector performance across four core tasks:
multi-source generalization, robustness to image degradation, sensitivity to data augmentation, and
impact of test-time pre-processing. Experimental results demonstrate that existing detectors suffer
significant performance degradation under real-world conditions, underscoring that AIGI detection
remains a formidable challenge. The comprehensive evaluations and in-depth analyses enabled by
AIGIBench aim to foster new research directions and promote further progress in the field.

Limitation and Future Works. AIGIBench currently considers two widely adopted training settings:
i) training on ProGAN, and ii) training on ProGAN combined with SD-v1.4. To further enhance the
benchmark, we plan to introduce a leaderboard showcasing the performance of various detectors
trained on larger datasets sampled from diverse sources. Additionally, we aim to incorporate a broader
range of representative detectors and datasets, thereby providing a more comprehensive platform
for evaluating detection performance. AIGIBench is designed as a continually evolving resource to
support the research community and accelerate the development of advanced AIGI detectors.

Board Impacts. AIGIBench advances the detection of AIGI by providing a comprehensive and
realistic evaluation framework. It reveals the limitations of existing detectors and enables standardized
comparisons, thereby fostering the development of more robust and generalizable forensic methods.
This benchmark plays a crucial role in mitigating the societal risks associated with synthetic media,
including misinformation and digital fraud. Moreover, it serves as a valuable resource for both
researchers and practitioners. Nonetheless, a potential ethical concern arises from the risk that
malicious actors could exploit AIGIBench to enhance the evasiveness of generative models.
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Figure 2: The AIGI Detection Pipeline. In the training phase, both real and Al-generated images are
augmented to improve the model’s robustness against diverse and previously unseen test distributions.
The model is trained to distinguish real images from synthetic ones generated by a variety of unknown
sources. During inference, test images potentially affected by unknown degradations or generation
pipelines are pre-processed using cropping or resizing to align with the training conditions. The
pre-processed images are then evaluated by the trained detector to assess their authenticity.

A Appendix

A.1 Pipeline of AIGI Detection in Real-World Scenarios

Figure [2]illustrates the end-to-end pipeline for AIGI detection in real-world scenarios. In the training
phase, a diverse collection of real and generated images is assembled, and various data augmentation
strategies are applied to improve the detector’s robustness. During the testing phase, the detector
evaluates the authenticity of images originating from unknown sources and potentially affected by
unknown degradations. Before inference, each image undergoes pre-processing, such as cropping or
resizing, to ensure compatibility with the detector. The final output is a classification result indicating
whether the image is authentic or generated.

A.2 More Results on Task 1: Generalization Assessment

In this section, we provide more quantitative result on Task 1: Generalization Assessment.

Generalization results (Acc. and A.P.) on Training Setting-II. Table [7|reports the generalization
performance of various Al-generated image detectors under Setting-II, where models are trained on a
mixture of SD-v1.4 and ProGAN images and evaluated on a diverse range of generative models and
datasets. Performance is measured in terms of Accuracy (Acc.) and Average Precision (A.P.). The
results reveal several key findings:

i) Classical detectors tend to overfit the training distribution. Traditional CNN-based detectors (e.g.,
ResNet-50, Gram-net, CNNDetection, LGrad) achieve near-perfect performance on the training
domain (ProGAN), with Acc. and A.P. exceeding 97%. However, their generalization to unseen
generative models (e.g., R3GAN, FaceSwap, StyleGAN-XL) is poor, often yielding accuracies below
55% and A.P. under 60%.

ii) CLIP-based and frequency-based detectors exhibit improved generalization. Detectors such as
CLIPDetection and DFFreq leverage CLIP or frequency-domain features that are less sensitive to
dataset-specific generation artifacts. These approaches achieve substantially better performance on
out-of-distribution (OOD) models. For instance, CLIPDetection attains 91.2% A.P. on R3GAN and
95.2% A.P. on StyleSwim, clearly outperforming conventional CNN-based baselines.

iii) Advanced methods achieve state-of-the-art generalization. SAFE demonstrates the strongest
generalization capabilities, achieving 93.9% Acc. and 98.2% A.P. on R3GAN, and consistently
high scores across various GAN- and diffusion-based models (e.g., 97.8% Acc. on StyleSwim and
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Table 7: The generalization results (Acc. and A.P.) for Al-generated image detectors in real-world
scenarios, where the training dataset settings is Setting-II: Training on 144K images generated by
both SD-v1.4 and ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3  StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | Acc. AP ‘ Acc. AP ‘ Acc. AP | Acc. AP Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
Resnet-50 99.1 999 | 485 537 | 70.8 883 | 60.0 76.7 | 832 937|495 56.8 | 464 343 | 467 329 | 488 39.8
CNNDetection 97.6 999 | 504 527 | 558 73.1 | 528 642 | 526 765|498 500 | 524 734 | 51.1 689 | 503 587
Gram-net 98.5 100.0 | 479 525|656 779 | 729 837 | 755 86.0 | 445 439 | 423 333 | 425 325 | 470 346
LGrad 96.6 998 | 544 587 | 705 805 | 657 746 | 81.3 90.0 | 51.7 494 | 41.8 349 | 415 328 | 453 375
CLIPDetection 984 999 | 835 912|796 845|846 933 864 952|700 820|350 353|570 571|531 524
FreqNet 99.3  100.0 | 623 56.8 | 83.0 924 | 79.8  84.1 80.8 91.8 | 585 489 | 233 34.1 | 258 347 | 404 434
NPR 99.4  100.0 | 50.8 61.1 | 784 91.7 | 603 753 857 949 | 51.6 655 | 445 347 | 450 344 | 481 436
DFFreq 98.1 100.0 | 61.7 740 | 90.1 964 | 73.7 834 | 845 929 | 746 822 | 415 352 | 42.1 348 | 476 456
LaDeDa 99.8  100.0 | 54.8 726 | 924 969 | 947 985 | 940 985 | 585 869 | 424 42.1 | 429 493 | 47.1 409
AIDE 972 996 | 929 97.1 | 88.1 914|887 932 | 837 893|714 908 | 515 542 | 443 443|521 563
SAFE 100.0 100.0 | 93.9 982 | 89.7 97.6 | 93.1 97.6 | 97.8 99.6 | 60.4 81.8 | 473 456 | 47.6 46.0 | 50.7 457
Test Dataset — InSwap SimSwap  FLUXl-dev Midjourney-V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
Resnet-50 488 39.7 | 48.1 403 | 823 93.6 | 525 574 793 934 | 537 684|619 786 | 642 837|728 898
CNNDetection 545 779 | 52.1 70.0 | 574 723 | 52.3 59.8 51.1 600 | 539 686 | 51.2 574|558 73.1 | 528 642
Gram-net 47.1 38.0 | 46.7 364 | 645 75.1 | 439 41.6 71.6 843 | 535 61.1 | 506 547 | 525 60.0 | 63.8 769
LGrad 446 350 | 442 37.6 | 804 88.1 | 60.4 64.5 824 91.0 | 572 627 | 622 69.7 | 63.4 721 | 73.6 828
CLIPDetection ~ 43.7 40.2 | 43.7 404 | 80.0 79.5| 653 61.5 767 803 | 75.1 763 | 789 793 | 845 872 | 847 88.0
FreqNet 375 421 | 365 419 | 785 873 | 539 55.9 758 774 | 662 61.0 | 73.6 80.7 | 77.3 82.6 | 82.7 952
NPR 478 40.7 | 474 427 ] 952 99.0 | 68.8 76.9 825 943 | 571 700 | 859 944 | 919 972 | 86.6 944
DFFreq 470 412 | 456 438|766 863 | 64.6 68.1 885 963 | 51.8 586 | 757 873|813 908 | 889 958
LaDeDa 47.0 474 | 463 423 | 946 987 | 803 86.9 87.1 950 | 50.1 598 | 91.6 97.2 | 95.1 98.7 | 947 985
AIDE 509 546 | 549 627 | 88.0 934 | 764 83.0 934 977 | 551 63.1 | 898 952|943 983|935 957
SAFE 49.7 499 | 490 495 | 981 99.7 | 94.1 98.4 925 979 | 490 458 | 967 988 | 941 988 | 983 99.7
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker SocialRF CommunityAl Mean
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP
Resnet-50 99.5 100.0 | 4999 62.6 | 61.0 80.7 | 62.8 83.1 | 49.1 58.7 | 553 615 | 525 64.2 619 69.3
CNNDetection 772 929 | 497 495|532 802 | 520 658 | 50.1 582 | 51.1 50.6 | 513 59.1 55.1 67.1
Gram-net 98.6 999 | 506 60.1 | 75.1 857 | 545 642 | 50.1 58.6 | 52.1 53.0| 52.6 66.1 58.6 624
LGrad 93.0 974 | 509 546 | 726 815|703 783|599 672|535 549 | 555 69.4 629 66.6
CLIPDetection 88.6 958 | 845 89.6 | 854 935 | 826 873|693 723 | 544 552 67.0 73.2 725 756
FreqNet 93.8 100.0 | 79.0 745 | 798 863 | 788 799 | 77.0 749 | 542 58.1 | 559 69.7 66.2 70.1
NPR 99.2 1000 | 639 804 | 63.8 792 | 824 91.7 | 48.1 43.6 | 59.1 684 | 54.0 62.9 679 739
DFFreq 979 99.6 | 704 827|919 972 | 832 913 | 880 940 | 57.6 633 | 545 52.1 71.1 757
LaDeDa 99.0 999 | 615 769 | 86.5 904 | 90.8 943 | 784 90.7 | 58.6 683 | 54.5 56.3 734 793
AIDE 964 955 | 922 947 | 91.8 963 | 90.0 954 | 91.7 95.6 | 57.8 65.0 | 54.1 61.0 716 827
SAFE 99.7 100.0 | 969 992 | 982 99.6 | 92.8 98.1 | 97.0 993 | 58.0 64.2 | 542 552 799 82.6

97.6% A.P. on StyleGAN-XL). AIDE and LaDeDa also maintain robust and balanced performance,
indicating enhanced cross-model generalizability.

iv) Generalization to deepfake models remains a major challenge. Even advanced detectors such as
SAFE and AIDE perform poorly on datasets like DALLE-3, BlendFace, and SocialRF, underscoring
the limitations of current methods and the need for greater training diversity and more robust feature
representations in the detection of Al-generated content.

Generalization results (F.Acc. and R.Acc.) on Training Setting-I. Table [] presents the gener-
alization performance of various Al-generated image detectors under Setting-I, where all models
are trained on 72K images synthesized by ProGAN and evaluated across a diverse set of generative
models and datasets. Performance is reported using R.Acc. and F.Acc. metrics. Consistent with
earlier observations, detectors trained exclusively on ProGAN data exhibit significant overfitting and
poor generalization, particularly when evaluated on deepfake-generated images. Only a few methods,
most notably SAFE and AIDE, demonstrate meaningful cross-model generalization, underscoring
the importance of diverse training data or more robust feature learning strategies for real-world
applicability.

Generalization results (Acc. and A.P.) on Training Setting-I. Table 0] reports the generalization
performance of various Al-generated image detectors under Setting-I, where all models are trained
on 72K images synthesized by ProGAN and evaluated across a diverse range of generative models
and datasets. Performance is measured using accuracy (Acc.) and average precision (A.P.) metrics.
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Table 8: The generalization results (F.Acc. and R.Acc.) for Al-generated image detectors in real-
world scenarios, where the training dataset settings is Setting-I: Training on 72K images generated
by ProGAN.

Method ProGAN R3GAN StyleGAN3 StyleGAN-XL StyleSwim WFIR BlendFace E4S FaceSwap
R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc. RAcc. FAcc. R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAce. R.Acc. FAce. R.Ace.  FAcc.
Resnet-50 99.9 98.6 64.0 832 64.7 82.6 64.3 91.0 63.7 90.8 334 90.9 49.4 0.2 51.5 0.0 70.2 0.1
CNNDetection ~ 99.9 95.9 99.3 0.5 99.1 29.0 99.3 0.2 98.8 17.2 99.1 25.0 98.5 0.0 99.1 0.0 99.0 0.0
Gram-net 98.8 92.4 78.8 64.0 80.4 67.1 79.8 60.3 78.2 67.4 65.3 57.3 72.6 3.6 74.3 1.7 822 38
LGrad 99.3 96.7 49.6 81.7 54.4 65.4 49.3 732 49.6 86.9 66.2 44.1 55.3 21.8 54.9 234 48.1 7.5
CLIPDetection 99.9 99.1 90.4 95.6 88.6 48.1 90.5 83.7 90.6 98.3 88.0 94.0 89.2 5.1 89.6 55.1 91.0 47.1
FreqNet 100.0 99.5 81.2 48.5 76.0 66.9 80.2 337 80.0 718 81.1 12.1 75.7 14.7 76.0 22.1 81.7 8.4
NPR 99.9 99.7 77.0 84.6 77.2 90.9 76.5 724 76.6 92.8 76.8 789 67.6 0.1 67.9 0.1 80.9 0.3
DFFreq 100.0 99.5 70.7 96.0 68.8 98.9 70.3 92.8 70.5 89.4 60.0 97.6 57.3 8.0 60.1 10.0 77.4 11.1
LaDeDa 100.0 99.9 70.0 758 71.9 95.5 70.2 94.0 69.6 95.5 75.5 93.5 56.4 0.0 58.0 0.0 75.3 6.3
AIDE 99.6 96.4 78.6 99.3 72.5 85.8 78.0 90.9 78.1 922 93.7 86.8 722 14.6 73.6 5.1 81.8 10.7
SAFE 100.0  100.0  90.1 97.9 90.0 92.7 90.0 100.0 895 100.0  99.0 36.1 83.0 103 84.7 6.4 92.8 14.1
Method InSwap SimSwap FLUXI-dev Midjourney V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
R.Acc. FAcc. R.Acc. FAcc. RAcc. FAce. R.Acc. FAcc. R.Acc. FAce. R.Acc. FAce. RAcc. FAce. R.Acc. FAce. R.Acc. FAce.
Resnet-50 71.4 0.7 69.4 04 63.6 65.8 314 63.7 70.5 47.0 65.8 57.8 65.0 524 64.6 52.0 64.6 87.6
CNNDetection ~ 99.1 0.0 99.2 0.1 98.9 1.6 98.2 1.6 99.4 37 99.1 1.7 99.2 27 98.7 7.0 98.7 6.4
Gram-net 83.2 78 825 7.1 79.1 203 64.0 23.8 82.6 19.8 79.9 154 79.0 312 80.8 16.3 80.8 389
LGrad 482 26.7 47.8 242 50.4 79.1 55.6 62.9 49.0 64.4 50.2 48.8 49.4 734 54.2 783 54.2 783
CLIPDetection ~ 90.7 6.2 90.8 9.4 90.1 24 86.8 2.7 91.8 471.0 91.2 25 90.7 55 91.9 6.0 91.9 9.6
FregNet 82.9 20.0 83.3 14.8 81.1 65.4 71.3 43.4 81.9 534 80.6 133 80.0 79.9 80.2 75.0 80.2 92.7
NPR 80.9 0.2 80.9 0.1 75.8 98.5 55.3 84.1 80.1 76.4 76.6 38.6 77.2 92.1 75.9 96.9 75.9 98.1
DFFreq 76.1 15.5 76.3 7.0 70.0 859 42.6 81.3 75.9 95.7 70.1 293 71.4 86.7 70.6 91.4 70.6 93.2
LaDeDa 75.6 0.0 74.5 0.1 69.7 98.8 41.0 93.0 75.3 97.5 70.1 83 70.3 91.9 68.8 98.4 68.8 97.3
AIDE 82.1 9.3 81.8 12.6 777 92.2 65.0 90.7 81.2 98.9 775 36.3 78.6 94.2 79.6 99.7 79.6 98.2
SAFE 92.8 7.7 91.9 9.0 89.2 99.9 73.4 96.7 93.2 93.0 89.1 1.7 89.2 94.4 91.3 96.5 91.3 99.9
Method BLIP Infinite-ID InstantID IP-Adapter PhotoMaker SocialRF Community Al Mean
R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc. R.Acc. FAcc.
Resnet-50 84.4 97.6 64.1 553 64.8 80.1 64.4 59.0 65.4 22.1 69.0 28.0 99.8 10.1 65.6 52.7
CNNDetection ~ 99.6 0.0 99.1 2.5 99.0 12 99.2 0.9 99.1 0.1 97.2 34 99.1 0.8 99.0 8.1
Gram-net 88.2 235 80.7 13.9 80.2 20.9 79.5 8.4 79.3 14.2 88.1 15.6 96.4 6.5 80.6 28.1
LGrad 438 69.2 53.8 8.8 49.9 57.9 50.3 40.7 49.3 14.6 60.5 383 95.4 16.7 555 511
CLIPDetection  92.5 23.1 91.1 53.8 90.6 44.2 91.2 334 90.4 3.6 91.2 72 97.3 2.4 91.1 354
FregNet 86.7 33.1 80.3 6.2 81.4 29.0 80.1 31.6 80.9 2.5 75.5 22.6 95.1 7.6 81.3 38.7
NPR 89.3 98.7 76.1 49.6 77.8 64.8 76.9 81.2 76.4 16.3 83.0 26.1 99.9 8.9 78.3 58.0
DFFreq 87.6 98.9 70.7 66.8 70.9 90.7 71.7 75.6 70.0 89.6 85.6 24.8 98.5 9.0 72.6 65.8
LaDeDa 86.9 100.0 69.3 88.7 70.9 91.2 70.0 94.6 70.4 68.1 84.4 28.1 99.6 10.0 725 65.1
AIDE 85.6 99.8 78.4 99.3 79.2 96.0 79.3 95.0 774 89.3 92.1 21.4 91.6 111 80.6 69.0
SAFE 98.6 100.0 89.9 99.3 90.0 100.0 89.9 97.1 89.1 99.8 98.6 17.9 100.0 9.1 91.1 672

Consistent with previous findings, training solely on images from a single GAN (ProGAN) results in
overfitting, highlighting generalization as a central challenge. Modern detectors that exploit frequency
artifacts (e.g., SAFE), large-scale pre-training (e.g., AIDE), or robust architectural designs (e.g.,
AIDE) demonstrate better cross-model generalization, performing well on both GAN- and diffusion-
based samples. These results underscore the necessity of more generalized training paradigms or
domain-adaptive strategies to enhance robustness in real-world detection scenarios.

A.3 More Results on Task 2: Robustness Assessment

In this section, we evaluate the robustness of various Al-generated image detectors under three
common real-world degradations: JPEG compression, Gaussian noise, and up-down sampling, using
Training Setting-1. Specifically, JPEG compression with a quality factor of 50 is applied to simulate
compression artifacts. Gaussian noise with a standard deviation of ¢ = 4 is introduced to mimic
sensor noise. For sampling artifacts, we apply down-sampling using nearest neighbor interpolation to
reduce the image resolution by half, followed by up-sampling back to the original size.

As shown in Table [I0] our experimental results demonstrate that under the Origin setting (i.e.,
clean test images), most detectors achieve high real image accuracy (R.Acc.) and reasonable
fake image accuracy (F.Acc.). However, significant performance degradation is observed when
perturbations are introduced. Key observations include: i) Traditional CNN-based Detectors
Perform Poorly Under Perturbations: Methods such as CNNDetection, Gram-net, and ResNet-
50 suffer substantial robustness drops, particularly under JPEG compression and Gaussian noise.
For example, CNNDetection achieves a high R.Acc. of 99.0% on clean images, but its F.Acc.
drops sharply to 0.8% under JPEG compression. 2) Some Advanced Methods Offer Moderate
Robustness: Some Advanced methods SAFE and LaDeDa show slightly better average performance
than traditional CNNs under distribution shifts. However, they still suffer from F.Acc. dropping
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Table 9: The generalization results (Acc. and A.P.) for Al-generated image detectors in real-world
scenarios, where the training dataset settings is Setting-I: Training on 72K images generated by
ProGAN.

Method ProGAN R3GAN StyleGAN3 ~ StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Acc. AP. Acc. AP. Acc. AP Acc. AP Acc. AP Acc. AP Acc. AP Acc. AP Acc. AP
Resnet-50 99.3 1000 73.6 721 73.6 80.6 77.7 82.0 773 825 622 663 248 33.0 258 326 355 359
CNNDetection  97.8  100.0 499 484 640 91.6 497 60.0 580 889 621 894 493 342 496 352 500 443
Gram-net 956 995 714 713 738 816 700 743 728 79.1 613 626 381 36.6 380 352 434 391
LGrad 980 999 656 69.1 599 643 612 628 681 750 556 531 386 394 392 394 282 333
CLIPDetection  99.5 100.0 93.0 98.6 684 79.0 &7.1 95.0 945 993 91.0 978 472 427 724 825 693 794
FreqNet 99.3 1000 623 56.8 830 924 798 841 80.8 91.8 585 489 233 341 258 347 404 434
NPR 99.8 1000 808 756 841 894 745 759 847 91.7 718 710 339 333 340 344 411 395
DFFreq 99.7 100.0 833 77.1 838 946 815 81.4 799 903 766 874 327 36.6 351 379 454 49.1
LaDeDa 100.0 100.0 729 69.2 837 863 82.1 842 826 864 845 913 282 380 290 424 412 402
AIDE 98.0 998 89.0 948 792 778 844 877 852 851 903 97.0 434 438 394 383 46.7 437
SAFE 100.0 1000 940 973 914 959 950 990 947 1000 67.6 836 467 452 455 429 539 576
Method InSwap SimSwap ~ FLUXI1-dev Midjourney V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Acc. AP Acc. AP Acc. AP Acc. AP. Acc. AP Acc. AP Acc. AP. Acc. AP  Acc. AP
Resnet-50 36,5 374 351 371 647 673 475 50.2 587 603 61.8 639 587 61.7 583 606 76.1 819
CNNDetection 50.1 44.3 49.7 453 503 503 499 393 515 673 504 538 51.0 503 528 663 526 655
Gram-net 46.0 438 448 441 497 505 439 44.0 512 514 477 466 551 572 485 478 598 659
LGrad 377 385 36.1 381 646 700 592 62.1 56.7 662 495 486 614 669 662 714 640 663
CLIPDetection 489 482 50.1 515 463 39.6 448 35.6 694 817 46.8 384 481 441 490 486 507 536
FreqNet 375 421 365 419 785 873 57.6 57.7 758 714 662 61.0 73.6 807 776 840 864 93.6
NPR 410 369 405 385 872 93.6 69.7 71.1 782 852 576 619 846 91.0 864 935 870 937
DFFreq 46.8 488 418 456 779 854 616 68.5 858 944 499 530 79.1 877 809 893 819 90.1
LaDeDa 383 418 373 396 842 880 67.0 68.0 864 894 392 463 8l.1 846 83.6 876 831 88.0
AIDE 46.1 43.0 472 468 849 86.6 779 78.1 90.0 893 569 570 864 908 89.7 941 889 90.0
SAFE 50.7 498 505 51.8 946 995 85.1 94.7 93.1 972 454 445 91.8 968 939 984 956 994
Method BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker  SocialRF ~ CommunityAl Mean
Acc. AP Acc. AP. Acc. AP Acc. AP Acc. AP Acc. AP Acc. A.P. Acc. AP
Resnet-50 91.0 947 597 628 725 779 61.7 593 437 448 485 499 549 68.4 59.2 625
CNNDetection 49.8 447 50.8 55.8 50.1 67.1 50.0 50.1 49.6 515 503 463 499 50.5 53.6 57.6
Gram-net 559 615 473 49.6 505 510 440 414 468 455 519 526 514 54.0 544 557
LGrad 564 578 313 344 539 548 455 463 320 358 49.6 493 564 630 534 562
CLIPDetection 57.8 689 724 842 674 795 623 739 470 414 492 462 499 50.0 633 664
FreqNet 938 999 79.0 745 79.8 863 788 799 77.0 749 542 581 559 69.7 60.2 61.7
NPR 940 970 620 628 713 759 79.0 81.1 464 520 545 584 544 60.0 68.2 70.8
DFFreq 932 955 688 726 80.7 851 73.6 758 797 76.6 558 589 546 51.3 69.2 733
LaDeDa 934 967 790 675 810 81.8 823 822 693 66.6 562 61.7 548 559 68.8 71.3
AIDE 927 967 889 879 876 8.0 871 91.0 834 809 568 62.1 513 52.8 749 76.2
SAFE 99.3 99.8 946 989 950 992 935 97.6 944 992 582 66.6 545 68.2 792 833

significantly under JPEG compression and Gaussian noise. 3) CLIP-Based and Frequency-Based
Methods Show Better Trade-offs Between Robustness and Accuracy: CLIP-based method
AIDE and Frequency-based method DFFreq generally maintain more stable performance across
perturbations. Specifically, both DFFreq and AIDE have the best robust for detecting fake images
to different perturbations (Mean F.Acc.= 51.5). 4) JPEG Compression is the Most Challenging
Perturbation: Nearly all detectors experience a dramatic drop in F.Acc., often near 0%, under JPEG
compression. This indicates a critical vulnerability in current detection methods.

In summary, while traditional CNN-based detectors perform well in clean settings, they fail to
generalize under realistic image distortions. In contrast, more recent approaches, particularly AIDE,
DFFreq, and SAFE, exhibit improved robustness, making them better suited for deployment in
practical scenarios involving diverse and degraded inputs.

A.4 More Results on Task 3: Data Augmentation Variation Assessment

This section presents detailed results of various data augmentation strategies for Al-generated image
(AIGI) detectors under Setting-II, including Rotation (Table fl;f[), Color-Jitter (Table @, Masking
(Table[T3), Rotation & Color-Jitter (Table[T4), and Rotation & Color-Jitter & Masking (Table[T3). The
results are consistent with the observations in Table[5] demonstrating that standard data augmentation

17



Table 10: The overall robust performance of Al-generated image detectors is demonstrated in real-
world scenarios, where the training dataset follows Setting-I: training on 72K images generated
by ProGAN. Notably, all reported results represent average values computed across 25 diverse test
datasets.

Detectors — Resnet-50 CNNDetection Gram-net LGrad CLIPDetection FreqNet
Robust Settings | R.Acc. FAcc. AP. | RAcc. FAce. AP | RAce. FAce. AP | RAcc. FAcc. AP | RAcc. FAce. AP | RAcc. FAce. AP
Origin 65.6 527 625 | 99.0 8.1 57.6 | 80.6 28.1 557 | 555 511 562 | 911 354 664 | 813 387 617
JPEG Compression 99.5 0.8 56.2 98.2 6.9 54.4 97.9 3.5 55.5 61.6 462 539 85.4 305 611 88.7 73 44.6
Gaussian Noise 78.2 357  65.7 99.3 5.1 52.8 87.9 184 580 62.7 346 497 85.2 29.0 58.6 85.0 16,5 520
Up-down Sampling ~ 77.6 494 676 | 994 29 526 | 863 264 614 | 538 63.0 563 | 778 353 586 | 822 554 727
Mean 80.2 347  63.0 | 99.0 58 544 | 882 19.1 577 | 584 487 540 | 849 326 612 | 843 295 578
Detectors — NPR DFFreq LaDeDa AIDE SAFE

Robust Settings | R.Acc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAcc. AP | RAcc. FAce. AP
Origin 78.3 580 708 72.6 658 733 72.5 65.1 71.3 80.6 69.0 762 91.1 672 833
JPEG Compression 99.9 0.1 58.7 99.8 0.6 59.8 99.9 0.1 60.9 94.9 6.9 54.0 99.7 0.5 559
Gaussian Noise 90.1 20.7  68.1 62.3 903 749 88.6 266 738 71.6 447 60.0 83.2 51.6  78.0
Up-down Sampling 86.3 439 787 81.3 494 706 81.1 504 7838 25.6 855 69.7 | 100.0 162 735
Mean 88.6 307  69.1 79.0 515 69.7 85.5 356 712 68.2 51.5 650 93.5 339 727

techniques provide limited improvement for AIGI detection performance and, in some cases, may
even lead to performance trade-offs.

Table 11: A detailed evaluation of the impact of Rotation data augmentation strategies on Al-generated
image detectors under Setting-II, where the training dataset consists of 144K images generated by
both SD-v1.4 and ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3  StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection 963  99.5 | 755 854 | 793 887 | 722 824 | 876 942 | 666 746|423 351|513 51.7 | 50.1 49.0
FregNet 99.3  100.0 | 68.0 70.0 | 849 921 | 760 81.0 | 825 91.5| 585 532|326 343|336 343|413 420
NPR 99.8  100.0 | 56.7 727 | 87.6 945 | 674 81.9 875 953 | 53.6 73.0 | 445 345 | 449 362 | 478 426
DFFreq 99.7 1000 | 639 785|902 962|759 871 | 870 953|679 764 |43.1 353|436 356 | 484 46.6
SAFE 100.0 100.0 | 90.1 96.1 | 89.6 943 | 89.7 94.1 8903 963 | 61.5 832 | 40.8 429 | 39.1 415 | 583 625
Test Dataset — InSwap SimSwap FLUX1-dev Midjourney-V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP. Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection ~ 46.6 38.7 | 464 39.1 | 827 90.1 | 772 827 640 742|792 875 | 820 88.8 | 827 90.7 | 857 93.0
FreqNet 406 41.2 | 402 422 | 852 922 | 640 649 593 652 | 645 66.6 | 71.1 833 | 852 90.5 | 855 91.9
NPR 476 39.6 | 470 417 | 956 99.0 | 70.6  76.6 86.7 952|529 63.8 | 87.1 948 | 921 967 | 909 948
DFFreq 483 43.1 | 467 434 | 874 938 | 69.5 73.7 864 948 | 575 674 | 79.6 909 | 89.0 949 | 934 976
SAFE 522 547 | 514 565 | 895 96.7 | 72.1 89.5 91.6 955|398 432|899 972|919 973 | 920 96.2
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker  SocialRF ~ CommunityAl Mean
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP
CLIPDetection ~ 78.0 893 | 77.7 87.0 | 85.1 92.1 | 76.7 854 | 57.7 653 | 586 633 | 61.7 658 70.5 757
FreqNet 949 994 | 784 756 | 799 878 | 829 835 | 758 808 | 546 58.1 | 550 @ 66.2 68.0 71.5
NPR 99.2 999 | 527 716|590 733|860 922 | 482 58.1 | 580 66.1 | 54.1 58.0 68.1 74.1
DFFreq 989 999 | 713 824 | 87.7 925 | 81.1 89.7| 8.1 943|592 677|547 584 727 774
SAFE 99.3 100.0 | 90.8 951 | 89.8 963 | 899 955 | 89.5 950 | 595 674 | 549 619 | 761 82.0

A.5 More Results on Task 4: Test Data Pre-processing Assessment

Table [T6] further validates the asymmetrical impact of data pre-processing under Training Setting-I,
where detectors are trained solely on ProGAN-generated images. Across all models, Crop prepro-
cessing notably boosts real image accuracy (R.Acc.), while its effect on fake image accuracy (F.Acc.)
is minimal or even negative. For example, LaDeDa and SAFE show large R.Acc. improvements
(from 72.5% to 98.9%, and 58.4% to 91.1%, respectively), but their F.Acc. increases only modestly
or slightly decreases. This suggests that Crop enhances detectors’ ability to identify authentic content
by preserving high-frequency textures and local structures lost in Resize. However, the diverse
generative artifacts in fake images make F.Acc. harder to consistently improve—Crop may expose
certain artifacts while masking others. Thus, the results highlight a modality asymmetry: real images
benefit more from localized detail preservation, whereas the heterogeneous nature of synthetic content
leads to mixed outcomes.
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Table 12: A detailed evaluation of the impact of Color-jitter data augmentation strategies on Al-
generated image detectors under Setting-II, where the training dataset consists of 144K images
generated by both SD-v1.4 and ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3  StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP Acc. AP. | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection 98.1 999 | 846 928 | 784 86.6 | 86.7 933 885 968 | 756 863 | 39.8 37.7 | 60.6 646 | 553 58.0
FregNet 99.6  100.0 | 57.7 694 | 67.5 80.8 | 68.7 80.4 82.6 92.1 | 53.0 51.6 | 453 412 | 479 443 | 476 435
NPR 99.8  100.0 | 51.3 625 | 726 872|574 715 837 93.6 | 499 585 | 444 340 | 441 323|477 396
DFFreq 98.5 100.0 | 53.1 623 | 70.7 834 | 65.8 714 80.7 90.9 | 52.6 439 | 425 345 | 42,6 342 | 476 428
SAFE 100.0 100.0 | 70.0 96.5 | 69.2 91.5 | 882 993 894 992|599 86.1 | 505 56.0 | 505 57.8 | 51.0 56.1
Test Dataset — InSwap SimSwap  FLUXl-dev Midjourney-V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection 458 43.0 | 46.8 449 | 741 763 | 658 63.6 66.1 71.7 | 750 782|719 752|808 854 76.1 814
FreqNet 50.7 512 | 505 529 | 668 787 | 50.0 49.2 754 873 | 604 69.8 | 546 650 | 60.8 733 | 80.7 89.9
NPR 475 37.0 | 468 393|907 96.1 | 57.8 63.1 845 944|574 690 | 756 874 | 835 925 | 80.0 89.9
DFFreq 47.6 409 | 459 41.1 | 849 925 | 55.6 58.0 77.6 89.6 | 67.7 780 | 66.7 79.0 | 75.0 857 | 804 89.3
SAFE 50.7 574|502 594 | 935 993 | 763 92.1 86.6 97.1 | 50.7 679 | 68.7 935 | 702 90.8 | 97.8 99.8
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker  SocialRF ~ CommunityAl Mean
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP Acc. AP
CLIPDetection 829 913 | 826 889 | 865 93.7| 790 83.1| 655 708 | 563 564 | 63.3 70.6 714 75.6
FreqNet 98.6 100.0 | 63.8 759 | 734 854 | 745 853 | 519 610 | 526 53.0 | 52.6 72.9 63.5 702
NPR 99.1 100.0 | 69.3 82.1 | 544 663 | 859 922 | 46.6 47.7 | 579 663 | 527 68.4 65.6 708
DFFreq 98.1 99.8 | 59.5 702 | 751 85.1| 79.0 87.7 | 583 69.6 | 58.1 63.5 | 54.5 63.4 65.5 70.5
SAFE 99.9 100.0 | 979 99.4 | 99.0 999 | 927 993 | 97.7 99.8 | 564 62.8 | 52.4 59.5 748 84.8

Table 13: A detailed evaluation of the impact of Mask data augmentation strategies on Al-generated
image detectors under Setting-II, where the training dataset consists of 144K images generated by
both SD-v1.4 and ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3  StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | Acc. A.P. ‘ Acc. AP ‘ Acc. A.P. | Acc. A.P. Acc. A.P. | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection 98.3 999 | 76.5 872 | 742 844 | 73.1 81.8 843 96.6 | 71.0 83.6 | 547 543 | 70.8 739 | 69.1 73.6
FreqNet 99.5 100.0 | 50.4 53.6 | 859 915 | 81.9 843 | 823 894 | 574 495 | 293 343 | 31.1 347 | 42,6 44.1
NPR 99.8 100.0 | 50.4 62.0 | 804 945 | 58.1 752 | 86.8 95.6 | 50.0 674 | 467 340 | 472 343|492 41.6
DFFreq 99.6 100.0 | 57.4 69.8 | 86.8 945 | 71.2 822 | 857 94.6 | 651 69.1 | 41.8 36.1 | 422 36.6 | 493 52.0
SAFE 100.0 100.0 | 90.9 97.0 | 92.8 986 | 794 935 | 97.8 999 | 51.8 82.8 | 494 495 | 480 46.6 | 546 66.7
Test Dataset — InSwap SimSwap  FLUXI1-dev Midjourney-V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection ~ 63.8 657 | 61.3 64.3 | 553 56.1 | 53.5 52.8 720 778 | 70.7 752 | 598 635|762 824 | 762 832
FreqNet 41.0 427 | 403 420 | 81.6 884 | 57.0 58.2 71.8 74.0 | 614 60.1 | 743 824 | 799 856 | 86.6 955
NPR 489 38.6 | 485 40.1 | 964 99.1 | 66.8 78.9 745 92.0 | 547 712 | 893 969 | 93.6 98.1 | 86.2 955
DFFreq 473 449 | 458 450 | 883 95.1 | 634 67.8 90.0 96.5 | 565 64.7 | 80.0 90.1 | 85.6 93.5 | 90.3 959
SAFE 51.8 604 | 51.5 620 | 973 99.5| 89.7 96.1 96.7 993 | 479 445 | 782 932 | 86.8 96.8 | 984 99.9
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker SocialRF CommunityAl Mean
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP
CLIPDetection  63.5 684 | 73.1 79.8 | 784 86.7 | 749 80.7 | 50.2 50.5 | 56.7 57.1 | 534 58.1 684 735
FreqNet 96.1 999 | 78.1 745 | 827 88.1 | 81.5 840 | 71.2 69.7 | 549 589 | 550 69.2 66.9 70.2
NPR 99.5 100.0 | 53.7 765 | 550 728 | 725 89.9 | 488 532 | 58.1 66.9 | 53.4 55.4 66.7 732
DFFreq 985 999 | 628 742|919 955 | 848 91.1 | 87.6 932 | 592 654 | 549 58.1 714 762
SAFE 99.9 100.0 | 979 99.8 | 98.0 99.8 | 974 994 | 97.7 99.7 | 59.1 69.6 | 54.3 58.0 78.7 845

A.6 Details of Generation Methods Used in Our Evaluation Datasets

We constructed this dataset from a comprehensive perspective, ensuring that each sub-dataset contains
an equal number of real and fake images. The real images are sourced from FFHQ, CelebA-HQ, and
Open Images V7. The first two datasets provide high-resolution facial images, while Open Images
V7 offers a diverse set of categories—including Car, Taxi, Ambulance, and others—to enhance the
variety of real-world content. We randomly selected and merged an equal number of images from
these sources to form the real image set, matching the quantity of fake images. The fake images are
generated using 25 forgery methods spanning various paradigms, including GANSs, diffusion models,
deepfakes, and customized generation techniques. Additionally, we collected real and manipulated
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Table 14: A detailed evaluation of the impact of Rotation & Color-Jitter data augmentation strategies
on Al-generated image detectors under Setting-II, where the training dataset consists of 144K images
generated by both SD-v1.4 and ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3  StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection  95.1 99.2 | 76.0 84.1 | 79.8 87.7 | 73.9 81.7 869 934 | 686 750 | 423 389 | 56.6 60.7 | 53.8 557
FreqNet 99.3 100.0 | 703 744 | 73.0 78.1 | 80.0 823 | 824 893 | 528 52.0 | 332 364 | 33.6 35.1 | 435 450
NPR 99.8 100.0 | 49.6 57.1 | 72.7 884 | 565 715 | 81.6 91.6 | 499 56.1 | 457 325 | 459 314 | 479 373
DFFreq 99.1 100.0 | 544 620 | 76.0 87.1 | 682 765 | 81.4 894 | 51.4 434 | 40.1 36.6 | 400 37.1 | 46.0 463
SAFE 99.9 100.0 | 90.8 957 | 914 973 | 962 997 | 96.0 99.6 | 70.5 863 | 45.6 41.5| 447 41.1 | 49.1 380
Test Dataset — InSwap SimSwap  FLUXI1-dev Midjourney-V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection ~ 47.1 44.4 | 472 449 | 824 889 | 785 85.1 64.6 71.0 | 820 889 | 81.7 885 | 833 90.7 | 84.5 919
FreqNet 422 450 | 42.8 459 | 735 746 | 51.6 51.0 599 643 | 646 67.6 | 622 657 | 762 785 | 79.0 80.2
NPR 479 340 | 475 353|919 965 | 623 71.8 815 927 | 603 734 | 726 87.6| 845 94.1 | 822 93.0
DFFreq 459 46.6 | 442 454 | 804 885 | 62.0 62.6 728 843 | 654 725|671 710|759 839|853 917
SAFE 494 454 | 487 450 ] 959 995 | 889 96.9 90.5 969 | 462 424|942 981 | 933 973 | 969 989
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker SocialRF CommunityAl Mean
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. A.P. Acc. AP
CLIPDetection 787 87.7 | 784 86.7 | 843 91.0 | 76.0 828 | 624 694 | 634 689 | 57.8 58.2 714 76.6
FreqNet 954 997 | 662 700 | 692 757|760 792 | 722 79.1 | 529 53.8 | 53.7 69.7 642 677
NPR 98.7 100.0 | 587 759 | 62.1 78.0 | 81.6 922 | 494 525 | 574 654 | 529 56.0 65.6 70.6
DFFreq 962 993 | 562 638 | 8.7 913 | 79.6 883 | 704 785|575 62.0 | 548 65.0 662 712
SAFE 99.6 100.0 | 95.6 99.0 | 963 994 | 943 979 | 96.0 99.5 | 580 62.7 | 54.6 58.8 793 815

Table 15: A detailed evaluation of the impact of Rotation & Color-Jitter & Mask data augmentation
strategies on Al-generated image detectors under Setting-II, where the training dataset consists of
144K images generated by both SD-v1.4 and ProGAN.

Test Dataset — ProGAN R3GAN StyleGAN3  StyleGAN-XL  StyleSwim WFIR BlendFace E4S FaceSwap
Detectors | Acc. AP ‘ Acc. AP ‘ Acc. AP | Acc. AP Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection 935 989 | 729 802 | 756 837|695 767 | 852 914|670 730|422 396 | 552 587|527 547
FregNet 989 100.0 | 726 73.7 | 71.7 723 | 78.1 79.8 783 86.0 | 524 50.1 | 26.1 347 | 25.6 338 | 39.7 41.0
NPR 99.9 100.0 | 554 86.6 | 81.3 96.6 | 70.8 949 | 857 97.7 | 514 889 | 484 40.7 | 48,6 36.0 | 498 518
DFFreq 992  100.0 | 559 639 | 72.1 83.8 | 68.8 767 | 852 923 | 535 46.7 | 393 356 | 39.6 359 | 46.1 444
SAFE 100.0 100.0 | 93.9 982 | 89.7 97.6 | 93.1 97.6 | 97.8 99.6 | 60.4 81.8 | 473 456 | 47.6 46.0 | 50.7 457
Test Dataset — InSwap SimSwap  FLUXI-dev Midjourney-V6 GLIDE DALLE-3 Imagen3 SD3 SDXL
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP
CLIPDetection ~ 47.2 457 | 474 46.1 | 829 904 | 80.9 88.3 643 703 | 830 904 | 824 899 | 841 919|839 919
FreqNet 365 402 | 382 424 | 71.1 657 | 50.5 48.6 519 520|651 651|656 623|745 725|716 763
NPR 50.0 46.1 | 493 47.0 | 909 98.6 | 73.6 89.3 834 972|492 485|905 987 | 822 97.1 | 585 84.1
DFFreq 456 446 | 440 444|831 904 | 64.2 67.8 722 829 | 71.7 80.8 | 679 775 | 784 873 | 899 956
SAFE 49.7 499 | 49.0 495 | 98.1 99.7 | 94.1 98.4 925 979 | 49.0 458 | 967 988 | 94.1 98.8 | 983 99.7
Test Dataset — BLIP Infinite-ID InstantID IP-Adapter ~ PhotoMaker  SocialRF ~ CommunityAl Mean
Detectors | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP | Acc. AP Acc. AP
CLIPDetection 774 86.1 | 77.1 855 | 81.9 89.0 | 76.7 83.8 | 60.2 664 | 63.3 689 | 558 54.7 70.5 758
FreqNet 90.3  99.1 705 733 | 705 732 | 758 768 | 73.0 77.0 | 509 50.6 | 56.1 73.0 624 648
NPR 98.8 100.0 | 50.1 612 | 545 765 | 505 68.8 | 531 69.6 | 558 574 | 51.8 56.0 653 756
DFFreq 97.0 99.6 | 616 69.6 | 786 873 | 79.2 87.1 | 745 83.6 | 587 639 | 552 68.5 673 724
SAFE 99.7 100.0 | 969 992 | 982 99.6 | 928 98.1 | 97.0 993 | 58.0 64.2 | 542 552 799 826

Table 16: Evaluating the impact of different data pre-processing strategies on Al-generated image
detectors under Training Setting-I, where the training dataset consists of 72k images generated by
ProGAN. Note that Crop prep-rocessing primarily improves R.Acc. with limited or even negative
impact on F.Acc. across several detectors.

Detectors — CLIPDetection FreqNet NPR DFFreq LaDeDa SAFE

Process|  R.Acc/FAcc  Acc/AP | RAcc/FAcc  Acc/AP | RAcc/FAcc  Acc/AP. | RAcc/FAcc  Acc/AP. | RAcc/FAcc  Acc/AP. | RAcc/FAcc  Acc/AP.
Resize 9L1/354  63.3/66.4 | 813/387  60.2/61.7 | 783/58.0  68.2/70.8 | 72.6/658  69.2/733 | 725/65.1  68.8/713 | 58.4/693  63.9/65.0
Crop 833/350  59.2/622 | 87.8/446 665730 | 975412  69.4/77.8 | 88.6/665  77.582.1 | 98.9/56.1 775825 | 9LU672  79.2/833
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images from real-world scenarios by crawling social media platforms and Al communities. All
images were curated to maintain high clarity and quality. A detailed description of each sub-dataset
and generation method is provided in the following sections.

A.6.1 GAN:s for Noise-to-image Generation

Generative Adversarial Networks (GANS) are a class of deep learning models that synthesize realistic
images from random noise through adversarial training between a generator and a discriminator. To
construct the GAN-based subset of our dataset, we selected six state-of-the-art methods: ProGAN,
StyleGAN3, StyleGAN-XL, StyleSwim, R3GAN, and WFIR. After generating synthetic images using
these models, we applied a rigorous refinement pipeline to enhance both the diversity and fairness
of the dataset for downstream forgery detection tasks. Specifically, we utilized the Contrastive
Language-Image Pretraining (CLIP) model [55] to detect and filter out images with excessive
similarity, thereby reducing redundancy. Additionally, we incorporated an aesthetic evaluation
protocol [56] to assess and rank the visual quality of the generated images using quantitative metrics.
This process enabled the exclusion of low-quality samples, ensuring a balanced and high-quality
dataset.

1) ProGAN [30]: ProGAN introduces a progressive growing strategy, where training begins with low-
resolution images and incrementally adds layers to both the generator and discriminator to gradually
increase image resolution. This approach enhances training stability and results in high-quality image
synthesis. Since ProGAN is also used in the training of certain detection models, we included it in our
evaluation to ensure domain consistency. The corresponding data is sourced from the ForenSynths
dataset [58]], which contains 4,000 generated images and 4,000 real images.

2) StyleGAN3 [31]: StyleGAN3 builds upon the GAN framework by enhancing the rendering of
high-frequency details through the use of Fourier feature mapping, which transforms input coordinates
into the frequency domain to mitigate aliasing artifacts. Furthermore, StyleGAN?3 introduces rotation-
invariant design principles, ensuring geometric consistency under spatial transformations and resulting
in highly realistic and coherent image synthesis. For our dataset, we employed the official pre-trained
model stylegan3-t-fthg-1024x1024.pkl for image generation. After post-processing, the resulting
subset consists of 4,500 generated images and 4,500 real images.

3) StyleGAN-XL [32]]: StyleGAN-XL, an extension of the StyleGAN architecture, leverages a GANs
framework for image synthesis. It utilizes a style-based synthesis network with Adaptive Instance
Normalization (AdalN), which maps latent codes through a multi-layer perceptron to control image
features at multiple scales, from coarse structures to fine details. The model incorporates progressive
growing and stochastic noise injection, enabling the generation of high-resolution images (up to
1024x1024) with diverse textures and intricate details, such as hair and skin patterns. For our dataset,
we utilized the official pre-trained model fthq1024.pkl for generation. After processing, the dataset
includes 4,500 generated images and 4,500 real images.

4) StyleSwim [33]]: StyleSwin utilizes a GANs framework with a Swin Transformer-based generator
to synthesize high-resolution images, optimizing computational efficiency through local attention
mechanisms. The model incorporates double attention by combining local and shifted window
contexts, expanding the receptive field and enhancing image coherence. Additionally, a wavelet
discriminator is employed to minimize blocking artifacts, ensuring high-fidelity details in images up
to a 1024x1024 resolution. For our dataset, we used the official pre-trained model FFHQ_1024.pt
and CelebAHQ_1024.pt. After processing, the dataset includes 4,500 generated images and 4,500
real images.

5) R3GAN [34]]: R3GAN utilized a lightweight generator that synthesizes images from latent codes
under the guidance of a regularized relativistic loss. This loss formulation promotes stable training
and effectively mitigates mode collapse. The model incorporates modern convolutional architectures
inspired by ConvNeXt, enabling efficient extraction of fine-grained image features and producing
high-quality results without relying on ad hoc design tricks. Image generation is performed through
a progressive architecture with stacked resolution stages, achieving strong fidelity and diversity on
benchmarks such as FFHQ and ImageNet. For our dataset, we used the official pre-trained model
fthq-256x256.pkl| for generation. After post-processing, the dataset consists of 4,500 generated
images and 4,500 real images.
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https://huggingface.co/brownvc/R3GAN-FFHQ-256x256

6) WFIR [34]: The WhichFacelsReal (WFIR) dataset is designed to evaluate the ability to distinguish
real faces from Al-generated ones. It employs StyleGAN to synthesize high-resolution facial images
from latent codes via a mapping network and synthesis layers incorporating Adaptive Instance
Normalization (AdaIN). The model uses a progressive growing strategy to stabilize training, enabling
the generation of highly realistic faces with diverse attributes such as facial expressions and lighting
conditions. These synthetic images are paired with real faces sourced from public datasets, forming a
binary classification task that challenges detection models to identify subtle artifacts indicative of
forgery. The dataset used in this work is sourced from ForenSynths [58]], comprising 1,000 generated
images and 1,000 real images.

A.6.2 Diffusion for Text-to-image Generation

Text-to-image diffusion models synthesize images by iteratively denoising random noise, guided by
textual input. As such, generating high-quality textual descriptions is a prerequisite for constructing
a high-quality dataset. To this end, we employed the official Gemini API to produce diverse text
prompts. Specifically, we guided the model using carefully crafted instructions, such as: “To perfect
the description of a person in photo-realistic style, I need one thousand different descriptions, each
20-25 words long. Each should describe a completely different scenario. For example: ‘A woman
wearing a red dress in the park, Disney cartoon style.””

To ensure content diversity, we generated text prompts across four categories—people, animals,
objects, and landscapes—each containing 1,500 unique sentences. Based on these prompts, we
constructed a diffusion-generated dataset using seven state-of-the-art models: GLIDE, DALLE-3,
Imagen3, FLUX1-dev, Midjourney V6, Stable Diffusion 3 (SD3), and Stable Diffusion XL (SDXL).

Following image generation, we applied a rigorous post-processing pipeline to refine the dataset, en-
hancing both its diversity and suitability for forgery detection tasks. The Contrastive Language—Image
Pretraining (CLIP) model [55] was used to systematically detect and exclude visually redundant
images. Additionally, an aesthetic evaluation protocol [56] was implemented to assess and rank image
quality using quantitative metrics, ensuring the removal of samples with subpar visual attributes.

1) GLIDE [42]: GLIDE utilizes a diffusion-based generative framework that transforms random
noise into coherent images through iterative denoising, guided by text prompts encoded via a
transformer. It adopts classifier-free guidance to balance fidelity and diversity, enabling the generation
of photorealistic images conditioned on joint image—text training data. Furthermore, GLIDE supports
text-driven image inpainting through its fine-tuned diffusion decoder, allowing precise editing by
filling in masked regions while preserving contextual integrity. For our dataset, we use the official
pre-trained model. After data processing, the dataset comprises 4,500 generated images and 4,500
real images.

2) DALLE-3 [63]: DALLE-3 adopts a text-conditioned diffusion model in which transformer-
encoded text captions guide the iterative denoising of Gaussian noise into coherent, high-resolution
images. The model benefits from enhanced caption quality and extensive synthetic training data,
significantly improving the alignhment between textual prompts and generated visuals. By employing
classifier-free guidance, DALLE-3 effectively balances prompt fidelity with output diversity, enabling
the generation of photorealistic and semantically rich images even for complex descriptions. For our
dataset, We utilize the official OpenAl API for image generation. After data processing, the dataset
includes 4,000 generated images and 4,000 real images.

3) Imagen3 [64]: Imagen 3, developed by Google, utilizes a latent diffusion model framework that
progressively denoises latent representations into high-resolution images, guided by text prompts en-
coded through a large language model. It achieves enhanced photorealism via multi-stage upsampling,
enabling the synthesis of fine textures and accurate spatial structures at resolutions up to 1024x1024.
Through advanced prompt comprehension and classifier-free guidance, Imagen 3 demonstrates strong
alignment with complex textual inputs, producing visually rich and artifact-free outputs. For our
dataset, We employ the official Google API for image generation. After data processing, the dataset
comprises 4,500 generated images and 4,500 real images.

4) FLUX1-dev [65]: FLUX.1 adopts a hybrid diffusion-transformer architecture, combining iterative
denoising with transformer layers to synthesize high-resolution images conditioned on text prompts.
The model integrates flow matching to stabilize the training process, significantly improving its ability
to render fine-grained details such as textures and anatomically accurate human hands. To effectively
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handle complex prompts, FLUX.1 incorporates rotary positional embeddings and parallel attention
layers, enabling coherent and diverse outputs at resolutions up to 1024x1024. For our dataset, We
utilize the official pre-trained model available at black-forest-labs/FLUX.1-dev| for image generation.
After data processing, the resulting dataset consists of 4,500 generated images and 4,500 real images.

5) Midjourney V6 [39]: MidJourney V6 is built upon an advanced diffusion model that iteratively
refines random noise into high-resolution images, guided by text prompts processed through an
enhanced language encoder for precise semantic alignment. The model integrates improved up-
sampling techniques and sophisticated attention mechanisms to produce detailed textures, realistic
lighting, and coherent scene composition at resolutions up to 2048x2048. Trained on a diverse
corpus of image-text pairs, MidJourney V6 demonstrates strong prompt comprehension and generates
photorealistic images with minimal visual artifacts. As MidJourney does not offer a public API, we
manually submitted consistent prompt texts via the official website|to ensure alignment with other
generation methods. After data processing, the resulting dataset consists of 3,000 generated images
and 3,000 real images.

6) SD-3 [37]: a popular text-to-image model built upon the Multimodal Diffusion Transformer
(MMDiT) architecture, integrating latent diffusion to substantially enhance image fidelity, prompt
comprehension, typography rendering, and computational efficiency. It leverages multiple text
encoders—OpenCLIP-ViT/G, CLIP-ViT/L (with a context length of 77 tokens), and T5-XXL (with
context lengths of 77 or 256 tokens depending on the training phase)—to robustly capture semantic
information. Additionally, SD-3 incorporates Query-Key (QK) normalization to improve training
stability and image generation quality. For our dataset, we use the official pre-trained model available
at|stabilityai/stable-diffusion-3.5-large for generation. After data processing, the final dataset consists
of 4,500 generated images and 4,500 real images.

7) SD-XL [36]: SD-XL [36], developed by Stability AL is an advanced text-to-image model built upon
the Stable Diffusion framework. Compared to its predecessors, SDXL incorporates a significantly
larger UNet backbone and leverages two fixed pre-trained text encoders—OpenCLIP-ViT/G and
CLIP-ViT/L—to enhance its capacity for generating high-fidelity images with fine-grained detail.
The model adopts an expert ensemble latent diffusion pipeline: an initial base model generates
noisy latent representations, which are subsequently refined using a dedicated denoising module
(Refiner 1.0) to improve image quality. Constructing our dataset, we use the official pre-trained
model stabilityai/stable-diffusion-xI-base-1.0 for image generation. After processing, the final dataset
comprises 4,500 generated images and 4,500 real images.

A.6.3 GAN:Ss for Deepfake

The DeepFake Detection Challenge (DFDC) dataset [66], developed by Facebook Al, contains
over 100,000 manipulated video clips generated from 3,426 consenting actors using a variety of
techniques, including GAN-based face-swapping and non-learning-based manipulation algorithms.
These approaches incorporate autoencoder-driven facial replacement and lip-syncing modifications,
blending source and target identities to produce highly realistic deepfakes with diverse visual and
contextual characteristics. The dataset generation process ensures variation in gender, skin tone,
and background, closely simulating real-world scenarios and providing a significant challenge for
detection models. For our dataset construction, we randomly sampled a diverse subset of frames
from the DFDC dataset to ensure broad visual representation. Additionally, we also applied a
rigorous refinement pipeline to enhance both the diversity and fairness of the dataset for downstream
forgery detection tasks. Specifically, we utilized the Contrastive Language—Image Pretraining (CLIP)
model [55] to detect and filter out images with excessive similarity, thereby reducing redundancy.
Additionally, we incorporated an aesthetic evaluation protocol [56] to assess and rank the visual
quality of the generated images using quantitative metrics. This process enabled the exclusion of
low-quality samples, ensuring a balanced and high-quality dataset.

1) BlendFace [43]: BlendFace employs a GANs framework for face-swapping, leveraging a novel
identity encoder that extracts disentangled identity features from source images. This encoder
processes blended inputs to reduce attribute bias—such as hairstyle—ensuring that only identity-
relevant features are transferred while preserving target-specific attributes. These identity features
are integrated with target image attributes via a feature fusion module within the generator, enabling
seamless and realistic face swaps. A discriminator, guided by an identity-preserving loss, evaluates
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the visual fidelity and identity consistency of the generated outputs. After data processing, the
resulting dataset comprises 4,500 generated images and 4,500 real images.

2) E4S [44]: EA4S adopts a GANs framework that operates in the latent space of a pre-trained
StyleGAN to achieve fine-grained face swapping by explicitly disentangling facial shape and texture.
A multi-scale, mask-guided encoder projects the texture of each facial region into regional style
codes, which are injected into feature maps via a mask-guided injection module. This design reduces
the face-swapping process to style and mask swapping, enabling accurate identity transfer from the
source while preserving target attributes such as pose and expression. To further enhance realism,
a face re-coloring network adjusts lighting conditions, and an inpainting network resolves shape
mismatches, ensuring seamless and high-fidelity face swaps. After data processing, the resulting
dataset consists of 4,500 generated images and 4,500 real images.

3) FaceSwap [45]]: FaceSwap adopts a traditional computer vision pipeline that combines 3D facial
modeling with image blending techniques to perform realistic face replacement without the use of
deep learning. The process begins by detecting 68 facial landmarks in both the source and target
images using Dlib. These landmarks are then used to fit a standard 3D face model (Candide) by
optimizing parameters such as pose, facial shape, and expression. After alignment, the source face
texture is projected onto the 3D model and rendered into the target image. The final result is produced
by blending the rendered face with the target using feathering and color correction, ensuring smooth
transitions and a natural appearance. After data processing, the resulting dataset includes 4,500
generated images and 4,500 real images.

4) InSwap [46]: InSwap utilizes a deep learning-based face swapping pipeline that combines identity
embedding extraction with generative synthesis to produce realistic and identity-preserving face
replacements. The process begins by detecting and aligning faces in both the source and target images.
A 512-dimensional identity embedding is then extracted from the source face using the ArcFace
model. This embedding, along with the aligned target face, is passed to an ONNX-based generative
network, which synthesizes a new face that retains the target’s pose and expression while adopting
the source’s identity. The resulting face is seamlessly integrated into the original target image using a
facial mask for smooth blending. After data processing, the final dataset consists of 4,500 generated
images and 4,500 real images.

5) SimSwap [47]: SimSwap adopts a GANs framework to achieve high-fidelity face swapping
by transferring the identity of a source face onto a target face while preserving critical attributes
such as expression and gaze. The core component, the Identity Injection Module (IIM), embeds
the source identity into the target’s feature representations, enabling arbitrary identity swapping
without imposing decoder-specific constraints. To ensure the preservation of target facial attributes, a
Weak Feature Matching Loss is employed, guiding the generator by comparing intermediate features
from the discriminator. The overall encoder—decoder architecture processes both source and target
images to synthesize seamless and realistic face swaps with enhanced attribute consistency. After
data processing, the dataset comprises 4,500 generated images and 4,500 real images.

A.6.4 Diffusion for Personalized Generation

Personalized generation represents a cutting-edge image synthesis approach that leverages diffusion
models to generate highly customized images based on user-specific inputs. Since these personalized
generations require only face-related prompt words, we utilized the official API of Gemini|to generate
6,000 descriptive sentences, following the same prompt formulation method as previously described.
We then selected five state-of-the-art diffusion-based personalization methods—BLIP, IP-Adapter,
Infinite-ID, InstantID, and PhotoMaker—to construct a synthetic dataset for the Diffusion category.

To ensure the quality, diversity, and fairness of the resulting dataset for subsequent forgery detection
tasks, we applied a multi-step refinement process. First, the CLIP model [55] was employed to
measure semantic similarity across image—text pairs, allowing us to systematically identify and
remove images with excessive redundancy. In parallel, we implemented an aesthetic evaluation
protocol [56] to quantitatively assess and rank the visual quality of the generated images. Images
deemed to have low aesthetic appeal were filtered out based on objective scoring metrics, resulting in
a curated dataset with high visual fidelity and meaningful diversity.

1) BLIP [49]: BLIP utilizes a vision-language pre-trained transformer to synthesize images by
mapping text prompts to visual features through a generative decoder fine-tuned on large-scale
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image—text datasets. It incorporates both contrastive learning and image captioning tasks to effectively
align textual and visual modalities, enabling the generation of semantically rich and visually coherent
images. The model employs an iterative refinement strategy inspired by diffusion processes to
progressively enhance image quality and semantic fidelity. For our dataset, we use the official pre-
trained model from salesforce LAVIS repository to generate various imgaes. After data processing,
the resulting dataset consists of 4,500 generated images and 4,500 real images.

2) IP-Adapter [50]: IP-Adapter introduces a decoupled cross-attention mechanism into a pre-trained
diffusion model (e.g., Stable Diffusion) to enable image generation conditioned on both visual and
textual inputs. It incorporates a lightweight adapter module to encode image features from reference
images, effectively capturing fine-grained visual details while maintaining strong alignment with
text prompts. This tuning-free framework supports flexible and high-quality image synthesis that
preserves the identity or style of the reference image alongside the semantic intent of the text. For our
dataset, we use the official pre-trained model from Tencent Al Lab’s IP-Adapter repository for image
generation. After data processing, the final dataset comprises 4,500 generated images and 4,500 real
images.

3) Infinite-ID [8]]: Infinite-ID utilizes a diffusion model framework augmented with an identity-
enhanced training strategy. It incorporates an additional image cross-attention module to extract
detailed identity features from a single reference image, while deactivating the text cross-attention
to minimize potential interference. The model introduces a mixed attention mechanism and an
AdalN-mean operation to effectively blend identity and semantic information, ensuring high-fidelity
image generation. This approach facilitates identity-preserved personalization, allowing for the
generation of images that retain facial characteristics while aligning with text prompts across various
styles. For our dataset, we use the official pre-trained model from Infinite-ID for image generation.
After data processing, the dataset contains 4,500 generated images and 4,500 real images.

4) InstantID [48]]: InstantID adopts a diffusion model framework to generate identity-preserving
images from a single reference facial image, leveraging a lightweight adapter for compatibility
with pre-trained models such as Stable Diffusion XL. It incorporates IdentityNet, which encodes
detailed facial features using strong semantic and weak spatial conditions, and employs a decoupled
cross-attention module to guide generation based on facial landmarks and textual prompts. This
tuning-free approach enables rapid personalization and high-fidelity image synthesis across diverse
styles without requiring extensive fine-tuning. For our dataset, we use the official pre-trained model
from [instantX-research/InstantID for generation. After data processing, the dataset comprises 4,500
generated images and 4,500 real images.

5) PhotoMaker [15]: PhotoMaker [15] adopts a latent diffusion model framework that encodes
reference images into stacked identity embeddings using a CLIP-based image encoder to preserve
facial characteristics for personalized image synthesis. These embeddings are injected into the Stable
Diffusion XL (SDXL) pipeline through cross-attention layers, enabling high-fidelity image generation
without the need for additional training. The model supports fast customization by integrating identity
features with text prompts, producing photorealistic images at resolutions up to 1024x1024. We
utilize the official pre-trained model from TencentARC/PhotoMaker for generation. After data
processing, the dataset comprises 4,500 generated images and 4,500 real images.

A.6.5 Open-source Platforms

Advanced generative techniques present significant challenges for forgery detection, particularly
in real-world scenarios where variability and complexity often exceed the constraints of controlled
laboratory settings. To improve the robustness and practical relevance of our detection methods, we
construct a dataset by crawling images from online platforms, aiming to better reflect the diversity
encountered in real social contexts. A multi-step refinement process is applied to ensure both
complexity and fairness in the subsequent detection task. Specifically, the Contrastive Language-
Image Pretraining (CLIP) model [55] is employed to systematically identify and filter out images
exhibiting excessive similarity, thereby promoting diversity within the dataset. In parallel, we
implement an aesthetic evaluation protocol [56]] to quantitatively assess image quality and discard
samples with suboptimal visual attributes.

To build a robust social media dataset (SocialRF), we utilize targeted web crawling with specific hash-
tags. Authentic images are collected using tags such as #nature, #photography, and #realphoto, while
Al-generated images are sourced using tags like #aiart, #aigenerated, and #fakephoto. Recognizing
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the high quality of synthetic content in Al art communities, we further augment the dataset with
visually compelling Al-generated images from prominent platforms including ArtStation, Civitai,
and Liblib, forming what we refer to as the CommunityAl dataset. After processing, each dataset
contains 4,500 generated images and 4,500 real images.

A.7 Details of Detection Models Evaluated in Our AIGIBench

To comprehensively evaluate our dataset and the proposed evaluation criteria, we selected several state-
of-the-art detection methods from recent years. The following sections provide detailed descriptions
of these detection approachesﬂ

1) Resnet-50 [59]: ResNet utilizes a deep convolutional neural network (CNN) architecture with
residual connections to detect Al-generated images by learning subtle spatial artifacts, such as
unnatural textures and blending inconsistencies, from paired real and synthetic datasets. Its design
incorporates stacked residual blocks with shortcut connections, which alleviate vanishing gradient
issues and facilitate the extraction of fine-grained features, including generative noise patterns.
Trained end-to-end as a binary classifier, ResNet distinguishes real from fake images by leveraging
multi-scale feature representations. Robustness across diverse AIGC methods, including GANs and
diffusion models, is further enhanced through extensive data augmentation.

2) CNNDetection [58]]: CNNDetection leverages a convolutional neural networks (CNNs) to identify
Al-generated images by analyzing spatial artifacts commonly found in synthetic outputs, such as high-
frequency inconsistencies and unnatural pixel correlations. The network extracts hierarchical features
directly from raw pixel data using stacked convolutional layers, effectively capturing generative
anomalies like aliasing patterns and irregular textures. A feature aggregation mechanism further
enhances detection performance by combining multi-scale representations, amplifying subtle artifacts
that are characteristic of Al-generated content.

3) Gram-Net [60]: Gram-Net is designed to detect GAN-generated images by focusing on texture
inconsistencies that are often overlooked by conventional detectors. Instead of relying on local
pixel-level cues, Gram-Net incorporates Gram matrix blocks into a CNNs to learn global texture
statistics. These Gram-based features are more robust to common post-processing operations such
as downsampling, JPEG compression, blurring, and noise. Moreover, Gram-Net demonstrates
strong generalization across unseen GAN architectures and datasets, making it highly effective for
in-the-wild fake face detection.

4) LGrad [[61]: LGrad (Learning on Gradients) introduces a novel approach to fake image forensics by
leveraging gradient-based representations. Each input image is first passed through a fixed, pretrained
CNN (e.g., a GAN discriminator), and the sum of its activations is back-propagated to produce
an image-sized gradient map. These sparse, content-agnostic gradient maps effectively highlight
generation artifacts. By using these gradients as a universal representation, a simple binary classifier
trained on one GAN’s outputs can generalize well to different categories and previously unseen
generators. This method shifts the detection challenge from data dependency to transformation-model
dependency, enabling improved generalization in open-world scenarios.

5) CLIPDetection [18]]: Traditional real/fake classifiers trained on a single generative model often
overfit to low-level, model-specific artifacts, leading them to misclassify any image lacking these
fingerprints—including those generated by unseen models—as real. To address this limitation,
CLIPDetection proposes conducting real/fake classification in a feature space not explicitly optimized
for detection. Specifically, they leverage fixed embeddings from a large pre-trained CLIP-ViT
vision-language model. By applying simple techniques such as nearest-neighbor lookup and linear
probing on a feature library built from real and fake images of a known model, their method
avoids overfitting to model-specific cues and achieves strong generalization across different types of
generators, including GANSs, diffusion models, and autoregressive frameworks.

6) FreqNet [51]: FreqNet encourages deepfake detectors to "think in frequencies" by explicitly
modeling and leveraging frequency-domain information. It begins by isolating high-frequency
components of each image using an FFT-based high-pass filter, which are then input to a lightweight
CNN. To enhance frequency-space reasoning, FreqNet introduces a plug-in frequency-domain
learning block that transforms intermediate feature maps via FFT, applies learnable magnitude and

3Code and pre-trained checkpoint are publicly available at: https:/github.com/Horizon TEL/AIGIBench

26


https://www.artstation.com/
https://civitai.com/
https://www.liblib.art/

phase transformations, and then performs an inverse FFT (iFFT), enabling optimization directly in the
frequency domain. Additionally, a high-frequency preserving loss concentrates the energy of hidden
features within the high-frequency bands, guiding the network to learn source-independent artifacts
rather than model-specific fingerprints, thus improving generalization across generative methods.

7) NPR [22]: NPR targets the universal structural artifacts introduced by up-sampling layers in
generative models. Instead of using raw RGB values, the method transforms each input image into
NPR maps—channel-wise grids that capture signed intensity differences between each pixel and
its four immediate neighbors. These maps make local pixel-dependency patterns explicit, revealing
artifacts characteristic of synthetic up-sampling operations. A compact CNN is then trained on these
NPR maps to learn a decision boundary that distinguishes real from generated images. By focusing
on structural dependencies rather than texture or color, the approach achieves strong cross-model
generalization.

8) LaDeDa [[17]: LaDeDa is a patch-level deepfake detector that partitions each input image into
9 x 9 pixel patches and processes them using a BagNet-style ResNet-50 variant with its receptive
field constrained to the same 9 x 9 region. The model assigns a deepfake likelihood to each patch,
and the final prediction is obtained by globally pooling the patch-level scores. The network is
trained end-to-end using binary cross-entropy loss on image-level labels, enabling it to learn localized
generative artifacts indicative of fake content.

9) DFFreq [62]: DFFreq introduces a dual-branch architecture that captures both local and global
frequency-based features. The Local Spatial-Frequency Branch (LoSFB) first applies a single-level
DWT to the input image, decomposing it into four sub-bands. These are then tiled into fixed-size
sliding windows and processed through a Window-Attention block, where localized self-attention and
an in-window MLP extract fine-grained spatial-frequency patterns. In parallel, the Global Frequency
Branch (GloFB) performs a FFT, retains only the phase spectrum (discarding amplitude), and feeds
the resulting phase maps through the same Window-Attention mechanism to capture global frequency
cues. The phase and amplitude components are then recombined via an inverse FFT to enhance
representation fidelity.

10) AIDE [19]: AIDE formulates detection as a hybrid-feature learning problem, integrating both
semantic and low-level artifact cues. It employs two expert branches: i) a Semantic Feature Extractor,
which utilizes CLIP-ConvNeXt embeddings to detect high-level content inconsistencies, and ii) a
Patchwise Feature Extractor, which ranks image patches by spectral energy, selects the highest-
and lowest-frequency regions, and applies a lightweight CNN to capture fine-grained noise and
artifact patterns. A gating mechanism dynamically fuses the outputs from both branches, enabling
the detector to adaptively prioritize either semantic or low-level signals based on the characteristics
of each image.

11) SAFE [52]: SAFE addresses two key training-stage limitations in deepfake detection: i) the
weakening of forensic artifacts due to aggressive downsampling, and ii) overfitting to superficial
color or semantic cues. Rather than modifying the model architecture, SAFE redesigns the input
pre-processing pipeline. It replaces conventional resizing with random cropping to better preserve
high-frequency details, applies data augmentations such as Color-Jitter and RandomRotation to break
correlations tied to color and layout, and introduces patch-level random masking to encourage the
model to focus on localized regions where synthetic pixel correlations typically emerge.
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