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Abstract—Covert communications provide a stronger privacy
protection than cryptography and physical-layer security (PLS).
However, previous works on covert communications have im-
plicitly assumed the validity of channel reciprocity, i.e., wireless
channels remain constant or approximately constant during their
coherence time. In this work, we investigate covert communica-
tions in the presence of a disco RIS (DRIS) deployed by the
warden Willie, where the DRIS with random and time-varying
reflective coefficients acts as a ‘“disco ball”’, introducing time-
varying fully-passive jamming (FPJ). Consequently, the channel
reciprocity assumption no longer holds. The DRIS not only
jams the covert transmissions between Alice and Bob, but also
decreases the error probabilities of Willie’s detections, without
either Bob’s channel knowledge or additional jamming power. To
quantify the impact of the DRIS on covert communications, we
first design a detection rule for the warden Willie in the presence
of time-varying FPJ introduced by the DRIS. Then, we define the
detection error probabilities, i.e., the false alarm rate (FAR) and
the missed detection rate (MDR), as the monitoring performance
metrics for Willie’s detections, and the signal-to-jamming-plus-
noise ratio (SJNR) as a communication performance metric
for the covert transmissions between Alice and Bob. Based on
the detection rule, we derive the detection threshold for the
warden Willie to detect whether communications between Alice
and Bob is ongoing, considering the time-varying DRIS-based
FPJ. Moreover, we conduct theoretical analyses of the FAR and
the MDR at the warden Willie, as well as SJNR at Bob, and
then present unique properties of the DRIS-based FPJ in covert
communications. We present numerical results to validate the
derived theoretical analyses and evaluate the impact of DRIS on
covert communications.

Index Terms—Covert communications, intelligent reflecting
surface, signal detection, physical layer security, channel aging.

I. INTRODUCTION

Due to the broadcast nature and superposition properties of
wireless channels, wireless systems are inherently vulnerable
to various malicious attacks [1]-[3]. This issue is particu-
larly critical in the Internet-of-Things (IoT) era, where the
data transmitted often contains sensitive personal information,

H. Huang and Y. Cai are with the School of Electronic and Information
Engineering, Soochow University, Suzhou, Jiangsu 215006, China (e-mail:
hhuang1799 @gmail.com, yicai @ieee.org).

H. Zhang is with the State Key Laboratory of Advanced Optical Com-
munication Systems and Networks, School of Electronics, Peking University,
Beijing 100871, China (email: hongliang.zhang92 @gmail.com).

D. Niyato is with the College of Computing and Data Science, Nanyang
Technological University, Singapore 639798 (e-mail: dniyato@ntu.edu.sg).

A. L. Swindlehurst is with the Center for Pervasive Communications
and Computing, University of California, Irvine, CA 92697, USA (e-mail:
swindle @uci.edu).

Z. Han is with the Department of Electrical and Computer Engineer-
ing at the University of Houston, Houston, TX 77004 USA. (email:
hanzhu22 @gmail.com).

such as health and location data, and in scenarios involv-
ing government and military operations, where maintaining
stealth is essential. As a result, research into transmission
security and privacy has been advancing rapidly. Covert com-
munications [4], also known as low probability of detection
communications, aim to conceal the transmission’s existence
from adversarial wardens by hiding the transmission within
environmental noise [5], [6].

Covert communications offer a higher level of privacy pro-
tection compared to cryptography and physical-layer security
(PLS) [7], [8] because the warden Willie will not attempt
to decode the information contained in the signals if he is
unaware of the transmission. In [5], the authors established a
fundamental result in covert communications: o(y/n) bits can
be sent in n additive white Gaussian noise (AWGN) channel
uses while achieving an arbitrarily low probability of detection
(LPD) without knowledge of the noise power on the channel
between the transmitter Alice and the warden Willie, where
o(y/n) represents a non-asymptotically tight upper bound on
\/n. Furthermore, if a lower bound on the noise power is
known, up to O(y/n) bits can be then sent, where O(y/n) is
an asymptotically tight upper bound on +/n.

Following the work in [5], previous studies have in-
troduced other techniques, such as non-orthogonal multi-
ple access (NOMA) or Turbo encoding, to further enhance
covert communications while guaranteeing transmission per-
formance [9]-[11]. The works in [12]-[15] investigated the use
of a jammer or adding artificial noise to further increase the
power variation, thereby enhancing the difficulty of accurate
decision-making by the warden Willie. In addition, [16], [17]
demonstrated that the use of a relay can further increase
power variations, thereby disrupting the warden Willie’s de-
tection [18]. The authors of [19] proposed exploiting the
variations in received power due to small scale fading in order
to implement covert communications.

As summarized in Table I, the signals transmitted by Alice
in covert communications can be effectively concealed from
the warden Willie by uncertainty in the wireless communica-
tion channel, either due to inherent properties such as noise
and fading, or factors introduced by Bob and Alice such as
relays, coding, or jamming.

Recently, reconfigurable intelligent surfaces (RISs) have
been considered as a critical technology to improve wire-
less communication performance [20]-[25]. These surfaces
consist of numerous elements with reflective coefficients that
can be adjusted using simple programmable PIN or varactor
diodes [26]. The integration of RISs into wireless networks
significantly enhances their performance without substantially



TABLE I
COMPARISON OF COVERT COMMUNICATION IMPLEMENTATIONS
Implementation Requirement Reference
Environmental noise None [5], [6]
Path loss None [19]
Jamming/Artificial noise | Extra jamming power [12]-[15]
Relaying Extra singal processes | [16]-[18]

increasing power consumption or cost [27], [28]. The use
of RISs in covert communications has already been explored
in [29]-[33]. These studies have focused on exploiting one or
more RISs for covert communications in systems employing
NOMA [29], artificial noise [30], finite blocklength coding
with variable prior probabilities [31], or unmanned aerial
vehicles [32], [33].

All existing works on covert communications, with or
without RISs, assume that channel reciprocity in time-division
duplex (TDD) wireless channels either holds or is approx-
imately valid. While such an assumption is normally rea-
sonable, channel reciprocity can be broken in the presence
of time-varying “Disco” RIS (DRIS) [34] or RIS employing
non-reciprocal connections between their elements [35]. The
concept using DRISs to launch fully-passive jamming (FPJ)
attacks without relying on either channel knowledge of legiti-
mate users or additional jamming power was further developed
in [36]. The DRIS coefficients are time-varying and random,
acting like a “disco ball”. Consequently, active channel aging
(ACA) is introduced, invalidating the channel reciprocity of
TDD channels even within the channel coherence time [37],
[38]. Some works have also exploited DIRSs to disrupt key
consistency in channel reciprocity-based key generation [39].

In this work, we investigate the novel concept of using
DRISs to disrupt channel reciprocity in covert communica-
tions. The main contributions are summarized as follows:

o We first present the model of covert communications
in the presence of a DRIS, whose random and time-
varying reflective coefficients introduce FPJ. The DRIS-
based FPJ not only impacts the covert communication
between Alice and Bob but also decreases the detection
error probabilities of the warden Willie, with neither
Alice-Bob channel knowledge nor additional jamming
power. To characterize the impact of the DRIS-based
FPJ we design a detection rule for the warden Willie.
We use the resulting false alarm rate (FAR) and missed
detection rate (MDR) as monitoring performance metrics
for Willie, and define the signal-to-jamming-plus-noise
ratio (SJNR) as a communication performance metric for
covert communications between Alice and Bob.

o To quantify the impact of the time-varying DRIS-based
FPJ, the statistics of the DRIS-influenced channels are
first derived. Based on the derived statistics and the
designed detection rule, we then determine the detection
threshold for the warden Willie to decide whether Alice
and Bob are transmitting, considering the impact of
the time-varying DRIS. Given the detection threshold,
closed-form expressions for the FAR and MDR at Willie
are derived. Furthermore, an asymptotic analysis of the

SINR is conducted to demonstrate the impact of the
DRIS-based FPJ on the communications between Alice
and Bob. Simulation results are provided to validate the
accuracy of the theoretical analyses.

o Based on the detailed theoretical analysis, we present
unique properties of DRIS-based FPJ in covert com-
munications. For example, the DRIS not only reduces
the detection error probabilities at the warden Willie
but also significantly disrupts the transmission between
Alice and Bob, even when Willie experiences a missed
detection. Increasing the transmit power at Alice does
not significantly improve communication performance
due to the DRIS. Instead, it exacerbates the impact of
the DRIS-based FPJ on communications between Alice
and Bob, and increases Alice’s risk of detection by
the warden Willie. Moreover, a DRIS with only 1-bit
quantized reflection coefficients is sufficient to enhance
the detection accuracy at the warden and degrade the
communication performance between Alice and Bob.

The rest of this paper is organized as follows. In Section II,
we model covert communications in the presence of a DRIS,
and the resulting impact on the wireless channels. Then,
we define the FAR and MDR as performance metrics for
Willie, and the SJNR as the performance metric for the covert
transmissions between Alice and Bob. In Section III, we
derive the statistics of the DRIS-based channels, and then
we determine the detection threshold for the warden Willie
to decide whether Alice and Bob are transmitting, taking into
account the impact of the time-varying DRIS-based FPJ. Given
the detection threshold, closed-form expressions for the FAR
and MDR at the warden are derived. Moreover, an asymptotic
analysis of the SJNR at Bob is conducted. In Section IV, the
simulation and theoretical results are compared to validate the
derived theoretical analyses and evaluate the impact of the
DRIS. Finally, conclusions are given in Section IV.

Notation: We employ lowercase bold letters for a vector,
e.g., g, and italic letters for a scalar, e.g., Np. The operators
()T and (-)f respectively represent the transpose and the
Hermitian transpose, and the symbol | - | denotes the absolute
value. Statistical expectation is indicated using E[-].

II. SYSTEM DESCRIPTION

In Section II-A, we first present the assumed covert commu-
nications scenario in the presence of a DRIS. Then, we model
the wireless channels involved in Section II-B. In Section II-C,
we describe the detection rule performed by the warden Willie
to monitor the covert communications between Alice and Bob,
and we define the FAR and MDR. In Section II-D, we define
the SINR as the communication performance metric used to
evaluate the impact of the DRIS-based FPJ on the covert
transmissions between Alice and Bob.

A. Covert Communications in the Presence of a DRIS

Fig. 1 schematically illustrates a covert communication
system in the presence of a DRIS. In covert communications,
Alice aims to covertly transmit messages to Bob avoiding
detection by the warden Willie. In this work, we investigate the
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Fig. 1. Covert communications in the presence of a disco reconfigurable
intelligent surface (DRIS), whose reflection coefficients are time-varying and
random.

problem of determining the probability of Willie to correctly
detect whether Alice and Bob are silent or not, without any
coordination with them. Therefore, we assume that Willie has
no channel state information for Bob, including his location.

To more accurately detect whether Alice is transmitting, the
warden employs an Np-element DRIS (Np = Np j, X Np )
with coefficients tuned by a simple programmable PIN [26].
The ON/OFF behavior of the PIN only allows for the im-
plementation of discrete DRIS coefficients obtained by b-
bit quantization of the reflection coefficient phase shifts and
amplitudes. More specifically, the possible phase shifts and
amplitudes of the DRIS are denoted as ¥ = {¢1, da, -+ , s }
and 2 = {1, ag, -, aq }, respectively.

Similar to previous work in [34], [36]-[38], the reflec-
tion coefficients ¢, (t) and f,(t) of the n-th DRIS ele-
ment (n = 1,---,Np) are randomly generated and time-
varying, and are assumed to be independent and identically
distributed (i.i.d.) for different n. As a result, the passive
beamforming of the DRIS can be expressed as ®(t) =
diag (¢(t)) where the DRIS reflection vector is denoted as
@(t) = [Bi(t)e* D, - By, (t)e# o D], In practice, B, (1)
is a function of ¢, (t), i.e., B, (t) = F(pn(t)) € Q [20].

Based on the covert communication model in [4], [29],
the m-th sample at the warden Willie over a given channel
coherence interval can be expressed as

Yw(m) =
hd Sy(in) + hD(Vm)SV(T) + nw(m), transmitting,
L% L= L5

——
- ) (1)
Direct link DRIS—Based link

Ny (M), silent,
where s(m) represents a covert symbol transmitted by Alice,
and ny(m) is additive white Gaussian noise (AWGN) with
zero mean and variance 62, ie., ny(m) ~ CN(0,62).
Similar to [5], [12], [13], we assume that the covert symbols
transmitted by Alice follow the complex Gaussian distribution
with zero mean and variance Py, i.e., s(m) ~ CN(0, ),
where P, is the transmit power at Alice.

In (1), hY represents the direct channel between Alice and
Willie, and hj%(m) denotes the cascaded DRIS-based channel

between Alice and Willie at the m-th sampling time. The
cascaded DRIS-based channel h{5(m) can be expressed as

hs(m) = gdiag(e(m))hy’, (2)

where g € C'*"P denotes the channel between Alice and
the DRIS, and h]" € C"o*! denotes the channel between the

DRIS and Willie. The factors LIVTd, L:VTg, and E% represent
the large-scale fading coefficients for Y, g, and h{" with cor-
responding path loss exponents of vy, v, and v}, respectively.
For ease of analysis, we assume that the lovgations of Alice and

Willie are fixed, so that E%l R E%g, and E% can be considered

as approximately constant. In addition, we assume that Willie

takes M > 2 samples within the channel coherence time,

resulting in the vector y,, = [yw (1), yw(2), - , yw(M)]".
The m-th signal sample received by Bob is given by

hPs(m AR (m)s(m
yp(m) = ~4 fb) D(V )fb Lm0
L3 LZLT
—_—
Direct link DRIS—Based link

where hg denotes the direct channel between Alice and
Bob, hR(m) represents the cascaded DRIS-jammed channel

between Alice and Bob at sample m, and ny,(m) is AWGN
b b

satisfying ny, ~ C./\/'(O,(S%). In (3), £3 and £F represent
the large-scale fading coefficients for h% and h}a, respectively.
The cascaded DRIS-jammed channel hP (m) is expressed as

hp(m) = gdiag(e(m))h?, (4)

where hy € CNP*! denotes the channel between the DRIS
and Bob.

B. Channel Model

In this work, we consider a scenario where the DRIS is
deployed close to Alice, while the warden Willie and Bob are
positioned farther away. Therefore, the direct Alice- and Alice-
Willie channels A% and hy, and the DRIS-Bob and DRIS-
Willie channels h; and h]" are modeled based on the far-
field assumption, with elements that are assumed to be i.i.d.
Gaussian random variables defined as [40].

hg, by ~CN(0,1), (5)
hy Ay~ CN (Ony. Ing) (6)

where O, is the Np-dimensional zero vector and Iy, is the
Np-dimensional identity matrix.

The DRIS (and RIS in general) typically require a large
number of reflective elements to mitigate the significant impact
of multiplicative large-scale fading [34], [37], [38]. Therefore,
the Alice-DRIS channel g is generated based on a near-field

model [41]:
g 1LOS I NLOs
= /5 e 7
g 1+6gg * 1+6gg ’ 2

where ¢, represents the Rician factor for g. In (7), the elements
of the non-line-of-sight (NLoS) component gN“OS follow



Rayleigh fading [40]. On the other hand, the elements of the
line-of-sight (LoS) component g“©% are given by [41]

[QLOS}T :eijz%(dTidO);r: 17 7ND; (8)
where ) is the wavelength of the covert signals, d, and dj
represent the distance between Alice’s antenna and the 7-th
DIRS element, and the distance between this antenna and the
centre (origin) of the DIRS, respectively.

C. Detection by Willie in the Presence of a DRIS

In covert communications, the warden Willie monitors the
wireless channels to determine whether Alice and Bob are
transmitting. In particular, Willie deduces from the samples
in (1) which of the following two events has occurred: Alice
and Bob are communicating (#1), or Alice is silent (Hg). The
following two error probabilities are widely used to measure
the detection performance: P (7{1|#,), which is the probabil-
ity that Willie concludes Alice and Bob are communicating
when they are not (the FAR), and P (Ho|H1), which is the
probability that Willie concludes Alice and Bob are silent
when they are communicating (the MDR).

Since existing covert communication work relies almost
entirely on the assumption that TDD channel reciprocity
holds, the elements of the received sample vector y, are
ii.d. Consequently, Willie can use the total power of vy,
as a detection statistic to decide whether Alice and Bob are
communicating [13], [16]-[19], [29], [32]. However, with the
introduction of the DRIS, the basic assumption of channel
reciprocity no longer applies. Consequently, the elements of
the received sample vector y,, are no longer i.i.d., even though
they are received within the same channel coherence interval.
The DRIS introduces the signal from an additional random and
time-varying channel hj5(¢) to the observation in (1), when
Alice is transmitting to Bob.

To take into account the presence of the DRIS, Willie should
use the following modified test statistic:

S

. 2 . . 2 .
ol U, (o 0P 22 i) 2<(ix)}
1< <IN

)

where 1 < i3 < -+ < iy < M, and e(m) denotes the
detection threshold for the m-th component of the test. Based
on (9), the detection made by the warden Willie can be
expressed mathematically as
Hl .

Ho .

Yy €S, (10)
Yy ¢S (1)

Note that the time-varying detection thresholds £(m),m =
1,---, M should be designed by considering the influence of
the DRIS to ensure detection accuracy. The FAR and MDR
are correspondingly expressed as

(12)
13)

pr = P(H1|Ho) = P(y,, € S|Ho),
pm = P(Ho|H1) =Py, & S[H1)-

D. Signal-to-Interference-Plus-Noise Ratio at Bob

Based on (3), the received signals at Bob are subject to
jamming by the DRIS due to A (t). To characterize the impact
of the DRIS on Bob, we use the SINR defined by [38]

POIE“hgs(m) |2]
_ cvd
POE“hg(m)s(m)ﬂ
Lre [,”P

(14)
+ 62

Consequently, the achievable rate at Bob is given by Ry =
log, (1 + ).

From (14), one can see that the covert transmissions be-
tween Alice and Bob are jammed by the time-varying DRIS,
even though no jamming power is introduced, and Willie does
not require CSI for Bob. In particular, due to the time-varying
DRIS reflection coefficients ¢(t), the cascaded DRIS-jammed
channel Y (t) = gdiag(e(t))hy is time-varying even within
the channel coherence time, causing the DRIS-jammed term
h2(m)s(m) to behave like “Gaussian noise”. The vector (%)
is randomly generated by Willie and is unknown to Alice and
Bob. As a result, ACA interference! is introduced by breaking
the channel reciprocity, which decreases the SINR at Bob. This
implies that the deployment of the DRIS by the warden Willie
not only improves his detection performance but also degrades
the communication performance between Alice and Bob.

III. ASYMPTOTIC ANALYSIS OF COVERT
COMMUNICATION PERFORMANCE

In Section III-A, the statistics of the DRIS-based chan-
nels are first derived to quantify the impact of the time-
varying DRIS-based FPJ on covert communications. Then,
we determine the detection threshold for the warden Willie to
decide whether Alice and Bob are transmitting, considering the
impact of the time-varying DRIS. In Section III-B, given the
detection threshold, closed-form expressions for the detection
error probabilities at Willie are derived. In Section III-C, an
asymptotic analysis of the SINR is conducted to illustrate the
impact of the DRIS on the covert transmissions between Alice
and Bob.

A. Detection Error Probability in the Presence of a DRIS

In order to determine the detection thresholds in (9), we
first derive the statistics of the cascaded DRIS-based channel
h3{(t) between Alice and Willie.

Proposition 1: The random and time-varying DRIS-based
channel Ay} (t) converges in distribution to a complex Gaussian
random variable as Np — oo, i.e.,

05 oo, 282,
LELH LreLra
b
E[|ﬁn(t)|2] = Y% Pa?, and P; is the
probability of the phase shift ¢, (¢) taking the i-th value of

15)

where @ =

The introduced ACA interference is different from interference due to
channel aging (CA) [42], which arises from time variations in the RF
propagation and computational delays between the time the channels are
learned at the legitimate AP and when they are used for precoding.



D, ie., P; =P(p,(t) = ¢;). In this work, we assume that the
discrete phases chosen at each DRIS element are uniformly
distributed.
Proof: See Appendix A. ]
To give the optimal detection threshold ¢ for Willie, the
distribution of the Willie’s received signal is derived. The m-
th sample y,(m) received at Willie under hypothesis H; is
given by

h?fS(m) his(m)s (
£ cELt
The direct channel A is constant over the channel coherence

interval. Thus, based on Proposition 1, we have the following
result:

+ N (m). (16)

yw(m) =

hY h¥
culm) = 2 4 B
L3 LFLE

a7

However, in (16), the covert message s(m) also follows
a complex Gaussian distribution, which is independent of
¢w(m). The product of two independent complex Gaussian
variables is not Gaussian [43]. For two independent random
variables X and Y, with probability density functions (PDFs)
fx(x) and fy(y), respectively, the PDF of Z = XY can be
computed using:

7] (18)
According to (18), the PDF of ey, (m) = cw(m)s(m) is given
by

fo.(ew(m)| Hy1)
2
ew (m)— "E‘;
+o0 1 - NDéTf 1 SXETZ; 2 1 2
= — e cvecl  ——e Fo cwlm
|7z T R
19)
+ n
_ Aewm)| e (1Y (K2 lew(m)] 2[ew(m)|
= PNpa ¢ ° Z " mma | Kl e
0D n! 0D PyNpa
LY LV n=0 LY LV vl
(20)

where k. is defined as M [43], and K, (-) represents

the n-order modified Bessel functlon of the second kind.
Let Z and V be two independent random variables with

PDFs fz(z) and fy (v), respectively. The PDF of W = Z 4V
is given by

+oo
fw (w) = / f2 () v (w 1)

— 0o

z)dz.

In (16), the PDF of the AWGN n.,(m) can be expressed as

2
1 7\yw(;n)\

Iy, (nw(m)) = —ze  *

62 22

Substituting (20) and (22) to (21), we have
(m)| M)

/ e (G () — ea(m)) fin, (e (m)| H) des(m) — (23)

- wtm—eatmt® gl (m)| [ Jew(m)|

P Jamg )
24)

where fc - represents an integral over the entire complex plane.
However, it is difficult to compute the integral in (24) to obtain
a closed-form expression.

The DRIS is controlled by the warden Willie, so he is aware
of the value of ¢(m) in hf(m) at the m-th sampling time.
Consequently, the conditional PDF of ey, (m) can be simplified
from (20) to

fe, (ex(m)| Ha, his(m)) ~ CN (0,82 (m))
1 w(m)|?
. ey —_lentm)
7TPO hii:i + ’,I;;S(TVILI)F’ PO hé’vﬁ + }’LJE(HILI)F]
L2 L2 L2 L2 L2 L2

Conditioned on the fact that the sum of independent com-
plex Gaussian random variables is also complex Gaussian,
the conditional PDF of the received sample yy, (m) at Willie
simplifies to

fyo (g (m)| Ha, B (m)) ~ CN (0,82 (m) + 62,)
1 w (M 2 \l
_ exp| \y ( ) 1.
(62 4-Po | L +-1BT, 02+Py | + D(”Z&)
v o S [:T L5

(26)

On the other hand, the PDF of the m-th sample yy(m)
received at Willie under hypothesis Hy is equal to that of

the AWGN:
fy (yw(m ~CN(0,6%) = . 3

Based on (26) and (27), we derive the detection thresholds
g(m) for (9) in the Proposition 2.

Proposition 2: For the detection in (10) and (11) per-
formed by Willie, the optimal detection thresholds &(m)

1 _lywiml?

)| Ho) ~ 27)

(m =1,---, M) based on the likelihood ratio test (LRT) are
given by
2
82 4 Py | L 4 DO ) 52
v P A v
e(m) = 3 X
Pyl 4 LB,
ot cEcE
hY h{ ’
(62 4 By i DO )y
L3 L3 LT
(28)



Proof: See Appendix B ]
According to Proposition 2, the introduction of the DRIS
directly affects the detection thresholds £(m) for the detection
rule in (9). Without a DRIS, the detection thresholds in (28)
reduce to the following fixed value:

(62 Pﬂh;ll )52 ( (52
P0|h
rrd

Py|hY|

2
H; )—ma@). (29)

B. Error Probability Analysis of Willie’s Detection

E =

as

In this section, we quantify the impact of the time-varying
DRIS-based FPJ on the decision-making process employed by
the warden Willie. In particular, the theoretical FAR pr and the
MDR py; are derived based on the detection thresholds £(m)
given by Proposition 2. We provide closed-form expressions
for pg and py; in Theorem 1.

Theorem 1: The FAR and MDR can be expressed as

pr = P(y,, € S|Ho)
i —e(j)

-y oy (0e#

T=N i1 <---<ip\j=i1

_e(d)
H <1e w> (30)
iAo A

T

and

pu = P(y,, ¢ S[H1)
M e(m)

1— —
L P Polny|”  ro[myom]”
e+ w

52+

c’d cvs c’1
= +
oM

N-1 ir
> 2 (e
T=1 iy <---<ig|j=i 2 hy
1 T\JI=1 5W+PO
£3 L

H 1 —exp|—

iy A iy

)
2z

d + ” (
L2 L2

4
2

(52+P0

L

Proof: See Appendix C ]
Based on Theorem 1, we can obtain important properties of
the DRIS-based FPJ for covert communications. The larger
the transmit power Py at Alice, the smaller the FAR and
MDR at Willie. In other words, increasing Alice’s transmit
power does not effectively improve the communication rate
between Alice and Bob due to the DRIS-based FPJ. Instead, it
increases the risk of detection by the warden Willie. Moreover,
from (30) and (31), the improvement in FAR and MDR due to
the use of the DRIS by Willie is independent of the specific
values of the phase shifts of the DRIS. For example, only
1-bit quantized DRIS reflection coefficients are sufficient to
enhance the detection accuracy at Willie.

C. Communication Performance for Alice and Bob

The introduction of the DRIS by Willie not only improves
his detection performance but also decreases quality of the
covert transmissions between Alice and Bob. The time-varying
DRIS can effectively jam the transmission between Alice and
Bob even when Willie experiences a missed detection, since
we see from (14) that there is an additional DRIS-based ACA
interference that degrades Bob’s reception performance. To
mathematically characterize the impact of this interference,
the ergodic SINR at Bob derived in Theorem 2 below.

Theorem 2: The ergodic SINR at Bob converges in distri-
bution to

Po
Ub
np = #(12, as Np — oo. (32)
=0=DE 57
LYe LV
Proof: See Appendix D [ ]

We see from Theorem 2 that increasing the transmit power
does not result in an indefinite increase in the SINR 7. In-

stead, 71, asymptotically converges to a constant value %

as Py — oo. However, based on Theorem 1, the FAR and
MDR at Willie decrease rapidly as the Alice transmit power F
increases. It is worth emphasizing here that the implementation
of the DRIS relies on neither the CSI of the channels between
Alice and Bob nor additional jamming power.

IV. SIMULATION RESULTS AND DISCUSSION

In this section, we provide numerical results to demonstrate
the impact of the DRIS on covert communication and evaluate
the effectiveness of the theoretical analysis in Section III.
Default settings for the simulation parameters are given below.
As shown in Fig. 2, the single-antenna Alice is located at
(Om, Om, 5m), while the single-antenna Bob is randomly
distributed within the ring-shaped region centered at (Om,
140m, Om) with radii between 10m to 20m. The warden
Willie is located at (Om, 100m, Om) and monitors the covert
communications between Alice and Bob assisted by a DRIS.
The DRIS is equipped with 2048 (Np, = 64, Np, = 32)
reflective elements and deployed at (-dyp m, 0 m, Sm), and the
distance between Alice and the center of the DRIS i.e., dap
is nominally set to 1.5. The DRIS employs one-bit quantized
phase shifts and amplitudes taken from ¥ = {Z 6T} and
= F(©) ={0.8,1} [20], and the two phase shifts are cho-
sen with equal probability. Consequently, @ in Proposition 1 is
calculated to be 0.82. We assume that the number of samples
used for detection by Willie within the channel coherence time
is M =5 and N = 2 in the detection rule (9). The large-scale
LoS and NLoS fading coefficients are defined in Table II based
on the 3GPP propagation models [44], and the variance of the
noise is 02 =—170+101log,, (BW) dBm with a transmission
bandwidth of 180 kHz.

1) Impact of Transmit Power at Alice: Fig. 3 illustrates
the FAR and MDR at Willie (left y-axis) versus the transmit
power at Alice obtained from the following benchmarks: i)
the simulated FAR without DRIS (FAR W/O DRIS) [5], [6]
and ii) the corresponding theoretical FAR without DRIS, iii)
the simulated FAR with DRIS (FAR W/ DRIS) and iv) the
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Fig. 2. An example of covert communications in the presence of a DRIS,
where Bob is randomly located in the ring-shaped region R centered at (Om,
140m, Om) with a uniform distributed across radii between 10m to 20m, and
Alice and the DIRS are deployed at (0 m, 0 m, 5Sm) and (-dap m, 0 m, 5m)
respectively.

TABLE I
WIRELESS CHANNEL SIMULATION PARAMETERS

Value
35.6 + 22log;((d) (dB)
32.6 + 36.7log o (d)

Large-scale Parameter
LoS fading
NLoS fading

derived theoretical FAR with DRIS in (30); v) the simulated
MDR without DRIS (MDR W/O DRIS) [5], [6] and vi) the
corresponding theoretical MDR without DRIS; vii) the simu-
lated MDR with DRIS (MDR W/ DRIS) and viii) the derived
theoretical MDR with DRIS in (31). The achievable rates at
Bob (right y-axis) versus the transmit power at Alice are also
presented in Fig. 3, comparing the following benchmarks: i)
the simulated achievable rates without DRIS (Rate W/O DRIS)
and ii) the theoretical achievable rates without DRIS; and iii)
the simulated achievable rates with DRIS (Rate W/ DRIS) and
iv) the theoretical achievable rates with DRIS in (32).

As illustrated in Fig. 3, the introduction of the DRIS by
Willie significantly improves his FAR and MDR. Meanwhile,
the DRIS significantly disrupts covert communications be-
tween Alice and Bob by launching FPJ attacks. It is worth
noting that the implementation of DRIS by Willie requires
neither the CSI of Alice-Bob channel nor additional jamming
power. Moreover, Fig. 3 verifies the validity of Theorems 1
and 2, whose theoretical predictions match the results obtained
from Monte Carlo simulations.

Both the detection improvement at Willie and the FPJ
impact on covert communications increase with the transmit
power at Alice, as shown in Fig. 3. We see that increasing the
transmit power at Alice does not significantly improve covert
communication performance due to the DRIS-based FPJ. Fur-
thermore, as Alice increases the transmit power, the risk of
being detected by the warden Willie becomes higher, while
the covert communications between Alice and Bob suffers
increased FPJ. In the following discussions, we investigate the
impact of different factors on covert communications for both
low and high transmit powers at Alice.

2) Impact of Number of DRIS Reflective Elements:

Fig. 4 illustrates the FAR and MDR at Willie (left y-axis),
as well as the achievable rates at Bob (right y-axis) versus
the number of DRIS elements for the different benchmarks.
Results obtained for low transmit power (-7 dBm) and high
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Fig. 3. Relationship between FAR and MDR and transmit power (left y-axis),
and that between achievable rate and transmit power (right y-axis).

transmit power (5 dBm) are plotted in Figs. 4 (a) and (b),
respectively. Consistent with Theorem 1, we observe that both
the FAR and MDR decrease as the number of DRIS elements
increases. Furthermore, we see that the rate of the decrease in
the FAR and MDR is also influenced by the transmit power
at Alice. Figs. 4 (a) and (b) also show that a higher transmit
power at Alice leads to a higher detection accuracy at Willie.

Clearly, the impact of the DRIS becomes more pronounced
as its number of elements increases. Figs. 4 (a) and (b) show
that the achievable rates at Bob decrease with the number
of DRIS reflective elements, and Willie can leverage a larger
DRIS to reduce his detection error probabilities while at the
same time degrading the covert transmissions between Alice
and Bob. However, the rate of improvement in the FAR and
MDR gradually decrease as the size of the DRIS continues
to increase. Nevertheless, again consistent with Theorems 1
and 2, the detection errors at Willie and the achievable rate at
Bob under DRIS-based FPJ degrade to zero as the number of
DRIS elements approaches infinity.

3) Impact of DRIS Reflection Coefficient Quantization: In
Fig. 5, the influence of quantization of the DRIS responses
is investigated. A b-bit quantized DRIS with 2° phase shift
values is modeled based on [45], where the phase shift values
are denoted as ¥ = {5%, -7 + 57, ,37” — SeT )
Furthermore, based on [45], the time-varying phase shift and
amplitude of the n-th DRIS element (n = 1,2,--- , Np) are
modeled by

Bn(t) = F (en(t))
1 (B0

where ¢, (t) € U denotes the phase shift of the n-th DRIS
element, a,in, = min{Q} represents the minimum DRIS am-
plitude, and 1 and ¢ are constants determined by the specific
RIS implementation. According to [45], we set amin = 0.8,
u=1.6,and ¢ = 0.

n
) + Qmin, (33)
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In most RIS investigations, increasing the number of quan-
tization bits typically results in a more significant impact.
However, Fig. 5 presents a surprising result, showing that
increasing the quantization resolution of the DRIS has only
a minimal impact on the FAR and MDR at Willie and the
achievable rate at Bob. This is because, according to Propo-
sition 1, the statistics of the cascaded DRIS-based channels
are not related to the specific choice of the DRIS reflection
coefficients, but rather depend on the value of |3, (t)|*,n =
1,---,Np, ie, a = IE“ﬁn(t)ﬂ = 2?21 P,;a?. However,
based on (33), increasing the number of DRIS quantization
bits merely provides more available amplitude values for the
DRIS without significantly increasing the value of a. As a
result, a DRIS with higher quantization precision does not

lead to a more substantial impact on covert communications.
Based on the results plotted in Figs. 4 and 5, a 1-bit DRIS with
a large number of reflective elements is sufficient to enhance
the detection accuracy at the warden Willie and degrade the
covert transmissions between Alice and Bob.

4) Impact of Distance Between Alice and DRIS: Accord-
ing to Theorems 1 and 2, the impact of DRIS on covert
communications is related to the large-scale fading of the
cascaded DRIS-based channels A% (¢) and k2 (t). Fig. 6 shows
the FAR and MDR at Willie and the achievable rate at Bob
as functions of the distance between Alice and DRIS dap
for low and high transmit power levels, i.e., -7 dBm and 5
dBm transmit powers. We see that the impact of the DRIS on
both detection performance at Willie and the achievable rate
at Bob diminishes as dap increases. In other words, if the
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warden Willie aims to closely monitor covert communications
between Alice and Bob and maximize tthe impact of the DRIS-
based FPJ attacks, the DRIS should be deployed as close to
Alice as possible.

5) Impact of Number of Detection Samples: Fig. 7 illustrates
the relationship between the number of samples used for
detection by Willie and achievable rate at Bob. While the
number of samples has no impact on Bob’s performance,
it significantly impacts Willies’s detection error probabilities,
regardless of whether the DRIS is implemented.

We see that the MDR decreases monotonically with the
number of Willie’s detection samples, while the FAR in-
creases. The results of Theorem 1 suggest that a trade-off
between the FAR and MDR can be achieved by appropriately
setting IN. For example, when Willie makes six detections

within the channel coherence time, the parameter N in the
detection rule can be changed from 2 to 3 to achieve a balance
between the FAR and MDR.

V. CONCLUSIONS

In this paper, we proposed a novel approach to help a war-
den Willie improve his ability to detect the presence of covert
communications between Alice and Bob, while simultaneously
jamming such communications. The proposed DRIS-based
approach requires neither channel state information for the
Alice-Bob channel nor active jamming power. The following
conclusions can be drawn from the theoretical analysis and
numerical results.

1) A DRIS with random and time-varying reflection coef-

ficients introduces FPJ in covert communications. If the



detection rule performed by the warden Willie takes the
time-varying DRIS-based FPJ into account, the DRIS
not only reduces the FAR and MDR at Willie but also
significantly disrupts the covert transmissions between
Alice and Bob, even when Willie experiences a missed
detection.

2) Increasing the transmit power at Alice does not signifi-
cantly improve the communication performance between
Alice and Bob due to the DRIS-based FPJ. Moreover,
higher transmit power increases the detection accuracy at
Willie. In addition, the covert communications between
Alice and Bob experience more severe DRIS-based FPJ.

3) A 1-bit DRIS with a large number of reflective ele-
ments is sufficient to significantly improve the detection
accuracy at the warden Willie and degrade the covert
communication performance between Alice and Bob.
Moreover, the warden Willie should deploy the DRIS
as close to Alice as possible to effectively monitor the
communications between Alice and Bob and maximize
the impact of the DRIS-based FPJ attacks.

Our work demonstrates that illegitimate RISs can pose
a significant threat to covert communications, even without
relying on either channel knowledge or additional jamming
power, highlighting a critical area of concern.

APPENDIX A
PROOF OF PROPOSITION 1

Based on the definition of the cascaded DRIS-based channel
between Alice and Willie expressed in (2), the cascaded DRIS-
based channel hj5(¢) can be written as

g LOSpw
o = S hy{
r zg r é (5g+1) LV8 [ g QQD( )
1 NLOSpw
—_— h{ , (34
+\/(sg+1)£” 9 Op(t), (34

where © denotes the Hadamard product.

According to the definition of h]" in (6) and the def-
inition that () = [Bi(t)e”®, - Bn, (t)e? D], we
rewrite (34) as

hi (1)

(
L5+

W%([QLOS} (Y] ﬂr(t)ej"”r(t))
(cx+1) LT LT 2 PPl

1 Mo

§ : NLOS w »(t)
Ny oot & (1™, 101,57 0)
(35)

The expectations of the variables in (35) are calculated as

E[["05], By], 8, (H)e# )] =0, (36)

E[[g0%], [hi], 8- (1)’ ] =, 37

and their variances are given by

Var[[gLOS} [hy], Br(t )emr(t)}

= E[|n], P E[1B0F], 69
= i P,a? =@, (39)
=1

and
Var[[ NLOS] (AY] 5r ewr(t)}
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no
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i

where P; is the probability that the phase shift ¢, (¢) takes the
i-th value of @, i.e., P; = P(p, () = ¢;),Vr
Since the number of DRIS elements is lar%e, according to

the Lindeberg-Lévy central limit theorem, % converges
in distribution as follows: cres
]ZDi(tu)g i>cN<0, EJVV‘ZO‘VW) (42)
LZLE el
APPENDIX B

PROOF OF PROPOSITION 2

According to (26) and (27), we can obtain the following
LRT:
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Setting p = 1, we then have
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(44)

Consequently, the optimal detection thresholds &(m) for the
detection rule in (9) can be obtained as in (28).



APPENDIX C
PROOF OF THEOREM 1

We first derive the FAR in (30). When Alice and Bob
are silent (Hg), the observations at Willie consist en-
tirely of AWGN, ie., y, = [yw(1), -, pu(M)]" =
[nw(1), -,y (M)]". Therefore, the modulus squared of the
m-th sample |y, (m)|?, follows the exponential distribution
with PDF

—1/
76 w

f|Y\ ( ) 77(52

Consequently, the cumulative distribution function (CDF) of
|y (m)|* under Ho can be expressed as

(45)

Fy,p(y) =1— e . (46)

Under Hj, the probability that there are only 7" samples
with power greater than the detection thresholds in (28) is
calculated as

prlHo = Py (D) 2 i),y (ir)]? = e(ir) o)

-3 HPQyW ) 2 ())[Ho)

1< <i7 \ J=11

[ PlvGF<c@mo)). @
i1 A i
where 1 <i1 < - - <ip < M.
According to (45) and (46), the probability pr|Ho can be
represented as

T o)

_@
wiw- ¥ (114 T (1-0%))
i1 < <ir\j=i1 iy i

(48)

The FAR of Willies detection test can be computed as

M
pr =Y prlHo. (49)
T=N

Substituting (48) to (49), the FAR in (30) is obtained.

On the other hand, the MDR in (31) corresponds to the case
where Alice and Bob are transmitting (1), but the warden
Willie fails to detect the transmission. Based on (26), |y (m)|>
follows the exponential PDF given by

f|YW|2(y) =

W((ng +P0

According to (50), the CDF of |y (m)|”
expressed as

Y _Bhy(m)
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Under H;, the probability that there are only 7' samples
with power greater than the detection thresholds in (28) is
given by

ir )
—<(j)
pT' Hl = exp 12
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LY8 L1
(52)
Consequently, the MDR for Willie’s detection is calculated as
N—1
pv = pol Hi+ > prlHa, (53)
T=1
where
M e(m
po|'H1— I |1 —exp|— 2( )
m=1 52 4 Po|hy]| n Po|hyy (m)|
w cvd L£re L1
(54)

As a result, the MDR is derived, as given in (31).

APPENDIX D
PROOF OF THEOREM 2

Similar to the conclusion of Proposition 1, the cascaded
DRIS-jammed channel A% (t) also converges in distribution to
a complex Gaussian random variable as the number of DRIS
elements grows large:

hp (1)
LFLH
Conditioned on the fact the covert message s(m) and the

DRIS-jammed channel are independent, the expectation in (14)
can be reduced to

E“h%(m)s(m)]?} - E[|h}5(m)|2} ]E“s(m)ﬂ .

Based on (55), the DRIS-based ACA interference in (14)
converges in distribution to a fixed value

]E[‘h%(m)s

Npa
" LysLva

—>C./\/( ) , Np — oo. (55)

(56)

(m)ﬂ 4 pyNpa, as Np — 0o, (57)

Since h} and s(m) are independent random variables, the
. b 2 .
expectation of ‘hds(m)} can be simplified to

E([nhstm)*] = B[ [E[ls(m)P]. s8)
Based on the definition in (5), we have
E[[ns(m)[*] = Po. (59)

Substituting (57) and (59) to (14), the ergodic SINR can be
obtained as given in (32).
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