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Malware presents a persistent threat to user privacy and data integrity. To combat this, machine learning-based (ML-based) malware
detection (MD) systems have been developed. However, these systems have increasingly been attacked in recent years, undermining
their effectiveness in practice. While the security risks associated with ML-based MD systems have garnered considerable attention,
the majority of prior works is limited to adversarial malware examples, lacking a comprehensive analysis of practical security risks.
This paper addresses this gap by utilizing the CIA principles to define the scope of security risks. We then deconstruct ML-based
MD systems into distinct operational stages, thus developing a stage-based taxonomy. Utilizing this taxonomy, we summarize the
technical progress and discuss the gaps in the attack and defense proposals related to the ML-based MD systems within each stage.
Subsequently, we conduct two case studies, using both inter-stage and intra-stage analyses according to the stage-based taxonomy to
provide new empirical insights. Based on these analyses and insights, we suggest potential future directions from both inter-stage and

intra-stage perspectives.
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1 Introduction

Since the emergence of the Creeper Virus in 1971 [188], malware has posed a persistent threat to computational devices.
With over 1 billion identified malware samples [14], user privacy and data integrity are at significant risk. In response,
machine learning-based (ML-based) malware detection (MD) systems have been proposed and widely deployed in
computational devices [85]. These systems have gained popularity due to their effective use of powerful ML algorithms

to efficiently detect and classify potential threats [15, 16].
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In recent years, many attacks (e.g., StingRay [169], HRAT [214], JP [202], BagAmmo [100], and AdvDroidZero [76])
have targeted ML-based MD systems, compromising their ability to detect and protect against malware. These attacks
exploit vulnerabilities in program analysis and ML models. To counter these emerging threatsss, various defenses [19,
49, 102, 113] have been proposed, enabling these systems to withstand security risks posed by dynamic environments
and adversarial attackers.

Despite the growing interest in the security of ML-based MD systems, a comprehensive and systematic understanding
of this field is still absent, hindering its further development. Previous studies [12, 142, 156] have identified common
pitfalls in developing such systems but have overlooked security threats from adversarial attackers, such as dataset
poisoning risks. In addition, recent surveys [98, 107, 120, 200] primarily focus on adversarial malware examples during
system deployment, neglecting the complexities throughout the lifetime of an ML-based MD system. In practice, it is
crucial to recognize that security risks can emerge at any stage of the system’s lifecycle, necessitating a comprehensive
analysis framework to effectively assess and mitigate these risks.

To address the security risks in ML-based MD systems, we propose a comprehensive stage-based taxonomy that
considers the entire lifecycle of these systems, dividing attack and defense proposals based on the four operational
stages of the MD system. Through this taxonomy, we systematically examine the current proposals, identify research
gaps, and enable system developers to understand and mitigate security risks at each stage. Our analysis offers a holistic
perspective on attacks and defenses in ML-based MD systems, facilitating the development of more robust and secure
systems.

We present our findings derived from the analysis of the existing attack and defense proposals in two directions:
high-level findings (Section 3.5) and low-level findings for each stage discussed as the open problems (Section 4-7).
High-level findings (in terms of CIA) include: 1) although the security risks at each stage focus on different components
of the ML-based MD system, they frequently target the integrity of the system, i.e., escaping detection; 2) confidentiality,
i.e., stealing/protecting the copyrighted models and data, is systematically underrepresented in the existing proposals.
Low-level findings, to name a few, include: 1) strong knowledge assumptions and limited adaptability hinder the
practicality of attacks in the malware domain, especially for backdoor attacks; 2) deobfuscation, as a popular defense,
has limited practicality due to the necessary software or hardware requirements; 3) certified defense, which guarantees
non-existence of certain attacks, is emerging but still exploratory in malware detection; 4) current adversarial query-
based attacks merely insert dummy benign features into the malware and keep the malicious features intact, while the
latter could be designed to ease the attack; 5) recent adaptive attacks have broken robust function call features which
are the underlying assumption of many state-of-the-art (SOTA) defense proposals.

Further, we conduct two case studies focusing on inter-stage and intra-stage analyses to provide empirical insights
(Section 8). Specifically, we find that poisoned models in the malware domain are not necessarily more vulnerable to
adversarial attacks, whereas the opposite is true in the image domain [139]. This discrepancy is likely due to problem
space constraints and the discrete nature of feature spaces in malware detection. Additionally, concept drift detection
methods in the malware domain exhibit a high true positive rate in identifying adversarial malware, likely due to the
distribution shifts caused by adversarial perturbations. We leave further exploration of these directions and findings to
future work. Finally, based on our taxonomy and analysis, we propose promising directions for future inter-stage and
intra-stage research.

The main contributions of this work are summarized as follows. We first establish the scope of the security risks
by integrating the CIA principles with elements of ML-based MD systems. Subsequently, we dissect the pipeline of

the ML-based MD system into operational stages and propose a stage-based framework to holistically examine their
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security risks. Based on the proposed framework, we systematize the technical progress and discuss the limitations
of existing attack and defense proposals in ML-based MD systems at each stage. Finally, we conduct two case studies
from the perspective of both inter-stage and intra-stage analyses, resulting in novel insights. Our analyses provide a
comprehensive understanding of the security risks in ML-based MD systems and offer promising directions for future

research.

2 Background
2.1 Components of ML-based MD Systems

MD systems are designed to detect software files exhibiting malicious behaviors, such as trojans, spyware, and
ransomware. Over the past two decades, the landscape of MD has seen considerable advances. Traditionally, MD
systems primarily rely on signature-based approaches, utilizing patterns and heuristics to identify malware. These
approaches necessitate a regularly updated malware signature database [40]. However, such traditional systems are
poorly generalized, especially in balancing the precision and recall of malware signatures. To solve these challenges,
SOTA MD systems employ ML techniques to enhance malware detection [64, 112, 162]. Consequently, this research
primarily focuses on ML-based MD systems.

Terminology. In this paper, we represent an ML-based MD system as F = {D, ¥, C}, with the goal of classifying an

unknown software sample u as either benign or malicious (i.e., detection result o). The components are as follows:

o File dataset (D): The dataset used for training and evaluating ML-based MD systems. It is derived from a raw
file database (D) through a data preprocessing function (), which selects the appropriate ratio and quantity of
benign samples (x) and malicious samples (xp,).

o File feature extractor (¥): A mapping that converts file samples into feature vectors, representing the discernible
characteristics of the file samples. Typically, three types of feature extraction methods are used: static analysis,
dynamic analysis, and hybrid analysis.

e ML model (C): A classifier that categorizes the features of a file, determining whether it is benign or malicious.

We remark that the terminology describing ML-based MD systems can vary across the literature. The terms used
in this paper are selected to facilitate a comprehensive analysis of the security risks associated with ML-based MD

systems.

2.2 The Pipeline of ML-based MD Systems

In this section, we divide the pipeline of ML-based MD systems into four operational stages from a practical lifecycle
perspective. These stages encompass both the development and deployment of ML-based MD systems, offering a
comprehensive framework for analyzing security risks. Figure 1 illustrates the four operational stages of ML-based MD
systems, denoted as F = {D, ¥, C}.

Stage 1: building a software file dataset D through #. In contrast to benchmark datasets for the image and
text domains, such as MNIST [92], ImageNet [51], IMDB Reviews [117], and Yelp Reviews [211], creating a software
benchmark dataset presents unique challenges. Software data is highly dynamic due to frequent updates in programming
languages, build tools, and associated libraries [142, 147]. Additionally, the computational cost of constructing a software
file dataset is significantly higher than that for image or text datasets, as software files are often larger and require
more computational and storage resources. Furthermore, labeling software data is more costly, as it requires specialized
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Fig. 1. The pipeline of ML-based MD systems. It has four operational stages: (1) building a software file dataset, (2) extracting the
software features, (3) creating an ML model, and (4) deploying an ML model.

domain knowledge[10]. As a result, well-labeled software datasets are rare and valuable, thus usually regarded as
proprietary [107].

The raw data used to construct the dataset primarily originates from online open-source software file repositories,

such as VirusTotal [178], VirusShare [177], and Google Play [69], or is privately collected by security products [161].
We summarize the existing open-source datasets, as presented in Table 1. Despite their utility, these datasets often
contain extensive software files that exceed the processing capabilities of contemporary computing systems. Moreover,
the accessibility of software files from these sources tend to be limited and imbalanced, e.g., the BODMAS dataset [203]
exclusively offers malicious samples for analysis. Besides, recent studies [12, 142] have emphasized the importance of
considering the practical constraints when creating software datasets for training and evaluation, including temporal
consistency and space constraints, etc. In this regard, an ML-based MD system F utilizes a preprocessing function # to
strategically select the samples suitable for training and evaluation purposes.
Stage 2: extracting the software embedding features using 7. The software data in stage 1 is inherently file-based,
characterized by complex structures and low-level semantics, presenting substantial challenges in training the ML
model C. To enhance model training effectiveness, an ML-based MD system F incorporates a dedicated software feature
extractor #, which utilizes file analysis tools and/or feature embedding models to derive numerical embedding features
from the software file data.

Static analysis methods are predominantly utilized in the feature extraction process due to their comparative
efficiency over dynamic and hybrid analysis methods [44, 112]. Static analysis examines the software file’s structure
and code without executing the file, providing a safer and quicker analysis. In contrast, dynamic analysis methods
execute the software sample to monitor its runtime behavior, identifying suspicious function calls and cryptographic
operations. Hybrid analysis combines static and dynamic approaches, offering a more comprehensive but more costly
embedding [112].
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Table 1. Open-source Malware Datasets. “O, O, @ - only features are available, only malware files are available, all files are
available.

Dataset Type Size Time Maintain  Availability
VirusTotal [178] Hybrid 3B+ v v ©
VirusShare [177] Hybrid 41M+ v v ©

AndroZoo [6] Andorid 24M+ v v [ J
Drebin [13] Andorid 5,560 X X O
MalRadar [182] Andorid 4,534 v X ©
MARVIN [105] Andorid 150,000 X X L
BODMAS [203] WinPE 134,435 v/ X ()
Ember [8] WinPE 1.1M v/ X O
SOREL20M [75] WinPE 20M v/ X O
Microsoft [153] WinPE 10,868 X X [

The extraction process typically extracts features from three categories of software information: syntax information
(e.g., permissions, strings, and file status), semantic information (e.g., function calls, data flow, and control flow), and raw
bytes information (e.g., gray-scale images). These different types of information are extracted using various program
analysis techniques. For instance, function calls can be identified through static analysis but may also be detected via
dynamic analysis.

Stage 3: creating the ML model C. The features extracted in stage 2 may have diverse types of software information.
These features, due to their varied nature, are not tailored for a specific ML model C. For instance, syntax features,
typically represented by binary values, are well-suited for an SVM model[13]. Conversely, features based on function
call graphs inherently possess graph structures and thus align better with graph-based models such as graph neural
networks [106]. Therefore, an ML-based MD system F may employ ensemble models to integrate heterogeneous features,
with each child model processing a specific kind of feature[87]. In cases where F is designed with additional properties,
more advanced ML model structures and training algorithms are employed. For example, [191] applied the attention
mechanism to encode interpretability, and [55] applied federated learning to improve the effectiveness and preserve
data privacy.

Stage 4: deploying the ML model C at run-time. At run-time, an ML-based MD system F extracts features from
the unknown software sample using # and applies the trained ML model C to classify the software sample. Once
identified and confirmed as malware, the sample can be incorporated into the file database for subsequent analysis,
such as exploring its relationship with other samples [179].

In practice, the ML model C may have diverse deployment scenarios. It can be deployed on user devices or centralized
servers, representing on-device and off-device deployment cases, respectively. In the on-device deployment case [56],
computational demands and user privacy concerns are critical considerations. Conversely, off-device deployment
typically benefits from extensive computational resources and time budgets, allowing ML-based MD systems to utilize
more complex ML models. Additionally, ML-based MD systems may employ a hybrid deployment strategy, operating as
a distributed system consisting of both user-end devices and centralized servers. In this case, light computational tasks
are executed locally, while intensive computations are transferred to remote servers.

Furthermore, the detection performance of an ML-based MD system is continuously monitored during deployment.
As malware evolves and adversaries develop new variants capable of bypassing existing detection mechanisms, newly
identified malware samples are selectively incorporated into the malware database to enhance detection capabilities.
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Table 2. Representative ML-based MD systems according to the four stages.

Stage 1 Stage 2 Stage 3 Stage 4
Proposals Dataset File Feature ML Model Detection Deploy
Preprocessing Analysis Encoding Task Environment
Drebin [13] None Static Categorical SVM Malwe.lre Endpoint
Detection
. . Decision Malware .
Hidost [165] None Static Tree Tree/SVM Detection Endpoint
. . . Random Malware
MaMadroid [126] None Static Numerical Forest/kNN  Detection Server
MalwareExpert [36]  Time-aware Static Graph GNN Malwz?re Server
Detection
. . Malware
MSDroid [77] None Static Graph GNN . Server
Detection
. Family
AndroAnalyzer [66] None Static Graph GNN Attribution Server
. Malware
MalConv [147] None Static Bytes CNN . Server
Detection
. . Malware
Visual-AT [110] None Static Image CNN . Server
Detection
IMCEC [176] None Static Image CNN Fa‘mll}.r Server
Attribution
. . . Hybrid Malware
LensDroid [129] None Static Hybrid Model Detection Server
FEDRoid [55] Random Static Categorical ResNet Malwz?re Endpoint
Detection
. Behavior Malware
Neurlux [83] Random Dynamic (Text) CNN/LSTM Detection Server
. . Family
Rabadi et al. [146] None Dynamic API Hash Ensemble Attribution Server
. Categorical ~ Nine ML Malware
APIChecker [67] None Dynamic (API) Models Detection Server
XTrace+ [219] Random Dynamic Behavior Transformer Malwe.lre Server
(Text) Detection
Chaulagain et . Function Malware
al. [27] None Hybrid Calls (Text) LST™M Detection Server

This process can be achieved through periodic retraining of the machine learning model or by employing online learning
techniques, allowing the model to adapt to emerging threats in real-time.

Different ML-based MD systems adopt different methods for detecting different malware formats. We summarize the
existing ML-based MD systems in Table 2 according to the methods used in four stages.

Manuscript submitted to ACM



On the Security Risks of ML-based Malware Detection Systems: A Survey 7

Table 3. CIA risks for each component of ML-based MD systems.

D 7 C o
C  datasetleaking  extraction function leaking  model leaking /
I  dataset poisoning feature obfuscation model hijacking high false negative
A dataset corruption analysis blocking / high false positive

3 Stage-Based Taxonomy

In this section, we first present the motivation behind the stage-based taxonomy. Next, we establish the scope of security
risks, utilizing the goals in the threat model. Subsequently, we detail the strategies for each attack and defense proposal

at each stage. Lastly, an overview of the current field is provided according to our stage-based taxonomy.

3.1 Motivation

In practice, the adversary often has multifaceted objectives encompassing all aspects of the CIA principles. Additionally,
a single system may be targeted by multiple attackers concurrently. This complexity implies that the attacks against ML-
based MD systems can occur at any stage in their operational pipeline and may involve various attacks simultaneously.
Conversely, defenders aim to secure the system comprehensively against all attacks at all stages. Nevertheless, current
surveys [107, 200] in this field predominantly utilize taxonomy based on threat models, which fall short in capturing
these practical complexities. More discussion of the related surveys can be found in Section 10.

Recognizing the necessity for a more comprehensive understanding, we propose a holistic stage-based taxonomy
utilizing the pipeline of ML-based MD systems. This stage-based taxonomy is from the perspective of the ML-based
MD system’s developer, who aims to understand the security risks. To reduce ambiguity, we identify the stage by the
earliest time an attack influences the system, as developers prefer to eliminate risks at their entry point. Although some
attacks span multiple stages to take effect, our taxonomy decouples security risks for the developer, because each attack
has an initial contaminated stage. For example, while dataset poisoning spans all stages to finally affect the detection
results, we identify it as a Stage 1 attack, as it initially contaminates the dataset. Hence, this stage-based taxonomy
allows for effective assessment of potential security risks at each stage and investigation of interconnections between

different stages in terms of attacks and defenses.

3.2 Security Risk Scopes

We establish the scope of the security risks in ML-based MD systems by referencing the goals within the threat model.
These goals pertain directly to the triad of information security principles: confidentiality, integrity, and availability,
collectively known as the CIA principles. As discussed in Section 2.1, an ML-based MD system comprises three main
elements: the file dataset D, the file feature extractor ¥, and the ML model C, along with the detection results o. Thus,
the adversary’s goals are undermining these principles within the three components and the detection results, while
the defender’s goals are to uphold them. For instance, during deployment (Stage 4), the confidentiality of the ML model
can be compromised by model extraction attacks, and the integrity of the detection results can be compromised by
adversarial attacks. Correspondingly, defenders can preserve confidentiality by employing model obfuscation techniques
and maintain integrity by improving the robustness of ML-based MD systems. We define the concrete goals of CIA
principles at each stage in Section 3.4 and further categorize all current attack and defense proposals according to these

goals in Section 3.5.
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Table 4. Taxonomy of representative attack and defense proposals. “Know. Assu.” = Knowledge Assumption. “PK, LK, ZK” = Perfect

Knowledge, Limited Knowledge, Zero Knowledge. “Con., Int., Ava” = Confidentiality, Integrity, Availability. “# | 0. Attack, Defense.
“@, &, @ - Android, Windows PE, PDF.

Stage Proposal

Year

Proposal Properties

Know. CIA Principles Open Real Proposal Malware

Assu. D F c Source World  Type Format

Biggio et al. [21] 2014 PK Int. — —  Ava. X X ” ah=
StingRay [169] 2018 LK  Int. — — It X 2 &=

Severi et al. [159] 2021 PK Int. — — Int. v X » eb=
: Li et al. [93] 2022 PK Int. — —  Imt. X X » @
JP [202] 2023 LK Int. — — Int. X » @

SBV [171] 2023 LK Int. — - Int. X y abh=

Moser et al. [132] 2007 ZK —  Ava. - Int. X v » a8

DroidChameleon [149] 2014 ZK — Int. — Int. X v ” @
DexHunter [213] 2015 PK — Int. - — X X () &
Mystique [128] 2016 ZK — Int. — Int. X v ’ @
Mystique-S [199] 2017 ZK — Imt. — Int. X v ’ @
MRV [205] 2017 7ZK — Imt. — Int. X v/ ” @
SecureDroid [29] 2017 PK — Int. — Int. X X () @
1I Malton [198] 2017  PK — Ava. — Int. X X () =)
Hammad et al. [73] 2018 ZK — Int. — Int. X v ’ @
RevealDroid [62] 2018  PK — Ava. — Int. X X () =)
FARM [74] 2020  PK — Int. — Int X X () =)
API-Xray [39] 2021 PK — Int. — Int X X 0) &
MalGraph [106] 2022 PK — Int. Int. Int v X (0) &
RLOBF [181] 2022 ZK — Int. — Int. V v ” &
CorDroid [60] 2023 PK —  Ava. - Int. X X 0 @
Smutz et al. [163] 2016 PK - — Int. Int. X X () )
Wang et al. [183] 2017 PK — Int. Int Int X X (0) &
Sec-SVM [49] 2017 PK - — Int. Int X X o =)
KuafuDet [33] 2018 PK — — Int. Int. X X 0) @
- Fleshman et al. [57] 2018 PK — — Int. Int. X X () &
Chen et al. [37] 2020 PK — — Int. Int. v X 0) &)
Li et al. [102] 2021 PK - — Int. Int. X () &
Lucas et al. [113] 2023  PK -  — Int. Int. X X () &
PAD [95] 2023  PK -  — Int. Int. X X () =)
Gibert et al. [65] 2023 PK — — Int. Int. v X () &
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Table 4. (continued)

Proposal Properties

Stage Proposal Year

Know. CIA Principles Open Real Proposal Malware

Assu. D F c o Source World  Type Format
RS-Del [80] 2023 PK — — Int. Int. X () &
MaskDroid [215] 2024 PK - — Int. Int. V X () &
AutoRobust [173] 2024 PK — — Int. Int. v v 0) &
Mimicus [166] 2014 LK - - — Int. X 2 ®
EvadeML [193] 2016 ZK - - — Int. X 2 ®
EvadeHC [45] 2017 ZK - - — Int. X X 2 ®
Grosse et al. [71] 2017 PK — — - Int. X X ” @®
Transcend [84] 2017 PK — — —  Ava. V/ X (0) @
Pierazzi et al. [143] 2020 PK — — — Int. v X ’ @
Android HIV [34] 2020 PK — — —  Int. X X 2 @
Rosenberg et al. [154] 2020 LK — — — Int. X X ’ &
HRAT [214] 2021 LK — — — Int. X 2 @
OFEI [192] 2021 LK — - — Int. X X ” @
GAMMA [47] 2021 ZK - — — Int. X v ’ &
Lucas et al. [114] 2021 LK - — — Int. X v ’ &
v Li et al. [103] 2021 ZK — — — Int. X X , &
CADE [204] 2021 PK - - — Ava.  V/ X 0) &
Li et al. [99] 2021 PK - — — Int. X X (0) &
MAB [164] 2022 ZK - — — Int. V v » &
BagAmmo [100] 2023 LK — — — Int. X v » @
Zhang et al. [209] 2023 LK — — — Int. X X ” &
URET [54] 2023 LK - — — Int. V X . &
AdvDroidZero [76] 2023 ZK — — — Int. v v ’ @

Sun et al. [170] 2023 PK - — — Int. V v » @

Rigaki et al. [152] 2023 LK - - Con. - X X . &

TRANSCENDENT [19] 2023 PK - — —  Ava. V X () eb=

MalProtect [148] 2023  PK - - - mt X X () B

MalGuise [108] 2024  ZK - — - Int. V v » &

3.3 Security Risk Assumptions

The threat model also contains knowledge and capabilities, according to previous works [11, 24, 76, 143]. We utilize the
knowledge and capabilities to represent the assumption of the security risks.
Knowledge. Drawing from an ML-based MD system F = {D, 7, C} described in Section 2.1, the knowledge can be
categorized into perfect knowledge, limited knowledge, and zero knowledge.
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In the perfect knowledge setting, the adversary has all the knowledge of the three components, which means that
the adversary fully accesses the software dataset, feature space, and classifier. In the limited knowledge setting, the
adversary can only access part of the three components. For instance, the adversary may be aware of the feature space
but remains oblivious to the training dataset and the ML classifier. In the zero knowledge setting, the adversary remains
uninformed about all three components. However, the adversary can acquire certain open-source knowledge, such as
access to publicly available benign software from software markets or datasets. In practice, the adversary usually has
zero knowledge about the target ML-based MD system.

In contrast, the defender is usually the developer of ML-based MD systems. Hence, the defender has the perfect

knowledge of the three components of ML-based MD systems. However, as attack strategies continue to evolve,
defenders might be abreast of known tactics but could remain uninformed about emerging threats. Additionally,
dedicated defenders may be aware of a small group of samples introduced by the adversary.
Capabilities. It is generally assumed that adversaries can manipulate the software samples. In some contexts, they
might even have the capability to poison the training dataset of the target ML-based MD system. This assumption
is based on the fact that some real-world antivirus solutions (e.g., VirusTotal [178]) involve human votes to label the
software samples. In practice, the adversary usually has a limited ability to query the target model as more queries
imply higher financial costs and an increased probability of detection. Moreover, the feedback of the target ML-based
MD system is available to the attacker in some cases, e.g., VirusTotal provides the detection results of every antivirus
engine. However, there might also be some cases in which the attacker cannot easily inspect the output of the target
ML-based MD system [11].

In contrast, the defender can conduct extensive analysis, including static analysis and dynamic analysis of the
samples. Being typically involved in the development phase of ML-based MD systems, defenders can allocate significant
computational resources during this phase, even if it entails ramping up training computational demands. However,
it is vital for defenders to minimize resource-intensive computations during deployment. This is because the high
computational operations may influence the detection efficacy of the ML-based MD systems, which probably influences

the user experience.

3.4 Decomposing Attack & Defense Strategies

We now briefly summarize the general strategies used by existing attack and defense proposals at each stage. Then, we
provide a more holistic view of the attack and defense strategies under our stage-based taxonomy.

Stage 1. In the building dataset stage, raw software samples are processed by # to construct the dataset D, which is
essential for developing F. These selected software samples can be used for training the ML classifier or evaluating its
performance. Attack proposals targeting this stage focus on injecting manipulated software samples into the training
dataset. Although there are no existing defense proposals at this stage, the theoretical objective would be to purify the
dataset to maintain the system’s integrity and availability without compromising utility.

Stage 2. In the extracting features stage, F employs program analysis to obtain the program semantics and behavior
of the software sample. Following program analysis, F is applied to extract software features for further processing.
Attacks at this stage typically employ obfuscation techniques to prevent program analysis from accurately identifying
malware features. In response, defense proposals aim to extract robust feature representations through feature selection,
minimizing irrelevant and potentially harmful features.

Stage 3. In the creating an ML model stage, F employs ML algorithms (e.g., SVM) to construct C. This stage, primarily

under the developer’s control (typically the defender), focuses on training C for F. Therefore, the defense proposals
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at this stage aim to enhance the robustness of the ML model by designing robust model architectures and training
methods. Conversely, while there are no existing attack proposals, the theoretical objective would be to disrupt the
training process, leading to crashes in training or reduced performance of the trained model.

Stage 4. In the deploying an ML model stage, F deploys C in specific scenarios, such as on user devices, to classify
unknown software samples. Attack proposals at this stage utilize adversarial malware example generation methods
to perturb malware samples or craft specific queries to extract the model. On the defense side, current efforts focus
on preserving the integrity of detection results through adversarial malware example detection and maintaining the
availability of detection results through concept drift detection.

We remark that we only summarize the existing strategies at each stage above. However, under our stage-based
taxonomy, every CIA principle can be targeted at each stage. Thus, we further provide a more holistic view of the attack
and defense strategies under our stage-based taxonomy in Table 3. For the dataset, leaking dataset (e.g., inference attack)
breaks confidentiality, poisoning the dataset to inject a backdoor or degrade system performance, breaks integrity,
and corrupts the dataset to forbid up-to-date malware dataset breaks availability. For the feature extractor, leaking
extraction function breaks confidentiality, obfuscating features to hide malicious features breaks integrity, and blocking
analysis to prevent feature extraction breaks availability. For the classifier, leaking model architecture and parameters
breaks confidentiality, hijacking model (e.g., rowhammer attack [175]) breaks integrity, and we are not aware of any
availability risks other than traditional attacks such as DDoS. For the detection results, a high false negative rate reduces
recall, thus breaking integrity, and a high false positive rate raises false alarm, which prevents practical use of the
system, thus breaking availability. There is no confidentiality risks at the detection results stage, as the detection results
are usually shared with the user. Due to the stage-based taxonomy, this discussion serves as a guideline for developers

to understand the potential risks at each stage and design corresponding defenses against existing and future attacks.

3.5 Existing Attack & Defense Proposals

3.5.1 Paper Review Methodology. We start the paper review methodology by identifying seed papers published at top
security computer security venues (i.e., IEEE S&P, ACM CCS, USENIX Security, NDSS, TDSC, and TIFS) from 2019
to 2024, and lightweight snowballing [86] the reference lists. Then, we adopt the paper selection criteria to select the
relevant and qualified studies in our preliminary paper list followed by Liu et al. [112]. We employ the same first 5
exclusion criteria of paper selection in Liu et al. [112] together with the exclusion criterion which papers are not related

to the security risks of ML-based MD system.

3.5.2 Representative Proposal Overview. We now present a comprehensive taxonomy of existing attack and defense
proposals for ML-based MD systems with the stage-based taxonomy established in Section 3.2 and 3.4. As depicted in
Table 4, we categorize these proposals by target stage, year of release, and proposal properties. The proposal properties
are further broken down by knowledge assumption, CIA principles in the components and detection results, open-source
status, real-world evaluation, attack or defense classification, and malware format. We summarize 33 representative
attack proposals and 26 representative defense proposals, totaling 59 proposals in Table 4.

Research concerning each stage of ML-based MD systems focuses on specific targets of the CIA principles, as well
as showing a preference towards attacks or defenses in some stages. For example, Stage 1 attacks compromise the
integrity of the file dataset and detection results through dataset poisoning techniques, while in other domains such
as text, dataset poisoning is found effective to compromise confidentiality as well [186]. In contrast, Stage 3 only has
defense proposals aimed at enhancing the integrity of the ML model and detection results using robust architectures
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and training methods, while in other domains, Stage 3 attacks are also found effective [116]. Therefore, developers
should prioritize specific types of attacks and defenses at each stage but also be aware of potential future risks of other
types.

While attack and defense proposals across stages share the goal of influencing the integrity of detection results, they
differ in stages. For instance, Stage 1 attacks achieve this through dataset poisoning, while Stage 4 attacks generate
adversarial malware examples. Similarly, Stage 2 defenses preserve integrity through feature transformation, while
Stage 3 defenses focus on robust model training. Therefore, ML-based MD systems may face attacks at multiple stages
simultaneously and can benefit from combined defenses at multiple stages.

Most attack and defense proposals target the integrity of detection results, as misclassifying malware as benign
directly impacts system performance. Recent works also consider the confidentiality risk of the ML model and the
availability risk of the detection results. Attack proposals in different stages require varying knowledge assumptions:
Stage 1 attacks requires at least partial knowledge of the system and Stage 2 attacks usually requires zero knowledge. In
addition, while certain attacks are evaluated against real-world systems, none of the defense proposals have undergone
real-world evaluation, leaving their effectiveness uncertain.

Finally, we remark that many proposals are not open-sourced, which hinders the reproducibility and evaluation
of their effectiveness. This is particularly harmful as Table 4 has shown increased interest in this area recently. We
encourage future works to release their code and datasets to facilitate the reproducibility and evaluation of their

proposals and ask the community to take action to address this issue.

4 Security Risks in Building Datasets
4.1 Technical Progress

Dataset Poisoning Attacks. Stage 1 attacks primarily target the integrity of the file dataset D and the detection results
o, instantiated via dataset poisoning. Such dataset poisoning attacks typically manipulate the raw data by injecting
malicious samples or perturbing existing samples to compromise the classifier C. The most common objective for
existing dataset poisoning attacks is to inject malicious behaviors into the classifier, thereby causing misclassification
when a specific trigger is present in the input, with the focus of misclassifying malware as benign. Such attacks
are also widely known as backdoor attacks and these triggers are called backdoor triggers. Unlike backdoor attacks
in other domains such as images, backdoor triggers in malware detection are often generated using specialized
algorithms [93, 159, 171, 202, 212] or ML model explanation methods [59, 72, 115, 130].

Severi et al. [159] propose a backdoor attack method that utilize the ML model explanation method to generate the
trigger to attack MD systems using categorical features. In this attack, they utilize the SHAP value [115] to identify the
most vulnerable feature and propose a greedy method for trigger computation within the training dataset for the target
model, indicating a perfect knowledge setting. They also evaluate their method in the transferability attack scenarios
and the experimental results show that they achieve a large accuracy drop on watermarked malware within a small
poison rate.

SBV attack [171] is a clean label backdoor attack that exploits the sparsity of feature subspaces of malware samples.
This attack proposes a dissimilarity metric-based candidate selection method that utilize nonconformity measures with
P-values and a variation ratio-based trigger construction strategy. The SBV attack is evaluated under both data-agnostic
and data-and-model-agnostic scenarios and the experimental results show that the proposed attack can reduce the

detection accuracy on watermarked malware to nearly 0%, even when poisoning as little as 0.01% of the benign class.
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Li et al. [93] present a stealthy backdoor attack that uses a Genetic Algorithm-based trigger selection to identify
minimal and semantically plausible feature modifications that can be injected into apps. To achieve stealthiness,
this method proposes a label-reserving method to ensure the the poisoned samples are mislabeled as benign. The
experimental results show that the method achieves 99% evasion rate with a poisoning rate as low as 0.3%, and minimal
impact on clean sample classification.

JP attack [202] introduces a selective clean-label backdoor attack designed to increase the stealthiness of backdoors
against ML-based MD systems. Unlike prior universal backdoors that aim to misclassify all triggered malware, JP
specifically targets a selected malware family or set controlled by the attacker, leaving other malware and benign
samples unaffected. JP makes the trigger more stealthy by limiting its effective domain to a specific target family of
malware samples using alternate optimization [139]. Experimental results on a large Android malware dataset show
that JP achieves high attack success rates (e.g., over 90% for many families) on the attacker’s malware with negligible
false positives and no degradation to main-task performance.

Except for the backdoor attacks, dataset poisoning can also degrade the performance of the ML-based MD system by
manipulating the decision boundary of the classifier [21]. We remark that while recent works on dataset poisoning in
the malware domain have focused on backdoor attacks, degrading the performance of the ML-based MD system via
dataset poisoning worths further investigation, since works towards this direction are outdated and underrepresented
while the potential risks are significant as well.

Dataset Poisoning Defenses. As discussed in Section 3.1, eliminating the security risks as soon as possible is crucial.
However, our analysis reveals a significant gap in defense proposals compared to the attack proposals at Stage 1, as
there is no defense about dataset processing to protect ML-based MD systems. In principle, potential Stage 1 defenses
aim to purify the dataset, thus removing samples that lead to malicious behaviors or degrade the performance of the
system from the training set. Nevertheless, defenses in later stages can also help to defend attacks in earlier stages.
It is particularly notable that existing defenses against dataset poisoning attacks at Stage 1 belong to Stage 3 and
Stage 4, although they are mostly taken from other domains and evaluated in attack proposals. For example, Severi et
al. [159] discuss activation clustering [28] and isolation forest [109], and Yang et al. [202] evaluate STRIP [61], Neural
Cleanse [180], and MNTD [194]. Additionally, Tian et al. [171] evaluate 10 different defense strategies against backdoor
attacks originally developed for other domains, but find that these methods are not satisfying in the malware domain.
Later, Qi et al. [145] propose a proactive machine learning approach for detecting backdoor poison samples in datasets.
They propose confusion training which trains a model on both the potentially poisoned dataset and a small set of
clean samples with randomized labels. This process breaks normal feature-label associations for clean data, so only
poison samples with backdoor triggers remain memorized by the model. Experiments results demonstrate the defense

effectiveness of cofusing training against attacks proposed by Severi et al. [159] in the Windows PE malware domain.

4.2 Discussion & Open Problems

Regarding data poisoning attacks, the current focus is on injecting backdoors, but the degradation of the detection
performance is also a significant threat to the availability of ML-based MD systems. However, such attacks are
underrepresented, with only one early work (published in 2014) discussing such threats. Therefore, the community
could discuss such risks more modernly since ML-based MD systems have evolved significantly since then. In addition,
the backdoor attacks in the malware domain are particularly effective, with extremely low poisoning rates, indicating a
high stealthiness. However, such strong attack performance is established on an impractical assumption that the dataset

is randomly split. In practice, the malware samples have the timestamps in the malware dataset. Thus, recent ML-based
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MD systems split the dataset according to the timestamps [12, 142]. This temporal nature may affect the effectiveness
of the backdoor attacks, and the community should investigate this aspect further.

Regarding defense against dataset poisoning attacks, one remarkable observation is that existing defenses all belong
to later stages, i.e., there is no defense about dataset processing to protect ML-based MD systems at Stage 1. According
to the discussion in Section 3.4, the earlier the security risks are eliminated, the better. Therefore, the community could
investigate potential defense strategies at Stage 1, such as dataset purification and dataset selection, to protect ML-based
MD systems. Further, according to the empirical evidence, existing defenses against backdoor attacks are ineffective in
the malware domain. This indicates a need for further adaptation and development of backdoor defense methods for

malware detection tasks.

5 Security Risks in Extracting Features
5.1 Technical Progress

Feature Extraction Attacks. ML-based MD systems heavily depend on program analysis (static and/or dynamic) to
extract features from software, thus any disruption in this extraction process poses a critical threat to the entire system.
There are two main avenues to attack feature extraction, namely program obfuscation and variants generation. The
former aims to conceal malicious features, while the latter aims to rearrange malicious and benign features such that
the extracted features of the malware variant have the same distribution as a benign sample. For example, consider a
music player malware with the malicious behavior of reading locations; obfuscation aims to hide the location reading
behavior, while variants generation aims to generate a variant for which reading location data seems benign, e.g., it has
the same feature distribution as benign map applications.

Program obfuscation typically exploits the limit of static analysis in solving opaque constants by program control
flow obfuscation [132] and incompleteness of static analysis by code transformation [9, 73, 119, 149, 181]. Early attacks
on static analysis feature extraction use traditional obfuscation strategies [119, 149] such as repacking, reflection,
string encryption and class encryption, etc., while recent attacks [181] employ reinforcement learning to generate code
obfuscation sequences.

Rastogi et al. [149] evaluate the adversarial robustness of anti-virus engines by applying three trivial transformations,
eight transformations detectable by static analysis and two transformations non-detectable by static analysis. The
experimental results on 10 popular commercial anti-virus solutions demonstrate that malware can easily evade detection
by applying trivial transformations. Hammad et al. [73] utilize 29 obfuscation techniques to evaluate the effectiveness
of the top anti-malware products and find that the majority of anti-malware products are severely impacted by even
trivial obfuscations.

In addition, runtime packing [4, 121, 136, 174], another obfuscation method, compresses/encrypts the software
and decompresses/decrypts the code at runtime. Mantovani et al. [121] conduct a large scale evaluation about 50K
low-entropy Windows malware. The experimental results show that ML-based models cannot identify low-entropy
packed samples using static analysis features. Aghakhani et al. [4] train the ML model to detect the packed malware
samples. They find that the features extracted from the packed malware are not enough for ML-based models to identify
other unseen packers and resist adversarial examples.

Regarding dynamic analysis which relies on sandbox execution, the focus is on sandbox detection, which aims to
identify whether the software is running in a sandbox environment, thus enabling the malware to evade detection.

Miramirkhani et al. [131] finds that the wear-and-tear artifacts in the dynamic execution environments can be used as
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features for the sandbox detection. Kondracki et al. [90] utilize the Android API to extract environment-related features
to train the classifier to detect the Android sandbox. The experimental results show that the ML classifier can achieve
98.54% accuracy in distinguishing between real Android devices and well-known mobile sandboxes.

Variants generation typically exploits the incompleteness of the extracted features. Early works [128, 199] resemble
the defined modularized attack features and evasion features using evolutionary algorithms, while recent works [134,
135, 158] further employ code transformation methods to generate malware variants more efficiently [134, 135, 158].
They either apply functionality-preserved assembly code transformation [134, 135] or insert benign code segments [158].
In particular, Sen et al. [158] investigate the coevolutionary arms race between mobile malware and anti-malware,
introducing a fully automated framework based on genetic programming for both generating evasive malware variants
and the malware detectors.

Feature Extraction Defenses. All existing defenses against feature extraction attacks are employed at Stage 2, in
contrast with defenses against Stage 1 attacks. There are two main types of defenses against program obfuscation
attack, namely program deobfuscation and robust representation.

Program deobfuscation tries to extract malicious behaviors from obfuscated malware. Early works [52] traces
program execution with hardware virtualization extensions, while later works focus on interested system calls and
their arguments identified by dependence and control flow analysis [42] or data mining [88], thus improving recall of
malicious behaviors by ignoring irrelevant code.

More recent works [3, 198] further monitor malicious behaviors at runtime in an on-device and non-invasive way.
Xue et al. [198] introduce Malton, an on-device, non-invasive dynamic analysis platform designed for comprehensive
behavior analysis of Android malware running under the ART runtime. Malton provides multi-layer monitoring and
information flow tracking, bridging semantic gaps between Java and native code, and tracking sensitive data flows even
across JNI and reflective calls. Additionally, it integrates a path exploration engine using concolic execution to trigger
conditionally executed behaviors.

To defend against runtime packing, defense proposals typically adopt unpacking mechanisms to extract the hidden
code within the packed malware. Early works extract hidden code with hybrid analysis [157] or execution monitoring
[127], while later works [195, 196, 213] identify collection points to recover the packed code. More recent works
[38, 39, 197] unpack the packed malware via hardware-assisted approaches.

API-Xray [39] reconstructs a working import table from an unpacked malware’s process memory at its original entry
point, making the sample executable and its API calls analyzable for further static/dynamic inspection. It utilizes Intel’s
Branch Trace Store and NX bit hardware features to track the real target APIs. Extensive experiments demonstrate that
API-Xray can recover import tables for complex commercial packing products.

Happer [197] unpacks the Android apps by leveraging ARM hardware tracing and hardware breakpoints to non-
invasively monitor the actual runtime behaviors on real devices. Based on the detected behaviors, Happer then adaptively
selects the best strategy to extract all hidden Dex data from memory, even when packers release code just-in-time
or modify runtime objects, and reconstructs valid Dex files suitable for further static analysis. Extensive experiments
with 12 commercial packers and over 24,000 Android apps show that Happer reveals 27 distinct packing behaviors and
achieves much higher unpacking coverage and fidelity than existing tools.

LoopHPCs [38] investigate the feasibility of using hardware performance counters (HPCs) for malware unpacking,
addressing recent skepticism about the non-deterministic nature of HPCs for security uses. Specifically, it utilizes the
Precise Event-Based Sampling and Last Branch Record offered by Intel CPUs to unpack malware. Extensive experiments

show that LoopHPCs achieves high unpacking accuracy and outperforms state-of-the-art software-based unpackers.
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Instead of extracting obfuscated malicious behaviors in a post-hoc manner, robust representation aims to design a
feature space that can hardly be obfuscated. One way to achieve this is by transforming features into a more robust
space. Early works use feature selection strategies based on manipulation cost [29] and transform the original binary
features into continuous probabilities [30], while more recent works capture robust API features against Android
system updates [210] and transform the feature space into a more robust representation using an ensemble of feature
transformations [74].

APIGraph [210] builds a robust feature space by incorporating the evolution of the Android APIs. It clusters the
features with semantic similarity information among Android APIs by constructing an API relation graph from official
Android documentation. The experimental results demonstrate that APIGraph’s clusters capture semantic similarity
within malware families and that semantically-close APIs are grouped together beyond package-level abstraction.

Han et al. [74] propose FARM that uses irreversible feature transformations to defend against evasion attacks targeting
machine learning classifiers. FARM begins by extracting standard static, dynamic, and API package call features from
Android apps, then applies three novel classes of feature transformations to map these features into a new space.

Another way is to use obfuscation-resilient representation directly. Early works [1, 62, 118] use reflection-based
features or features that are prohibitively difficult to manipulate, while more recent works [60, 79, 106] use graph-related
features that are resilient to most obfuscation methods. These feature transformations make it difficult for attackers to
manipulate features in a way that will fool the classifier.

CorDroid [60] leverages the complementarity of multiple semantic features to withstand a wide variety of bytecode-
level obfuscation techniques. It employs the Enhanced Sensitive Function Call Graph and Opcode-based Markov
transition Matrix as features. Experimental results demonstrate that it achieves defense effectiveness in detecting
obfuscated Android application samples.

MaskDroid [215] introduces a masking-based self-supervised learning approach within a GNN framework. In the
training process, MaskDroid is tasked with reconstructing the full graph from the remaining nodes and incorporates
a proxy-based contrastive module to compress intra-class variance and sharpen the decision boundary. Extensive
experiments on a large AndroZoo-sourced dataset demonstrate that MaskDroid reduces attack success rates from 41.5%

to 32% under the white-box attacks setting, while maintaining competitive detection effectiveness and efficiency.

5.2 Discussion & Open Problems

Regarding feature extraction attacks, existing program obfuscation techniques have been shown to be effective against
common feature extractors, especially in the wild, since obfuscation rarely targets specific feature extractors. However, as
obfuscation adds many instructions to the original code, some even being executed, this brings memory and computation
overhead to the original code. This problem is particularly important when program obfuscation is used for good, e.g.,
protecting copyrights. The other attack direction, malware variant generation, requires prior knowledge about the
malicious features, which limits its generalization to malware families. Therefore, whether the automatic creation of
malware variants is possible without human-designed attack features is an open question.

Regarding defense proposals, the SOTA deobfuscation works are limited in practice since they typically require
specialized hardware and software. For instance, Malton is based on the Valgrind framework, which can be evaded by
anti-emulator techniques; LoopHPCs does not support AMD processors due to the lack of hardware tracing mechanisms
like LBR. Robust feature space methods, especially those that utilize function call graph-based features, are no longer

robust because recent attack proposals have leveraged adversarial machine learning techniques to manipulate function
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call graph-based features, thus breaking their underlying assumption. Therefore, better robust feature space methods

that are not based on function call graphs are needed.

6 Security Risks in Creating ML Models
6.1 Technical Progress

Unlike other stages, while attacks at Stage 3 (model hijacking) are possible via injecting malicious code into the training
framework (malicious wheel builder, e.g., open-source project contributors) and manipulating the training hardware
(malicious hardware provider, e.g., cloud platforms), these attacks are not yet specialized for ML-based MD systems.
Therefore, we focus on the defense proposals at this stage. Instead of defending against model hijacking, Stage 3 defenses
defend against various attacks at different stages, namely backdoor attacks (Stage 1) and adversarial malware attacks
(Stage 4). Backdoor defenses have been discussed in Section 4. Thus, we focus on defenses against adversarial malware
attacks in the following. Such defenses can be roughly categorized into robust model architecture and robust model
training. In the following, we illustrate each approach in more detail.

Robust Model Architecture. Enhancing the robustness of ML-based MD systems can be achieved through inherently
robust model architectures. This involves using ensemble learning techniques [96, 97, 163, 167] by employing voting
mechanisms [96, 97] or the diversity of an individual classifier to identify the evasion samples [163]. Additionally, the
defender could also utilize another model as a complement to the vanilla model to capture the features of adversarial
malware examples.

KuafuDet [33] introduces a two-phase, self-adaptive learning framework containing offline training and online
detection modules. The online detection module employs a camouflage detector to identify and re-label suspicious
false negatives for iterative retraining. Evaluations on a large dataset show that KuafuDet achieves higher detection
accuracy than Drebin and is robust under severe data imbalance.

Li et al. [102] utilized a variational autoencoder to measure the reconstruction error of the input samples to filter out
adversarial malware examples. The system makes a final decision by aggregating the outputs of both the VAE and MLP,
declaring an app benign only if both models agree. Extensive experiments on a large real-world dataset demonstrate
that this method remains effective against both white-box and black-box adversarial attacks.

The recent SOTA work [218] maintains a dynamic pool of heterogeneous models, each trained on distinct data
partitions and further diversified through adversarial training with multiple perturbation strategies, thereby reducing the
exposure and transferability risks associated with single-model detectors. To optimize detection robustness, MTDroid
employs a two-stage sub-classifier selection algorithm for ensemble learning and introduces a hybrid update strategy
that dynamically refreshes the model pool based on query and failure statistics. Experimental results demonstrate that
MTDroid achieves state-of-the-art performance in both detection accuracy and robustness.

Another approach [49, 94, 104, 183] to enhance the ML classifier robustness involves designing constraints to
process the feature using part of the model architecture. Wang et al. [183] proposed an extra layer for random feature
nullification between the input and the first hidden layer in DNN to achieve the robustness by making the DNN model
non-deterministic. RFN introduces stochasticity in both training and inference by randomly nullifying input features,
making the model non-deterministic and significantly hindering an adversary’s ability to craft effective adversarial
perturbations.

Sec-SVM [49] starts from the intuition of bounding classifier sensitivity and constrains the distribution of feature

weights, effectively enforcing more evenly-distributed (dense) weights via fo-norm regularization. This approach
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significantly increases the number of feature manipulations required for a successful evasion. Experiments on large-scale
real-world Android datasets show that Sec-SVM achieves state-of-the-art robustness across a variety of attack scenarios,
outperforming both standard SVM and previously proposed bagging-based approaches.

Monotonic classifiers [57, 81] present another intriguing avenue for the integrity preserving. These classifiers

maintain or increase the confidence in a malware label, irrespective of any additional features added to a sample. Most
of the current adversarial malware example attacks only add benign features to the malware samples due to the problem
space constraints, which cannot bypass the defense of the monotonic classifier.
Robust Model Training. The robustness of an ML classifier can also be achieved by utilizing robust model training
methods. Adversarial training is the most common solution to train a robust model in the image domain [68]. The key
intuition of adversarial training is incorporating adversarial examples in the process of training an ML classifier. To adapt
the adversarial training techniques to the malware domain, current defense proposals [5, 31, 32, 58, 95, 144, 150, 160]
propose the customized training loss and adversarial malware example attacks in the feature space for adversarial
training. The earliest works [31, 32] introduce the extra regularization term in the training loss to enhance the training
robustness. The later works [5, 58, 150, 160] focus on generating adversarial examples for adversarial training. For
instance, Al-Dujaili et al. [5] proposed the Bit Gradient Ascent method designed for the discrete feature. Galovic et
al. [58] proposed the adversarial strings generation method from the perturbed latent space. The recent SOTA work [95]
designs the Stepwise Mixture of Attacks with convergence guarantees for searching adversarial perturbations in the
feature space.

To explore the effectiveness of adversarial training in the domain of raw-binary malware detectors, Lucas et al. [113]
utilize adversarial training for raw-binary malware detection by generating adversarial examples through In-Place
Replacement, Displacement, and Kreuk attacks. Their experiments reveal that standard data augmentation with random,
functionality-preserving binary transformations provides little to no robustness against guided adversarial attacks. In
contrast, adversarial training using guided, attack-specific adversarial examples significantly increases model robustness.

AutoRobust [173] utilizes a reinforcement learning-based adversarial training methodology to enhance the robustness
of the ML-based MD systems based on dynamic analysis reports. It formulates the generation of adversarial examples
as a Markov Decision Process, where an RL agent learns functionality-preserving transformations directly on dynamic
analysis reports, ensuring all modifications are realistic and feasible for actual malware binaries.

However, adversarial training offers only empirical robustness of the ML classifier and may be susceptible to stronger
attacks [43]. Thus, certified training [18, 63, 122, 125, 208] has been proposed to provide certified robustness of ML
classifiers in the image domain [124, 133, 138] and text domain [53]. Current defense proposals [65, 80] in the malware
domain also adapt certified defenses.

Chen et al. [37] propose a novel subtree distance metric on the PDF parse tree and specify two main classes of
robustness properties: subtree insertions and subtree deletions under the PDF root. It leverages the verifiable robust
training methods [184, 185] to build neural network classifiers that are formally guaranteed to be robust against any
attacker bounded by these properties.

RS-Del [80] extends randomized smoothing [41, 201] to the edit distance setting by applying random deletions to
input sequences. It only requires random deletions to certify robustness against all three edit operations, leveraging
a proof that relies on longest common subsequence analysis rather than the standard Neyman-Pearson approach. It
achieves a certified accuracy of 91% in the MalConv model at an edit distance radius of 128 bytes, with only a marginal

drop in clean accuracy.
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6.2 Discussion & Open Problems

Similar to other domains, increasing the adversarial robustness of ML-based MD systems via architecture design or
specialized training methods often comes at the cost of clean accuracy and computational overhead. While this is more
acceptable since attacks on MD systems are more common, it is unclear whether this trade-off can be resolved. For
instance, FD-VAE [102] requires extensive hyperparameter tuning to maintain clean accuracy at the cost of multiplied
training time. Moreover, robust training typically relies on specific train-time attacks, but the adversarial robustness
is poorly generalized against other attacks. In particular, feature-space attacks are more efficient and frequently
adopted in training, but such attacks often yield mismatches with realistic problem-space attacks due to different attack
specifications. This often brings difficulty in having more practical certified robustness, as the input specification in the
feature space is not norm-based, but current certified defenses only consider norms such as Ly (patch) distance because
such normed specifications are more established in other domains. In addition, while defenses against backdoor and
adversarial malware attacks are extensively discussed, the confidentiality of the ML model is largely overlooked since

no existing defense in the malware domain protects confidentiality, e.g., differential privacy.

7 Security Risks in Deploying ML Models
7.1 Technical Progress

This section is divided into four parts: model extraction attack (targeting confidentiality), adversarial malware attack
(targeting integrity), adversarial malware defense (preserving integrity) and concept drift detection (preserving availabil-
ity). This is because currently no specialized defense is designed to counter the model extraction attack. The availability
risks at this stage are mainly caused by concept drift (similar to out-of-distribution in other domains), a phenomenon in
which malware distribution shifts over time. This shift leads to high false positive rates and influences the availability
of the detection results.

Model Extraction. Because detection results are shared with users in Stage 4, the ML models are exposed to model
extraction attacks [78, 82, 137, 172, 206]. Model extraction attacks in other domains mainly extract the model functionality,
model architecture and model parameter. However, in the malware domain, the feature extraction function ¥ is worth
extraction as well. Early works [23, 190] extract the malware signatures and the detection logic of the anti-virus engines,
and more recent works [152] focus on stealing ML model functionality.

Rigaki et al. [152] propose a model stealing attack to extract the model functionality of commercial antivirus engines.
They design the dualFFNN, which leverages true labels with a skip connection for stable training, and the FFNN-TL,
which combines transfer learning with active learning for improved surrogate accuracy.

Adversarial Malware Attack. To subvert the integrity of the detection results, current attacks utilize adversarial
malware generation methods by perturbing the malware to evade detection. Most of the adversarial malware generation
methods [2, 20, 34, 70, 71, 89, 111, 114, 168, 214] assume the attacker has the perfect knowledge or limited knowledge of
ML-based MD systems. These assumptions are supported by the Kerckhoffs’ principle [189] and represent the worst cases
of the defender [143]. Under these scenarios, the adversarial malware generation algorithms may leverage optimization
methods utilizing gradient-based optimization [34, 70, 71, 166, 214] or gradient-free optimization methods [91, 100, 154,
192]. In gradient-based optimization methods, the attacker may select perturbations with the largest gradients of the
objective function. For example, Android HIV [34] refines the C&W attack [25] and JSMA attack [140] to generate
adversarial malware examples in the feature space. HRAT [214] selects the manipulation type and manipulation targets
using the gradient descent method. In gradient-free optimization methods, the attacker may leverage the hill-climbing
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method [45], generative adversarial networks [101, 154], and genetic algorithms [100, 193]. The recent SOTA work [100]
designs the generative adversarial network combined with a multi-population co-evolution algorithm to generate the
desired perturbation. Moreover, the attacker [46] could also find the most vulnerable features in the feature space
directly under the perfect knowledge setting. For instance, Pierazzi et al. [143] leveraged the weights of the SVM
classifier to assess feature importance and subsequently searched for the most benign features to inject. Wang et
al. [170] employed the SHAP values [115] to compute the accrued malicious magnitude of features for manipulation.

In practical scenarios, the internals of ML-based MD systems typically remain unknown to the attackers. Under the
zero knowledge setting, existing attacks utilize extra knowledge inside the program semantics [22, 47, 54, 155, 205, 207,
209, 216] and query feedback [76, 103, 108, 151, 164]. They may involve mimicking benign samples [205], incorporating
benign program slices [22, 47] or leveraging the malware program structure [209]. Moreover, they could also define
the malware perturbations and utilize the query feedback to adjust the selection probability of these perturbations.
The perturbation selection process can be modeled as the reinforcement learning process [7, 103, 151, 164]. The recent
SOTA works [76, 108] utilize the perturbation selection tree, incorporating the perturbation semantics or Monte Carlo
tree search for the effective perturbation selection.

He et al. [76] propose AdvDroidZero, generating adversarial Android malware samples under the zero knowledge
setting. AdvDroidZero designs a perturbation selection tree that clusters the semantically similar perturbations together
to improve the attack effectiveness and efficiency. The experimental results demonstrate that AdvDroidZero can achieve
about 90% attack success rate against real-world anti-virus engines.

Ling et al. [108] propose MalGuise, a practical black-box adversarial attack framework targeting learning-based
Windows malware detection systems. MalGuise introduces a semantics-preserving transformation called call-based
redividing, which manipulates both nodes and edges of a malware’s control-flow graph and leverages a Monte Carlo Tree
Search algorithm to efficiently search for optimized sequences of transformations. Experimental results demonstrate
that MalGuise achieves 74.97% against real-world anti-virus solutions.

Properties of adversarial malware attacks have gained attention as well. Prior works [50, 123] explore the trans-
ferability of adversarial examples, showing that similar conclusions hold for adversarial malware examples as well.
Demetrio et al. [48] benchmark 7 adversarial malware example attacks in the context of Windows PE malware. They
suggest that the size of injected bytes correlates with stealthiness, and model architecture has a greater impact on model
robustness than training dataset size and activation function. Recent works [26, 207] generate universal adversarial
perturbations and patches to understand perturbation adaptability across malware samples.

Adversarial Malware Defense. Defenses against adversarial malware examples either try to design robust models at
Stage 3 (discussed in Section 6) or purify and abstain from adversarial malware examples at Stage 4. Rashid et al. [148]
present MalProtect, which employs a suite of diverse threat indicators, including statistical and autoencoder-based
anomaly scores, to analyze sequences of user queries before they reach the prediction model. These indicator scores are
aggregated by a learned decision model to detect ongoing attacks. Experimental results across Android and Windows
malware datasets demonstrate that MalProtect can reduce the evasion rate of query attacks by over 80%. To purify
queries, Zhou et al. [217] employ a denoising autoencoder framework to reconstruct the input, thus removing adversarial
perturbations.

Concept Drift Detection. Concept drift is a phenomenon where the dynamics of malware in the wild lead to
performance degradation of the ML-based MD system. Hence, the current defense proposals [19, 84, 204] address this

problem by detecting the concept drift samples to maintain the detection effectiveness.
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Transcend [84] employs a conformal evaluator to compute non-conformity measures and p-values for incoming
samples, assessing the statistical fit of each prediction relative to the training data. By monitoring algorithm credibility
and confidence, Transcend can flag untrustworthy predictions and identify drifting samples in both binary and multi-
class settings. TRANSCENDENT [19] builds upon this, refining the conformal evaluation theory and improving the
efficiency of Transcend by calibration splits. To explain the concept drift samples, CADE [204] leverages autoencoder
with contrastive learning to project the sample into the monitoring space and uses distance changes to explain the set
of important features.

Another approach to address concept drift is the fine-tuning of the ML model. Chen et al. [35] propose a novel
continuous learning framework that combines hierarchical contrastive learning and a new pseudo loss uncertainty
measure to guide active learning and sample selection. The hierarchical contrastive learning explicitly models the
similarity among malware families and between benign/malicious apps, improving generalization and detection of new
malware families under severe class imbalance. Experimental results on the dataset spanning 7+ years show that this

approach reduces the false negative rate from 14% to 9% and the false positive rate from 0.86% to 0.48%.

7.2 Discussion & Open Problems

Stage 4 attacks are the most extensively discussed, potentially due to the direct interaction between the ML-based MD
system and the users. Current model extraction attacks are constrained by high query costs in order to be effective. In
addition, the literature only discusses extraction attacks for certain malware types, which makes its generalization
to other malware types questionable. Such extraction attacks also make strong knowledge assumptions, e.g., the
knowledge about the model architecture. Future research could explore hardware-based model extraction attacks, such
as side-channel reverse engineering, to reduce the cost and improve the effectiveness of these attacks. Among all the
possible attacks, adversarial malware examples receive the most attention. However, SOTA adversarial malware attacks
often disregard stealthiness, as they insert unlimited pieces of benign codes for evasion. Such attacks can hardly bypass
monotonic classifiers in principle, because the inserted benign codes cannot reduce the maliciousness of the malware.
Future research could discuss enhancing the stealthiness of adversarial malware examples by eliminating existing
malware features without impacting the malicious functionality.

Arguably, the deployment stage is the most vulnerable to attacks, where the ML-based MD system is directly exposed
to the users. However, the literature on defense at Stage 4 is limited, while defenses against attacks at this stage focus
on Stage 3. In particular, no defense can identify adversarial malware examples based on individual queries, with few
defenses relying on monitoring the continuous query history and purifying the input. Such defenses may be easily
evaded if the attacker is aware of the defense mechanism. In addition, methods used to detect concept drifts are similar
to those used to detect adversarial malware examples. Future research could explore the possibility of unifying and

generalizing these two detection methods.

8 Delving into Stage-wise Interconnections

We present a stage-based taxonomy, which decomposes the security risks in ML-based MD systems into operational
stages. In this section, we will focus on the interconnections between these stages to provide new empirical insights.
Since the taxonomy is designed to be comprehensive, such insights cannot be exhaustive. Thus, we conduct two specific
case studies: one inter-stage study connecting poisoning and evasion attacks (Stages 1 and Stage 4) and one intra-stage
study connecting evasion and concept drift detection (Stage 4). These case studies aim to provide a deeper understanding

of the interconnections between different stages and to inspire future research directions.
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Table 5. The attack performance of adversarial example attacks measured by attack success rate under poisoned and benign models.
“Feature, Problem, Non Problem” represent the trigger constraints.

Feature Problem Non Problem
Family Poison Benign Poison Benign Poison Benign
Model Model Model Model Model Model
mobisec 0.38 0.28 0.40 0.28 0.23 0.29
tencentprotect 0.33 0.22 0.41 0.34 0.41 0.20
anydown 0.46 0.36 0.37 0.33 0.23 0.30
leadbolt 0.43 0.31 0.47 0.31 0.37 0.29
eldorado 0.28 0.29 0.18 0.32 0.34 0.34
jlagu 0.33 0.29 0.29 0.32 0.30 0.22
kuguo 0.13 0.31 0.31 0.31 0.21 0.32

Dataset. Our dataset comprises 134,759 benign applications and 14,775 malware samples, totaling 149,534 applications
between January 2015 and October 2016. This dataset is the same as the previous work [202]. We choose this dataset
because the malware family information is directly available, which is required by the JP attack.

Implementation Details. To provide case studies, we have developed an evaluation framework grounded in the
stage-based taxonomy approach. This framework implements the ML-based MD methods following the stage-based
design, integrating the SOTA attack and defense proposals [19, 76, 202]. Our case studies focus on the Android malware
domain, a choice motivated by the abundance of data resources available in this area. For example, AndroZoo [6]
has over 24 million APKs with rich analysis results. Besides, the current SOTA proposals [19, 76, 202] primarily focus
on the Android domain. However, our evaluation framework can be easily extended into other malware formats due
to the stage-based design. Other potential users only need to replace the software feature analysis module with the

corresponding feature extractor, which requires relatively small workloads.

8.1 Poisoning and Evasion Attack Interactions

This subsection studies the interaction between backdoor (poisoning) and adversarial malware attacks (evasion) in
ML-based MD systems. This study is inspired by previous works in the image domain [139, 187], which find these two
attacks are strongly correlated and boost each other. However, software, characterized by its discrete format and unique
problem space constraints, fundamentally differs from images. Consequently, such conclusions need to be revisited in
the malware domain. To instantiate our study, we choose AdvDroidZero [76] as the adversarial example attack and
JP [202] as the poisoning attack, because they are the SOTA methods in their respective fields.

We first train the poisoned models utilizing JP with different trigger constraints and the benign models in our
dataset. Then, we conduct the adversarial malware attack utilizing AdvDroidZero under a 10-query budget on 100
malware samples, selected uniformly randomly from malware identified by both the poisoned and the benign models.
We re-implement JP and integrate it into our evaluation framework using PyTorch [141], following the descriptions and
configurations provided in the original paper and their open-source code. To be specific, we use the same hyperparame-
ters with JP to compute the trigger and set the poisoning rate as 0.001, which corresponds to 100 benign samples. As
for the target model, we use an MLP binary classifier with three hidden layers of 1,024 neurons and a dropout rate
of 0.5. As suggested by their original implementation, we use LinearSVM regularizer to select the top 10,000 features
and randomly split the dataset according to the ratio of about 7:3. For our experiment, we randomly choose 7 different
malware families with various sample sizes as the targeted family. We also extend the JP attack to various constraints,
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Table 6. The attack results of the JP attack under different trigger spaces and different target families. “AT, AR, FB, F1” = Attack
Success Rate in samples with target family, Attack Success Rate in samples without target family, False Positive Rate in benign
samples, F1 scores in malware detection task.

Target Family ~ Apps Nums Space Trigger Size AT AR FB F1
Feature 22 1.00 0.14 0.00 0.90
mobisec 57 Problem 14 0.64 0.02 0.04 0.92
Non-problem 25 1.00 0.35 0.07 0.92
Feature 46 0.98 0.51 0.00 0.92
tencentprotect 157 Problem 37 0.98 0.42 0.00 0.92
Non-problem 16 0.74 0.23 0.00 0.91
Feature 20 0.95 0.03 0.02 0.91
anydown 192 Problem 19 1.00 0.24 0.00 0.92
Non-problem 18 0.98 0.09 0.00 0.92
Feature 34 0.91 0.13 0.00 0.91
leadbolt 222 Problem 28 0.56 0.06 0.00 0.92
Non-problem 24 0.93 0.68 0.00 0.91
Feature 32 0.88 0.32 0.00 0.92
eldorado 335 Problem 51 0.92 0.37 0.00 0.91
Non-problem 26 0.72 0.61 0.00 0.92
Feature 38 0.84 0.16 0.00 0.91
jlagu 668 Problem 42 0.96 0.48 0.00 0.92
Non-problem 22 0.90 0.80 0.00 0.92
Feature 28 0.90 0.26 0.00 0.92
kuguo 2,897 Problem 37 0.83 0.33 0.00 0.92
Non-problem 31 0.85 0.30 0.00 0.92

including optimizing triggers in the problem space and feature space, as well as optimizing triggers in the non-problem
space. The JP attack’s effectiveness is detailed in Table 6, demonstrating successful backdoor injection and verifying our
implementation’s fidelity.

To conduct adversarial example attacks, we utilize AdvDroidZero [76], reconstructing its malware perturbation set
by re-extracting the code perturbation in our test set. We then select 100 malware samples, identifiable by both poisoned
and benign models, and apply AdvDroidZero with the 10 query budget to generate adversarial malware examples.

Table 5 reveals that the poisoned model does not consistently exhibit higher vulnerability to adversarial malware
examples compared to the benign model. It can be observed that there are some cases in which the attack success rates
in the poisoned model are not higher than the benign model whenever the constraints of the trigger. Notably, in cases
where triggers are optimized across the entire feature space, certain families like kuguo and eldorado exhibit no increase
in attack success rates. We hypothesize that such triggers might not be effective in problem space due to problem
space constraints. To validate our assumption, we truncate the trigger into the problem space and validate its backdoor
effectiveness in the poisoned model. The attack success rates in samples with the kuguo family and eldorado family of
truncated triggers are both nearly 0, indicating no effect in problem space. The attack success rates of remaining families,
i.e., mobisec, tencentprotect, anydown, leadbolt, jiagu, are 0.250, 0.238, 0.438, 0.114, 0.208, respectively, indicating their
effectiveness in problem space.

Manuscript submitted to ACM



24 He et al.

Ql
1.0
0.00 0.00 TR 0.06 0.00
o 0.9
=
-
[} 07
o
=t [*8 0.07 0.00 [l 0.02 0.00 |l 0.00 0. .00 0. .00 0. .00 0. 0.6
@ 05
3 03
8 0.07 0.00 0.2
a 01
H L
(c) CCE, Drebin
Ql Q2
1.0
'8 0.06 0.00
o 0.9
=
-
[} 07
o
° .
> "8 0.08 0.00 0.6
X 05
3 03
'8 0.08 0.00 0.2
R 0.1
|
H L

(d) Approx-TCE, APIGraph (e) ICE, APIGraph (f) CCE, APIGraph

Fig. 2. The detection performance of TRANSCENDENT (three instantiations: Approx-TCE, ICE and CCE) against adversarial malware
examples generated by AdvDroidZero with different query budget (10, 20 and 30) on different ML-based MD systems (Drebin,
APIGraph). Given a predefined threshold (25%, 50% and 75%, denoted by Q1, Q2 and Q3, respectively), an input is classified based on
algorithm confidence (High / Low) and credibility (High / Low). In each heatmap, the x-axis represents the algorithm confidence, the
y-axis represents the algorithm credibility, and each region represents the percentage of samples.

To further analyze the impact of problem space constraints, we take into consideration the cases of constraining the
trigger in problem space. In this case, about half of the families show no increase in attack success rates, indicating that
a straightforward combination of poisoning and adversarial example attacks does not necessarily enhance evasion
effectiveness. This can be attributed to the discrete nature of the feature spaces, where the adversarial example attacks
may struggle to find an optimal combination of perturbations to form the trigger exactly.

Additionally, we explore the scenario where the trigger is restricted to the non-problem space. In this case, the
injected trigger cannot be realized in the problem space, meaning that it will not introduce backdoor vulnerabilities in
practice. In this setting, 3 out of 7 families show a significantly higher attack success rate, possibly due to the interplay
between non-problem and problem space features. Conversely, 3 families exhibit a substantially lower attack success
rate. This suggests the potential for defenders to design the defense utilizing the poisoning attack by injecting the
trigger in the non-problem space to enhance the adversarial robustness of the model.

In summary, the poisoned model may not necessarily be more susceptible to adversarial examples in the malware
domain, probably due to the problem space constraints and the discrete feature space. It is even possible for the
defenders to design adversarial example defense methods employing poisoning attacks by leveraging the problem space
constraints.
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Table 7. Detection performance of the selected MD-based MD systems and the number of adversarial malware examples successfully
generated by AdvDroidZero under different query budgets.

Methods Performance Query Budget
TPR F1 10 20 30
Drebin 0.91 0.93 502 586 600
APIGraph 0.91 0.92 392 503 551

8.2 Connections between Evasion and Concept Drift Detections

Recall that concept drift detection, which aims to identify the distribution shift in the input data, is strongly similar
to the detection of adversarial examples. However, whether these methods can be unified is in question. Therefore,
this subsection studies the interaction between evasion attacks and concept drift detection in ML-based MD systems,
particularly whether concept drift detection methods can detect adversarial malware examples. We choose TRANSCEN-
DENT [19] as the concept drift detection algorithm and AdvDroidZero [76] as the adversarial example attack algorithm,
due to their SOTA performance and practical applicability.

TRANSCENDENT [19] leverages conformal prediction theory to assess each test sample, offering two key metrics:
algorithm credibility and algorithm confidence. It then determines thresholds for these metrics, considering samples
with metrics below these thresholds as having low algorithm credibility or algorithm confidence. As TRANSCENDENT
rejects concept drift samples with low algorithm credibility or low algorithm confidence, this policy requires adaptation
for effective adversarial malware detection because it involves a broader range of cases, such as samples being similar to
more classes. To adapt it to detect adversarial malware examples, we only consider the samples with both low algorithm
credibility and low algorithm confidence as the detected adversarial malware example, indicating the sample seems to be
more similar to another label. We re-implement the three conformal evaluators: approximate Transductive Conformal
Evaluator (approx-TCE), Inductive Conformal Evaluator (ICE), and Cross-Conformal Evaluator (CCE) proposed in the
TRANSCENDENT and integrate them into our evaluation framework. Furthermore, we use different thresholds based
on quartiles and consider only the correct samples to compute the threshold. Notably, our implementation follows the
latest version of TRANSCENDENT!, which rectifies the data snooping error [12].

For generating adversarial malware examples, we select Drebin [13] and APIGraph [210] as target ML-based MD
systems due to their various kinds of feature types, including syntax features and semantic features. To ensure fidelity to
their original implementations, we strictly follow the configurations provided in their respective publications. Therefore,
we employ SVM with the linear kernel as the target classifier, which is consistent with the previous work [76]. To
simulate a real-world ML-based MD system, we utilize the time-aware split for training. The detection performance of
these methods is shown in Table 7. For instance, the TPR values of Drebin and APIGraph are 0.914 and 0.912, respectively,
indicating high detection effectiveness. Then, we randomly select 1,000 malware samples that can be successfully
identified by the selected methods and employ AdvDroidZero with different query budgets to generate adversarial
malware examples. The actual number of successfully generated adversarial malware examples is presented in Table 7.
Subsequently, the three conformal evaluators are employed to detect these adversarial examples.

As depicted in Figure 2, TRANSCENDENT exhibits high true positive rates across various settings, confirming its
effectiveness in identifying adversarial malware examples. This success is likely due to the adversarial generation

process, which typically targets vulnerable features, reducing the confidence in the malware label. These features differ

IThe version can be accessed via the GitHub: https://github.com/s2labres/transcendent-release.
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from the features that make the malware samples similar to samples in the training set. Therefore, TRANSCENDENT
can be effective in detecting adversarial malware examples. Furthermore, the CCE achieves the most strong detection
effectiveness among the three conformal evaluators, which achieves nearly 100% of the true positive rate. This may be
attributed to the ensemble design in the CCE increasing the difficulty for the adversarial malware examples. In practice,
the false positive rate, influenced by true concept drift samples, is also a critical consideration. As the false positive
rate is introduced because of the true concept drift samples, the concept drift detection methods can be deployed in
the initial days when there are fewer concept drift samples. It also opens up the future design to adapt concept drift
detection methods in adversarial malware detection by distinguishing the adversarial malware examples and the true
concept drift samples.

In summary, concept drift detection methods in the malware domain show high true positive rates in detecting
adversarial malware examples. To minimize false positives caused by real concept drift samples, it is advisable to deploy

these detection methods early on, reducing the likelihood of encountering such samples.

9 Future Directions

Building upon our stage-based taxonomy, we have identified significant technical advancements and limitations in
current attack and defense proposals about the security risks of ML-based MD systems. However, our exploration is
merely the beginning of a more extensive journey. This section outlines potential future research directions, aiming to
deepen our understanding of security risks and develop secure and reliable ML-based MD systems. We propose these
directions within our stage-based framework, dividing them into two primary categories: inter-stage future directions
and intra-stage future directions. We remark that these directions are by no means exhaustive and only serve as a

starting point for future research.

9.1 Inter-Stage Future Directions

Understanding the Attack Connections. In all current attack proposals within ML-based MD systems, a prevailing
assumption is that a singular attack vector is in play [76, 143, 202]. However, this simplification might not accurately
capture the complexity of real-world threats, where attackers are frequently motivated to amplify their impact by
simultaneously deploying multiple types of attacks. For instance, the IMC attack [139] leverages both input perturbation
and model poisoning techniques to enhance its attack effectiveness in the image domain. This example is an inspiration
to investigate the potential for similar multifaceted attacks within the malware domain, as showcased in Section 8.1.
Consequently, there is a clear opportunity for further research to deepen our understanding of stronger attacks that
combine multiple attack vectors.

Holistic Defense Mechanism. As shown in Table 4, each stage of ML-based MD systems exhibits susceptibility to
specific attack types, with some attacks not having countering defenses at the same stage. Furthermore, in practice,
defenders aim to secure ML-based MD systems against all potential security threats, requiring that the defense
mechanism to incorporate defense methods across different stages against various attacks. Additionally, minimizing the
deployment costs of such defenses is a crucial consideration. Therefore, one promising direction is the development
of a holistic defense mechanism. Such approach would entail a dynamic incorporation of existing defense methods

tailored to address the full range of potential attacks across different stages of ML-based MD systems.
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9.2 Intra-Stage Future Directions

Robust Dataset Preprocessing Method. In ML-based MD systems, the availability of massive software datasets from
open-source platforms presents both opportunities and challenges. The constraints of computational cost and labeling
demand necessitate efficient dataset preprocessing methods. Additionally, these methods must accurately reflect the
real-world temporal and spatial distribution of malware data to avoid experimental bias. Thus, preprocessing methods
that are robust against both time and space constraints are required yet missing. Moreover, open-source datasets are
potentially vulnerable to poisoning attacks. Currently, such attacks often overlook the impact of dataset preprocessing
methods. Evaluating the effectiveness of poisoning attacks in the context of robust preprocessing will provide deeper
insights into the practical availability risks associated with ML-based MD systems. This understanding is instrumental
in developing and refining preprocessing methods to mitigate such risks effectively. This direction would enhance the
robustness of ML-based MD systems against data poisoning and ensure their effectiveness and reliability in real-world
dynamic scenarios.

Practical Problem Space Solutions. To understand the semantics of software data, ML-based MD systems rely on
program analysis tools to map the input data from the problem space to the feature space. From the attack side, the
attackers need to perform problem space modification to conduct practical attacks. While there are some existing
problem space modification solutions, they have many restrictions, such as the dependency on try-catch mechanisms,
thereby constraining their ability to fully exploit problem space vulnerabilities. This limitation highlights the need for
more sophisticated and flexible problem space modification techniques that can uncover and leverage a broader range
of vulnerabilities. From the defensive perspective, there are inherent challenges in fully understanding the program
semantics of malware data, often due to limitations in program analysis tools. For instance, static analysis can suffer
from the path explosion problem, hindering comprehensive analysis. Additionally, the diverse nature of malware
necessitates various program analysis methods for effective detection across different scenarios. As such, designing a
better mapping from the problem space to the feature space would improve the detection effectiveness and robustness
of ML-based MD systems.

Reliable Model Building Methods. As discussed in Section 6, attacks at Stage 3 of the ML-based MD systems remain
largely unexplored. Drawing parallels from the image domain [17], one potential security risk in the malware domain
involves attackers injecting vulnerabilities into ML models through open-source ML libraries. This emerging threat
underscores the need to explore such security risks within the malware domain. Beyond awareness of code reliability,
most of the existing robust model architectures and model training methods lack provable robustness guarantees.
Although certified training methods have started to gain interest in the malware domain [37, 65, 80], they focus on
limited input specifications, e.g., norm-based input constraints, while the malware domain requires more sophisticated
specifications due to diverse discrete feature spaces and different semantic constraints. Future research may focus on
developing novel metrics for constraints more tailored to the malware domain, alongside enhancing the adaptability
and applicability of certified training methods.

Unified Anomaly Input Detection. At Stage 4 of ML-based MD systems, the defender can potentially unify concept
drift detection methods and adversarial malware samples detection, as showcased in Section 8.2. Therefore, this raises a
critical challenge for adversarial example attacks, which must now evade both malware detection and concept drift
detection. This complexity also necessitates a more thorough exploration of the efficacy of concept drift detection meth-
ods in identifying adversarial malware, which can be pivotal in enabling defenders to develop more effective methods

to detect adversarial malware. Moreover, the scope of anomaly detection may be further extended to include other
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types of abnormal inputs, such as backdoor input samples. Such possibility calls for development of a comprehensive,
unified anomaly input sample detection method. By integrating different forms of anomaly detection into a unified

framework, defenders can significantly improve the utility and robustness of their security measures.

10 Related Surveys

Adversarial ML has recently gathered significant attention in various domains, such as image, text, audio, etc. In the
malware detection domain, prior surveys [48, 98, 107, 120, 200] summarize the existing attack and defense proposals
in ML-based MD systems based their assumptions and methodologies. Maiorca et al. [120] categorized the threats
specifically targeted against ML-based PDF malware detectors based on the threat model. Yan et al. [200] summarized
the existing adversarial example attack and defense methods for ML-based MD methods based on the approaches. Li
et al. [98] proposed a concept systematization framework based on the attributes of threat models. Ling et al. [107]
surveyed the adversarial example attack methods on ML-based Windows PE malware detection methods based on the
adversary knowledge.

However, these surveys do not provide a holistic and comprehensive security analysis framework from the practical
system development viewpoint to understand the landscape and new potential attacks and defense of ML-based MD
systems. For instance, they may concentrate on one kind of threat, e.g., adversarial example attacks [107, 200]. Although
such concentration may help to design better adversarial example attack methods, it hardly helps to understand
connections between security risks, e.g., the connections between attacks. Additionally, they may not stand in the

viewpoint of the ML-based MD system pipeline, which limits their practical implications.

11 Conclusion

This paper provides a stage-based taxonomy for a holistic understanding of the security risks of ML-based MD systems.
The stage-based taxonomy is derived by dissecting an ML-based MD system into its operational stages. Leveraging the
stage-based taxonomy, we summarize the technical progress of the related attacks and defenses with their limitations in
each stage. In addition, we provide two case studies from the perspective of inter-stage and intra-stage with empirical
insights. Furthermore, based on the taxonomy and analyses, we discuss the potential inter-stage and intra-stage future

directions.
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