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Abstract—It is often desirable to remove (a.k.a. unlearn) a
specific part of the training data from a trained neural network
model. A typical application scenario is to protect the data
holder’s right to be forgotten, which has been promoted by many
recent regulation rules. Existing unlearning methods involve
training alternative models with remaining data, which may be
costly and challenging to verify from the data holder or a third-
party auditor’s perspective. In this work, we provide a new angle
and propose a novel unlearning approach by imposing carefully
crafted ‘patch’ on the original neural network to achieve targeted
‘forgetting’ of the requested data to delete. Specifically, inspired
by the research line of neural network repair, we propose to
strategically seek a lightweight minimum ‘patch’ for unlearning
a given data point with certifiable guarantee. Furthermore, to
unlearn a considerable amount of data points (or an entire class),
we propose to iteratively select a small subset of representative
data points to unlearn, which achieves the effect of unlearning the
whole set. Extensive experiments on multiple categorical datasets
demonstrates our approach’s effectiveness, achieving measurable
unlearning while preserving the model’s performance and being
competitive in efficiency and memory consumption compared to
various baseline methods.

Index Terms—Machine Learning, Machine Unlearning, Pri-
vacy Leakage, Data Privacy.

I. INTRODUCTION

IN this data-driven era, people’s personal data are inevitably
used on a large scale. Many countries and regions have

introduced relevant regulations or laws on how to use these
data properly and protect people’s various rights. One repre-
sentative regulation, GDPR [1], stipulates that users have the
right to be forgotten. When this right is applied in machine
learning (ML), the user should be able to make a request to
withdraw their data used for training a model (e.g., a neural
network), which the model owner should execute [2].

To support the request of data erasure (or removal), the
study on machine unlearning [3]–[10] has emerged. Arguably,
the most intuitive way to unlearn is to retrain an alternative
model Mr after removing the data to be withdrawn from
the training set1. Existing unlearning methods are mostly
measured by the distance between the unlearned model MU

and Mr, and can be roughly divided into two categories:
exact unlearning and approximate unlearning. The general
idea of exact unlearning is to retrain a model (without the
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1We use Mr to denote the retrained model without the data to remove
and MU the model obtained after different kinds of unlearning methods
consistently.

data to remove) using different speedup approaches [6], [10]–
[14]. They often perform additional operations during the
model training phase to reduce the cost of retraining by,
for example, either slicing the data [6] or segmenting the
training [9]. Approximate unlearning [2], [4], [15]–[20], on
the other hand, aims to approximate the performance of Mr

by modifying the model parameters to save the retraining
cost. For example, the influence function is used to estimate
the impact of data withdrawal on the model, and the model
parameters are updated on this basis [16], [21], [22].

However, as pointed out by [23], one limitation of these
unlearning recipe is that it remains difficult to erase the data
holder’s privacy concern or convince a third-party auditor as
the retrained model may still perform well on an unpredictable
portion (even most) of the data to unlearn. This is especially
the case for real-world scenarios when a large number of
data holders jointly train a high-performance model like a
neural network (NN) where the data can be overlapping to
a significant degree. What’s worse, this limitation may further
be exploited by the model owner to trick the data holders
into believing that they have executed the unlearning operation
but actually not, given the challenge in auditing unlearning
[24], [25]. This is highly attractive for the model owner since
machine unlearning inevitably adds additional computational
cost, bringing in a natural conflict of interest between the
model owner and the data holders who are making data
withdrawal requests. In a more practical setting, we simply
cannot assume that the model owner is completely honest
in the interactive unlearning process. Moreover, retraining is
often deemed as a last-minute solution from the honest model
owner’s perspective due to its high computational cost in
general.

Arguably, an ideal unlearning solution should respect the
interests of both the data holders and the model owner. To ease
the data holder’s privacy concern, the model after the unlearn-
ing operation is expected to lose its predictive ability on the
data to unlearn to an assured degree. From the model owner’s
perspective, the unlearning operation should be lightweight
and its execution should not affect the model’s performance
on the remaining data. Several more recent studies [26], [27]
have been conducted with such two sides of the coin in mind.
But their granularity is too coarse-grained which focused on
label-level, i.e., forgetting an entire category of data in a
classification task. This is a reasonable operation in some
scenarios such as face recognition, but for most classification
tasks, a few data withdrawal requests are often not supposed
enough to affect the entire category. It is thus unacceptable
for the model owner if the model loses prediction accuracy
for the entire category data just for a partial delete request.
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In this work, we take a new angle and propose a novel
machine unlearning mechanism which directly targets address-
ing two concerning variables simultaneously: 1) the model’s
performance on the data to remove, and 2) the model’s per-
formance on the remaining data. These two variables coincide
with the neural network repair problem, whose goal is to
correct the model’s misjudgment on some erroneous data while
minimizing the impact on other data. This motivates us to
connect machine unlearning with neural network repair [28]–
[31] by drawing an analogy between the data for removal in
unlearning and the erroneous data in neural network repair.
By doing so, we formulate the unlearning problem as a
neural network repair problem, where a similar operation with
the opposite objective function can be performed to satisfy
the needs of both the data holder and the model owner.
Specifically, we first propose to carefully craft a minimum
‘patch’ network for unlearning a targeted given data point by
redirecting the model’s prediction elsewhere in a certifiable
way. Furthermore, to address more practical scenarios in
unlearning a considerable amount of data points (or an entire
class), we propose to iteratively select only a small subset of
representative data points to unlearn, which however achieves
the effect of unlearning the whole set. We extensively evalu-
ated the effectiveness of our approach on multiple categorical
datasets. The results show that our approach can achieve easily
measurable unlearning while retaining the model’s original
performance on the remaining data. Besides, our approach is
competitive in terms of efficiency and memory consumption
in comparison with various baseline unlearning methods.

In summary, we make the following main contributions:
We take a new angle and propose a novel unlearning

approach that meets the needs of both data holders and the
model owner. The approach connects unlearning with neural
network repair to directly falsify the model’s prediction on the
withdrawn data by using a carefully crafted patch network.
This allows the data holders to make an intuitive assessment
of the model’s forgetting effect. To mitigate the impact on the
model’s performance on the remaining data, the minimality of
the patch network is theorectically guaranteed together with
the localization (satisfying the interest of the model owners).

To further cope with more large-scale unlearning scenarios
with multiple data points (or an entire class), we propose
an iterative divide-and-conquer algorithm. The datasets to be
unlearned are clustered and a small number of representative
data points are selected for unlearning. By iterating the above
steps, the effect of unlearning can gradually cover the whole
dataset to unlearn with only few data points. This idea is also
extended to the application of unlearning an entire class.

We evaluated the effectiveness of our approach on multiple
categorical datasets2 The results show that both goals are
achieved. Meanwhile, it is competitive in terms of efficiency
and memory consumption in comparison with various baseline
unlearning methods. We further show that the model obtained
after executing our unlearning algorithm can successfully de-
fense the membership inference attack, i.e., the unlearned data
is considered not involved in the training process anymore.

2The code and data are released at [32]

Roadmap. In Section 2, We introduce machine unlearn-
ing and neural network repair separately, and formally link
their goals. In Section 3, we consider a typical scenario of
machine unlearning and introduce the corresponding threat
model involving data holders, model owners, and auditors. In
Section 4, We propose a novel unlearning approach PRUNE
and explain its technical details. We evaluate the proposed
approach via extensive experiments in Section 5. We provide
further discussion in Section 6, list some of the challenges
that PRUNE can address, and provide an outlook on future
research. In Section 7, we review the work related to our
approach. Finally, Section 8 concludes our work.

II. PRELIMINARIES

A. Machine Unlearning
As a line of research on AI privacy, machine unlearning

has a variety of research objects, but the core issue is how to
achieve the effect of data withdrawal. In this paper, we focus
on how to unlearn data on Deep Neural Networks (DNNs)
used for classification tasks. This is a very common task in
many real-world scenarios. Formally, let D = {xi, yi}i=1,...,n

be the dataset containing data points xi and corresponding
labels yi. Given a DNN model M : X → Y , X is the input
domain and Y = {1, 2, ..., L} is the set of category labels. MD
is a DNN model trained on the dataset D. It makes judgment
about the label of xi : argmaxl∈Y M l

D (xi), where M l
D(x)

denotes the output probability that model MD considers the
label of x to be l. When there are requests for erasure, DU =
{xu, yu}u=1,...,r denotes the set of data points to be unlearned
and DU ⊂ D. DR = D/DU is the set of remaining data
points. MU is the model after the execution of the unlearning
algorithm.

B. Neural Network Repair
Neural network repair is the line of research aimed at fixing

different kinds of ‘errors’ of a neural network by modifying
its parameters or architecture. Neural network repair is mainly
applied in two scenarios. One is when a neural network
is trained normally and the output accuracy is limited. The
repair operation can improve the overall performance of the
model. The other is when the neural network is maliciously
attacked during training or while in use [33], [34]. The neural
network cannot properly handle these disturbances, in which
case repair is needed to correct the model’s output. Compared
to traditional program repair, fault localization for black-box
and unexplainable neural networks [35] is more challenging
which makes repair efforts difficult in general.

Existing repair methods mainly include retraining/fine-
tuning, modifying parameters [36], [37] and patching network
[30], [38], [39]. Next, we formalize the neural network repair
problem. Assume M behaves abnormally on the buggy set
XR ⊂ X whose correct output labels are stored correspond-
ingly in YR ⊂ Y . The goal of neural network repair is to obtain
a repaired model MR with two objectives in mind. First, MR

should be able to make correct prediction on the buggy set,
which can be formalized as for any xr ∈ XR,

Objr1 : MR (xr) = yr (1)
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The other objective is to make sure that the repaired model
should maintain good performance on the remaining data:

Objr2 : min
1

|D|

|D|∑
i=1

|argmax
l∈Y

M l
R (xi)− argmax

l∈Y
M l

D (xi) |

(2)
where D is the data set that does not need to be repaired.

C. Linking Unlearning and Repairing

From the data holder’s perspective, unlearning is considered
to be effective intuitively on xu iff argmaxl∈Y M l

U (xu) ̸=
yu, i.e., the unlearned model can no longer makes the correct
judgement on his/her data. This objective can be formalized
as for any xu ∈ DU ,

Obju1 : ∃l ̸= yu,M
l
U (xu)−Myu

U (xu) > 0 (3)

Note that Obju1 and Objr1 are two exactly mirrored operation.
Besides the unlearning objective in Equation (3), similar to

the repair task, we also have to pay attention to the overall
performance of the model on the remaining data. If there is a
significant decrease in the model performance after unlearning,
the algorithm is of no practical value. The ideal situation is
that the model produces no change in label judgments on
DR. Thus, the other objective in Equation (4) is to make
the performance change on the remaining data as small as
possible. It is formulated as

Obju2 : min
1

|DR|

|DR|∑
i=1

|argmax
l∈Y

M l
U (xi)−argmax

l∈Y
M l

D (xi) |

(4)
When both objectives are achieved, the unlearning algorithm

can be considered as meeting both the needs of data holders
and the interests of the model owner. Our approach is designed
precisely in accordance with these objectives.

III. THREAT MODEL

We consider a typical scenario of machine unlearning to
handle a data withdrawal request. In this scenario, three
parties are involved: the data holders, the model owner, and a
third-party auditor (e.g., government officials or certification
providers). Their relationship is illustrated in Figure 1. The
model owner uses the data from the data holders for training
the model. According to the GDPR [1] and other laws, the data
holders are allowed to make data withdrawal requests. The
model owner is supposed to process these requests within a
certain time frame and avoid the privacy risks associated with
data erasure. However, in the machine unlearning scenario,
there exists a natural conflict of interests between the model
owner and the data holders. That is, withdrawal of data can
lead to potential degradation of model performance on the
remaining data or increase in computational cost (or both).
Subjectively, model owners tend to avoid such operations,
which is why auditors are necessary. In addition, since some
models are inaccessible to ordinary users, auditors can act as
a third party to safeguard the legitimate interests of data hold-
ers. Specifically, the objectives, capabilities and background
knowledge of the three parties are as follows.

Data holders. The goal of data holders is to have free reign
over their data. That is, to decide whether their data are used
by the model. Their “right to be forgotten” is mainly reflected
in the request for data withdrawal at any point of time. As
ordinary users, they often have difficulty accessing the specific
parameters of the model.
Model owner. The goal of the model owner is to invoke
the unlearning algorithm on the trained model to periodically
process the data withdrawal requests. The overall performance
of the model after performing the unlearning operation should
not show a significant degradation and should provide clear
evidence to the data holder or the auditor. Acts usually specify
that there is a buffer time after the model owner receives a
data withdrawal request. It is assumed that during this time,
the model owner still has access to the data to be erased. The
case where the model owner outsources the training process
is not considered here. That is, the model owner owns all the
parameters of the model and can modify them directly.
Auditor. The goal of the auditors is to safeguard the legal
rights of the data holders to the maximum extent. In a
machine unlearning scenario, rights include not only the timely
processing of data withdrawal requests, but also the avoidance
of data leakage risks. The auditors might be allowed access
to the model to a certain extent, but does not have complete
knowledge of the model’s parameters. They have to judge
whether unlearning is successful based on the data withdrawal
request and the evidence provided by the model owner. In
addition, they need to assess the privacy risks that may result
from the operation of unlearning. As a third party, the auditors
are responsible for both the data holders and the model owner
to ensure that the data is legally applied.

For this threat model, we default to a possible dishonest
model owner. In this scenario, retraining is not the most
reasonable strategy to unlearn - even ignoring the high com-
putational cost, due to the inherent difficulty in measuring the
impact of the model’s generalization ability [23]. The models
obtained by retraining after removing the data to be unlearned
often do not show differences in their output significantly. The
model owner can simply claim that they have performed the
unlearning operation while they actually did not. If the auditors
use the retrained model as a golden-standard judgment, they
are unlikely to draw reliable conclusions and convince the
data holders just by comparing the outputs. This undoubtedly
undermines the “right to be forgotten” of each data holder and
can not erase their privacy concern.

IV. UNLEARNING VIA REPAIRING

In this section, we first introduce the properties that should
be achieved for an ideal unlearning operation following our
threat model. Then, we present our detailed patching-based
repair framework PRUNE to achieve these properties consid-
ering multiple practical settings: 1) unlearning a single data
point; 2) unlearning a set of data points; and 3) unlearning
an entire category. Lastly, we compare PRUNE with related
unlearning techniques qualitatively.
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Fig. 1: There are three parties involved in the threat model:
the data holders, the model owner, and the auditor.

A. Unlearning Properties

A qualified machine unlearning mechanism should meet the
following properties.

1) Utility on DU . This is the most important property from
the perspective of data holders and the auditors. When the
model loses its prediction ability on the data point to be
withdrawn, the data point is considered to be successfully
erased. It is an intuitive and easy-to-test metric for the auditor
who does not have access to the full parameters of the model.

2) Efficiency. Achieving data withdrawal is a legal require-
ment for the model owner. However, computational costs
should be taken into account. The computational cost here
includes the normal training phase and the unlearning phase.
When the computational cost of an unlearning algorithm is
much higher than that of retraining, the model owner may
also make the decision to abandon the model. An unlearning
algorithm with realistic applicability should be competitive
with retraining in terms of efficiency.

3) Overall performance. This is the attribute that model
owners care about most. Neural network models are widely
used because of their excellent performance. It is unacceptable
if the performance of the model deteriorates by performing
unlearning operation. Therefore, for multi-point unlearning,
we require that the unlearned model still guarantees high
accuracy on the test set, meaning the model has not lost its
generalization ability. For the case of class unlearning, we
require that the model performs well on test set in addition
to the target category data.

4) Privacy. The “right to be forgotten” is a right that is
generated around the privacy of data holders. A reasonable
machine unlearning mechanism should protect the privacy of
the user even after the algorithm is executed. For example, pri-
vacy attack algorithms such as membership inference attacks
should not be able to tell that the data has been involved in the
training process based on the unlearning model. This property,
as an implicit property, should be jointly safeguarded by the
model owner and the auditor.

5) Fairness of rights. Each data holder should have equal
rights on their data. In practice, a data holder may make

a withdrawal request independently or jointly with all data
holders belonging to the same category. These two cases
correspond to multi-point and class unlearning, respectively.
Data withdrawal requests are randomized on the training set.
The distribution of data should not have an impact on the
actual withdrawal effect when the mechanism is designed.
Emphasizing the sequential selectivity of the unlearning set
can make the mechanism fail in some cases.

B. The PRUNE Framework

In the following, we present our Patching based Repair
framework for certifiable machine UNlearning (PRUNE) in
details. As shown in Figure 2, the key idea of PRUNE is to
generate a targeted “patch” network on the original model MD
training on D to unlearn the specified data, i.e., redirecting the
model’s prediction to elsewhere wrong. The patch is targeted
in the sense that there is a one-to-one mapping from the
specified data point to unlearn xu to the patch network c(x).
And the patch network will only be activated when running
the model on the specific data point, which means the model’s
performance will not be affected on any other data than the
data to unlearn. In the following, we present the technical
details of how we realize the idea of PRUNE and generate the
patch network for different unlearning scenarios.

We denote a DNN model by the concatenation of two
sequential parts M = Mp⊕Mc, where Mp is used for feature
extraction with operations like convolution and Mc are the
fully connected layers. In general, our approach is applicable
to continuous piecewise linear (CPWL) neural networks, i.e.,
Mc with Rectified Linear Unit (ReLU) activation function
ReLU (x) = max (0, x). We do not have requirements on Mp.
The proof details of the theorems are provided in [32].

Theorem 1: Given a neural network model MD = Mp⊕Mc

trained on D, and a sample data xu to unlearn, it is guar-
anteed that we can construct a patch network cS for Mc

and obtain an unlearned model MU = Mp ⊕ (Mc + cS)
such that: 1) MU (xu) ̸= MD(xu); and 2) for x ∈ D/xu,
MU (x) = MD(x).

Next, we introduce how the patch network cS is constructed.
In general, a patch network consists of two parts: a confusion
sub-network that affects the output domain (directing the
prediction on x elsewhere) and a support sub-network that
limits the side effect (not affecting the model’s prediction on
the remaining data). The construction has three steps whose
details are as follows.

1) Locating the linear region of xu. Considering our un-
learning goal in Equation 3, we should pay more attention to
the correspondence between the input domain and the output
domain, while ignoring the model structure change. Since our
study object is CPWL, the linear region where the data point
xu to be unlearned lies can be first computed similarly to [40].

Lemma 1: Given a CPWL neural network with neurons z,
each zij ∈ z induces a feasible set Si

j (x) for input xu ∈ X .
For x̄u ∈ X ,

Si
j (xu) =

{ (
∇xuz

i
j

)T
x̄u + zij −

(
∇xuz

i
j

)T
xu ≥ 0, zij ≥ 0(

∇xuz
i
j

)T
x̄u + zij −

(
∇xuz

i
j

)T
xu ≤ 0, zij < 0

(5)
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Fig. 2: The framework of PRUNE. When data withdrawal requests occur, PRUNE reduces the model’s ability to judge these
specific data points by generating a patch network. This mechanism solves the problem that the generalization ability of the
model makes the unlearning process impossible to verify intuitively. At the same time it avoids the degradation of the overall
performance of the model. PRUNE meets the needs of data holders and model owners.

zij denotes the i-th neuron (before activation) in the j-th
hidden layer and∇xu

zij is the sub-gradient calculated by back-
propagation. The linear region including xu is the feasible set
S (xu) = ∩i,jSi

j (xu).

Assume that S (xu) = {aixu ≤ bi}i=1,2,...,N is a linear
region calculated by Lemma 1, which is composed of N
inequalities. To achieve the goal in Equation 4 (not affecting
the remaining data), we further use a support network to
restrict the subsequent unlearning effect to occur only on
S(xu) defined by the following lemma [39].

Lemma 2: For a neural network using ReLU function as the
activation function, the support network on the given feasible
set S(xu) is defined as

nS (xu, λ) = ReLU

(∑
i

n (bi − aixu, λ)−N + 1

)
(6)

where n(xu, λ) = ReLU(λxu + 1)− ReLU(λxu) and λ is a
parameter to control the boundary of n(xu).

2) Optimizing the confusion network. Obju1 requires MU

to fail to predict on xu. This is the most basic utility of
the confusion network m(xu), i.e., MU (xu) = Mp(xu) ⊕
(Mc(xu) + m (xu)) → ŷu ̸= yu. Meanwhile, m(xu) is
expected to be minimal in the function space to reduce the
impact on the model performance. Thus m(x) for unlearning
xu can be optimized based on the following Lemma.

Lemma 3: Given a neural network model MD = Mp ⊕
Mc, and a sample data xu ∈ D with the feasible set S(xu),
the optimization objectives of the confusion network m(x) =

Cx+ d can be formalized as
minC,d maxx∈S(xu) |m (x) |
MU (x) = Mp(x)⊕ (Mc(x) +m (x))

∀x ∈ S (xu) ,M
ŷu

U (x)−M l
U (x) > 0, l ̸= ŷu ∈ Y

(7)

where C is a matrix, d is a vector, and ŷu is the confusing
label randomly taken in Y\yu.

Equation 7 can be converted to a linear programming (LP)
problem by enumerating the vertices and be solved by robust
optimization [41].

3) Combining into patch network. For a single data point
xu in S to unlearn, the patch network c (xu) can be expressed
as

cS (xu) = ReLU (mS (xu) +H · nS (xu, λ)−H)

− ReLU (−mS (xu) +H · nS (xu, λ)−H)
(8)

where H is the upper bound of m(x) obtained in the linear
region S.

Based on the above steps, Theorem 1 provides ideal and
certifiable unlearning guarantee for a given data point by
producing a targeted patch. This is highly desirable to precisely
remove a small amount of data points. Next, we further
illustrate how to efficiently apply PRUNE to handle unlearning
of multiple data points and entire class cases respectively.

Unlearning on Multiple Data Points: Note that the main
cost of our algorithm is on the optimization of Equation
7. Considering the time complexity, for the dataset DU to
unlearn, we expect to optimize fewer confusion networks to
affect more labels of data points. m(x) is optimized based on
a linear region where a single xu is located, so our intuition
is to choose the most representative data points to generate
m(x). Here, we use clustering to select representative data
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points as follows. The data points {xu}u=1,...,r are clustered
to obtain K centroids

{
xk
c

}
k=1,...,K

. The optimized objective
formula is

argmin
DU

K∑
k=1

∑
xk
u∈DU

∥xk
u − xk

c∥2 (9)

Since xk
c has the shortest Euclidean distance from all points

in their cluster
{
xk
u

}
u=1,...,r′

, we use xk
c as the representative

point to generate confusion network mk according to Equa-
tion 7. We feed

{
xk
u

}
u=1,...,r′

into the temporary network
MD +mk to test whether the label of xk

u can still be judged
correctly. If the label has been misjudged, the corresponding
support network nk

u is calculated according to Equation 6. If
the output of this point has not changed, it will be recorded
into the remaining unlearning dataset DUR for a new round
of iteration. After traversing all points in Dk

U , a confusion
network mk and a series of support networks

{
nk
u

}
u=1,...,r′

are obtained, so the corresponding patch network ck can be
calculated by

ck (x, λ) = ReLU

(
mk (x) + max

1≤u≤r′

{
nk
u (x, λ)

}
·Hu −Hu

)
− ReLU

(
−mk (x) + max

1≤u≤r′

{
nk
u (x, λ)

}
·Hu −Hu

)
(10)

where Hu = max
{
|mk (x)| |x ∈ ∪1≤u≤r′S

(
xk
u

)}
. And when

all clusters in DU have been optimized mk, tested, gener-
ated

{
nk
u

}
u=1→r′

and calculated ck, Mc can be updated to
Mc+{ck}k=1→K . Finaly, we judge whether to end the entire
iterative process by unlearning success rate 1 − DUR/DU .
When it is higher than the required δ, the algorithm is
completed. The overall process of PRUNE for multipoint
unlearning is summarized in Algorithm 1 which is guaranteed
to terminate and we thus have the following theorem.

Theorem 2: Given a neural network model MD = Mp ⊕
Mc trained on D, a set of data DU ⊂ D to unlearn and a
desired unlearning degree δ on DU , it is guaranteed that we can
construct a series of patch network {ck}k=1→K for Mc and
obtain an unlearned model MU = Mp ⊕Mc + ({ck}k=1→K)
such that: for x ∈ DU , Pr(MU (x) ̸= MD(x)) ≥ δ.

Unlearning on an Entire Class: For classification tasks,
another common scenario is to remove an entire class of
data which can be regarded as a special case for multiple
data points unlearning. Next, we illustrate the application of
PRUNE in this setting. Suppose DU = {xu, yunlearn}u=1,...,r

and yunlearn is the label of the category to be unlearned. First,
the most representative points are selected without clustering
because the data in the same category have similarity in feature
distribution. After finding the centroid xc in this category
directly by Euclidean distance, mc corresponding to xc is op-
timized according to Equation 7. Afterwards, similar to multi-
point unlearning, the output of xu on Mp⊕ (Mc + c) is com-
pared to determine if the erasure effect yunlearn → ŷunlearn is
covering xu. However, in limiting the side effects of PRUNE,
the entire class of unlearning has additional requirements,
so the computation of support networks are different from
random multipoint unlearning. That is, we want mc to take

Algorithm 1 PRUNE-Multipoint

1: Input: DU ,MD = Mp ⊕Mc

2: Output: MU

3: Initialize clusters number K
4: Dk

U ,
{
xk
c , y

k
c

}
k=1→K

← KMeans(DU ,K)
5: for k ← 1 to K do
6: ŷkc ← Randomize Y\ykc
7: mk ← according to Eq. 7
8: for (xk

u, y
k
u) ∈ Dk

U do
9: if Mp(x

k
u)⊕ (Mc(x

k
u) +mk

(
xk
u

)
)! = yku then

10: nk
u ← according to Eq. 6

11: else
12: DUR ← (xk

u, y
k
u)

13: end if
14: end for
15: ck ← according to Eq. 10
16: end for
17: Mc ←Mc + {ck}k=1→K

18: repeat
19: DU ← DUR

20: line4-line17
21: until 1−DUR/DU > δ
22: MU = MD

effect not only for DU , but also generalize for all data points
labeled with yunlearn. To achieve better generalization effect,
we further add perturbation ∆ on xc. With the help of
CROWN [42], a verification tool for bound propagation, the
perturbation of upper boundary ∆ and lower boundary ∆ that
can satisfy MD (xc +∆) = yunlearn is quickly computed.
We use Equation 5 to calculate the activation pattern S(xc)
on MD by bringing in xc +∆ and xc +∆ to obtain a more
relaxed activation pattern S′ (xc +∆). Based on S′ (xc +∆),
the corresponding n′

c can be generated according to Equation
6. The same process is used to generate n′

u for the other data
points in DU . Finally for the entire class of patch network
c (x, λ) is calculated by

c (x, λ) =ReLU
(
mc (x) + max

1≤u≤r
{n′

u (x, λ)} ·Hu −Hu

)
− ReLU

(
−mc (x) + max

1≤u≤r
{n′

u (x, λ)} ·Hu −Hu

)
(11)

where Hu is calculated in the same way as Equation 8. The
overall process of PRUNE for class unlearning is summarized
in Algorithm 2.

C. Comparison with Related Techniques

Table I compares PRUNE with existing unlearning methods.
The comparison mainly revolves around the following dimen-
sions: (1) Use of Remaining Data. Whether the unlearning
algorithm will use the remaining training data again. (2) Use
of Erasure Data. Whether to apply the unlearning algorithm on
the data to withdraw. (3) Single Point. Whether the unlearning
algorithm can precisely forget a single data point. (4) Model
Training Recording. Whether the unlearning algorithm needs
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Algorithm 2 PRUNE-Class

1: Input: DU , MD = Mp ⊕Mc, yunlearn
2: Output: MU

3: ŷunlearn ← Randomize Y\yunlearn
4: xc ← centroid DU

5: mc ← according to Eq. 7
6: for xu ∈ DU do
7: if Mp(xu)⊕ (Mc(xu) +mc(xu))! = yunlearn then
8: ∆, ∆ ← CROWN(MD, yunlearn, xu)
9: S′ (xu +∆) ← according to Lemma 1

10: n′
u ← according to Eq. 6

11: else
12: DUR ← xu

13: end if
14: end for
15: c← according to Eq. 11
16: Mc ←Mc + c
17: repeat
18: DU ← DUR

19: line3-line16
20: until 1−DUR/DU > δ
21: MU = MD

TABLE I: Comparison with existing unlearning techniques
PRUNE Retrain SISA [6] AML [43] FU [16]

Use of Remaining Data % ! ! ! %

Use of Erasure Data ! % % ! !

Single Point ! ! ! ! !

Training Recording % % ! ! %

Certifiability ! % % !(effect) !

Limited Side Effect ! ! ! % %

to record relevant information during machine learning model
training, such as gradients. (5) Certifiability. Whether the
unlearning algorithm has theoretical guarantees. And the data
holders or auditor can verify the erasure effect of the data
requested to be withdrawn. (6) Limited Side Effect. After
performing the unlearning algorithm, whether the performance
of the model on the remaining data is retained.

PRUNE erases data by adding certifiable minimal “patches”
to the original neural network. No additional access to the
remaining training dataset is required. PRUNE provides intu-
itively measurable forgetting effects while keeping the model’s
performance on the remaining data barely changed. Unlike
AML, PRUNE provides deterministic theoretical support in
addition to the easily measurable effects. Compared with
unlearning methods that need to record model training infor-
mation, PRUNE only performs lightweight post-processing on
a given neural network model.

V. EXPERIMENTS

In this section, we describe the experimental setup and
conduct extensive experiments aiming to answer the following
research questions:

• RQ1: Can our approach forget specific data points while
keeping the model performance as constant as possible?

• RQ2: How does the efficiency of our approach compare
with baseline methods?

TABLE II: Details of datasets and models
Dataset Classes Features Training Set Test Set Model

Purchase-20 20 600 38758 9689 FC(256)
HAR 6 561 8238 2060 FC(256)

MNIST 10 28×28 60000 10000 FC(256×256)
Fashion-MNIST 10 28×28 60000 10000 FC(256×256)

CIFAR-10 10 32×32×3 50000 10000 VGG16

• RQ3: Can our approach affect membership inference
against erased data?

• RQ4: How well does our approach perform with unlearn-
ing on the entire class of data?

• RQ5: How our approach is affected by hyperparameters?

A. Experimental Setup

Datasets and Models. We conduct experiments on five
popular classification datasets in machine unlearning research:
Purchase-100 [44], Human Activity Recognition (HAR) [45],
MNIST [46], Fashion-MNIST [47], and CIFAR-10 [48]. The
fully connected (FC) neural network with ReLU activation
function is chosen to perform classification prediction on the
first four datasets. Details of the dataset and models are in
Table II. Considering the application scenario and Property 5
requirement of unlearning, the data points in DU are randomly
selected from the training set. The parameters for models
training are described in [32].

Baselines. We compare our approach with four widely used
unlearning mechanisms: 1) Retraining, as the naive unlearning
method, trains the model from scratch on D\DU . 2) SISA
[6] shards the training data and then trains them separately. It
yields predictions obtained by submodel majority voting. Each
shard is further sliced, and the model checkpoint is stored
during training for each slice, allowing for the retraining of a
new model from an intermediate state. 3) Amnesiac Machine
Learning (AML) [43] records the gradient data of each batch
during the training phase. If unlearning is to be performed,
the gradients of the affected batches are directly removed
to save the cost of retraining. However, in order to recover
the model performance to some extent, AML has to perform
easy training again after removing the gradient. 4) Features
Unlearning [16] performs closed updates of model parameters
based on influence functions to forget specific training data
labels or features. Considering the negative impact on model
performance, we use the second-order update method for FU.

B. Utility Guarantee

We comprehensively use four metrics to evaluate each
unlearning method: the accuracy on the test set Ates, the
accuracy on the data not requested to be withdrawn Ares,
the accuracy on DU before and after unlearning Au b, Au a.
Note that Au b and Au a are intuitive metrics to ease the data
holder’s concern by verifying whether the prediction of DU

changes (forgetting is successful). Ates is used to evaluate the
change in model performance before and after the execution
of unlearning algorithms. Ares evaluates the impact on the rest
data. The lower the Au a, the better the unlearning effect. The
smaller the change in Ates and Ares, the less the unlearning
side-effect.
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When applying PRUNE for single-point unlearning, we can
achieve complete forgetting effects as promised by Theorem
1 (Tables are omitted being boring). For unlearning multiple
data points, Table III shows the results of the model accuracy
on different datasets using different unlearning algorithms. The
number of data points in DU varies between [100, 200, 300,
500]. Data points in DU are sampled randomly from different
training batches. The effectiveness evaluation for PRUNE are
twofold: 1) the model loses its prediction accuracy for the data
to be erased and 2) the overall performance of the model is
not compromised.

In terms of erasure effectiveness, we observe that retrain-
ing and SISA remain essentially unchanged on the predictions
of DU after unlearning, and FU only has a limited decrease.
This is because the trained model possesses a certain degree of
generalization ability to predict data points that have not been
seen before. However, from the perspective of the data holders
and auditors, this leaves no intuitive measure of whether
or not unlearning has been performed. In contrast, a huge
difference (over 90%) emerged between Au b and Au a for
both AML and PRUNE, meaning both methods are able to
confuse the model’s judgment on these data points to erase
(with Au a drops to 3% on average for PRUNE). Thus, instead
of accessing the model parameters, the auditor can intuitively
assess the erasure effectiveness by submitting data to test the
model output. Data holders can obtain assured-level of model
failure on their individual data.

In terms of overall performance, we observe that AML,
despite effectively unlearning data, experiences a significant
drop in Ates as the number of forgotten data points increases.
For example, AML suffers from 12.59% drops on the accuracy
of the test set for MNIST after unlearning 500 samples. It
is due to the fact that AML directly removes the gradient
information from the data points, which can cause catastrophic
forgetting of the model. Even with recovery training, it is
difficult to regain initial performance. For FU, unlearning also
results in a sharp decrease in accuracy on the testing set and
the unwithdrawn training set. This is because while FU uses
influences functions to control the model parameter updates, it
unavoidably affects the model’s prediction for other data when
forgetting specific data points. The other two baseline methods,
on the other hand, performed normally on Ates. The lack of a
small fraction of data does not lead to a large impairment in
the performance of the model when trained from scratch. The
performance degradation of SISA on the HAR dataset is due
to the over-representation of the withdrawn data in the training
set of the submodel. PRUNE minimizes the degradation of the
overall performance of the model by making m(x) effective
only on DU . It makes Ates basically unchanged on the three
datasets of Purchase, HAR, and MNIST, and the degradation
of Ates on the Fashion-MNIST and CIFAR-10 dataset remains
within 4%. This indicates that our approach is effective in
terms of overall performance maintenance. Additionally, the
accuracy of the model obtained by PRUNE does not change
significantly on the remaining data, further showing that the
other data points involved in the training process are affected
in a very limited way.

Remark 1: PRUNE achieves easily measurable and
assured-level unlearning while not affecting the model
performance much.

C. Efficiency Comparison

In this section, we evaluate the efficiency of different
unlearning methods. Since some unlearning algorithms involve
additional operations during the training phase, we record the
time required for both the training and unlearning phases of
the model and then combine them. For a fair comparison,
we normalized the execution time of all methods by the time
to train from scratch (i.e., Retrain). The experimental results
are shown in Figure 3. For the training efficiency, PRUNE
and FU, which involve no additional computations, exhibit
nearly identical performance to Retrain. In contrast, AML and
SISA take significantly more time for training. Especially for
AML, there is a positive correlation between the time spent
and the quantity of unlearning data. This is attributed to the
need for computing the parameter updates for each batch that
includes the unlearning data during training. In practical sce-
narios, when the unlearning samples are completely random,
it becomes essential to record all batch updates, resulting in a
significantly increased time overhead. Furthermore, there are
other limitations, such as its inapplicability to models that
were not originally designed with data removal in mind, and
the recording of training parameters may introduce new risks
of information leakage. For the unlearning efficiency, FU has
the best performance among all candidate methods due to
its closed updating of the model. Except for FU, PRUNE
shows comparable efficiency to AML (better than Retrain and
SISA) and greater stability. For example, when unlearning
500 samples for MNIST, Fashion-MNIST, and CIFAR-10,
the unlearning time spent by AML increased from 0.40 to
0.39 and 0.99, whereas the time taken by PRUNE decreased
from 1.05 to 0.79 and 0.69. PRUNE possesses a notable
advantage in terms of efficiency when applied to the VGG16
model, as it performs unlearning by selectively modifying
only the fully connected layers. Combined with the training
efficiency, PRUNE demonstrates its substantial potential in
handling complex datasets and models.

Remark 2: PRUNE is competitive in terms of effi-
ciency and is flexible as a post-processing method.

D. Privacy Guarantee

We use the membership inference attack proposed in [49]
to evaluate whether unlearning mechanisms can eliminate the
contribution of specific data points in the training process.
Recall is used as a success metric, which measures the
proportion of data points to be unlearned that are identified
to have participated in the training. This metric is indicative
of the extent of information leakage after unlearning. The
lower the recall rate, the better the unlearning effect of the
mechanism. From the results in Table IV, we can observe
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a Purchase-20 b HAR

c MNIST d Fashion-MNIST e CIFAR-10

Fig. 3: The efficiency of different methods to unlearn on multiple datasets. The efficiency is measured by summing the
normalized running times of the two phases. Lower values represent higher efficiency.

that our approach is able to successfully deceive membership
inference attacks. Moreover, combined with the effectiveness
experiment, we find that the success of the membership
inference attack is limited to data points not affected by our
unlearning process. In contrast, retraining, SISA and FU do not
substantially reduce the success rate of membership inference
attack due to the overlapping distribution of data points in the
dataset. This echoes the dilemma faced by data holders: the
presence of overlapping distributed data points brings inherent
difficulty in intuitively verifying that the unlearning algorithm
is performed. Even the auditor as a third party cannot provide
credible evidence to the data holders on this basis.

Remark 3: PRUNE is able to fool membership infer-
ence on unlearned data.

E. Class Processing

For unlearning data of the whole category, we consider
the performance of the model both on DU and on that
category data in the test set. Table V shows more detailed
statistics obtained by randomly selecting the category labels
for unlearning 20 times on the five datasets. Au and Ares

denote the prediction accuracy of the model on the data of
the category to be withdrawn and on the data of the rest
categories in the training set. They are used to evaluate how
well PRUNE implements the data withdrawal request and the
side effects caused by the unlearning. Ates u and Ates r are
the prediction accuracy of the model on the data in the same

category as the data to be withdrawn in the test set and
on the remaining categories in the test set. They are used
to assess whether PRUNE can generalize the effect of class
unlearning and its impact on the overall performance of the
model. By comparing the changes in the four metrics before
and after the execution of our algorithm, we can draw the
basic conclusion that PRUNE is capable of the class unlearning
task. With the zeroing of Au, there is a sharp drop in Ates u

(over 80%), which implies that the model loses the ability
to predict the target category. That is, PRUNE successfully
achieves the goal of class unlearning. On the other hand, the
generalization effect of PRUNE on class unlearning, Ates u,
fluctuates depending on the dataset, e.g., the generalization
effect on two structured datasets is better than that on three
image datasets, which suggests that PRUNE should be set
with more reasonable parameters in conjunction with the data
in practice. Additionally, the model’s prediction accuracy for
the remaining categories across the five datasets is not much
affected, with no more than a 5% decrease on Ates r. It
indicates that PRUNE enabled the model to maintain the
overall performance even if a certain category was unlearned.

Remark 4: PRUNE is effective in class unlearning
while not affecting other classes.

F. Hyper-parameter Tuning
Varying the number of centroids K: Before executing our

algorithm, it is necessary to determine the number of centroids
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TABLE III: Performance comparison when different numbers
of data points are unlearned.

Dataset DU Acc(%) Retrain SISA AML FU PRUNE

Purchase

0 Ates 95.08 90.32 95.16 92.76 95.30
Atra 98.37 91.39 99.44 99.56 98.38

100

Ates 95.17 90.27 91.65 80.69 95.30
Ares 98.49 91.41 97.42 81.57 98.13
Au b 97.00 91.00 95.00 92.00 99.00
Au a 97.00 88.00 0.00 76.00 1.83

200

Ates 94.97 90.68 91.22 81.47 95.30
Ares 98.45 91.51 96.88 81.96 97.89
Au b 99.50 91.00 100.00 92.00 100.00
Au a 95.50 89.50 0.00 77.50 2.30

300

Ates 95.17 90.67 90.99 79.24 95.30
Ares 98.47 91.73 98.48 80.16 97.64
Au b 98.00 91.33 99.33 91.67 97.67
Au a 96.33 89.67 0.00 83.33 2.67

500

Ates 95.07 90.10 90.50 82.74 95.30
Ares 98.45 91.32 96.30 82.63 97.15
Au b 98.80 91.80 100.00 92.80 98.40
Au a 95.20 90.60 0.00 82.80 2.91

HAR

0 Ates 95.05 95.29 94.98 97.78 95.82
Atra 96.34 95.89 97.74 98.79 97.57

100

Ates 95.09 93.87 80.72 97.10 95.82
Ares 96.41 94.63 96.97 98.46 96.47
Au b 97.00 97.00 100.00 100.00 100.00
Au a 97.00 96.00 0.00 100.00 7.33

200

Ates 94.92 93.27 80.23 72.90 95.61
Ares 96.36 94.04 96.38 74.52 96.23
Au b 96.00 97.50 99.00 99.50 97.50
Au a 95.00 95.00 0.00 81.00 6.33

300

Ates 94.90 91.02 80.52 80.94 95.50
Ares 96.15 92.05 96.73 81.23 95.23
Au b 97.00 96.67 97.33 98.33 97.67
Au a 95.67 91.33 0.00 82.00 5.22

500

Ates 95.02 87.99 80.76 73.99 95.11
Ares 96.18 87.77 97.02 73.54 94.07
Au b 96.00 96.60 95.20 98.20 98.60
Au a 95.80 89.60 0.00 71.20 5.00

MNIST

0 Ates 98.04 96.05 96.37 98.43 98.00
Atra 99.89 96.14 99.11 99.90 99.64

100

Ates 98.17 96.01 86.84 98.58 98.00
Ares 99.89 96.15 97.95 99.94 99.48
Au b 100.00 93.00 95.00 100.00 100.00
Au a 99.00 92.00 0.00 100.00 3.40

200

Ates 98.14 96.10 86.52 93.36 98.00
Ares 99.89 96.16 98.37 92.91 99.32
Au b 100.00 98.00 94.00 100.00 99.00
Au a 97.50 97.50 0.00 92.00 3.43

300

Ates 98.23 96.10 84.15 91.30 98.00
Ares 99.89 96.15 98.91 91.60 99.15
Au b 100.00 94.33 97.67 99.67 99.33
Au a 98.67 94.00 0.00 92.33 1.33

500

Ates 98.06 95.98 83.78 97.71 98.00
Ares 99.89 96.15 96.99 97.46 98.84
Au b 100.00 95.20 97.00 99.80 99.20
Au a 98.40 94.80 0.00 97.60 2.77

Fashion-
MNIST

0 Ates 87.24 86.76 87.11 86.58 87.12
Atra 89.78 88.72 90.06 89.45 89.55

100

Ates 87.03 86.77 78.16 82.88 86.95
Ares 89.62 88.67 90.36 83.21 89.16
Au b 87.00 87.00 88.00 90.00 94.00
Au a 84.00 86.00 0.00 82.00 3.00

200

Ates 87.06 86.65 78.76 83.00 86.67
Ares 89.45 88.62 90.90 83.13 88.78
Au b 90.00 89.50 91.00 89.50 89.00
Au a 88.50 89.00 0.00 87.50 3.20

300

Ates 86.97 86.80 77.76 83.82 86.55
Ares 89.44 88.71 89.28 80.67 88.42
Au b 89.00 91.00 87.00 87.66 90.67
Au a 88.67 90.00 0.00 80.40 0.80

500

Ates 86.80 86.86 75.92 81.48 85.84
Ares 89.27 88.61 90.95 81.49 87.41
Au b 90.20 90.80 89.20 87.10 92.40
Au a 90.80 90.40 0.00 83.20 0.77

Cifar-10

0 Ates 87.84 86.66 86.73 86.36 87.63
Atra 97.81 97.29 96.03 99.45 97.46

100

Ates 88.13 86.61 75.14 83.72 86.59
Ares 97.94 97.16 90.32 86.08 96.01
Au b 96.00 97.00 95.00 93.44 95.00
Au a 86.00 97.00 0.00 84.70 2.80

200

Ates 86.92 86.65 73.57 83.51 85.33
Ares 96.71 97.17 87.43 85.50 94.65
Au b 98.50 96.80 93.38 92.29 94.50
Au a 91.00 95.50 0.00 82.60 4.20

300

Ates 87.16 86.84 75.64 84.23 84.62
Ares 96.76 97.36 89.37 85.34 93.52
Au b 98.67 95.89 95.50 96.26 94.33
Au a 89.00 95.57 0.00 83.67 4.50

500

Ates 87.51 86.58 74.62 81.12 83.65
Ares 97.41 97.34 90.51 82.52 91.83
Au b 97.80 95.40 96.85 94.50 96.60
Au a 86.60 94.60 0.00 80.50 3.40

K. That is, the number of representative data points chosen
by clustering. Different K will lead to different centroids,
which directly affects the subsequent patch network generation
and the accuracy of the model on DU . Furthermore, K also
determines the number of optimized m(x) at each iteration,
thus influencing the convergence and time complexity of our
algorithm. Figure 4 shows the accuracy of the model on DU

with the number of iterations when different K are chosen
heuristically. It can be observed that as K increases, the
number of iterations required by the algorithm decreases.
However, it should be noted that the increase of K makes
the computational cost of each iteration higher. Ignoring other
influencing factors, the time complexity of our algorithm can
be briefly expressed as O (K × Iteration). Therefore, for the
image datasets, our method has the lowest computational cost
when K = 2. This is due to the fact that fewer centroids
will allow their features to represent more intra-cluster data.
The optimized m(x) affects more data points as well. For
the Purchase-20 dataset, our algorithm is most efficient for
K = 3. One possible reason is that the closer distance between
data points exhibiting high similarity in this dataset (binary
dataset). For the HAR dataset, the choice of K does not reflect
a significant difference in time complexity. For the first four
datasets with the same model structure, when the value of K
is the same, the convergence speed of PRUNE is positively
correlated with the number of categories in the dataset. This
is due to the fact that the algorithm is optimized randomly
for each data point to be withdrawn in the output space of
the model, and the more labels means that it is possible to
avoid the point being repeatedly replaced with the correct label
when operating at multiple points. However, for the CIFAR-
10 dataset with a more structurally complex model, PRUNE
requires more iterations to reach the convergence condition. It
does not imply that our method lacks competitiveness in terms
of efficiency for complex models. As demonstrated by the
experiments in Section 5.3, the time cost remains manageable.

Varying the scale of DU : The HAR dataset and the MNIST
dataset are chosen for discussion here. Figure 5 shows the
accuracy of the model on DU with the number of iterations
when different scales of DU are taken. The results of the other
three datasets are shown in [32]. They converge in different
numbers of iterations, but the conclusions they reach are
consistent. We can observe that PRUNE converges quickly no
matter how the scale of DU varies. This proves the superiority
of our algorithm on multipoint withdrawal. However, as the
size of DU increases, there is a tendency for PRUNE to
converge faster. This trend is most obvious on the HAR
dataset. When |DU | = 500, the average accuracy of the model
on DU after 3 iterations is 3.1%. It is 1/3 of the accuracy of the
model when |DU | = 100. As discussed earlier, our algorithm
has more difficulty converging on datasets with fewer cate-
gories (the conclusion can also be obtained by comparing the
decreasing trend in Figure 5a and 5b). Increasing the size of
DU alleviates this problem to some extent. A larger DU scale
implies a broader range of data points to be erased, enhancing
the representativeness of our clustering selection before each
iteration.
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TABLE IV: The success rate (%) of member inference attack on DU before and after using different unlearning mechanism
when DU = 100. The value indicates the proportion of DU that the data is considered to be involved in the training process.
Lower values show better unlearning effects.

Unlearning Mechanism Purchase-20 HAR MNIST Fashion-MNIST CIFAR-10
before after before after before after before after before after

Retrain 84.30 84.30 84.00 83.70 92.60 83.00 79.40 77.40 84.00 78.00
SISA 84.20 80.00 83.40 79.80 92.60 91.00 79.30 75.00 90.80 87.40
AML 99.00 0.00 89.70 0.00 77.50 0.00 65.80 0.00 73.30 0.00
FU 85.30 70.50 84.80 84.70 90.80 88.90 83.80 78.30 91.00 90.20

PRUNE 81.70 0.00 81.40 4.04 92.90 1.01 79.80 0.00 84.80 5.00

a Purchase-20 b HAR c MNIST d Fashion-MNIST e CIFAR-10

Fig. 4: The convergence of PRUNE w.r.t the number of centroids K (|DU | = 100).

TABLE V: Results of the entire class unlearning on the
datasets using PRUNE.

Acc(%) Phase Purchase-20 HAR MNIST Fashion-MNIST CIFAR-10

Au
before 98.14 97.51 98.95 93.28 95.52
after 0.00 0.00 0.13 0.00 0.00

Ates u
before 94.75 95.91 97.4 89.37 87.70
after 7.15 1.55 17.08 12.16 9.02

Ares
before 98.40 97.61 99.80 88.80 97.72
after 90.68 95.88 99.26 85.86 91.14

Ates r
before 95.31 95.80 98.08 87.63 87.95
after 91.24 90.01 96.86 82.83 82.99

a HAR b MNIST

Fig. 5: The convergence of PRUNE w.r.t the scale of DU (K =
4).

Remark 5: In our evaluation, PRUNE converges rea-
sonably fast and only needs few clusters.

VI. DISCUSSION

Repair methods. Our framework focuses on provable patch
based repair methods due to its certifiable guarantee, easily
measurable unlearning effect, flexibility and reasonable effi-
ciency. Repair methods that do not have certifiable guarantee
tend to be more efficient which might be more favorable in
the interest of model owners. That said, as a starting point,
PRUNE aims to provide a new perspective and an easily

extensible repair framework which has the potential to solve
diverse machine unlearning scenarios in the future.
Data type. Currently, the data types we address do not contain
text data yet. With the rise of large language models, there
is significantly growing concern on the sensitive information
privacy risk of the text data for training, where unlearning
will no doubt play a key role in protecting the data holder’s
“right to be forgotten”. We are planning our next work to
extend PRUNE to the scenario of removing specific text data
on generating natural language models.
Representative Data Selection. The clustering process for
the CIFAR-10 dataset is performed after extracting features
using convolutional layers. This representative data selection
method offers both effectiveness and speed improvements. In
practice, users of PRUNE can use clustering based on different
levels of pre-processed data (instead of the original data) to
improve PRUNE’s performance.
Backdoor attack defense. Backdoor attacks manipulate the
output of the model by injecting hidden patterns or triggers
during the training phase. It can compromise the performance
and reliability of AI models. Data-based defense against
backdoor attacks overlaps with the design goals of PRUNE
when used for class unlearning. Using reverse engineering to
extrapolate the triggers, it is possible to determine the fixed
activation pattern on the model for each backdoor attack. By
analogizing the activation mode of backdoor to the data to
be withdrawn, PRUNE has the potential to be adapted to
disable these backdoor attacks without degrading the overall
performance of the model much.

VII. RELATED WORK

A. Machine Unlearning

Considering the privacy issues involved in machine learning,
Cao and Yang [50] first proposed the concept of “machine
unlearning”. They transformed the machine learning algo-
rithm into a summation form of statistical query learning,



TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING 12

and unlearned data by removing the relevant information of
this sample in the summation. Since then, several unlearning
algorithms have been studied for the model with convex loss
function [5], [20], [51]. For instance, Guo et al [4] incorporated
the idea of differential privacy [52], [53] to provide a certified
data removal mechanism for linear models. The mechanism
is based on Newton updates to eliminate the effect of the
removed data to achieve privacy guarantees.

However, the loss function of neural networks is non-
convex, so the above approaches are not applicable to solve the
unlearning problem of neural networks. In fact, the most naive
method to achieve unlearning is to train from scratch on the
dataset without the removed data. The downside of retraining
is the high computational cost. Thus, Bourtoule et al [6]
proposed the SISA algorithm. They trained the data in shards
to obtain multiple sub-models and recorded the parameters
of the sub-models in segments during the training process.
When the data needs to be removed, retraining can start from
the step before the sub-model parameters were affected by the
deleted data. The idea of SISA is a general algorithm design
for unlearning that conforms to the criterion of retraining and
reduces the computational cost. Therefore, some researchers
have extended this idea to unlearning in other areas such as
recommendation system [11] and graph neural networks [10].
However, training sub-models from scratch is also impractical
for neural networks in many scenarios. Some studies turn
to consider how to directly manipulate model parameters
so that the model efficiently forgets specific data points.
Amnesiac Machine Learning [43] saved gradient information
of each training batch and quickly removed data by subtracting
affected gradients. Thudi et al [17] derived the unlearning error
as a computational alternative to the verification error and
designed a single-gradient approximate unlearning algorithm
using Taylor series decomposition SGD. PUMA [21], on the
other hand, focused on the overall performance of the model.
It simulated the training contribution of each data point and
weighted the contribution of the remaining data points to
eliminate the effect of removing specific data points when
there were data points to drop out of the training process.

In all the above works, their goal is to obtain a model that
is indistinguishable from the retrained model by unlearning
algorithm. However, for the training of neural network models,
different data can lead to similar gradient descent [54]. This
means that the models with the same performance can be
obtained even if a small fraction of data points are missing
in the training set. On this basis, Thudi et al [23] stated
that unlearning could only be defined at the algorithmic level
whether it was performed or not. So considering the practical
application level, data holders have no means of supervising
model owners to perform the unlearning algorithm. They can
only observe the output of the model on their own data. From
the data holder’s angle, there are some unlearning algorithms
that are oriented to the model prediction results. Tarun et
al [26] generated the maximum error noise matrix for the
entire class of data to be forgotten. The original model loses
the ability to judge the entire category after learning the
noise matrix quickly. Chen et al [27] directly modified the
decision boundaries of the original model so that the model

produces incorrect judgments for the data in a particular
category. When the dataset to be unlearned is distributed in
multiple categories, it is irrational to directly forget the whole
class data. This is the reason why we propose an unlearning
algorithm based on neural network repair. Our approach is
more general which focuses on unlearning multiple randomly
distributed data points by obfuscating the model’s judgment
about the dataset to be unlearned while minimizing the impact
on the model performance.

B. Neural Network Repair

Existing neural network repair methods can be basically
classified into three categories: retraining/fine-tuning, weight
modification, and patching network. Retraining/fine-tuning
starts from the data level, looking for data that are more
suitable for the given task or more representative of model
flaws, and using these data to retrain or fine-tune the neural
network. FSGMix proposed by Ren et al [55] has a limited
number of error samples in the case, the training data is gen-
erated by small error samples. In addition to generating data,
MODE [56] identifies the features that lead to misclassification
through state differential analysis and guides the selection of
existing or new samples for retraining the model. However, the
reliability of this type of repair algorithms is difficult to prove.
There is randomness in retraining/fine-tuning. They do not
guarantee that errors can be fixed or that new errors will not
be introduced. In addition, retraining can be very expensive.
And if access to the original training data is required, this is
not possible when the neural network is obtained from a third
party or when the training data is private.

Weights modification first locates the neuron weights that
are closely related to the erroneous behavior and then modifies
them directly. NNrepair [36] identifies the neuron weights to
be adjusted by fault localization and uses constraint solving
to adjust the weights to fix the network. However, NNrepair
is only applicable to a single layer, while in practice bugs
may exist across layers. Sohn et al [31] proposed a search-
based repair method, Arachne. Arachne identifies the weights
associated with a specified faulty behavior and then optimizes
the set of weights using the PSO algorithm. Goldberger et al
[28] proposed a neural network repair method based on neural
network verification to find the minimum layered repair for a
given point. However, it can only perform single point repair
and cannot effectively deal with polytope repair problems.

Unlike retraining/fine-tuning to adjust all parameters of
the model and weight localization to modify some of them,
patching network extends the structure of the neural network
with faults for more efficient repair. For example, DeepCor-
rect [57] evaluates the sensitivity of convolutional filters to
distorted inputs. It then adds correction units at the output
of the most distortion-sensitive convolutional filters, helping
to restore some of the lost performance of the network
by correcting the output of these filters. REASSURE [39]
is a neural network repair mechanism with soundness and
completeness guarantees. The main idea of REASSURE is
to generate a suitable patch network for linear regions in the
presence of buggy inputs and combining it with the original
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network. The new model is able to perform correctly on the
bug input.

VIII. CONCLUSION

In this paper, we propose a novel certifiable unlearning
algorithm PRUNE to erase specific data by adding a targeted
patch network to the original model. Unlike existing works,
our approach eases data holders’ concern by providing easily
measurable forgetting effect (examining the model’s prediction
on the unlearned data) while not affecting the model’s overall
performance. Extensive experiments have demonstrated that
PRUNE can efficiently unlearn multiple data points and an
entire category data points. In order to support further devel-
opment of certifiable machine unlearning, we make all the
codes available at the public repository [32].
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