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Abstract

As new project upgrading the blockchain industry, novel forms
of attack challenges developers to rethink about the design of their
innovations. In the growth stage of the development, Decentralized
Autonomous Organizations (DAO) introduces different approaches in
managing fund through voting in governance tokens. However, relying
on tokens as a weight for voting introduces opportunities for hackers
to manipulate voting results through flash loan, allowing malicious
proposals - fund withdrawal from DAO to hacker’s wallet - to exe-
cute through the smart contract. In this research, we learned different
defense mechanism against the flash loan attack, and their weakness
in accessibility that compromise the security of different blockchain
projects. Based on our observation, we propose a new defensing struc-
ture and apply it with cases.

1 Introduction and Related Works

This section provides a systematic review of decentralized autonomous orga-
nizations (DAOs), governance mechanisms, flash loans, and their associated
security risks. By analyzing these components and their interplay, we contex-
tualize the vulnerabilities exploited in flash loan attacks and evaluate existing
defense strategies.
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1.1 Decentralized Autonomous Organizations (DAOs)

Decentralized autonomous organizations (DAOs) are blockchain-based enti-
ties run under smart contracts and community voting, therefore facilitating
decentralized decision-making.[18][11] There are several important charac-
teristics that define DAO. First, Smart contracts, which will run indepen-
dently without any intermediary, capture DAO rules and operations. For
instance, Uniswap has a fully automated fee distribution mechanism through
smart contract architecture. Second, usually token based, DAO membership
gives governance powers commensurate with token ownership. For exam-
ple, Marker DAO gives MKR to its participants for their voting authority.
Third, Dao operates transparently, as all proposals and votes are recorded
on-chain for public verification. Despite its creative design, DAO suffers
from numerous attacks since its inception. The 2016 DAO hack, which ex-
ploited reentrancy vulnerabilities to drain 60 million in funds, revealed crit-
ical weaknesses in early DAO formations.[16] Modern DAOs such as Aragon
and DAOstack have embraced modular governance models to improve secu-
rity and adaptability, but their reliance on token-weighted voting establishes
new attack channels for hostile parties.[17]

1.2 Governance in DAO Ecosystems

DAO governance systems control the proposed, discussed, and passed modifi-
cations in protocols.[17] Although these systems are fundamental for DAOs’
operation, they also provide weaknesses that attackers could find use for.
Token-weighted voting—where holders of governance tokens (such as COMP
or UNI) vote on proposals commensurate with their protocol stake—is a
common governance technique. Although this system encourages democratic
decision-making, it is susceptible to flash loan governance attacks—where at-
tackers borrow tokens momentarily to acquire voting authority and forward
destructive proposals.[16] To prevent such attacks, Compound’s Governor
Bravo proposal introduced a two-day await for votes on recently acquired
tokens. This system has successfully dropped governance takeover rates.
Another governance mechanism is delegated voting, where token holders del-
egate their voting power to trusted representatives or experts. Although this
strategy increases the efficiency of decision-making, it exposes hazards should
delegates’ wallets be hacked or if they take bribes from hostile agents.[17] For
instance, attackers used weaknesses in delegation contracts in the 2023 Frax
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Finance incident to control governance outcomes.
It is important to note that DAO is a representation of DeFi. Its gover-

nance structure, unlike the traditional stock based centralized organizations
that have an A/B type stock and represent a centralized control. Most DAOs
rely on token weighted based voting. The closest parallel to A/B type stock
is multi-sig committees where a small group holds veto or execution power.
This is not a common practice.

1.3 Flash Loan: Mechanism and Applications

Flash loans are uncollateralized loans that must be repaid within a single
transaction block. They are a novel financial instrument unique to blockchain
technology and are widely used across decentralized finance (DeFi) platforms
such as Aave and dYdX.[6][10] Flash loans operate based on atomic execution
principles; if any step in the transaction sequence (borrow, execute opera-
tions, repay) fails, the entire transaction is reverted on-chain. Flash loans
offer several legitimate use cases that contribute to DeFi innovation. They
enable arbitrage opportunities by allowing traders to exploit price differences
across exchanges without risking their own capital. Flash loans also facilitate
collateral swapping for users seeking more favorable collateralization terms
and debt refinancing for users consolidating loans across protocols. However,
the same characteristics that make flash loans attractive for legitimate pur-
poses also enable malicious exploitation. In 2023 alone, platforms like Aave
processed $12.3 billion in flash loan volume—some of which was used for
attacks targeting vulnerable protocols.

1.4 Flash Loan Attacks: Pattern and Impacts

Flash loan attacks exploit the atomicity of transactions and vulnerabilities
in smart contracts or governance mechanisms to execute malicious opera-
tions without requiring upfront capital. Price oracle manipulation is a typi-
cal attack vector whereby attackers artificially inflate or deflate asset prices
within low-liquidity pools or faulty oracle systems using flash loans.[16] This
strategy was used in the Mango Markets hack (2022), in which attackers ma-
nipulated pricing to borrow overvalued assets and drained $117 million from
the protocol. Another vector of attack involves governance takeovers[17],
where attackers borrow governance tokens using flash loans to pass fraudu-
lent proposals that benefit them at the expense of the protocol or its users.
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An example of such is the 2024 XToken case where attackers borrowed to-
kens to approve a proposal to directly transfer funds to their wallet. The
economic impact of flash loans was devastating, between 2020 to 2024, there
are over billions of dollars stolen from flash loan attacks solely. Beyond the
financial losses, these attacks also erode users’ confidence in DAO as a secure
organization to hold their funds. [16][17]

1.5 Defense Mechanism Against Flash Loan Attacks

To address the growing threat of flash loan attacks, researchers and develop-
ers have proposed various defense mechanisms targeting specific vulnerabilities.[16]
Technical protections include reentrancy guards that prevent recursive func-
tion calls during transaction execution. Chainlink utilizes this strategy to
mitigate basic flash loan attacks. Governance protections include time-
delayed voting rights for new acquired tokens. This prevents immediate
leveraging of borrowed tokens to take over the protocol. Temporal control
mechanisms represent another line of flash loan defense mechanisms by dis-
rupting the atomic transaction sequence. Static holding period imposed a
fixed delay on tokens transfer or usage after it is being acquired. Dynamic
holding periods offer an adaptive alternative by adjusting the lock time based
on the total value of the tokens.[18][16][17]

1.6 Synthesis

Although DAOs and flash loans have driven considerable amounts of inno-
vation in decentralized finance ecosystems, their integration generates sys-
tematic hazards that call for strong mitigating techniques. While current so-
lutions solve specific weaknesses, they do not offer complete defense against
multi-vector attacks that concurrently target smart contract logic faults and
governance systems. By suggesting adaptive temporal restrictions coordi-
nated with snap-shot based monitoring systems to improve resistance against
changing attack strategies while maintaining operational efficiency across
DeFi protocols, our work closes this gap.
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2 Defense Structures

2.1 Recent solutions

In response to the increasing sophistication and frequency of flash loan at-
tacks on DAOs, the blockchain community has developed a diverse set of
countermeasures aimed at reinforcing governance integrity. This section pro-
vides a broad review of both popular and emerging solutions, while offering
a deep dive into their mechanisms, strengths, and limitations in the context
of DAO vulnerabilities. These solutions are not only technical in nature but
also institutional, targeting the governance-layer weaknesses that flash loans
often exploit, namely the ease of acquiring large voting power instantly and
executing malicious proposals within a short timeframe.

2.1.1 Snapshot-Based Voting

Snapshot-based voting is a preventive mechanism where token balances are
recorded at a specific block prior to the commencement of a governance
vote. Voting power is determined by this snapshot, preventing tokens ac-
quired afterward from influencing the outcome, such as those obtained via
flash loans. While traditionally a single snapshot is taken before voting be-
gins, a more robust approach involves taking snapshots continuously or at
regular intervals, enhancing the system’s ability to detect and neutralize flash
loan-based attacks. Under this model, voting power is effectively based on
consistent historical presence rather than transient ownership, thereby dis-
couraging opportunistic governance manipulation. This dynamic snapshot
strategy primarily targets tokens with short holding durations, significantly
reducing the impact of flash-loaned assets.
A key advantage of this approach is its simplicity and efficiency: off-chain
snapshots, commonly used by platforms like Uniswap and Aave, reduce gas
fees while maintaining verifiability against on-chain data. However, its static
nature can be a drawback. Newcomers who acquire governance tokens after
the snapshot are excluded from participation, potentially discouraging new
user engagement. Additionally, reliance on off-chain infrastructure intro-
duces centralization risks if trusted parties are involved in snapshot creation.
Overall, snapshot-based voting is a foundational layer of defense, particularly
effective when coupled with continuous tracking and time-aware governance
logic.
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2.1.2 Time-weighted voting

Time-weighted voting enhances governance integrity by tying voting power
not only to the number of tokens held but also to the length of time they’ve
been held. This strategy neutralizes flash loan attacks by assigning minimal
or zero weight to tokens with zero holding duration, effectively voiding the
influence of freshly borrowed tokens.
Time-weighted mechanisms also encourage long-term community participa-
tion and deter governance volatility, as only users with sustained commitment
to the project can meaningfully influence decisions. However, the implemen-
tation of such systems is technically complex. It requires precise tracking of
token age, increasing smart contract surface area, gas usage, and potential
vulnerability to bugs. Moreover, it can alienate new investors who initially
have limited voting power, and entrenched holders may accumulate excessive
influence even if their interests no longer align with the DAO. In early-stage
DAOs, where no participant has long holding periods yet, time-weighted
voting offers limited protection. Therefore, while the strategy is highly effec-
tive in established ecosystems, its use requires careful design and community
onboarding strategies.

2.1.3 Token holding period

Token holding period imposes a delay between acquiring tokens and being
eligible to vote. Governance tokens must be held or locked for a minimum du-
ration before conferring any voting power, ensuring that temporary holdings
cannot be used for manipulative purposes, such as those obtained via flash
loans. This approach directly restricts market timing attacks and strength-
ens the credibility of the governance process by aligning it with token holder
commitment. Examples like Curve’s veCRV and Balancer’s veBAL systems
have popularized vote-escrowed tokenomics that scale voting power based on
lock-up durations.
Token holding periods operate through smart contract-enforced time locks
integrated at the protocol level. With transaction interceptions, smart con-
tracts monitor token transfers, flagging assets obtained through flash loan
mechanisms. Flagged tokens are automatically placed in escrows for a protocol-
defined duration (e.g., 1 hour to 7 days). During the holding period, locked
tokens cannot be used as collateral, participate in governance votes, nor
be transferred to external addresses. Assets meet releasing conditions will
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unlock automatically after the elapsed time or upon satisfying secondary ver-
ification checks.

Figure 1: Holding period code example

The upside lies in discouraging rapid speculation and enhancing resistance to
governance capture. Yet, these measures also come with trade-offs. Liquidity
is reduced as users must forgo short-term flexibility, and centralization risks
arise as long-term holders disproportionately gain influence. Additionally,
implementation requires governance-compatible staking and lock-up infras-
tructure, which increases operational complexity. This solution suits DAOs
that seek to combine stability with gradual participation, especially in en-
vironments where token distribution is expected to remain consistent over
time.

2.1.4 Complementary and reactive defenses

In addition to the three primary solutions, several complementary approaches
provide secondary lines of defense. Flash loan detection mechanisms, such
as those deployed by Forta and FlashGuard, operate by analyzing blockchain
data in real-time to flag patterns indicative of flash loan behavior. While use-
ful for rapid alerts and post-factum reaction, these systems are primarily reac-
tive and can suffer from false positives, high computational requirements, and
delayed intervention. Time-locked proposals introduce a delay between
proposal approval and execution, granting the community time to counteract
any malicious governance actions. However, this slows down legitimate gover-
nance processes and may introduce implementation bugs. Another adaptive
strategy is dynamic quorum and threshold adjustment, where the par-
ticipation and approval requirements change based on proposal importance
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or controversy. This deters low-turnout manipulation but adds complexity to
governance rules and risks confusing stakeholders. Finally, multi-signature
wallets introduce execution-layer security by requiring multiple keyholders
to approve transactions, is a reliable failsafe for treasury protection. While
not strictly a voting safeguard, multi-sig arrangements ensure that even if a
flash loan attack succeeds in governance, malicious fund withdrawals can be
halted. The coordination burden and key management overhead, however,
make them more appropriate for backend fund control than for user-facing
governance.

2.2 Our solution

Inspired by attacks through oracle manipulation on cream finance in Ap-
pendix A and the liquidity problem, our solution involved two methods:
snapshot-based voting and time-weighted voting, trying to solve the prob-
lems of indirect flash loan attack and liquidity. Here is how our solution
goes:

• Preparing for a vote: Taking a snapshot m Sm of each block n, where
snapshot Sm = d : tmd or Sm(d) = tmd is a dictionary that takes the
address dm (or its hash value) as the key and returns the amount of
tokens of the address in that snapshot tmd as a value.

• Determining the Dynamic weight function: the weight function is a
function for a specific address (or its hash value) that maps to their
tokens in each block which is a vector td = (t0d, t

1
d, . . . , t

m
d ) to a real num-

ber. The weights could be presented as a vector w = (w0, w1, . . . , wm),
which is designed or adjusted by the community or a central third
party; then the weight function could be represented as f(td) = w · td.
More about dynamicity: since the only factor that affects the weight
function is the weight vector w, and the weight vector is easy to un-
derstand and visualized by plotting with statistical methods. It is easy
to be reviewed by the community and change the vector by voting/the
centralizing third party.

• File a vote: the proposer files a governance proposal and each address
comes into voting.
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• Weight functions as voting power. For each address, the voting power
pd = f(td) is determined by the weight function and the tokens the
address holds in each snapshot.

• (time-locked period could also be introduced for community to review)

• Approve/Disapprove for voting: Sum the weighted votes for approval
of the proposal va =

∑
d∈Da

pd, comparing with whom the disapproved
vd =

∑
d∈Dd

pd then decides whether or not a proposal is approved.
Then, the result is also a function V : R × R → {A,D}, for example,

V (va, vd) =

{
A va ≥ p

1−p
vd

D else
where in range A stands for approve a

proposal and D stands for disapproval, and va ≥ p
1−p

vd means va has
to at least be in p proportion to approve a proposal.

To sum up, the solution for our model is V (va, vd), where va =
∑

d∈Da
pd

and vd =
∑

d∈Dd
pd, pd = f(td), f(td) = w · td where td = (t0d, t

1
d, . . . , t

m
d ) and

w = (w0, w1, . . . , wm).

3 Experiments and Cases Study

3.1 Recent cases

• Case 1: Beanstalk DAO - Flash Loan Governance Exploit

Beanstalk Attack On April 17, 2022, the Beanstalk DAO, or a

Figure 2: Beanstalk emergencyCommit function

credit-based stablecoin protocol, suffered a devastating governance at-
tack that exploited vulnerabilities in its snapshot-based voting system.
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Figure 3: Modified UPCX contract vulnerable to malicious attack

At the time, Beanstalk relied on off-chain snapshot voting with on-
chain execution, using the emergencyCommit function to rapidly de-
ploy patches or adjust protocol parameters during periods of volatil-
ity. Figure 1 displays the emergencyCommit function, executed under
which a 24-hour wait period (line 4) and 66% of Liquitidy Pool To-
kens (line 9) are met.[13] The attacker capitalized on the lack of a
delay between token acquisition and voting influence: snapshot voting
in Beanstalk granted immediate governance power to newly acquired
tokens, without requiring any holding period. The attacker submit-
ted a malicious Bean Improvement Proposal (BIP-18), referencing a
precomputed smart contract address created using Ethereum’s CRE-
ATE2 opcode. Since the contract was not deployed at the time of
proposal submission, its bytecode remained inaccessible on-chain, pre-
venting community review. After the required 24-hour wait period
had elapsed, the attacker amassed a flash loan of 1 billion dollars and
temporarily amassed 80 percent of Beanstalk’s voting power to exe-
cute the emergencyCommit, triggering a single complex transaction
containing over 20 operations. These included deploying the malicious
contract, voting with the liquidity pool tokens that hold Stalk (gover-
nance) power, passing the proposal with a supermajority, and trans-
ferring 182 million dollars in funds to their address—all within a single
Ethereum transaction. They then repaid the flash loan and kept the
remaining stolen assets as profit. In response, Beanstalk implemented
a multisig wallet as a human safeguard to prevent code automation,
reflecting a changing degree of reliance developers have on the code.
[9]

• Case 2: UPCX - Admin Privilege Exploit

On April 1, 2025, the decentralized protocol UPCX suffered a 70
million dollar exploit despite having token holding periods intended
to mitigate rapid asset movements. Although UPCX enforced a 24-
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Figure 4: Revised UPCX Withdrawal logic with layered locks

72 hour holding period for user withdrawals and governance proposals
(seven days), administrative functions were not subject to similar tem-
poral controls. The upgrade process lacked multisig verification, cross-
contract state checks, and any form of privilege separation. On the
other hand, 68 percent of protocol-owned liquidity was concentrated in
three administrative wallets, one of which controlled all core contract
upgrade permissions and was ultimately compromised. This centraliza-
tion, combined with incomplete timelock coverage, increases UPCX’s
operating risk. [12] The attacker compromised an administrative wal-
let. Having access to upgrade the ProxyAdmin contract, the attacker
removes safeguards to create a single point of failure (Figure 2). By
modifying the withdrawByAdmin function (figure 3) to bypass the en-
forced seven-day withdrawal delay, the attacker permits an unautho-
rized transfer of 18.4 million UPC tokens (2.36 percent of the total sup-
ply) in a single transaction. The incident underscores the inadequacy
of partial locking mechanisms and the necessity of enforcing holding
periods uniformly across all control layers.[5] In response, UPCX im-
plemented an emergency contract freeze and protocol fork. Long-term
mitigation strategies included a revised governance framework featur-
ing 5-of-9 multisig authorization for admin actions, block-based rather
than timestamp-based locks, and cross-contract state validation. Addi-
tionally, the team initiated economic rebalancing by reducing protocol-
owned liquidity and introducing dynamic holding periods that adjust
with market volatility. [1]

• Case 4: Curve Finance - Time-Weighted Voting Mode

Curve Finance, a decentralized exchange specializing in stablecoin
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Figure 5: Curve Finance: Visual Representation of Linear decay of Voting
Power

trading, employs a time-weighted voting mechanism that has proven
effective in preventing flash loan governance exploits. [2] While no
successful flash loan attacks have been recorded against Curve’s gover-
nance, the protocol offers a robust real-world implementation of time-
weighted voting that prioritizes long-term participation over short-term
influence. The mechanism functions through a token locking model:
users lock CRV tokens for up to four years, and voting power is calcu-
lated as the product of the locked amount and the lock duration. This
voting power decays linearly over time as the lock period approaches
expiration, incentivizing users to extend or increase their locks to retain
influence. [3] Governance logic is managed through the VotingEscrow
contract, which uses parameters like slope and bias stored in user point
history to model each user’s voting power curve. Global changes are
tracked in point history, and scheduled adjustments to voting power
are recorded via slope changes, ensuring scalable and predictable gov-
ernance dynamics. However, this model also presents trade-offs. Token
locking results in reduced liquidity, potentially deterring users unwilling
to immobilize their assets. The system also requires active lock man-
agement, adding complexity for participants. Furthermore, long-term
locking may lead to centralization, as only a small subset of partici-
pants may be willing or able to commit large amounts of CRV over
extended durations. [4]
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3.2 Thematic Analysis: Temporal Misalignment in Gov-
ernance Design

Beanstalk and UCPX attacks assumed that holding tokens requires a long-
term commitment. However, on-chain realities allow attackers to temporarily
acquire tokens, vote, and exit within a single block. Beanstalk reflected the
limitations of snapshot-based voting in addressing unforeseen cases beyond
just flash loan attacks, allowing attackers to exploit incompatibilities be-
tween different temporal defense mechanisms. In UPCX’s case, the flaw was
a reliance on time-based assumptions of continuous administrative control,
in which changes would only securely occur through authorized actors. This
assumption broke down when the off-chain governance failed, and an attacker
executed a malicious upgrade on-chain, exploiting the lack of on-chain delays
or distributed safeguards. In summary, Beanstalk lacked an effective post-
vote timelock, and UPCX lacked time-delayed oversight for admin control.
Each protocol assumed a sequential process for critical actions (vote accumu-
lation, collateral growth, or system upgrades) where time is the independent
variable that atomic DeFi execution does not inherently guarantee.

3.3 Comparative Insight: Curve’s Model as a Tempo-
ral Defense Architecture

In contrast, Curve’s governance model is structurally resistant to flash loan
governance attacks. By requiring long-term token locking to acquire voting
rights, it renders short-term speculative control infeasible and aligns influence
with protocol loyalty. The linear decay model provides predictable voting
trajectories, while slope changes and historical point tracking accommodate
governance decisions by granting time for the community to respond to tran-
sient fluctuations. Curve also incorporates execution delays and active lock
management, recognizing that even with escrow-based voting, time buffers
are essential for security. This design stands in sharp contrast to Beanstalk’s
minimally delayed emergencyCommit and UPCX’s instant admin execution.
By treating time as a dependent variable controlled by multiple defensive
mechanisms, Curve enforces a temporal gap between decision and action,
aligning governance with the irreversible nature of blockchain transactions.
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3.4 Governance Design Implications

A comparative analysis of these two attacks against Curve’s security archi-
tecture reveals an inverse relationship between accessibility and security as
a result of time dependency. While Curve maximizes governance security
through long-term commitment and delayed execution, this comes at the
cost of reduced asset liquidity as time becomes respondent. Conversely, the
exploited protocols prioritized time as a driver to accessibility, allowing for
immediate actions but at the expense of systemic security. This trade-off
highlights the challenge in DeFi governance design: balancing automation
and resilience against user agency and responsiveness. The presence of hu-
man intervention (multisig wallets, protocol suspensions) in these cases fur-
ther underscores the difficulty of maintaining equilibrium between decentral-
ization and centralized oversight, and the ongoing tension between security
and accessibility in DAO architecture.

3.5 Our solution analysis on the cases

3.5.1 Defending against Attacks

Our solution is able to defend against direct flash loan attacks. As direct
flash loan attacks occur, the block including the transition of flash loans has
not been established yet. Based on our solution, the snapshots are taken
only for the established blocks and would not consider the current flash loan.

And for indirect flash loan attacks such as oracle manipulation in the
Appendix A, our solution could work by adjusting the weight function to
have more weight in the older blocks and less weight in the new blocks. For
example, a weight vector like w = (0.5, 0.3, 0.2, 0.1, 0.1) would make the most
recent snapshot potentially affected by oracle manipulation to be weight only
for 10%, and the oldest block that has not been affected to as high as 50%.
In this way, the attackers have to spend more to deliver the attacks, since
they have to make the effect of oracle manipulation last longer.

3.5.2 Liquidity

Many defenses on flash loan attacks somehow reduce liquidity, since the de-
fenses encourage people to hold their tokens longer. However, in our solution,
adjustment of the weight function could restore DAO from the mode of de-
fense against flash loan attacks to encourage liquidity. For example, a weight
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vector like w = (0, 0, 1, 0.2, 0.2, 0.5) taking the most recent tokens into the
high amount consideration as 50%, and people would be more confident to
trade their tokens since they know that after trading their tokens, they would
still have a place for governance voting.

3.5.3 Costs

For the Memory Complexity, it is O(m ∗ D) since the only time needed to
store is the neglectable weight vector and the snapshot m (dictionary); and
for time complexity, it is O(m ∗D) because the only thing to calculate is the
weighted function for each address.

3.5.4 Future Works

Our solution proposes a structure to defend against direct and indirect flash
loan attacks, with consideration of protecting the liquidity of a DAO. In the
future, there could be more analysis on how to adjust the weight function, like
comparing the adjustment between communities (such as proposing voting
for the adjustment for weight function) or decisions under a third party.
After the adoption of our solution, there could be more analysis of the weight
function through data and experiments, to find out the best weight function
that can take both defense and pro-liquidity into consideration. It may also
leave a space for a combination to train a machine learning network [15] like
CNN [14] for finding better weight functions in the future.
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A Cream Finance - Indirect Oracle Manipu-

lation

Indirect Flash Loan Exploit via Oracle Manipulation – Cream Finance (2021)
On October 27, 2021, an attacker exploited Cream Finance’s lending

protocol by initiating a complex chain of transactions starting with a 500
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million dollar worth of DAI flash loan from MakerDAO. The exploit involved
leveraging Yearn vaults and Curve pools to manipulate Cream’s price ora-
cle, thereby inflating collateral values and increasing borrowing limits. This
enabled the attacker to withdraw unbacked assets, ultimately draining over
130 million dollar from the protocol. Unlike direct governance attacks, this
exploit utilized an indirect flash loan vector, which is using the flash loan not
to vote or execute proposals, but to manipulate collateral valuations through
temporary asset deposits. The exploit was particularly difficult to prevent
because the manipulation extended over multiple blocks, exploiting the lack
of a mechanism to verify sustained token holdings. Cream Finance promptly
suspended all interactions with its Ethereum v1 markets to prevent further
exploitation. Even if snapshot-based protections had been in place, they
would have failed to detect the temporary nature of the attack, as the snap-
shot would only capture a transient state. In contrast, a time-weighted mech-
anism could have mitigated this exploit by requiring sustained asset presence
over time. Such mechanisms introduce a form of temporal authentication,
ensuring that protocol privileges are reserved for long-term participants and
are not accessible through ephemeral, block-level manipulations. [8]
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