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Abstract
We present a new key-exchange protocol based on circulant matrices acting
on matrices over a congruence-simple semiring. We describe how to compute
matrices with the necessary properties for the implementation of the protocol. In
addition, we provide an analysis of its computational cost and its security against
known attacks.

1 Introduction

The foundational paper by [1] is considered to be the beginning of modern cryptog-
raphy. In its original formulation, a cyclic group Z, was used as the algebraic setting
for the key exchange protocol. Later, a similar protocol based on elliptic curves was
independently proposed by [3] and [5].

These protocols have become the standard in cryptography, and their use is widely
spread. However, in [13], Shor presented a quantum algorithm capable of solving
the discrete logarithm problem in both algebraic settings. Since the security of these
cryptographic protocols is based on the hardness of this problem, a sufficiently large
quantum computer would be able to break most of today’s key exchange protocols.
As a result, the scientific community has initiated the search for new post-quantum
cryptographic protocols, that is, protocols secure against quantum attacks.

One such proposal was made in [4], where the authors introduced the use of abelian
semigroups. The security of this protocol relies on the following problem:

Problem 1.1. Let (G, ) be a semigroup, S a set, and let ¢ : G XS — S be an action of
GonS, ie., g satisfies o(g - h, s) = ¢(g,¢(h, 5)). The Semigroup Action Problem states
that, given x € S and y € ¢(G, x), find g € G such that ¢(g, x) = y.
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In their work, the authors define a general framework for a new key exchange pro-
tocol using semimodules, which are analogous to modules but where the acting ring is
replaced by a semiring, and the underlying structure is a commutative monoid. As an
explicit example, they use congruence-simple semirings. In this setting, polynomials
over the center of the semiring act on matrices over the semiring via evaluation at two
fixed matrices and multiplication. They present an example using a semiring with six
elements.

However, in [14], the authors perform a cryptanalysis of this specific example by
solving a system of equations derived from the operation tables of the semiring. The
viability of the protocol using other semirings remained an open question until [11],
where the authors developed a general attack on the protocol for any congruence-simple
semiring, assuming only a bound on the degree of the polynomials used in the proto-
col’s definition.

In this paper, we present a new key exchange protocol based on congruence-simple
semirings. For this purpose, we consider exponentiation as an action of N on matrices
over the semiring. This key exchange can be seen as a particular instance of the proto-
col in [4], but with a different action. Additionally, we analyze its resistance to known
attacks and evaluate its computational cost.

2 Mathematical setting

First, we will introduce the concept of semigroup

Definition 2.1: A semigroup is a set S equipped with an internal binary operation
-1 8§ X 8§ — S such that the operation is associative; that is, for every a,b,c € S, we
have (a-b)-c=a-(b-c).

We say that S is commutative if, in addition, the operation satisfies a - b = b - a for
alla,beS.

Now, we will recall the well know circulant matrix

Definition 2.2: Let R be aring. A matrix C € Mat,(R) is called circulant if there are
€o,C1,°** ,Cn—1 € R such that

¢co Cp-1 Cp2 -+ (1

C1 ¢ Cp-1 0 C2

C = (&) C1 Co (6]
Cn-1 Cp—2 Cp3 -+ Cp

We will denote C as C = Circ(cy, -+ ,Cn_1)

A famous result regarding the structure of circulant matrix is

Theorem 2.3. The set Circ,(R) of ciruclar matrix of n X n over R form a commutative
subring of Mat,(R).

Thanks to this condition, we can define a new action



Theorem 2.4. Let S be a semigroup and T C S a set of conmmutative elements i.e.
ab =baVa,beT (H
Then
Circ, N)xT" — T"
€ o) — ([ [
is an action of the multiplicative semigroup Circ,(N) over T". It will denoted as Cv

Proof. 1t is clear that if C € Circ,(N),v € T" then Cv € T", as the elements of Cv are
product of elements that commute among each other. We have to prove A(Bv) = (AB)v
for all A, B € Circ,(N),v e T".

ap ap-1 ap-2 e aj
aj ao ap-1 - A2
A= ay a ap T as
ap-1 ap-2 Qap-3 e ag
by b1 byo - b
by by by - by
p=| b2 b1 by - b3
bit bpa byz - by
then
n—1 n—1 n—1 n—1
Dico Gibni YTy aibui Xy aibuosi o0 XDy @ibpiii
n—1 n—1 n—1 n—1
Dico ibni1i YTy aibni Xy aibuaoi o0 XDy Gibpiai
n—1 n—1 n—1 n—1
AB = | Zico @ibnia-i X2y Qibusi—i o Aibu—i - 0 Aibuys-i
n—1 n—1 n—1 n—1
w0 Aibu_1i 2y aibpoi Xy aibpzi - im0 Aibn_i

where all subindex are taking mod n. De donde, AB = Cir(cp,- - ,Cp-1) CON ¢t =
Z;’;OI a;by_;. Now, we have that

n—1 n-1 n—1 (n-1 ai—yn—1 n—1 n—1 n-1
A(Bv) =A Vo = Vo = | | Yhiik
J J J
-0 : .

Jj= i=0 Jj=0 k=0 k=0
n—1 n—1 b n-1 n—1 S n=1
(it (] -
J=0 =0 k=0 \J=0 k=0
S n=l e . n-l
=0 k=0 \J=0 k=0

w



The previous action is a particular instance of [4], where we consider the N—module
M generated by T with N—actionn -t = " foralln e N, ¢ M. We willuseas T a
commutative subset of matrix over semirings.

Definition 2.5: A set R with two internal operations + and - is called a semiring if
both operations are associative and verify thata-(b+c)=a-b+a-cand (b+c¢)-a =
b-a+c-aforevery a,b,c € R. We say that S is additively (resp. multiplicatively)
commutative in case addition (resp. multiplication) satisfies commutativity. We say
that R is commutative in case both operations satisfy commutativity.

The study of semiring for cryptographyc purpouse was starded by [4], which focus
on concruence simple semiring for cryptographyc applications

Definition 2.6: A congruence relation on a semiring R is an equivalence relation ~
such that

a+c ~ b+c
c+a ~ c+b
a-c ~ b-c
c-a ~ c-b

a~b>

for every a,b,c € R. A semiring R that admits no congruence relations other than the
trivial ones, idg and R X R, is said to be congruence-simple.

The following result, first appears in [6], establishes a classification of congruence
simple semiring
Theorem 2.7. ([6, Theorem 4.1] Let R be a finite, additively commutative, congruence-
simple semiring. Then one of the following holds:

1. |R| <2

2. R = Mat,(IFy), for some finite field F, and some n > 1.

3. R s a zero multiplication ring of prime order.

4. R is additively idempotent, i.e., x + x = x for every x € R.

5. R contains an absorbing element o, i.e. x - 00 = 0o - x = oo for every x € R and

R+ R = {oo}.
To obtain a commutative set, we will use the following result from [6]

Definition 2.8: Let R be a semiring with center
Cr={reR|rs=srforall s € R},

and let A € Mat,,,(R) be a matrix. Define Cg[A] to be the set of polynomials in A with
coefficients in Cg.
Lemma 2.9: Let R, Cg, and A be as above. The set Cg[A] is a commutative sub-
semiring of the matrix semiring Mat,x,(R).

As aresult, we will use the multiplicative semigroup of matrix over a semiring, and
as a commutative subset we will use elements of Cg[A], with A € Mat,(R) withn € N,
In addition, in [6] it is also proven that



Lemma 2.10: Let R be an additively commutative semiring with 1 and 0, and let ~
be a congruence relation on Mat,(R). Then there exists a congruence relation ~y on R
such that

A~Be Matn(R) =4 aij ~o bij7 Y0 < l,j <n.

So we can ensure that the new semiring will be also simple. Under this circun-
stances, we can introduce the following key exchange protocol

Protocol 2.11. Alice and Bob agree on a simple semiring R, a matrix M € Mat,(R)
with large order, and v = (Mi)?:‘()l € Cr[M]" and make them public.

1. Alice chose A € Circ,(N) and makes public pk; = Av
2. Bob chose B € Circ,(N) and makes public pk, = Bv
3. Alice computes Apk, and Bob computes Bpk;

The common key is
Apk, = A(Bv) = (AB)v = (BA)v = B(Av) = Bpk,

For computational purposes, Alice and Bob can take matrix A, B with a;,b; < m
been m € N an upper bound computationally assumable by both parties.
The security of the protocol relies on the following problem

Problem 2.12. Let R a simple semiring and M € Mat,(R). Given v, Av, Bv € Cg[M]"
with A, B € Circ,(N), compute ABv.

An easier problem that implies solve the previous one is

Problem 2.13. Let R a simple semiring and M € Mat,(R). Given v, Av € Cg[M]" with
A € Circ,(N), find C € Circ,(N) such that Av = Cv.

To avoid a brute force attack, we need to ensure that the set C[A] is large enought.
For this, we need the following definition

Definition 2.14: Let a = {ax}ien be a sequence in a finite set such that
ap = Ay = Apt] = Q] -

The order ord(a) of a is the least positive integer m for which there exists k < m with
ay = an. The preperiod pr(a) of a is the largest non-negative integer m such that for all
k > m we have a; # a,,. The period per(a) of a is the least positive integer m for which
there exists an integer N such that

Ak = ai  forall k > N.

If g is an element of a semigroup, then we set

ord(g) = ord({g"}ne), per(g) = per({g”}uen),  pr(g) = pr({g"}nen).



Now, to give some bounds, we need the landau function.

g(n) = max {ord(o) | o € S} = max {lem{ay, az,...,a,} | a; > 0,a; +--- + a, = n}.

Which, in [9] it is proven that

nln(n) < In(g(n)) < Vnln(n) (1 + In ln(n))

21n(n)
finally, in [4] it is established that

Theorem 2.15. Let n € N and R be a semiring with 0 and 1, and center C. Then there
is an n X n matrix M with entries in R such that the order of M is larger than g(n). In
particular, the size of C[M] is larger than g(n) as well.

In order to obtain suitable matrix, we will use the following result
Lemma 2.16: Let P, A € Mat,,(R) with P inversible. Then ord(A) = ord(PAP™").

Proof We have that PAP~' - PAP~' = PA?P~'. Hence, (PAP™'Y" = PA"P~'. More-
OVer,
(PAPT'Y' = (PAPY & PA"P™! = PA*P™! = A" = A,

In the last equivalence, we multiplied both sides by P and by P~!. O

To proceed, we need to understand the invertible matrices over our semiring R. To
that end, we first introduce the notions of the sum and the direct sum of semigroups.

Definition 2.17: Let (R, +) be a finite semigroup, and let A, B < R sub semigroups.
The sum of semigroups A, B is defined as

A+B:={a+b:a€A,be B}

Definition 2.18: Let (R, +) be a semigroup, and let A, B < R be two subsemigroups
such that AN B = @ and for all ¢ € A + B, there exist unique elements a € A and b € B
such that a + b = c. Then the sum A + B is said to be a direct sum, and it is denoted by
A®B.

Due to direct sum, we can define the concept of irreducible and reducible semi-
group
Definition 2.19: Let (R, +) be a finite semigroup. We say that R is reducible if there

exist proper subsemigroups A, B < R such that R = A @ B. Otherwise, we say that R is
irreducible.

Now we will present a sufficient condition for irreducibility of a semigroup wiht
neutral element. For this, we will use the following easy proof fact

Lemma 2.20: Let (R, +) a finite reducible semigroup with cardinal n, with R = A®B.
Then 1 < |A],|B| < n.

The following theorem is a new result with a suficient condition of irreducibility of
a finite semigroup



Theorem 2.21. Let (R, +) be a finite semigroup. If there exists an element x € R such
that

Z+y=x=z=x0y=x
x+y=y+x=xVyeR
Then R is irreducible.

Proof. The proof proceeds by contradiction. Suppose there exist subsemigroups A, B
such that A® B = R, and let x be the element mentioned earlier. Then, since R = A® B,
there exist (a,b) € A X B such that a + b = x. By the first property, this implies that
either a = x or b = x. Without loss of generality, assume that x € A.

By the previous lemma, we have |B| > 2, so there exist distinct elements d,b € B
with d # b. However, this implies x + d = x + b = x, which contradicts the uniqueness
of the representation. Hence, the assumption must be false. O

Example 2.1: In [4] it is presented a semiring with 20 elements for its cryptographyc
applications.
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10 a b ¢c d e f g h i j k I mn o p q r 1
0jo 0o oo 00 0OOOOOOOTOOOOO0OOTO
al0O 0O OO0OO0OOOOOOwaa@aaa ab b b c a
b0 00 0 a a ab b c a a a b c b b c c b
c|0 a b ¢c a b ¢ b ¢c ¢c a b ¢c b ¢ b c ¢ ¢ c
djo0 000000 O O0OO0Od d dddg g g i d
e|0 000 a a ab b cdd d e f g g h i e
f10 a b ¢ a b ¢ b ¢ ¢c d e f e f g h h i f
g0 0 0 0 d d d g g i dd d g i g g i i g
h|0 a b ¢c d e f g h i d e f g i g h i i h
i|0 d g i d g i g i i d g i g i g i i i i
jl1o 000 000 O0O0O0 g j j Jj jo o o r j
k10O OO0 a a a b b c j j j k I oo p r k
110 a b ¢c a b ¢c b c ¢ j k I kK I o p p r |1
m|(0 0 0 0 d d d g g i j j jJ m n o o g r m
n|l0 d g i d g i g i i j m n mn o q q r n
o|l0 000 j j j o o vr j j j o r o o r r o
plO0O a b ¢c j kK I o p r j kK I o r o p r r p
q|0 d g i j m n o q r j m n o r o q r r q
r{0 j o r j o r o vr r j o r o r o r r r r
110 a b ¢ d e f g h i j k I m n o p q r 1

This semiring is irreducible as r satisfy the conditions of the previous lemma

Definition 2.22: Let R be a semiring, and let A € Mat,,,(R). We say that A is
a generalized permutation matrix if each row and each column contains exactly one
nonzero entry, and this entry is invertible.

In the article [10], an interesting relationship is established between the additive
semigroup structure of a semiring and the invertibility of matrices with entries in that
semiring.

Theorem 2.23. Let (R, +,-) be a finite semiring such that (R,+) is irreducible, and
let A € Mat,x,(R). Then A is invertible if and only if A is a generalized permutation
matrix.

Now, we will see how to obtain the matrices we need. First, we take a congruence-
free semiring R and a natural number n. We choose elements a; € N, fori = 1,...,k,
such that LCM = lem(ay, . . ., a;) is sufficiently large, with the constraint that }}? | a; <
n. Then, we construct the matrix associated with this partition as in Theorem 2.15.
This matrix will be of the form:

To | Ol---] 0] ©
0T, 0] 0
0 O---[T.| O
0] 0]---| 0]Id,

Next, we proceed to modify the elements above the block diagonal, obtaining a matrix
of the form:



Ty | A2 | Al Ay | AL
0 Taz Az,z A2,r A2,r+]
0 0 Ta3 A2,r A2,r+1
M= . : :
0 0 0 Ta, Ar,r+l
0 0 0 0 Id,

Where the matrices A;; € Matyxq;(R) are rectangular matrices with entries in the
semiring R. Since the diagonal and the zero blocks below it remain unchanged, the

powers of this matrix will be of the form:

T, | Bia | Bis By, | B+

0| T, | Bap Byr | Barsi

W 0 0] 7, By, | By
0] o] 0 T3 | B

0 0 0 0 1d,

with B,"j € MataiXaj(R).

By previous result, the unique inversible matrix are generalized permutation matrix.
So we can change rows and collumns of a matrix to make more difficult to calculate
its powers. As this changes are in biyection with S, there are n! possible movements.
For n large enough, an attack of brute force to invert this process is not computationaly
feasible.

Example 2.2: We will take the semiring of 20 elements introduced in [4], and let
n = 6. We take the partition [2,3]. Then, lcm(2,3) = 6, and we obtain the block
matrix:

01 00 0O
1 000 0O
00 01 00O
00 0 01O
001 0 0O
00 0 0 01

In this matrix, we modify the elements above the diagonal randomly, obtaining

01 0 0 0O
1 01 r b I
00 01 0 e
00 0 O0T1O0
001 0 0O
00 0 0 01

Now, we conjugate this matrix by a generalized permutation matrix. Upon per-
forming the calculations, we obtain



Generalized permutation matrix

Output

J

S oo oo~
S o oo —O
SO =0 OO
S — O O OO
S oo =0 O
—_ o O o oo

|

0
e
0
1
1

0O 0 0 1 O
0O 01 0 O
0O 0 0 0 1
r 0 b
0 0 0 O
0O 0 0 0 O

Example 2.3: Now, we will show an example with at least 280 distinct powers and of

size 20 x 20. To do this, it is enough to notice that the set [8, 5, 7] satisfies that its sum

= 280.

is 20 and they are pairwise coprime, so their least common multiple is 8§ - 5 - 7

The matrix resulting from this partition would be:

00 0O0O0OO0OO0OO0OO0OO0OO0OOOOOO0OO0OO

1

1
0 00

0

0
0

000O0OO0OOOOO0OO0OOO0OOOO0OOQO

1

0 00O

0 000O0OO0OO0OODOOOOOO0OOQO0OTO

1

000 0O

00 00O0OO0OO0OO0OO0OOOOOO0OO

1

0 00O0OOO0OO0OOOO0OO0OO0O®O0OO®O 0

00 0O0OOO0OO0OOO0OTO0OTO0OTO0OO
1
00 00O0OO0OOO0OOOOOOOOOOO0OO0OO

1

00 0 0 0O

00 00O0O0OO0OO0OTO0OTUOTO0OO

00 0 O0O0O0O

1

1 0000O0O0OO0OO0OTO0ODO

000 0O0O0OO0OTO0OFP
000O0O0OO0OO0OO0OTO0OT®O0

000 O0O0O0OO0OO0OSF® O

1

1

0 000 O0O0OTO0OT© O

1

000 O0O0OO0OO0OO0OTO0OTO OO

000O0O0OO0OO0OO0OTO0OTO0OSO0

000 O0O0O0OTO O

000O0OOOO0OO0OTO0OTGO0OO0OO0

1

0 000O0OO0OO0ODOO0OOOOTO0OO 0

00 0O0O0OO0OO0OO 0

00 00O
1

1

0 0000 O0OOOOO0OO0OO0OO0OTO0OTO0

0 00O

1

0 0O

000O0O0OO0OO0OO0OO0OO0OO0OOO0OSO0OTQO0ODO

0
0

1

0
00 0 O0 OO

1

0000O0OOO0OOO0OOOOOOOOO0OO0OO0OO

1

o0o00O0OOO0OOO0OO0OOOOOO0OQO0OO

o0o00O0OOOOOOO0OO0OO0OO0OOOOO0OO

1

0 000O0OO0OO0OO0OO0OTO0OOT OO

In this matrix, we modify the elements above the diagonal randomly, obtaining

10



000O0OO0OO0OTOOOOOOOO0OO0OO0OTUO0OTO

1

0

0
0

g f 0

0 p 0 hOgOO0O0 0

0
00 0mOgbH O0OO0OO0O0OO0OO OO0

00 0O0O0OO0OO0O0O0 f k r

1

e

0 00 0 o
1

0 00 0O

1

0 0 0

0 0 0O

S o

SR

[

0 0

l

00 l
1 0 0 £k 0 o
0 000 0 0O

1

1

0 00 0O0O

000 jO0O0FEKWbBHOOTD poO

00 00O0OO0OO0OTOUOwae¢OO0OO0OO0OO0OTO0OSdTO0OO0

1
000 0O0O0OO0OTO0OFO

< O
< O
O
o O
S T

SO

0 0 0
0

1

000 0O0OO0OO0OO0ODTO0OT OO0

1

0 000O0O0OO0OO0OTO0OTO O

0 o b
1 00

1

0 000 O0O0OO0OO0OO0OTO0OTO0OT@ O

0000 O0O0TO0OTF O

0 o m O

c

0000 o 0O0OOO OO0

1

00 0 0 O

1

0 000O0OO0OO0OOTGOOO0OO0OOG®O0OTGO0OOQO0OOQO0

1

0 000O0OO0OO0OO0OO0OTO0OO0OO0OTO0OTO O
00 00O0OO0OO0OOTO0ODOOOTGO0OTGO0OO 0

00 0 O

1

0O 0o00O0OO0OO0OO0OO0ODUO0OO0OO0OO0OO0OO0OO0OO0

0 0 0

1

0
0

0

1

0 0o o0 0 OOOOOOOOOOOTO0OTO

1

0 000O0OO0OO0OO0OTOOO0OO0OOT®O0OO0OO0OO0OO0OTO0OTO

0 000 0 O

1

0 000O0OO0OO0OO0OO0OTO0OTO0OO0OT® O

Now, we conjugate this matrix by a generalized permutation matrix. Upon performing

the calculations, we obtain

Output
00 00O0OO0OOOO0OO0OO0OO0OTO0OTO0OTO0OO

1

0 0 0

0 0 d a0

1

0 00 0O0O0OOOOOOOO0OwaOOO0OO0OTO0

0O 00 O0O0OO0OOOOOOO0OTQO0ODO

0

1

0 000 O O0O0OTO O

1

000 00O o0 0O0OUO0OOO0TGO

0 00 O0O0OO0OOOO0OTQ OO

1

i

0 k 0 O
000 O0O0OO0OO0OOOO0OTQ OO

n

000 0 0 0O

1

000 kkOOOOOOSDL,j O0O0O0OTO0OO0TO0

1

f 000 O

p

c
0
0
0

S 0 AO

0 ¢
m 0
o 0
1 0

1 f k000 O
1
0 h 00000

0 00O0O0O0OO0OOOOOOTO0OTO0OTU DO

0 0 0

r 0 0 0
e 00 g 00 1
0 000O0DO0OOOO OO OGOOO0OO0O0

0 0 0 0O

000OO0OO0OOOOOOO0OO0OTO

1

1

0

0o 00O0O0OO0OO0OO0OO0OO0OOT®O0OOOO0OO0OO0OO0OO

0

0 00 0 o

c

0

1

0000 O0O0OO0OO0OTO0OTO0OTO0TO 0

m 0 0 0 0 0 0 0 0 O

0 00 0 O0O0O0

1

000 O0O0OOGO0OTSPDLOO

d 0g000O0GO0O0SEZO0O00

S O O

~Oo O

/

1

0

1

0

d

1

00 0O0O0OOOOO0OOOTO0OO0OTQO0OO

1 0 0 0

1

0o o00O0O0O0OO0OOOOOOOO0OOO0OO0OO

0b 0 0 O0O0O0 o

l

0 00

0

0

1
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Generalized permutation matrix
o0o00O0OOOOOOO0OO0OOOOO0OTQO0OO 0

00 0 0 O0O0O0

0

1

0000 O0O0OO0OO0OTO0OTUO0OTO0ODO

1

1 0000O0OO0OO0OO0OTODO

o0000O0OO0OO0OO0OO0OOOOOOOOO0OO0OO0OO

00 0O0OOO0OTO0T® O

1

00 0O0O0OOO0OO0OO0OSO0OO0OOO0OO

1

000O0OO0OO0OO0OO0OO0OO0OTO0OO0OTO OO0

0 00 0O
00 0 0 0O

000 0O

1

00 0O0OO0OOOO0OTO0OO0OO0OO

1

00 0O0O0OO0OO0OO0OO0OO0OO0OOSOOO0OO0OO0OO

1
0 0 0

0

0 000O0OO0OO0OO0OO0OOOOOO0OTQO0OTO 0

1

000O0OO0OOOOOOOOOOOOQO

1

0000 O0OOO0OO0OOO0OO0OTO 0
000O0O0OO0OOOTO0OO0OTO OO O0OO®O 0

0

0

0 00 0O OO

1

1

000 0 0O

0 0 0O

1

000O0OOOOO0OO0OTO0OTO0OTO0OO0OO0

1 000 O0O0O0OODO
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2.1 Example

With all the previous result, we present an example of the key exchange protocol. We

will use

OO0 OO0 NOCCO IOV O O~ TOO0
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OO VO OO OO OO oo o @O0 000
SO OO OO O RN O ROOOoOOXRTO OO
SO DO RO~ OO o000 0o0
=Nel Seleaoleol=helsholeohaheol=ho el =Nl o e
slelaeBeNel == lelolelolelieieiie ol i)
eleoleBoNoRol il =l =Nelololelioioiie ol iio)
QO O SO ~O0OO0OTVNOOOOTVNOO vOoO O
eleleBoleoBololshol=h-heohaelh _Rehelolaelolale)
S N OO OO DD oo ooo oo
OCRN OO VOO~ KOO O SO o0 oOCO0O
S~ T OO0 0O O0OOO VT —VO0O0O—~00 ~0 O
— O OO0 VO OO ~OROHSOO —-0OO
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Il
=

2

The private keys are

43 86 77 17
77 43 86 77]

77 77 43 86
8 77 17 43

|

&7 95
87 C
87 95 15

87 95 75 51

95 75 51
51

[75 51

As the commutative set, we have

Cy
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and as pk; and pk,
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3 Key Exchange Protocol and Its Security

We begin by analyzing the computational cost of the key exchange.

Setup Cost

Theorem 3.1. Let M € Mat,,(R) be a matrix over the ring R, with polynomials bounded
by degree h € N, and let there be n basis elements. Then, the setup cost of the protocol
is at most O(nH) matrix operations, or equivalently O(nhm?) operations in R.

Proof. For each basis element, we must compute up to iz powers of M. Each power can
be computed using matrix multiplications of size mxm, with a cost of O(2 log,(h)m?) in
R. After computing the powers, we need to sum at most A matrices, which contributes
at most an additional O(Hm?) operations; however, since matrix addition is negligible
compared to multiplication, the overall cost per basis element remains O(2 log,(h)m?).
Repeating this for all n basis elements, the total setup cost becomes O(nlog,(h)m?)
operations in R. O

Post-Setup Computational Cost

Theorem 3.2. Let A € Circ,([0, k]) be a circulant matrix with entries in the interval
[0, k). Then, the cost of computing A(M;)!_, is O(n(2log, k + n)m3) operations in R.

Proof. Each matrix multiplication or exponentiation involves m?> operations. To com-
pute powers up to k, we require O(2 log, k) multiplications, resulting in O(2 log, k- m?)
operations in R. After that, we must multiply the resulting matrices, contributing an
additional O(nm?) operations. Since this procedure is repeated for each of the n com-
ponents, the total cost is O(n(2 log, k + n)m?) operations in R. O

Now, we will see the security of the previous protocol against known attacks.

3.1 Brute force and random attack

An attacker could try a brute-force or random attack against the protocol. If m is an
upper bound to the coefficient of the circulant matrix, an attacker must try m" different
matrix in a brute force attack. To avoid this, it is necessary that m is large enough so
m" is unfeasseble.

However, this is not sufficient, as if the set Pkey = {C € Circ,(N);Cv = Av} is
too large, the brute force or random attack could find one instance with ease. Com-
putational experiments shows that for matrix of form 2.3 that a random attack is not
effective against it. In addition, we present a result that ensure us that under certain
conditions, our private key is unique.

Theorem 3.3. Ifn =1, and A = a; < pord(M,) — 1, then the solution of Xv = Av is
only X = A

Theorem 3.4. Letn € N. Let v = {M" Y, suchthat B = Cir[by,- -, b,] with det(B) #
0, and A such that Y ; aibiy < pord(M) — 1¥k = 0--- ,n — 1, then the solution of
Xv=Avisonly X = A
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3.2 Pohlig-Hellman type attacks

First, we recall the following well-known result:

Theorem 3.5. Let n € N, then U(Mat,(N)) are the permutation matrices.
As a corollary, we have:

Theorem 3.6. Let n € N, then U(Circ,(N)) are the permutation matrices.

As indicated in [12], Shanks’ baby-step-giant-step method attacks as well as a
Pollard-rho type attack require the existence of a large number of inverses to be ef-
ficient methods. Given the reduced number of invertible elements in our semigroup,
these attacks would not be efficient.

For the Pohlig-Hellman reduction in [12], the fact that the semigroup is finite is
exploited, and an element m € § is chosen in such a way that solving the problem on
mS becomes easier, thus obtaining the original solution. In our case, the semigroup
Circ,(N) is infinite, and the applicability on computers arises by bounding the coeffi-
cients by a positive natural number m. Therefore, if an attacker takes C € Circ, ([0, 4])
and tries to perform the reduction, they will face solving the problem on Circ, ([0, th]),
where they effectively have not reduced the number of possible candidates to find the
solution. Hence, we do not see how this could provide an advantage for the attacker.

3.3 O-L attack

In [11], the authors cryptoanalysis the original key exchange protocol presented in
[4]. To do so, given A, B, M, p(A)Mq(B) € Mat,(R) with p(x),q(x) € Cg[X] they
compute a three non commuting variable polynomial F[X, Y, Z] € Cg[X, Y, Z] such that
F[A,M,B] = p(A)Mq(B) and that, for all h(x),l(x) € Cr[X] F[A,h(A)MI(B),B] =
h(A)p(A)My(B)I(B).

In our case, an attacker may use this algorithm to find a p;(x) € C,[x] such that
pi(M) = M;. However, this does not provide information on the shared key, nei-
ther of the private keys. If the attacker uses this algorithm to find P;.“ [x0,+,x,—1] €
Crlxo,- -, x,-1] polynomial in » non commuting variables such that (P? (v));.’:‘o1 = Ay,
this does not assert that (Pf‘(Bv))l’f:‘Ol = ABv as in the original case, identity that is false
in general.

3.4 Quantum attack

In [13], a quantum algorithm for computing discrete logarithms over abelian groups is
introduced. Furthermore, in [15], the authors present a generalization of this algorithm
that can compute discrete logarithms over semigroups.

In our case, if the commutator set is chosen as powers of a matrix M, the aforemen-
tioned algorithm would yield a system of linear Diophantine equations, which could be
solved to recover the private key.

To prevent such an attack, the commutator set should instead consist of polynomials
in M, avoiding the use of monoids. Under these circumstances, the authors are not
aware of any method to adapt the existing algorithm to compromise the security of
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the protocol. Moreover, knowledge of the order or pre-order of M does not appear to
impact the protocol’s security.

4 Conclusion

In this work, we have successfully developed a new key exchange protocol based on the
action of circulant matrices on matrices over a congruence-simple semiring. Through-
out the study, we effectively addressed the explicit construction of matrices with the
required algebraic properties to ensure the correct and secure functioning of the pro-
tocol. This involved a careful exploration of the underlying mathematical structures,
ensuring that the elements used satisfied the necessary conditions to maintain the sys-
tem’s security.

Furthermore, we conducted a detailed analysis of the computational cost associated
with each stage of the protocol, allowing us to assess its practical feasibility compared
to existing approaches. Known attack were also examined, and it was shown that the
protocol exhibits strong resistance to these attacks.
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