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Abstract

The sharing of external data has become a strong
demand of financial institutions, but the privacy is-
sue has led to the difficulty of interconnecting dif-
ferent platforms and the low degree of data open-
ness. To effectively solve the privacy problem of
financial data in trans-border flow and sharing, to
ensure that the data is ‘available but not visible’,
to realize the joint portrait of all kinds of hetero-
geneous data of business organizations in differ-
ent industries, we propose a Heterogeneous Fed-
erated Graph Neural Network (HFGNN) approach.
In this method, the distribution of heterogeneous
business data of trans-border organizations is taken
as subgraphs, and the sharing and circulation pro-
cess among subgraphs is constructed as a statisti-
cally heterogeneous global graph through a cen-
tral server. Each subgraph learns the correspond-
ing personalized service model through local train-
ing to select and update the relevant subset of sub-
graphs with aggregated parameters, and effectively
separates and combines topological and feature in-
formation among subgraphs. Finally, our simula-
tion experimental results show that the proposed
method has higher accuracy performance and faster
convergence speed than existing methods.

1 Introduction

With the continuous advancement of financial technology’s
profound empowerment of business, the shared application
of external data (such as Internet companies, insurance com-
panies, and other third-party data providers) has become
a strong demand for financial institutions. Financial risk
control and customer acquisition based on privacy com-
puting have become the most important privacy computing
implementation scenario at present [Oyewole et al., 2024;
Farayola er al., 2024]. However, there are three main risks in
the current cooperation process between financial institutions
and external data sources: first, it involves a large amount
of personal user information and is subject to strict regula-
tory requirements; second, the data assets and trade secrets
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accumulated by the institution’s own business are easy to be
leaked; Third, because the data itself can be copied and eas-
ily spread, and once shared cannot be traced, the confirmation
of data assets is difficult, and commercialization is seriously
restricted[Christian, 2024].

However, as the current privacy computing technology is
still in the process of improvement, the data application in
the financial industry still faces various challenges such as
the difficulty of interconnection and interoperability of dif-
ferent platforms and the low degree of data openness[Zheng
and Cai, 2020]. Based on the trans-border trusted data space
framework, how to ensure the compliance of data circulation
of multiple parties, with the help of privacy computing tech-
nology, so that financial institutions and external data partners
involved in modeling can achieve the virtual fusion and sam-
ple alignment of multi-party data without directly interacting
with the original data, and each of them conducts algorithm
training locally, and only securely interacts with the interme-
diate factors of the task, so that the user profiling can be com-
pleted without leaving the door of the sensitive data, without
going out. At the same time to complete the user’s portrait, to
achieve financial data trans-border, trans-institutional, trans-
sector security sharing and circulation, it has become the cur-
rent financial data element in the field of the problem to be
solved [Oyewole et al., 2024].

At the same time, from the business perspective of trans-
border sharing and circulation of financial data, in addition
to facing the barriers of many “data islands”, we also need
to solve the significant problems among “data islands” in the
process of collaboration with external data. Heterogeneous
issues of business datal[Yan ef al., 2024]. This is mainly re-
flected in the variety of data types involved in different fi-
nancial institutions or industries, the vastly different data for-
mats, and the incompatibility of the data standards and pro-
tocols they follow. They are manifested in the fact that there
are fewer overlapping users and overlapping characteristics
among various participants, as shown in Figure 1. Therefore,
in the face of these complex challenges, our research motiva-
tion needs to think about two points: (1) how to use private
computing technology to promote the effective trans-border
circulation and sharing of financial data;(2) in the process of
data circulation and sharing, how to fully mine the potential
characteristics of various trans-industry heterogeneous busi-
ness data to achieve accurate portraits of users.
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Figure 1: Financial data trans-border sharing scenarios.

Given the privacy problems in heterogeneous scenarios
with fewer overlapping users and overlapping characteristics
among various parties mentioned above, our research moti-
vation is to ensure the compliance of multi-party data shar-
ing under the framework of trans-border trusted data space
and break down the barriers of data silos., to solve data pri-
vacy and security in trans-border circulation and sharing of
financial data, improve the efficiency of data processing and
analysis, and promote data cooperation and sharing. Enhance
model performance and generalization capabilities and meet
compliance and regulatory requirements. To this end, we
propose a learning method for Heterogeneous Federal Graph
Neural Networks (HFGNN), which aims to solve the privacy
issues in the trans-border circulation and sharing of financial
data elements in the context of multi-source and heteroge-
neous service fusion scenarios. In this approach, we com-
bine the respective advantages of GNN and federal learning
to address the privacy challenges faced by financial data ele-
ments. Experimental results show that our method can effec-
tively solve the personalized privacy issue in the trans-border
flow and sharing of multi-source and heterogeneous financial
data elements. Our contributions are as follows:

* We propose a trans-border data circulation and sharing
method for heterogeneous federated graph neural net-
works, which enables model training and data process-
ing without sharing original data, thereby protecting user
privacy and data security.

* In the process of promoting the trans-border circula-
tion and sharing of financial data elements, we have in-
troduced personalized sub-graph collaboration methods.
Based on the diverse characteristics of financial busi-
ness data, relevant local models within the same branch
can be flexibly and targeted collaboratively optimized to
meet the needs of different business scenarios.

» For multi-source and heterogeneous financial data, we
effectively captured the temporal changes and evolu-
tion process of dynamic change chart structure data by
integrating heterogeneous data between different data
sources into a unified feature space and comprehensively
analyzing it from the microstructure. The intrinsic logic
and value of financial data provide new ideas for finan-
cial analysis and decision-making.

The subsequent content of this article is organized as fol-
lows: In section 2, we discuss in depth the research back-
ground of relevant technologies in the circulation and sharing

of financial data elements. In section 3 focuses on the key
definitions and core concepts involved in our method, laying
a theoretical foundation for subsequent content development.
In section 4, we elaborate on the overall architecture of our
method, the state transition of nodes in the graph and the evo-
lution of the graph structure, the update of weights in model
training, and the classification of nodes based on the differen-
tiated needs of financial services. Subsequently, in section 5,
we verified the feasibility and effectiveness of the proposed
method through simulation experiments. Finally, in section
6, we summarize this paper.

2 Related Work

Privacy computing refers to a series of technologies that an-
alyze and calculate data on the premise of ensuring that the
data provider does not disclose the original data, ensuring that
the data is “available and invisible” during circulation and
integration[Li ef al., 2016]. Currently, in terms of research
on private computing technology, many researchers mainly
focus on exploring and building a private computing finan-
cial application ecosystem, with the core of revitalizing data
resources and promoting efficient circulation and sharing of
data. To this end, this paper sorts out the development pro-
cess of privacy computing according to the time dimension
and roughly divides it into the following four stages. Each
stage proposes a new privacy computing solution from a dif-
ferent perspective to try to solve the omissions and flaws in
the previous stage[Chen and Yang, 2023].

Phase I: Secure Multiparty Computing. Its development
can be traced back to the proposal of Shamir’s secret shar-
ing scheme[Shamir, 1979; Sucasas et al., 2023], and since
then, the field has gradually evolved to form a technical
system with secret sharing [Yao, 1982] and obfuscated cir-
cuits [Yao, 1986] as the core protocols. However, the main
problem of secure multi-party computation is that the perfor-
mance is very different compared to that of plaintext com-
putation. This is mainly due to the practical requirements
of the computational and network environments, while its
main performance bottleneck lies in the burden due to the
vastly increased communication overhead [Li ef al., 2024;
Pillai and Polimetla, 2024].

Phase II: Differential privacy. Unlike cryptography, which
relies on theory to prove the difficulty of cracking to en-
sure security, differential privacy is based on the fuzzification
of the data probability distribution caused by adding noise
and evaluates its privacy protection effectiveness in a more
flexible and changeable dimension [Zhao er al., 2024]. Be-
cause differential privacy does not encrypt the data and does
not introduce significant additional communication burdens,
its performance is almost close to the efficiency of plain-
text computing. Therefore, differential privacy technology
is the first to be widely used in various artificial intelligence
scenarios, committed to protecting the privacy rights of end-
users[Wei et al., 2023; Yang et al., 2024].

Phase III: Centralized encryption calculation. Unlike the
thinking of the previous two phases, the current phase is com-
mitted to finding a way to get data out of place while remain-
ing safe. One important technology path is the Trusted Ex-



ecution Environment (TEE) [Islam et al., 2023; Carreira et
al., 2024; Ott et al., 2024]. However, the implementation of
TEE is highly dependent on hardware support provided by
specific vendors. Another technical path is homomorphic en-
cryption [Rivest ef al., 1978; Gentry, 2009; Xie et al., 2024;
Chatel et al., 2024]. However, homomorphic encryption re-
quires additional communication and computing costs.

Stage IV: Federal Learning. Different from the above-
mentioned technical ideas, federated learning allows each
data owner to save the model and data locally, and only trans-
fer protected parameter information between parties to com-
plete the training process. Therefore, private data does not
go out of domain under the framework of federal learning,
and the exchange of model parameters does not expose the
content of raw data and local models. From the perspec-
tive of training paradigms, federated learning can be divided
into horizontal federated learning, vertical federated learn-
ing, and transfer federated learning [Brauneck et al., 2023;
Lin et al., 2024; Gu et al., 2023; Sun et al., 2021].

Currently, with the deepening of the research field, in terms
of technology, privacy-based encryption computation, and
privacy-preserving computation have been widely researched
and applied. These techniques are able to achieve the joint
analysis and modeling of multi-party data without directly
exposing the original data, which provides strong support for
critical tasks such as financial risk assessment and fraud de-
tection. In terms of application, privacy computing has been
applied on the ground in several scenarios in the financial
field. For example, credit risk assessment and anti-fraud ar-
eas, etc.

3 Preliminaries

For ease of description, we abstract the edge server relation-
ships between countries or sub-graphs into nodes of the spa-
tial graph structure, and the data flow paths into edges of
the spatial graph, as shown in Figure 2. In this spatial net-
work structure, each node contains a sub-graph structure, and
these sub-graphs are dispersed and deployed on different edge
servers. Due to privacy protections or regulatory restrictions
in different countries or regions, data on these servers cannot
be trained centrally but can be trained collaboratively through
federal learning. Information is transferred between the sub-
graph and the spatial graph through the global server and the
boundary server of each subgraph.

4 Methodology

In the real world, due to the differences in the systems and
laws of various countries, how to achieve the free flow and
sharing of data under the premise of ensuring data privacy and
satisfying different regulatory constraints, and how to use the
graph structure information to depict the network structure
of the data flow process across domains and borders, is an
issue worthy of deep thinking. Since there exists an urgent
need for external data sharing applications for financial data
elements, the stochastic and subgraph heterogeneity charac-
teristics exhibited in data flow and sharing are also the key
areas of concern for us, in addition to the protection of user
privacy in trans-border and trans-domain business scenarios

Figure 2: Spatial graph structure: the nodes in the left graph denote
the edge servers in different countries in the global trans-border flow
of data, which denote the eight countries, such as China, Canada,
France, Japan, Russia, United States, Brazil, Australia, etc.; the right
graph denotes the graph structure formed by these eight countries in
the dynamic process of trans-border data The right figure represents
the graph structure of these eight countries in the dynamic process
of trans-border data flow, where the nodes represent the edge servers
in the countries, the edges represent the transmission paths between
the edge servers in the trans-border data flow, and the thickness of
the edges represents the size of the transmitted data volume in the
data flow or sharing.

of data elements. Because each node in the subgraph is heav-
ily influenced by its relationship with its neighbouring node
N (v), which further affects the dynamic change of the struc-
tural features and data statistical features of the subgraph,
and any change in the subgraph structure and features will
lead to the continuous evolution of the global graph struc-
ture over time, it can be seen that the structural states of both
the subgraphs and the global graph are constantly evolving.
For this reason, we propose a model based on heterogeneous
graph federation learning for solving the privacy problem in
the trans-border flow and sharing of financial data elements,
and the schematic of the framework is shown in Figure 3.

According to the design architecture of the model, it is
not difficult to know that in the environment of trans-border
trusted data space on which the financial data elements de-
pend, the paths of data flow truly reflect the interaction of
circulation and sharing between the data demand side and
the supply side, which provides us with a good application
basis for real-time situational awareness of data. This set
of paths can be expressed as R = {p; | i € (1,2,...,n,)},
where each path exhibits its unique attributes or characteris-
tics due to business differences between different organiza-
tions or subsidiaries.

In this context, we use GNN and federated learning to
jointly build and characterize the circulation and sharing pro-
cess of financial data elements and their privacy calculations.
The global GNN represents the overall structure of the dy-
namic evolution of data flow and sharing and defines it as
G = {V,E, X,W} with n nodes, where V represents the
set of vertices, £ C V x X represents the set of edges,
X € R"*/ represents the feature set of nodes, and W repre-
sents the training parameters of the model.

Based on the above objectives, each client is responsi-
ble for collecting data in its local environment and training
local subgraph models that are not visible to other clients.
Specifically, we assume that the ¥ € {1,2,..., K} client
has its unique private dataset D) := (G V(). In
this context, G(¥) .= (V(k),s(k),X(k),W(k)) denotes the
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Figure 3: Overview of the proposed model framework. (a, b) describes the original spatial graph among the eight countries or regions
constructed based on their data provider and data demander; (c) illustrates the process of global graph dynamics evolution, which takes the

data provider or demander as input and outputs a refined graph.

graph in D*) V(¥) denotes the set of nodes of the subgraph,

Xk = {ng)} and ) = {eﬁ,’f)n} repre-
meV (k) ) mneve)
sent the set of features of the graph data and the correspond-

ing nodes and edges, respectively, W (*) denotes the client’s
parameters, and Y (*) is the set of labels of the graph data.
Multiple clients, on the other hand, collaborate through the
coordination of a central server, aiming to improve the per-
formance of their respective GNN models. In this process,
clients do not need to disclose their local graph datasets, thus
ensuring data privacy and security. In this way, the subgraph
federated learning system achieves the goal of efficiently uti-
lizing distributed data for model training while protecting pri-
vacy.

To achieve our design goals, we will focus on node state
transitions, local or global GNN dynamic evolution, model
weight updates, and GNN-based node- or edge-level tasks
during graph evolution and federated learning involved in the
method.

4.1 Node State Transfer

Due to the business differences between different institutions
or companies, subgraphs have significant heterogeneity char-
acteristics, so each node’s state will dynamically evolve with
the real-time flow of data every time the model is trained. At
any time ¢, the value Y; of the observed variable of each node
(such as the data distribution of the node) only depends on
the currently hidden state variable X;, and is independent of
the state variables and observed variables at other times; at
the same time, the current state value X; only depends on
the state X;_; at the previous time, and is independent of the
state. For this reason, we assume that the state variables of
nodes are unobservable and hidden, so the subgraph obeys a
hidden Markov process in this dynamic evolution process.

Observation sequence | ¥1 73 yt YN

Observation probability | P (¥1]21) P (yalz2) P (ytlzy) p(ynlzN)

State sequence -@- - -@
p(zy—z9) plag—...) p(...— ) plag—...) p(-..— zp)

State transition probability Hidden state

Figure 4: Node state transfer process.

As shown in Figure 4, x () is a random variable, a hidden
state (invisible) at time ¢, such as z (¢t) € {z1,x2,z3}. And
the random variable y () is the value of the observed variable
(visible) at time ¢, such as y (¢t) € {y1,y2,¥3,va}. The ar-
rows indicate conditional dependencies. Where the random
variable x at time ¢, is only conditionally dependent on x
at time ¢ — 1. Similarly, the random variable y at time ¢ is
only conditionally dependent on x at time ¢. This property is
known as the Markov property.

We assume that the subgraph contains /N nodes, represent-
ing states; edges represent its transition probability. Based on
the hidden Markov model graph structure, the joint probabil-
ity distribution for all variables is:

P (y1,21,Y2, T2, ... YN, TN)
~ ()
= P (x1) P (1 |171)HP($1‘ | zi—1) P (yi | z:)
i=2
Where X = (z1,x2,...,2N) is a sequence of states and
Y = (y1,92,.-.,yn) is a sequence of observations.

4.2 GNN Dynamic Evolution

Generally, GNN consists of message propagation and neigh-
borhood aggregation, with each node iteratively collecting in-



formation propagated by its neighbors and aggregating it with
its information to update its representation. Regarding the
dynamic evolution process of the global graph, at time ¢, for
client k and layer directory ¢ = 0,1,...,L — 1, a GNN for a
{-layer can be expressed as:

msg(“ Y = agg (msgék“l) (hgw’ hé"’"%sm) |j € Ni)
2

B+ _

1 apt 3D (WD msgHY) )

Where, hl(»k’o) = argk) represents the node characteristics
of the k'" client. ¢ is the layer index, which leads to the
following: the node characteristics of the ¢-layer of the k'

. (k,0). . .
client are expressed as h,”"’; agg (.) is an aggregation func-
tion that can change according to different GNN variants; N;
represents the neighborhood set of node 7; agg((,k’fﬂ) () is
a message generation function, whose inputs h; are the hid-
den state of the current node, the hidden state of the neighbor
node h;, and the edge characteristics €;;; uptff’“l) ()isa

state update function used to receive the aggregated feature

msgHHD.

4.3 Weights Update

In order to address the data privacy issues of each subgraph,
we will construct a strategy for updating parameter weights
based on the federated learning framework. We draw on the
approach provided in the literature [Wang ef al., 2024] to en-
able the model parameters stored on each node to collect and
pass information to each other, thus ensuring that knowledge
is effectively propagated throughout the graph structure.

Mathematically, given a constructed graph Gy, for Vk € K,
we use a weighted sum to update the central node to ensure
that the dynamic adjustment of the graph structure is kept in
sync with the flow of data.

oo | 4)

k<—i4j---<u<z(#path=P)

Where g is a function used for knowledge dissemination,
which utilizes the updated model parameters for information
circulation and sharing. P represents the number of repe-
titions of the dissemination process, which determines the
depth and breadth of knowledge dissemination in the graph.
v;’f_l is the updated model parameters obtained by node
after P — 1 rounds of dissemination and aggregation, which
incorporates information and wisdom from other nodes. And
wy,; is the weight between nodes k and ¢, which reflects the

importance and influence of these two nodes in the infor-
mation dissemination process. In particular, when P = 1,
vf? = v3 4, which indicates the state of model parameters of
node ¢ under the initial propagation round. After the above
propagation process, we obtain a new set of model collec-
tions named {@} ,, %2, ..., 0%, }, which not only contain the
information of the clients within the cluster but also incorpo-
rate the weighted information of the nodes outside the clus-
ter, enabling the knowledge in the whole graph structure to be

comprehensively and accurately propagated and shared.

5 Experiments

Based on the method proposed in this paper, we set up cor-
responding experimental settings closely around the research
motivation of this paper. Its main goals focus on model avail-
ability and performance. To this end, our experimental design
will answer the following key questions:

¢ RQ1: Global situational awareness of trans-border data
flows: The goal is to evaluate the dynamic situation of
data flows and achieve accurate perception and grasp of
the overall situation of data flows by capturing dynamic
path changes between data providers and demanders in
real-time.

* RQ2: Performance Comparison Analysis: The goal
is to comprehensively evaluate and verify the perfor-
mance differences between this method and centralized
methods or advanced methods in the current field. On
the basis of establishing the usability of this method,
we conducted a detailed analysis and comparison of
this method with centralized methods and currently ad-
vanced methods. The purpose is to visually demonstrate
the unique advantages of this method in performance or
differences from other methods.

5.1 Experimental Setups

Datasets. We evaluated the proposed algorithm by measur-
ing the average test accuracy of two data sets (EMINIST[Co-
hen et al., 2017] and CIFAR-10[Krizhevsky et al., 2009])
based on the experimental set-up of literature [Jang et al.,
2022]. To conduct experiments evenly and fairly, in each
setting, the client has a corresponding dataset and randomly
divides it into three parts: 80% for training, 10% for verifica-
tion, and 10% for testing. In this experiment, we adjusted the
local model parameters for each client based on the accuracy
and efficiency of the model on the verification set. Through
training and analysis of the above data, the privacy and us-
ability of the model under the privacy protection mechanism
are evaluated.

Baseline. In our experiments, we chose the following base-
lines for comparison: (1) local each client trains their model
locally, and (2) globally servers are trained using the complete
graph. Meanwhile, to fairly evaluate the proposed HFGNN,
the following classical federated learning model baselines
were also selected: fedAvg [McMahan et al., 2017], fedProx
[Li et al., 2020], and fed-pub [Baek et al., 2023]. Among
them, to further validate the robustness and scalability of
HFGNN, we set the number of clients ranging from 5, 10,
and 30.



Dataset #epochs Batchsize p  Learning rate
EMINIST 1 32 0.1 0.0004
CIFAR-10 1 32 0.1 0.0001

Table 1: Hyperparameters used for local client update.

Data flow to China (@ill} Data flow to Russia (@il Data flow to the United States

Figure 5: Dynamic evolutionary dynamics of global maps.

Implementation Details. In our experiments, we used
ResNet-18[He et al., 2016] as the basic model for three im-
age datasets. All baselines and HFGNNs use the same net-
work to maintain fairness in comparisons. For all networks,
we use Adam[Kingma, 2014] as the optimizer of choice, with
a momentum of 0.0001 and a weight decay of 5e — 4. The
number of communication rounds for all data sets is 100, and
the number of local training times is 5. In addition to the
above information, the parameter settings for training the lo-
cal model, such as learning rate, training sample size, opti-
mization algorithm used, etc., are shown in Table 1.

5.2 Experimental Results

Global diagram structure. To further explore the effec-
tiveness of the proposed HFGNN, we designed a case study to
demonstrate the dynamic evolution of the global graph. We
are interested in testing whether our model can capture and
rebuild hidden relationships between local clients through it-
erative updates in the HFGNN framework. Here, we first
randomly divide each data set into multiple parts and allo-
cate them to different participants in the federated learning
network, so that each client holds a part of the data set. To
simulate the distribution structure of global data among dif-
ferent regions or institutions and depict the flow process of
data among participants (such as data uploading, download-
ing, aggregation, etc.), we record key information about data
flow during the simulation process, such as flow time, data
volume, participants, etc. Thus, the interactive information
of these data flows is used to simulate the dynamic evolution
process of the global structure diagram, as shown in Figure 5.

Performance comparison. (1) Compared with central-
ized training. To compare the effects of federal training and
centralized training, we set the configuration files according
to the following parameters:

(a) Federal training configuration. Total number of
client devices: 10 (num_models=10); number of devices par-
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Figure 6: Comparison of the results of the two training methods after
30 rounds of iterations, with the accuracy comparison on the left and
the loss function value comparison on the right.

ticipating in each round of training: randomly selected 5 of
them (client_k=5); number of local training iterations: each
device iterates 5 times each time it participates in training
(local_epochs=5); number of global iterations: 20 rounds of
global iterations are conducted throughout the training pro-
cess (global _epochs=20).

The purpose of this configuration is to comprehensively
evaluate the training effect achieved by decentralizing com-
puting resources under the federated learning framework.

(b) Centralised training configuration. There is no need
to write centralized training code separately. You only need to
adjust the federal learning configuration to achieve the same
effect as centralized training. Specific adjustments are as fol-
lows:

Set the total number of client devices (num_models) and
the number of devices participating in training per round
(client k) to 1 to simulate a federal training scenario in which
only one device participates, thus achieving the equivalent of
centralized training; The number of local training iterations is
set to 1 (local_epochs=1) to conform to the characteristics of
centralized training; The remaining parameter configurations
remain consistent with the federated learning training to en-
sure the fairness and accuracy of the comparative experiment.

Figure 6 visually shows the performance comparison of
two different training methods in the CIFAR-10 image classi-
fication task. It can be observed from the figure that the train-
ing effectiveness of federal learning is almost equal to that of
centralized training, showing a high degree of similarity.

(2) Comparison with single point training model. Figure
7 illustrates the comparison of model performance in the in-
ference phase. A single-site training model is a model that is
trained locally and iteratively on a specific single client C, us-
ing its unique local dataset D. For comparison, we randomly
selected five different clients, each of which was trained inde-
pendently on a single point. In the federated training scenario,
we separately set different &k values to represent each local it-
eration of training by selecting the number of participating
clients from all clients. In this experiment, we especially set
two scenarios of k = 4 and k£ = 8 for comparison to observe
the effect of different numbers of participating clients on the
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Figure 7: Comparison of the performance of federally trained mod-
els with single-point trained models in the inference phase.

effect of federation training.

In the presentation of Figure 7, we can see that the ef-
fect of training the model on a single client (orange bars)
is significantly lower than the effect of training the model
on a federation (light grey and light blue bars). This phe-
nomenon strongly suggests that it is difficult to adequately
capture the global distributional features of the data when
training with only a single client’s data, which leads to a rel-
atively poor generalization ability of the model. In addition,
it is worth noting that the number of clients involved in each
round of federated training (i.e., k-value) has a certain im-
pact on the model performance. Specifically, as the k-value
increases, it means that the number of participating clients
in each round of training increases, which usually leads to
performance improvement. However, at the same time, the
completion time of each training round will be extended ac-
cordingly. Therefore, in practice, the relationship between
the number of participating clients and the training efficiency
needs to be weighed to find the optimal balance.

(3) Performance comparison with other models. We do
this by varying the number of subgraphs into which each
graph is divided, i.e., 5, 10, and 30 subgraphs, each owned
by a single client. Table 2 gives the performance results
of different algorithms under three datasets. We can see
that HFGNN outperforms all other baselines under different
datasets, which confirms the excellent ability of HFGNN to
handle heterogeneous scenarios with multiple sources. The
reason behind this is that HFGNN can share generic knowl-
edge across similar clients and capture personalized domain-
specific knowledge across different clients. In contrast, the
traditional federated learning algorithm, FedAvg, performs
slightly better than the Local method but still has room for
improvement because it does not sufficiently take into ac-
count the heterogeneity of data. The FedProx algorithm, on
the other hand, improves the shortcomings of FedAvg to some
extent. The personalized FL algorithm Fed-pub shows better
performance than normal aggregation by using a generic so-
lution to the non-iid problem.

In addition, our HFGNN method shows significant advan-
tages in dealing with the fusion problem of multi-source het-
erogeneous client information. When the number of sub-

EMINIST CIFAR-10

Methods
M=5 M=10 M=30 M=5 M=10 M=30

Global 76.91+1.02 88.38+0.33
Local 73.85+1.20 48.91+2.34 64.54+0.42 83.81+0.69 59.19+1.31 80.72+0.16
FedAvg 7637043 75.92+0.21 66.15+0.64 85.29+0.83 84.57+0.29 82.05+0.12
FedProx  77.15£0.45 76.87+0.80 66.11+0.75 85.21+0.24 84.98+0.65 82.13+0.13
Fed-pub  93.22+0.07 91.60+0.08 83.00+0.06 80.50+0.15 81.20+0.13  82.00+0.10
Ours 94.00£0.07  93.60+0.06 85.20+0.05 89.20+0.14 88.90+0.12  84.50+0.08

Table 2: Comparison with the state-of-the-art methods on EMINIST
and CIFAR-10 datasets.

graphs (i.e. clients) further increases, the performance of
most methods will be significantly affected and a significant
decline will occur due to the lack of information between
clients. However, as the number of subgraphs increases, the
GNHFN method can still maintain excellent performance and
a high degree of robustness. This is due to the unique ability
of the HFGNN method to accurately identify potentially re-
lated subgraphs and effectively capture important information
missing between clients based on this.

6 Conclusion

In this paper, we discuss the privacy protection issues in the
sharing and circulation of multi-source and heterogeneous
business data in the trans-border data space from the busi-
ness level of financial data elements and recognize two main
challenges, including trans-border data privacy issues and Ef-
fective integration of heterogeneous business data in the col-
laborative process of sharing and circulation. Therefore, to
overcome these challenges, we proposed HFGNN as a graph
federation learning framework that can help each client im-
prove the performance of personalized local models. The key
idea of HFGNN is that we can effectively separate and com-
bine the topological information and feature information of
multiple heterogeneous subgraphs. We first use the topolog-
ical feature information of the customer terminal diagram as
a joint representation to obtain better representation capabil-
ities. Then on the server side, we separate the aggregation
process of topological feature parameters separately, to al-
low each client to learn personalized local models. Finally,
our simulation results show that HFGNN has higher accu-
racy performance and faster convergence speed than existing
methods.
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